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This article elaborates on the conceptualization of CITINT, i.e., the intelligence activities conducted by citizens and NGOs. This article is a preliminary attempt to establish foundation and perspectives for future research and to provide for initial conceptualization of CITINT. Moreover, this article elucidates CITINT’s implications from legislative perspective within the Finnish context. A semi-systematic, limited literature review incorporating academic literature, governmental outlets, and news was executed to explore the contexts and definitions regarding CITINT. Interviews with a journalist, an active CITINT individual, and a detective superintendent of the Finnish National Bureau of Investigation were conducted to clarify and provide backrest for conceptualization. The key contributions of this article are further elucidation of CITINT as a concept and its implications. Moreover, this article discusses the shift in power relations from centralized issue ownership of intelligence activities toward a more fragmented scene in which individuals and non-governmental organizations (NGOs) have more relevance, possibilities, and weight. Within CITINT, this article points out the differentiation between governmentally facilitated CITINT and the bottom-up CITINT conducted by individuals and NGOs on their own terms and tools. One key contribution of this article is connecting CITINT to societal participation through the CCSCM framework. Although the interviews comprise an empirical component, support contextualization, and provide tangible examples, this article’s focus is on the theoretical and conceptual aspects of CITINT. The article concludes with a discussion on the outlook, possibilities, and challenges of CITINT and provokes questions for further discussion on the matter.
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1 Introduction

The concept of CITINT has been introduced to describe intelligence conducted by citizens. The acronym consists of the words citizen (or alternatively civic1) and intelligence (see, e.g., Steele, 2002; Teti, 2012; Pešek, 2023). In this article, the term intelligence is used in a broad sense to denote intelligence activities such as organizational, governmental, and sub-process of decision-making (e.g., McDowell, 2008). Moreover, in this article, intelligence refers to the sensor-level data produced by intelligence organizations, the processed and analyzed information, and the conclusions and recommendations for courses of action produced by the intelligence process.

Furthermore, in the context of this article, the term intelligence can also refer to military, forensic, and industrial intelligence or, for example, information produced in support of disaster and crisis management. It is noteworthy that this article discusses the strategic, operational, and tactical levels of intelligence, as the conclusions and inferences elaborated on CITINT may emphasize these different levels. In this article, the strategic level is particularly linked to, for example, national decision-making and the longer term, the operational level to regional activities and the medium term, and the tactical level to the grassroots and individual actors, and the short term in decision-making (see, e.g., Kerttunen, 2007).

This article discusses CITINT in terms of methods, platforms, legislation, social power relations, and issue ownership. In the context of this article, power relations are viewed similarly to those outlined by Meriläinen (2014, p. 38) as “an attribute needed in getting attention for a topic, and on a different level, influencing how it is seen […] Power is also connected to the position an actor has in the network.” Moreover, issue ownership is regarded as how actors set themselves or are externally set to be more reliable, credible, and able to operate and decide on a matter, phenomenon, or an event, than others (e.g., Meriläinen, 2014). This article asserts that responsible facilitation of CITINT and participation through CITINT activities may contribute to empowerment of citizens, enhance cohesion, and provide a possibility to have a societally impactful voice for individuals and non-governmental organizations such as third sector and voluntary organizations. Through CITINT, the potential of citizens may be better recognized, and the disparity of formative power relation and ownership regarding intelligence issues may be attenuated.

To explore CITINT in societal participation and power relations contexts, this article analyzes the literature review and interview findings through the citizen-centric socio-cognitive model (CCSCM) for societal participation (Pietilä et al., 2021; Pietilä, 2022). CCSCM is a transdisciplinary integrative framework for analyzing and exploring societal participation. It recognizes different epistemological viewpoints in a citizen-centric manner and regards societal participation as a complex set of interconnected processes, including cognitive and social domains. Considering CCSCM, societal participation can be conceptualized at the external, activity, and internal layers in relation to a citizen. In the discussion section, this article explores various aspects and implications of CITINT through these CCSCM layers (Ibid.).

The disambiguation of the term CITINT and more precise definition are needed, as it will assist to improve the definition of the roles, responsibilities, and obligations of non-state intelligence actors. It is expected that legislation will not be revised expediently in the CITINT field. In addition, the responsibilities related to CITINT may not be recognized by the industry, NGOs, or individuals. CITINT, or citizen intelligence, is not yet a well-established term. Thus, this article aims to elaborate and discuss the concept, to justify the need for its use, and to compare the practical implementations and differences of CITINT in comparison to government and centralized intelligence. More concisely, this article seeks to answer the questions:

1. How should CITINT be conceptualized and defined?

2. How is CITINT positioned in the overall field of intelligence?

3. What are the implications of CITINT in the perspectives of societal participation, power relations, and (Intelligence-) issue ownership?

Additionally, this article identifies and discusses the possibilities and challenges of CITINT.

In this introduction, the main problematics underlying and the goals steering this article are introduced. After the introduction, an overview of the limited literature review follows. This article continues by reviewing the definition of the term CITINT and discussing its relationship to other intelligence concepts. Moreover, the need for this term and its more concise conceptualization are rationalized. The differences between government intelligence and citizen intelligence in terms of goals, resources, training, and roles are explored. Furthermore, this article discusses the relevant legislation applicable to citizen intelligence in the Finnish context, which is followed by introduction of the various third-sector actors and commercial companies that conduct CITINT as examples, as well as two tools developed for use by government-facilitated CITINT and non-governmental CITINT actors. We continue to describe the interview settings and summarize the findings from the interviews. Finally, the reader’s attention is drawn to the expansion of CITINT activities and the identified threats, weaknesses, and opportunities. Additionally, the research questions are briefly revisited, and future research topics are proposed.



2 CITINT in literature and Finnish legislation: an exploration


2.1 Semi-systematic limited literature review process

The semi-systematic limited literature review was conducted in four steps, and characteristics of the applied PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) method (Moher et al., 2009; Pietilä, 2022; Henrico and Putter, 2024) can be identified. Additionally, snowballing was applied, i.e., references identified in the articles that were found in initial search were further explored. Steps to decide on the inclusion of the item in the review were the following: (1) Title level appraisal, (2) Abstract level appraisal, (3) Appraisal through skimming, and (4) Full item appraisal. If the item was considered to explain or elaborate on the term CITINT or to reflect similar phenomena, the item appraisal was continued in the next step. If the item was considered to be irrelevant, i.e., not to explain or elaborate on the term CITINT or to reflect similar phenomena at any appraisal stage, it was excluded. The literature search was conducted in databases of Scopus and Google Scholar with keywords “CITINT,” “Civic intelligence,” “Citizen intelligence,” and “Intelligence by citizens.” These databases were selected for their wide coverage and indexing of journal and conference publications as well as their convenience. These keywords were defined on the basis that they were identified to reflect CITINT, and snowballing was applied to broaden the possible findings. The first step was limited to including 200 items in Scopus and Google Scholar with each string, and overlapping items were removed at the first step. Additionally, more specific inquiries with similar search strings were conducted in the web resources of intelligence services, ministries, and university publications, as well as on the Google search engine. Thus, the research is characterized as semi-systematic and limited in the scope of reviewing available literature. In addition, news outlets and papers were not excluded from the results, although anecdotal, due to the novelty and ambiguity of the term CITINT. The relevant academic sources and databases are listed in more detail in Table 1.



TABLE 1 Main targets and databases for the literature review.
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2.2 Pursuing disambiguation—how has the term CITINT been used previously?

The term CITINT has been used, for instance, in Burke’s (2022) article, but no precise definition is given. CITINT also appears in the article by Laulajainen, Taivalmaa, Vilén, and Virtanen, where they divide non-state intelligence activities into five sub-areas: (1) commercial intelligence companies, (2) criminal and terrorist organizations, (3) NGOs and aid organizations, (4) researchers, investigative journalists, citizen journalists, and citizen intelligence, and (5) intelligence as part of the normal business operations of companies (Laulajainen et al., 2023, pp. 7, 14–17). According to this division, CITINT is categorized under unorganized volunteering, the fourth category, with Burke as their source. This categorization excludes, among others, remote intelligence agencies, criminal organizations, registered associations, and non-governmental organizations (Ibid.).

The five-part division can be disputed because the status of the categories of actors listed in the article is quite open to interpretation and partly overlapping. It could be argued that many terrorist organizations can, at the same time, be NGOs, albeit unethical ones. For example, does the Irish Republican Army (IRA) conform to the description of a terrorist organization or as an NGO? The IRA has a history of both years of physical violence as well as more peaceful years of influence (Arthur and Cowell-Meyers, 2023). The question then arises—does the status of CITINT switch back and forth depending on the disposition of the group? Malkki (2014) also notes that the definition of terrorism is still blurred and there is no consensus. One may also wonder whether it is clear from a CITINT perspective if the same person can alternately be or not be a CITINT actor. For example, if an individual CITINT practitioner sets up a company or if a free CITINT group registers as an association, will its activities fall outside CITINT? If an entrepreneur carries out an individual intelligence operation as a hobby, would the result again be CITINT?



2.3 CITINT as part of the intelligence taxonomy

The sub-categories of intelligence can be classified according to different criteria. One criterion for classification is the channel, technique, or means of obtaining information (source) used in the intelligence activity. This is used in the five-part classification presented by Lowenthal and Clark: HUMINT, GEOINT, MASINT, SIGINT, and OSINT, where HUMINT refers to personal intelligence, GEOINT to geospatial intelligence, MASINT to measurement and sensor intelligence, SIGINT to signal intelligence, and OSINT to open-source intelligence (Lowenthal and Clark, 2015; Althoff, 2015). Moreover, Henrico and Putter (2024); see also Putter and Henrico (2022) recognize SOCMINT (social media intelligence) similarly. For all of these, the type or technique used to obtain the information determines the name of the intelligence category.

Another criterion for defining the sub-categories of intelligence is the subject of the intelligence. For example, counterintelligence (CI) refers to activities directed at the intelligence of an adversary (Lowenthal and Clark, 2015; Isokangas, 2023). Business intelligence, on the other hand, is focused on the business environment, competitors, and market situation (Isokangas, 2023). Similarly, financial intelligence (FININT) focuses on economic information and monetary transactions (Walton, 2013, p. 393).

The third criterion for classifying the types of intelligence is the social role and legal status of the person conducting it. In Finland, for example, military intelligence is an activity for which the Defence Forces are responsible. Security intelligence, on the other hand, is the responsibility of the Finnish Security Intelligence Service (Suojelupoliisi, n.d.). Criminal intelligence is carried out by a law enforcement authority, the police, and in serious cases also by the Finnish Security Intelligence Service (Sisäministeriö, 2017, p. 11).

CITINT is best defined by the third criterion, the social role of the implementer. If CITINT is, by definition, intelligence conducted by a non-state actor, it would therefore be a parallel concept to military, civil, and criminal intelligence. It should be noted that there has, in fact, been a gap in the concept of intelligence. There is no standard term for intelligence by lay people, associations, companies, and free collectives.



2.4 CITINT vs. governmental intelligence activities

The starting points for intelligence collection by citizens and by states are different. For the state intelligence organization, the motivation and obligation to produce intelligence is often to support state-level decision-making and to guarantee national security (Finnish Security Intelligence Service, n.d.). The state trains intelligence professionals to meet its own needs. For example, at the National Defence University, one of the cadets’ fields of study is intelligence, and the Defence Forces Intelligence Institute also operates an Intelligence School (Maanpuolustuskorkeakoulu, 2019; Puolustusvoimat, n.d.). In contrast, open academic studies in intelligence have only been possible since autumn 2019 at the University of Jyväskylä (Vähätalo, 2019). Thus, it can be assumed that citizen intelligence has largely been a skill learned through experience in the Finnish context (see also Mitrovich, 2016).

Intelligence collection from citizens and government is different in several respects. The state has secret intelligence sources that citizens generally do not have in the same way. Citizen intelligence is largely based on the use of OSINT data, although overall Western intelligence is estimated to be based on approximately 80–90% OSINT data (Ghioni et al., 2023).

States have more human and technical resources to carry out their own MASINT, SIGINT, GEOINT, and HUMINT reconnaissance, to which citizens usually have very limited access. Some satellite imagery and radiation measurement data from mapping services and public agencies are shared on the public web and can be freely accessed by citizens. In addition, SIGINT and COMINT data can be collected and published by, e.g., amateur radio operators with proper equipment.

Attributed to their networks, citizen investigators could theoretically have even more human resources for intelligence than the state. However, government activities may be better organized and managed with clearer shared motivation and objectives. The state also has legal means of coercion to produce intelligence within its own administration, for example, by intercepting the telephone calls of private individuals. In contrast, state organizations are notoriously bureaucratic, which makes them less agile in their ability to collect intelligence. As noted further in the article on the legal aspects of the paper, state actors may, where necessary, obtain confidential information from other authorities to which a private individual does not have legal access.

Commercial companies’ intelligence collection is partly based on the same principles as for private individuals, as the legislation and the means of collecting intelligence are very similar. However, some companies may have significant intelligence-related sources at their disposal other than the public. This is the case, for example, with Wagner, a private military company (PMC) used by the Russian state, which is in principle a commercial entity but in practice a state arm. In addition, a company may have more resources to purchase, for instance, OSINT or IMINT material than a private citizen and thus have better access to paid information.



2.5 CITINT and legislation in Finland

In Finland, the authorities have their own intelligence legislation, which allows intelligence to be used in the activities of the authorities as required by law. In contrast, when a citizen considers intelligence, either as an organized network or as an individual actor, there is no separate legislation or individual governing law, and the individual needs to adhere to various bodies of legislation. The more intelligence information a citizen collect in their private capacity, the greater the risk of getting into legal issues (Mäki-Kuhna, 2023).

The laws presented in this section are those that should be considered when engaging in CITINT-related activities. This is not an exhaustive list, but it covers various situations where it is expected that a legal aspect will also need to be taken into account. Primarily Finnish legislation is considered here, but the reader is also invited to consider the EU human rights treaties (EU, 2021) and, for example, the Geneva Conventions relative to the Protection of Civilian Persons in Time of War (Ulkoasiainministeriö, 2015). Although important, further jurisprudential explorations and research through, e.g., precedents are outside the scope of this article and left for later studies.


2.5.1 The constitution of Finland and the Data Protection Act

Chapter 2 of the Constitution of Finland 791/1999 (Perustuslaki 731/1999, 2018) promulgates the fundamental rights of every Finnish citizen or legal resident. These include equality (section 6), freedom of movement (section 9), the right to privacy (section 10), freedom of expression and right of access to information (section 12), and protection of property (section 15). The list is not exhaustive, but the most relevant for the purposes of this inquiry have been selected. Derogations from the provisions of the Constitution may only be made in the manner specified in other legislation, but otherwise, all activities must take account of the provisions of this Act. It is also important to bear in mind the principle of criminal legality laid down in section 8 of the Constitution: no one may be held guilty of a crime that is not punishable by law at the time it is committed (Perustuslaki 731/1999, 2018). This article is linked to the presumption of innocence in Chapter 4, section 2, of the Criminal Investigation Act (805/2011) (Esitutkintalaki 805/2011, 2024). Thus, if the involvement of a person in the course of events is only being investigated, he cannot be referred to as a criminal but is always a suspect. Only when the perpetrator has been convicted in court under Finnish law can he or she be referred to as a criminal.

Already, when planning the collection of data, it should be considered in a legal sense whether the collection will result in the creation of content and/or artifacts (text, voice, or image) that may contain stored personal data. There are specific legal requirements for the storage of personal data. The Finnish Data Protection Act (1050/2018) (Tietosuojalaki 1050/2018, 2024) regulates the collection, storage, and processing of personal data in order to ensure the reliability, integrity, and availability of the data. Data must be collected only for the necessary purposes; it must be stored and processed in such a way that no third party has access to it to modify or read it, and the stored data must be disclosed to the data subject at his or her request (Tietosuojalaki 1050/2018, 2024).

Data protection law focuses more on data collected by organizations and businesses than on data collected by individuals. Individuals are in principle free to use the data for their own purposes and do not have to compile a register, but the emphasis is on the purpose of the data and its publication. The collection and dissemination of private data are governed, inter alia, by the constitutional article on freedom of expression (Perustuslaki 731/1999, 2018). The dissemination of information is affected by the penalties laid down in the Criminal Code for the dissemination of private or confidential information, so that the dissemination of information and opinions of individuals in the name of freedom of expression is not completely free. The restrictive provisions will be discussed in more detail later.



2.5.2 Public Order Act and Criminal Code

The intelligence-gatherer is also likely to face the question of whether they can take pictures or videos and listen to or record audio. In principle, filming in public places is allowed under the Public Order Act 612/2003 (Järjestyslaki 612/2003, 2022). Public places are areas that are accessible to the public, including roads, parks, squares, swimming pools, and public transport. Public places also include buildings that are open to the public during an event or during the opening hours of a business. These include public offices, public areas of transport stations and shopping centers, and restaurants (Järjestyslaki 612/2003, 2022). Filming cannot be prohibited on these premises if the activity is not otherwise disruptive. However, in areas protected by public peace and domestic peace, filming requires the permission of the owner or operator of the area. Places protected by public order are parts of public places closed to the public, as well as parts and places, buildings, and areas to which access is restricted (Criminal Code 39/1889) (Rikoslaki 39/1889, 2024).

There are more issues to consider regarding the publication of a stored document, even for a private enquirer. If a recorded document contains information about private life or if the document in question offends the honor of the person identifiably appearing in the document, the publication may constitute a criminal offense. For example, an individual citizen can record all his or her own telephone calls and take videos and photos in public places, and to some extent even on private property, if the conditions are met. However, what matters is how the recording is used: whether it is made available to others in a way that is offensive to the privacy of the person recorded, or whether it is used, for example, as evidence in court, where it has a more limited view. The latter is permissible, as a document containing private life can be presented as evidence in court.

The Criminal Code (39/1889) lists all the penalties that can be imposed if the law is not respected. Chapter 24 of the Criminal Code (39/1889) provides for violation of privacy, peace, and personal reputation. These provisions, together with other legislation, provide very strong protection for individuals and, to some extent, organizations, so it is likely that the first thing a citizen making an enquiry will need to do when seeking information is to consider the provisions of this chapter. The provisions of the chapter include, inter alia, violation of domestic privacy (section 1), violation of privacy relating to public premises (section 3), eavesdropping (section 5), illicit observation (section 6), the preparation of the above (section 7), defamation (section 9), dissemination of information violating personal privacy (section 8), and other similar acts. In Chapter 25, offenses against liberty, section 7a, stalking, which could be committed by means of surveillance. If, on the other hand, a citizen informer requires someone to disclose some information against his will, this is a case of coercion under section 8. The Criminal Code also prevents the use of so-called “targeting” by prohibiting extortion in Chapter 31, section 3.

Among other things, Criminal Code 39/1889 provides for secrecy offenses (section 1), violation of the secrecy of communications (section 3), interference with communications (section 5), interference with an information system (section 7), unlawful access to an information system (section 8), offense involving a protection decoding system (section 8b), data protection offense (section 9), and identity theft (section 9a) (Rikoslaki 39/1889, 2024). These provisions also apply to legal persons, i.e., organized organizations. Chapter 15, section 10 of the Criminal Code (Rikoslaki 39/1889, 2024), on the other hand, imposes an obligation on every citizen to give prior warning to the authorities or to the person threatened by the crime of certain serious crimes if he or she becomes aware of such a crime or of its preparation. This does not apply where the person who is preparing the offense happens to be a close relative.

In terms of business intelligence, Chapter 30 of the Criminal Code (Rikoslaki 39/1889, 2024) provides for business offenses, the most significant of which for the informer are section 2, unfair competition offense, and section 4, business espionage. Chapter 30 also contains provisions on violation of a business secret (section 5) and their misuse (Article 6) (Rikoslaki 39/1889, 2024).

The Criminal Code also has its own provisions for offenses against the Finnish state, and these are offenses subject to general prosecution. Several other articles of the Criminal Code, already mentioned earlier in this chapter, reserve the right to act on the part of the prosecutor when the public interest so requires, although in the main the offenses are otherwise crimes against the person concerned. Of the offenses against the Finnish State, offenses of treason are provisions that are worthy of attention from an intelligence point of view. These are set out in Chapter 12 and, in particular, in section 9, unauthorized intelligence activities.

“Unauthorized intelligence activities: A person who, for the purpose of causing damage to a foreign state or benefiting another foreign state, acquires information on the national defense or national security of a foreign state or on matters with direct relevance to these, and in doing so causes damage or danger to Finland’s foreign relations, shall be sentenced for unauthorized intelligence activities to imprisonment for at least 4 months and at most 6 years” (Chapter 12, section 9 of the Criminal Code). This imposes restrictions on the publication of information. If information under this section becomes public in such a way that Finland’s relations with the rest of the world deteriorate, the perpetrator must be punished. The section on treason also covers any crime that is considered to be international in nature and that has a negative impact on Finland or on Finland’s position (see Chapter 13. Offenses of High Treason, Criminal Code 39/1889).



2.5.3 Summary of legislation on citizens’ enquiries

In April 2023, the KRP opened an investigation into the disclosure of a security secret (Poliisi, 2023). Crimes of this type are rare in Finland, and the case received much of national media coverage when it was revealed; after all, the suspects were also candidates in the parliamentary elections. It has not been revealed exactly where the suspects’ criminal investigation originated, but the suspects have been promoting the so-called tunnel war theory on their website and YouTube channel and have kept a map of the tunnels in Finland alongside it. From the videos, which have now been removed, it can be seen that the suspects have gone into areas where, by law, movement is subject to authorization (Vapa, 2023).

The case is a good example of failed intelligence-related activity by citizens. If you do not know the law, you can be accused. Information collected by a private individual is not necessarily criminal, but how it is collected, how it is published, and to whom it is available, are factors worthy of particular attention and possible legal sanction.

If the definition of CITINT includes all non-governmental intelligence activities, then, depending on the way the activities are organized and carried out, the number of laws and guidelines to be considered will only increase. For example, journalists and the media are governed by specific legislative prescripts and professional codes of ethics, while a private investigator must consider the provisions of the Private Security Services Act (765/2003).





3 Actors, operators, tools, and platforms—who conducts CITINT and how?

There are a few CITINT groups, groupings, and sectors in Finland. The article provides a (non-finite) overview of the Finnish CITINT domain and its actors and operators. Moreover, two CITINT tools are presented to elucidate a more practical aspect of CITINT. The selected tools, Ukrainian Delta and Blackbird, were selected as they represent different paradigms in CITINT.


3.1 CITINT actors and operators


3.1.1 CITINT groups emerging from civic action, such as the black bird group

The Black Bird Group is probably the best-known CITINT group in Finland. It started shortly before the start of the war in Ukraine, when OSINT enthusiasts Eerik Matero, John Helin, and Emil Kastehelmi decided to prepare for frontline surveillance in February 2022, even before the war started. The group’s profile grew rapidly. The Black Bird Group went for more than a year without a name, until foreign actors asked the group to come up with a name for itself. The Black Bird Group has since registered as an association, and the aim is to continue to produce commercial intelligence products for sale. There are other similar loose groupings, but he could not directly name others. At least in the free OSINT network Bellingcat, the Finnish Veli-Pekka Kivimäki has been active (Higgins, 2021; Interview #1).



3.1.2 Society for Investigative Journalism

The Society for Investigative Journalism was founded on 24 November 1992 (Tutkivan journalismin yhdistys, 2011, 1). In investigative journalism, both OSINT and HUMINT techniques are used for data collection and analysis (Nelliyullathil, 2020, p. 61; Scott, 2023, p. 1). In addition, economic intelligence methods, or FININT analysis, are used (Scott, 2023, p. 2).

The source material included an interview with an investigative journalist who wishes to remain anonymous. The interviewee confirmed that OSINT, HUMINT, and FININT are used. The journalist described the massive volume of work that is done with the datasets. Often, data leaks contain a large amount of data, which may include data from multiple data nodes, virtual machines, and servers. Deciphering this requires the author to have ICT skills to process the raw data into a usable format (Interview 1, 2023). Thus, similarities with governmental workflows may be identified where data are processed into information (Isokangas, 2023).

The interviewee (Interview 1) said that an important source of information in the work of an investigative journalist is the “deep corner,” the “deep informant,” with whom one may stay in contact for years. The interviewee stressed that this is not a friendship but a professional relationship of trust. In practice, the use of a deep throat is fully comparable to that of a HUMINT agent of state intelligence, who is recruited from another state, for example (Isokangas, 2023). The interviewee said that in the field, such a source is considered worth a diamond, and therefore an investigative journalist might contact the source every 6 months to ask him or her for news (Interview 1, 2023).

In the field of investigative journalism, international conferences are often held to educate people on the methods, story processes, and legislation of different countries. Intelligence techniques are therefore developed and shared with colleagues on a regular basis, thus keeping intelligence skills in a continuous cycle of development (Interview 1, 2023; GIJN, n.d.; Tutkivan journalismin yhdistys, 2023).



3.1.3 Finnish association of private detectives and law firms

The Finnish Association of Private Detectives and Law Firms was founded in 1972 (SYL, n.d.-a). The industry strives to acquire, handle, and store information responsibly, as the association’s code of ethics sets out guidelines such as data security, proper storage of information, compliance with the law, impartiality, and confidentiality (SYL, n.d.-b).

In his blog, Jyri Paasonen, PhD in Law, considers the sources of information for private investigators. These are public sources (OSINT) and information from the client (HUMINT). Paasonen also mentions observation in public places and, for example, acting as a client of a competing company, which represents both OSINT and HUMINT activities (Paasonen, 2023).



3.1.4 Other commercial CITINT operators

There are numerous commercial CITINT operators, some of which have intelligence as their main activity and others where it is only one aspect of their services, for example, in consultancy or recruitment.

For example, Iceye Ltd. is a commercial intelligence company that produces satellite imagery, analysis, and reports (Iceye, n.d.). It is therefore reasonable to conclude that Iceye’s main business is intelligence, even though Statistics Finland does not recognize such an industry category (Tilastokeskus, n.d.). According to the business directory Finder, Iceye’s main activity is 71,121 Urban Planning (Finder, n.d.). Of course, another possible main business activity of an intelligence company could be in the category of other information service activities (Tilastokeskus, n.d.).

Many consultancies and direct search companies use enquiries as part of their range of services. For example, the recruitment company Inhunt explains on its website that the stages of the direct search process include finding the right person, onboarding, selection, suitability assessment, decision support, and follow-up (Inhunt, n.d.). The model is thus very close to HUMINT’s recruitment method, which first targets a suitable target, investigates his background, establishes contact, develops the target, recruits him as an agent, and finally moves the agent to the processing stage (Isokangas, 2023).



3.1.5 Criminal CITINT operators

Not all CITINT operators act legally. According to a detective superintendent of the Criminal Investigation Department of the Finnish Criminal Police, there are criminal individuals and groups in Finland that carry out intelligence activities. The detective superintendent points out that criminals are not prevented (nor seemingly deterred) by legal constraints, so their tools include threats of violence, illegal technical intelligence equipment, data breaches, and the purchase of information obtained through breaches. Of course, an individual can also fall into the trap of using an illegal device, such as a radar detector, without criminal intent. According to interviewee #2, the weak point of criminal groups is often operational security (or defensive CI), which allows the police to apprehend the perpetrators while transgressing the legal prescripts (Interview #2, 15 November 2023).

An YLE news article also suggests that the 2002 transport robbery in Turku (Finland) required intelligence at the time. Those who attempted the robbery had not only the schedule of the transport but also the interior drawings of the van. The robbery failed because the van was a different model than the drawings (Collin, 2020).




3.2 CITINT platforms and tools

In the introduction, CITINT was preliminary outlined at a high level as intelligence collection by citizens. However, especially in the light of the dichotomy of governmentally facilitated CITINT and bottom-up (tactical) CITINT conducted by individuals and NGOs, the tools and platforms have a significant role in enabling data collection, analysis, and intelligence dissemination. Here we consider two tools used in CITINT: the Delta tool is a means of governmental CITINT facilitation, and Blackbird is an open search tool. These tools were selected for introduction as they represent the extreme ends of the proposed dichotomy.


3.2.1 Ukrainian delta

The Ukrainian Armed Forces have a situational awareness2 tool and platform called Delta (Figure 1). Delta enables integrative situation awareness and situation picture production and maintenance, combining data from aerial imagery, satellites, cameras, radars, chatbots, etc. (Lozovenko, 2023). The system is real-time, and its geospatial map functionality is one of its key features. In addition, Delta has been developed to be platform-agnostic from the client end, i.e., it should be accessible on PCs, smartphones, and tablets.

[image: Figure 1]

FIGURE 1
 Delta system (Borger, 2022).


Delta has been developed by the Centre for Innovation and Development of Defence Technologies, part of the Ministry of Defence of Ukraine (Militarnyi, 2023a). According to Borger (2022), at least Delta’s operating principles have included a less military department feeding OSINT data into the system. The development of Delta has considered NATO compatibility and integration with, for example, Link 16, a tactical data link system used by several NATO countries (Fornusek, 2023). The tool has been designed with a modern approach to allied doctrine and considers multi-domain operations (Militarnyi, 2022).



3.2.2 Blackbird tool

The Blackbird3 tool allows you to search for users by nickname on a variety of internet services, including many social media services, streaming services, gaming platforms and stores, blogs, and repository platforms. According to the documentation, the tool targets 581 different services. The Blackbird tool is available for download from the GitHub repository on the p1ngul1n0 account for running in a standalone environment, but as of 2 November 2023, the service was also available in a browser at https://blackbird-osint.herokuapp.com/. The tool can be accessed from the command line interface (CLI), but the repository package also includes a web server that allows the tool to be accessed in a browser.

CSV and PDF export capabilities have been implemented in the tool (see p1ngul1n0, 2023; Soeiro, 2023). The Blackbird is probably named after the Lockheed SR-71 reconnaissance aircraft; the tool’s logo features this aircraft (Figure 2). Figure 2 also shows the user interface of the Blackbird.

[image: Figure 2]

FIGURE 2
 Blackbird tool logo and Blackbird CLI interface (Soeiro, 2023).






4 Interviews

To provide further elaboration on the concept of CITINT, three interviews were conducted (Table 2). The set of interviews should be regarded as an initial effort to elucidate the concept from a professional point of view. All interviewees are recognized professionals in their industries, and the aim was to collect up-to-date expert perspectives from interviewees active in the CITINT domain and industry in Finland. During the interviews, the interviewer took notes. Moreover, the analysis of the interview data is straightforward, as concrete findings are used at anecdotal level to support the elaboration of the concepts. More advanced synthesis and analysis are left for later stages, as this article is a preliminary exploration of the discussed phenomena and problematics.



TABLE 2 The interviewees, dates, and themes of the interviews.
[image: Table2]


4.1 Interviewees and the topics

The interviewees were selected on the basis of relevance, sample coverage, and availability. All the interviewees were estimated to be very relevant due to their expertise and experience on the matter. Selection of the interview sample aimed to enable acquisition of different kinds of perspectives. Thus, the selected interviewees represent different subfields. The first interview was conducted face-to-face with a CITINT operator (Interviewee #1), who also later checked the notes of the interview for errors. This interview was recorded, and a transcript was produced. The other two interviews were carried out by telephone and video call, as the aim was to briefly check the perspectives of different actors on CITINT activities. The interviews were used for collecting data about CITINT scene and operators since the academic literature on CITINT is yet thin. The interviewer was the same person in every interview to maintain a similar level and approach in the conversations. Moreover, the experiences acquired during the three initial interviews contribute to designing future studies and broader interviews.



4.2 Interview approach and method

The Grounded Theory approach was used in the interviews to support the explorative aims. Grounded Theory is a data-oriented method of qualitative research, the goal of which is to build a descriptive theory based on the data (Oktay, 2012, p. 4; Glaser and Strauss, 1967). The interviewees represented different roles and actors, so uniformly structured questions would not have been useful. The interviews were conducted with a low regard to structure due to the explorative approach chosen to provide for the conceptualization of CITINT. The interview method was more specifically a focused interview, where the researcher had defined the themes in advance, but the discussion was free (Hirsjärvi and Hurme, 2000). There were four main themes:

1. What kind of methods are used in CITINT? (Among intelligence enthusiasts, in commercial intelligence, among criminals, and in investigative journalism.)

2. Has CITINT become more common or more professionalized?

3. What are the differences between CITINT and official intelligence conducted by the authorities?

4. How do the CITINT operators approach their field? (desire for development, ambition, going pro-CITINT, etc.)

In addition to this, each interviewee was asked additional questions related to their special fields (sub-themes in Table 2).



4.3 Summary of the interview key findings

Interviewee #1 elaborated that since the Russian attack on Ukraine in February 2022, there has been a rising interest toward citizen-made OSINT. Interviewee #1 had not heard of the acronym CITINT, but he acknowledged the need for a new term. Moreover, the interviews reflect that, in terms of methods and quality, CITINT strongly approaches the traditional intelligence conducted by the authorities. Technical and technological aids are more common and cheaper than before, and on the other hand, there is also more open data available. In addition, business opportunities increase CITINT, when customers are ready to pay for information and analyses. All this reflects CITINT becoming more relevant and common as an activity in the overall sphere of intelligence.

All the interviewees agreed that CITINT operators are systematically aiming for skill and method development. For instance, investigative journalists attend international seminars in the field, and even criminals exchange action tips with each other. New equipment and technologies are also adopted quickly. Criminals order illegal radar detectors and signal jammers from abroad. Correspondingly, legal operators and entrepreneurs buy high-quality satellite imagery material, and investigative journalists can use various programs to unpack or decode data breach materials.

Other aspects identified in the interviews involved phenomena such as individual motivations, networking, and collaboration with the state through subcontracting. The findings elicited through the interviews are further synthesized with the literature review remarks and set in a dialogue within the citizen-centric socio-cognitive model in the next chapter.




5 Discussion and conclusion


5.1 Making sense of CITINT through CCSCM lens

Various implications of CITINT can be identified within the citizen-centric socio-cognitive model for societal participation at the internal, activity, and external layers in relation to an individual, as highlighted in Figure 3. At the internal layer, CITINT activities may be affiliated with various processes such as motivations, enhanced subjective experience of resilience, self-actualization, and information appraisal and consolidation. At the activity layer, in the two perspectives, manifesting and non-manifesting participation, multiple CITINT-related activities can be pointed out. Non-manifesting activities include, for instance, information search and consumption, collation, and analysis. Manifesting activities consist of, e.g., networking, contacting sources, information dissemination such as publications, blogs, and providing statements and interviews for news outlets, in addition to the use of various social media services. Additionally, at the external layer, in which external artifacts, actors, and phenomena reside according to CCSCM, various facets can be affiliated with CITINT. Artifacts include tools and services, such as the ones discussed in Chapter 3, and processes and structures. Actors encompass, for instance, other individuals, organizations, decision-makers, and governmental roles. External phenomena may include events and other abstract constructs.

[image: Figure 3]

FIGURE 3
 Implications of CITINT in the CCSCM framework.


One of the identified motivators behind CITINT is the ambition to improve citizen consultation. According to Interviewee #1, the OSINT group has been motivated by the mistakes made by the media and the desire to produce better information. It can also be assumed that there are academic motivators for conducting intelligence in the context of research. Civic intelligence can also be motivated by ideology if one’s own intelligence activities are seen to support one’s own ideology in some way. The intelligence product may then be colored by support for one’s own ideology. Thus, CITINT activities may also be interpreted as societal participation, as outlined by Pietilä et al. (2021) and Pietilä (2022).

Enhanced subjective experience of resilience is identified, as partaking in CITINT activities, may produce feelings of being capable of taking initiative for an individual—a theme worth exploring further among CITINT actors. Information appraisal and consolidation are inherent in activities that are set in complex and information-rich environments. Moreover, Interviewee #1 emphasized the importance of networking and communications due to their inherent value but also due to their significance in information production: Through broad networks, skilled communication, and applying HUMINT techniques, CITINT operators may even access data and information unavailable for official actors.



5.2 Interfaces between citizen and government intelligence

In comparison to the outline proposed by Laulajainen et al. (2023), a more useful and workable way to define CITINT would be to limit it to non-governmental intelligence activities. This definition is also accepted by Interviewee #1, a founding member of the private intelligence group and OSINT expert. CITINT actors could thus include commercial companies, NGOs, professional associations, individual activists, and even criminal organizations.

This can be linked to a problematic dimension identified through the literature review: government intelligence and CITINT are not entirely separate but may be interpreted to have overlapping aspects and characteristics (Figure 4). In addition, an explicit dissection between governmental intelligence and CITINT can be challenging, as individual citizens may produce inputs into governmental intelligence processes, or governmental actors may use NGOs as contractors in the production of intelligence products.

[image: Figure 4]

FIGURE 4
 Relationship between government intelligence and CITINT.


As shown in Figure 4, the government can facilitate CITINT by providing a collection platform. In addition, the State can buy from CITINT actors the different phases or sub-implementations of the intelligence for different needs (Saini Fasanotti, 2022). State counterintelligence may also benefit from CITINT, for example, when citizens can report suspicious activities such as drone sightings (Lapinkangas and Julkunen, 2022).

Citizen-reported data have gained great importance in today’s conflicts, as citizens can provide valuable data to support military, government intelligence, and humanitarian operations (Pešek, 2023, p. 19). In a sense, every photo or video shared on social media can be intelligence data, but it is particularly valuable for images and videos of equipment and operational activities in conflict zones or domains that are targeted in hybrid operations.

Civic intelligence can also have a commercial overlap with government information. Indeed, it is possible that an established OSINT intelligence producer would have government contracts to produce or distribute an intelligence product. This was also alluded to by Petteri Kajanmaa, then Director of the National Defence University, who publicly reported that the National Defence University (Maanpuolustuskorkeakoulu, 2019) was collaborating with the OSINT group Black Bird Group (Kajanmaa, 2022).

Interviewee #1 says that the CITINT group has been holding briefings for politicians and political parties in Finland. It is also easier for decision-makers and authorities to refer openly to intelligence information that the group has gathered from open sources. It is neither secret nor classified, and the group can be cited as the source. Interviewee #1 reminds us that you cannot leak classified information from within an official organization, but you can give the same information collected from outside.

One way to try and understand the nature, role, and potential of CITINT is through contextualizing it with related concepts. According to the findings of this review, CITINT often seems to be associated with open-source intelligence (OSINT), situational awareness, and collective knowledge production. Social media tools, platforms, and tools developed by CITINT groups, and governmental tools to facilitate CITINT activities have taken on particular importance for CITINT. These three dimensions are linked to data collection, processing, analytics, and dissemination. Additionally, it is possible to recognize affinity between concepts of CITINT and SOCMINT as outlined by Henrico and Putter (2024) as it emphasizes the possibility of individual citizens trolling various social media platforms for intelligence gathering and dissemination.

In this article, a significant top-level breakdown of CITINT is specifically related to CITINT activities carried out by the individuals on their own initiative, the more organized third sector and NGO CITINT activities, and government-facilitated CITINT activities. Figure 5 shows the interfaces and facilitation platforms between governmental and citizen intelligence activities.
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FIGURE 5
 Relationship between government intelligence and CITINT. The figure illustrates how actors, platforms, observations, data content, levels of activity, and decision-making processes are interlinked through examples.




5.3 Further discussion

While many strengths and opportunities have been identified in CITINT, this article also identified challenges and weaknesses. Bringing the information produced by CITINT into, for example, governmental or military situational awareness and decision-making systems is a complex system-level endeavor, moving between several non-coherent and unstructured data sets. It is technically and architecturally challenging to create stable and coherent integrations between systems, even if third-party interfaces can be relied upon in some cases.

Moreover, if the distribution or processing of products at the CITINT operator’s end depends on third-party services, problems such as availability and, of course, confidentiality of information may be encountered. The heterogeneity of processes and structures identified between different CITINT organizations and tools also complicates integration. In addition, the user of the information must establish mechanisms for assessing the reliability of the information to be used and pay particular attention to the validation and verification of the information, as there may be vulnerabilities to influence in CITINT. In the Finnish context, the mechanisms related to data confidentiality, clearances, and classification pose their own challenges, so it is necessary to consider how to ensure the correct and timely security classification of and access to the data.

The rapid evolution of CITINT processes and organizations places particular demands on the individual states’ legislative work and the definitions contained in international agreements. For example, would a CITINT operator be considered a protected person under Article 4 of the Geneva Convention in its section on civilians? Or do they qualify for the exceptions set out in Article 5, where “[…] a party to the conflict has reasonable grounds to suspect that a particular protected person under this treaty is engaged in an act that endangers the security of the state, or if it is established that he or she is in the act of doing so […]” (Ulkoasiainministeriö, 2015). This reflection is particularly topical, as according to certain interpretations, for example, the Finnish company Iceye can be considered a party to Russia’s war of aggression against Ukraine, as it offers the possibility of a significant capability for Ukraine. Russia could thus legitimately target the company’s satellites for interference (see, e.g., Nasu, 2022a,b; Court, 2023; Militarnyi, 2023b).

This article has also identified several opportunities and strengths of CITINT. At its best, CITINT can enable very rapid dissemination of information through processes and, on the other hand, dissemination within networks. CITINT may play a key role in promoting openness and accessibility for information used in governmental decision-making. Noteworthy is also the fact that the temporal and geospatial coverage is scalable with the coverage of the networks of CITINT actors. In a good case, data and information on a given phenomenon can be available over a wide area in a dense and rapid manner. Taking CITINT into account in the way organizations operate can also allow for interactivity and even the exploitation of tailored, specific requests for information. Intelligent facilitation of CITINT can also be of national benefit, for example, through increased cohesion and a potential impact on subjectively perceived resilience. Interaction in the facilitation of CITINT takes on its own weight in supporting capabilities.

Tools such as Delta in Ukraine, with its fast update cycle and wide user base, can enable benefits at strategic, operational, and tactical levels. Delta supports the horizontal dissemination of information and the creation of an intact and structured situational picture to support decision-making.

It is likely that both the number of CITINT actors separate from the state and the number of CITINT facilitation by the state will increase as the global political situation becomes more uncertain. This is exacerbated by increasing disinformation and other factors affecting the reliability, integrity, and availability of information. We may also see more and more CITINT in non-governmental professional activities such as recruitment, consultancy, journalism, science, and the security sector.



5.4 Conclusion through revisiting the questions steering this article


5.4.1 How should CITINT be conceptualized and defined?

Many aspects were identified and elaborated. However, explicit dissection of CITINT is challenging due to the high degree of contextuality and dynamic nature of related concepts and processes. This article emphasizes the various non-governmental actors whose relevance in intelligence activities and processes is increasing and certainly do fall within CITINT. Thus, the explicit definition and conceptualization require a broader review and study, including, for instance, conducting interviews among CITINT actors broadly, and conducting thematic, semiotic, and discourse analyses. However, CITINT set in CCSCM framework highlights the various dimensions of CITINT and its affine characteristics with societal participation.



5.4.2 How is CITINT positioned in the overall field of intelligence?

This article outlines differences between the different activities, disciplines, and organizations in intelligence. Basis for addressing CITINT as a separate discipline or sub-area of intelligence are identified and elaborated through the characteristics of processes, actors, and legislative implications. This identification is important, as it provides premises for creating mental models, structures, and mechanisms for how various stakeholders may be able to exploit the capabilities offered by CITINT. In addition, two very different publicly announced tools were briefly introduced to further illustrate the possibilities in CITINT at the practical level. The shift in ownership of intelligence as an issue relates to the positioning of CITINT in the intelligence fields and is elaborated further in the next paragraph.



5.4.3 What are the implications of CITINT in the perspective of societal participation, power relations, and (intelligence-) issue ownership?

Although initial in nature, the especially significant assertion in this article regards the shift in power relations and ownership of intelligence per se from governmental and central actors to more fragmented landscape implicated by the increased relevance of intelligence conducted and produced by individuals and NGOs. Furthermore, the identification and designation of two different approaches to CITINT (state-facilitated or top-down, and citizen-conducted or bottom-up) form a key contribution of this article and support future elaborations on the subject. Increasing visibility and number of followers of CITINT organizations in various media, growing recognition of their capabilities, skills, and resources, and utilization of CITINT actors as subcontractors by governmental and commercial organizations reflect the ongoing shift in issue ownership of intelligence from centralized model toward a more divided landscape. This shift should be further studied to support the ethical, legislative, methodological, and educational developments, and to enhance cohesive development.

Indeed, various questions regarding the future landscape in the ownership and power in intelligence activities should be addressed. How do we ensure that intelligence, especially CITINT, is conducted in a fair and lawful manner in the different sectors and in compliance with laws? And how will this development be considered in future legislation? How will the shift in ownership and power in intelligence from governmental actors to individual citizens and NGOs reform and affect the role of intelligence activities in decision-making and administration? How should the decision-making processes be developed so that CITINT may be exploited as an informative component? How should CITINT be facilitated so that it may contribute to constructive factors, such as promotion of experienced resilience and societal self-efficacy? How can we facilitate CITINT to promote cognitive security on all layers of CCSCM? How power relations change as CITINT actors occupy more space and what are the implications? What is the nature of threat vectors due to the ownership change and how can we mitigate them? These questions should be addressed with a broader and deeper literature review with higher structure, as this article is limited in its items included in review, empirical foundation, and analysis structure. Moreover, these questions should be explored through individual and group interviews with various stakeholders, including intelligence professionals, governmental officials and decision-makers, NGOs, and active individuals, to gain better understanding on the various nuances and perspectives of CITINT and its potential.

To conclude, the activities that may be regarded as CITINT are likely to increase from both ends: governmentally and centrally facilitated, and from bottom-up conducted by individuals and NGOs. Moreover, CITINT can be considered as a form of societal participation as outlined by, e.g., Pietilä et al. (2021) and Pietilä (2022) thus promote subjective experience of capability and resilience and perhaps contribute to cognitive security. Especially through these remarks, the implications of CITINT in issue ownership and power relations in intelligence fields may be significant.
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Footnotes

1   To avoid ambiguities, it is noteworthy that a certain form of societal and political participation can be denoted by the expression civic intelligence (see, e.g., Pietilä, 2022). These activities may include, for instance, solving collaborative political problems through deliberative means. However, this kind of civic intelligence is outside the scope of this article.

2   Endsley (1995) dissects the concept of situational awareness into perception, comprehension, and projection. These mean the observation of a situation, understanding it, and evaluating the possible developments. By situational picture tools, this article denotes such software, tools, and platforms that enable the production and dissemination of situational awareness products and representations through, e.g., timelines and maps.

3   Not to be mixed up with the Finnish CITINT NGO with the same name.
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