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In recent years, the resistance of member states to the strengthening of the European Union and its ambition to extend the powers of nation states has become a dominant political element, especially in the countries of the Central and Eastern European region. At the same time, both nation states and the EU are facing a number of global challenges, one of the most significant of which, alongside climate change, is digitalization. At the dawn of the digital age, technological innovation and the free flow of information promised unprecedented opportunities. However, as digital technologies have increasingly permeated all aspects of economic, social and political life, they have created new crises and challenges, particularly with regard to digital sovereignty. This research explores the complex and interdisciplinary nature of digital sovereignty, with a particular focus on the crises that digitalization has triggered and caused. These crises manifest themselves in various forms, including cybersecurity threats, privacy issues and the economic dominance of global technology companies. The European Union’s legislative initiatives, including the Digital Services (DSA), Digital Markets (DMA) and European Media Freedom (EMFA) regulations, as well as the efforts to regulate artificial intelligence, are designed to address the crises inherent in the digital age, while at the same time posing new challenges to the sovereignty and perception of sovereignty of individual states. The research examines the EU’s legislative efforts in navigating the politics of digital crises. It sheds light on the interplay between national self-determination and the EU’s overall regulatory framework, highlighting the ongoing struggle to balance control and cooperation in a rapidly changing digital environment. The analysis will provide a deeper understanding of how digital sovereignty is shaped by and responds to crisis policy, and insights into the future of digital governance in an increasingly interconnected world. It also seeks to assess the extent to which recently introduced EU legislation can be harmonized with the policy objective of strengthening the autonomy of nation states. This is particularly important in the context of the legislation and practices observed in countries with relatively small populations, such as Hungary, Slovakia and the Czech Republic.
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1 Introduction

At the dawn of the digital age, technological innovation and the free flow of information promised opportunities that were previously unimaginable. The acceleration of global communications, the democratization of information, access to information and the emergence of new digital technologies have given hope that we are entering a new era of human development through digitalization. However, as digital technologies have become more deeply integrated into all aspects of economic, social and political life, a number of new crises and challenges have emerged that threaten the transparency, security and fairness of the digital world.

The rise of digitalization has been accompanied by the emergence of a new form of sovereignty, digital sovereignty. The concept of digital sovereignty refers to the ability of a state or region to manage and regulate its own digital infrastructure, data management and technological development, while protecting the rights and interests of its citizens in the global digital ecosystem. This concept is particularly important for the European Union, which has made digital sovereignty a priority in the areas of data protection, cybersecurity and technological innovation.

One of the biggest challenges of the digital age is crisis management, the ability of states to make and implement decisions that can lead to rapid and strategic intervention. These crises take different forms. Attacks by state and non-state actors that threaten the digital infrastructure of states and companies. Inappropriate handling of personal data and lack of privacy that undermine citizens’ trust in digital technologies. The dominance of global technology companies such as Google, Amazon, Facebook, Apple and Microsoft (collectively referred to as GAFAM), which distort competition and limit the opportunities for smaller players.

The European Union finds itself in a particularly complex situation in the implementation of digital sovereignty. On the one hand, one of the EU’s main objectives is to strengthen its own strategic autonomy in the digital world, especially in the face of the influence of global technology companies. On the other hand, there are significant differences between EU Member States in the way digital sovereignty is understood and implemented, especially in the Central and Eastern European region.

Countries in Central and Eastern Europe, such as Hungary, Slovakia and the Czech Republic, are paying particular attention to preserving nation-state sovereignty, while at the same time facing global digital challenges. These countries are particularly sensitive to issues of technological innovation and regulatory autonomy due to their smaller populations and limited economic resources. EU legislative initiatives, including regulations on digital services, digital markets and media freedom in Europe, as well as efforts to regulate artificial intelligence, are crucial to addressing digital challenges, but could also create new conflicts over the autonomy of nation states.

This study examines the EU’s legislative approach to navigating the crises inherent in the digital ecosystem. It focuses on key regulations, including the General Data Protection Regulation (hereinafter GDPR),1 the Digital Services Act (hereinafter DSA),2 the Digital Markets Act (hereinafter DMA),3 and the European Media Freedom Act (hereinafter EMFA),4 as well as emerging initiatives like the Artificial Intelligence Act (hereinafter AI Act).5 These legislative efforts aim to address the multifaceted challenges of the digital age while grappling with tensions between national sovereignty and supranational governance.

The research also delves into the perspectives of Central and Eastern European countries, where the preservation of national sovereignty remains a critical political concern. The study evaluates the extent to which EU-wide digital policies align with the unique priorities of smaller member states, such as Hungary, Slovakia, and the Czech Republic. By analyzing the interplay between EU legislation and national autonomy, the research offers insights into the evolving landscape of digital governance within the Union.

Briefly this research aims to analyze the evolving concept of digital sovereignty in the EU, with a focus on the legislative efforts addressing digital crises and their implications for Central and Eastern European countries.



2 Materials and methods

The research employs a qualitative and interdisciplinary methodology, focusing on the intersection of legal, political, and technological dimensions of digital sovereignty. The study integrates a comprehensive analysis of key legislative frameworks within the European Union, including the GDPR, DSA, DMA, EMFA, and the proposed AI Act. It also examines secondary sources, such as policy documents, academic articles, and case studies from Central and Eastern Europe.

The study is rooted in a qualitative research design that integrates legislative analysis, comparative case studies, and thematic content analysis. This approach ensures a nuanced understanding of the legal and political dimensions of digital sovereignty within the EU.

The research focuses on critical legislative instruments, including GDPR, DSA, DMA, EMFA, and the AI Act. The research also includes case studies of Hungary, Slovakia, and the Czech Republic to highlight regional variations in the implementation and reception of EU digital policies. These countries were selected for their distinct political and economic contexts, offering a representative perspective on the challenges and opportunities of aligning national and EU-level digital sovereignty goals. Policy documents, academic articles, and government reports were systematically analyzed to identify recurring themes and patterns in the discourse surrounding digital sovereignty.

The study’s methodology can be replicated by adopting a similar legislative analysis framework across different EU member states or expanding the case studies to include Southern European nations facing parallel sovereignty concerns.



3 Results


3.1 The concept and elements of digital sovereignty

Digital sovereignty is closely related to the traditional notion of state sovereignty, which refers to the right and ability of states to manage their domestic and foreign affairs autonomously (Lansing, 1914, 61; Philpott, 1995, 355; Steinbach, 2024, 51). However, in the digital age, state sovereignty faces new challenges as global technological companies and the borderless internet pose new threats (Falkner et al., 2024, 2,100). Digital sovereignty requires states to be able to regulate and control digital services and infrastructures, ensuring that the rights of their citizens are protected and their national interests are safeguarded (Suzor, 2018).

Digital sovereignty is a complex and dynamic concept that encompasses several different elements (Couture and Toupin, 2019; Mueller, 2020; Pohle and Thiel, 2020; Roberts et al., 2021; Schmitz et al., 2023). Digital sovereignty is broadly defined as the ability of a country or region to exercise control over its own digital infrastructure, data use and technological developments, independent of external influence (Chander and Sun, 2021; Floridi, 2020; Sheikh, 2022). Digital sovereignty therefore necessarily includes the ability to make strategic decisions, develop legislation and enforce law in the digital space.

Digital sovereignty includes data sovereignty, technological sovereignty, cybersecurity sovereignty and legislative sovereignty. Data sovereignty is the ability of a country or region to exercise full control over the data collected and processed on its own territory. Data sovereignty also extends to the definition of legal and regulatory frameworks for data protection and data management, as well as the development of a national data economy (Hummel et al., 2021). Technological sovereignty already refers to the ability of a country or region to independently develop and control its own technological infrastructure and assets, including hardware, software and network systems. Technological sovereignty is particularly important for national security and innovation (Roumate, 2024). Cybersecurity sovereignty ensures that a country or region can protect its own digital infrastructure and systems from cyber threats. Cybersecurity sovereignty includes the implementation of cybersecurity standards and certifications, and the establishment of mechanisms to manage cybersecurity incidents (Farrand and Carrapico, 2022). Finally, legal sovereignty refers to the ability of a country or region to create and enforce its own legal rules in the digital space. This includes the regulation of online services, digital platforms and e-commerce (Novikov, 2024).

It is important to emphasize that the concept of digital sovereignty and its elements are still evolving, with different countries and regions interpreting and applying it differently. The European Union places a strong emphasis on citizens’ data protection and technological independence. The EU aims to become independent from non-EU technology companies and to ensure the privacy and security of its citizens’ data. The US approach focuses on promoting technological innovation and free market competition rather than digital sovereignty (Metakides, 2022). The US tech giants (GAFAM), with their global dominance, make the US less focused on digital sovereignty (Liman and Weber, 2023). In contrast, China is strongly pushing to ensure its digital sovereignty, with strict internet regulations and state control over its technological infrastructure. China aims to independently develop and manage its own digital technologies and to minimize external influence in the digital space (Kokas, 2023).

The concepts of digital sovereignty and state sovereignty are closely intertwined in the digital age and pose new challenges for states. The traditional notion of state sovereignty is complemented by a digital dimension that requires new types of regulatory and policy approaches. At the same time, the concept of digital sovereignty is dynamic and constantly evolving as technological developments and the global political environment change. While there is no complete consensus on the exact definition of the concept, digital sovereignty is increasingly becoming a central issue in national and international policy discourse. The example of the EU shows that digital sovereignty is not only a technological or economic issue, but is also essential for national security, citizens’ rights and political autonomy.



3.2 The crisis and crisis management

The term “crisis” refers to critical situations that require immediate and strategic responses and in which there is a risk of disruption or collapse of the normal order of operations (Eastham et al., 1970). Crises typically require uncertainty, unpredictability and urgent solutions. In political science, crisis situations are tests of the capacity of power, resources and institutions to function, in which states and organizations are forced to make rapid decisions and adapt flexibly (Hay, 2013).

The digital age has added a new dimension to crises: the speed of technological development and the decentralized nature of the global digital ecosystem mean that crises can occur at both local and global levels. Crises in the digital space are different from traditional political or economic crises because they are more complex from a technological, privacy and cybersecurity perspective, happen faster and often involve invisible or difficult to identify actors.

Crisis management or the politics of crisis is a theoretical framework that describes how sovereign states and international organizations deal with crisis situations (Boin, 2008; McConnell, 2020). This theoretical approach is based on three main dimensions. The first step in crisis policy is to identify the situation quickly and accurately. This involves assessing threats and risks, and assessing the potential consequences. In the digital age, this is particularly difficult as crises are often hidden, for example in the form of cyber-attacks or data security incidents. The second dimension of crisis policy is the development and implementation of responses. This involves taking government action, putting in place regulatory or legal frameworks and mobilizing relevant institutions and actors. Addressing digital crises often requires a multidisciplinary approach involving public authorities, technology companies and civil society. Finally, the third stage of crisis policy is to draw lessons and adapt the policy, legal or institutional framework to better manage future crises. This is particularly important in the digital space, where technology is constantly evolving and previous solutions can quickly become obsolete.

Digital crises have specific characteristics that distinguish them from traditional crises (Lapsánszky, 2021, 140). Cyber attacks, ransomware attacks and other cyber security incidents threaten the functioning of states and companies, as well as the data and privacy of citizens. Personal data breaches, data theft and data security incidents undermine citizens’ digital rights and trust. The dominance of global technology companies distorts digital markets and limits the regulatory space of national governments. Digital crises are often global in nature, as technology infrastructures and data flows know no borders. This makes it difficult for individual states to manage crises independently (Saka et al., 2024).

Crisis management plays a central role in achieving digital sovereignty, as crisis management and prevention fundamentally affect the ability of states to manage their digital spaces. Suffice it to say in this regard that managing data security incidents requires that states are able to exercise control over data, including its storage, processing and sharing. The procedures and measures used during cyber security crises directly affect the technological independence and defense capabilities of states.

At the same time, it is worth pointing out here that action against global players dominating digital markets, such as the Digital Markets Act (DMA) introduced by the EU, can be seen as part of the acquisition of crisis management capacity (Rojszczak, 2023). Cooperation between states is essential to tackle digital crises, especially at EU level, where common regulatory frameworks and strategies strengthen collective resilience.

Crisis and crisis management is at the heart of digital sovereignty, as states need to be able to effectively manage crises in the digital space, which in turn fundamentally affects their sovereignty. The example of the European Union illustrates that the crises of the digital age require a new approach to public policy and regulation because of their global, decentralized and rapidly changing nature. Crisis-related public policy is not only about crisis management, but also about how states and international organizations can anticipate, adapt and learn from these situations, while protecting their citizens and interests in the digital space.



3.3 Historical overview and the current issues-the evolution of digital policies in the European Union

Digital policies in the European Union have evolved significantly over the past decades. Initially focused on promoting the internal market and economic integration, the EU has increasingly focused on digital infrastructure, data protection and cybersecurity as technology has developed and digitalization has advanced. The EU’s digital strategies aim to develop a digital economy and society and to create a Digital Single Market. Throughout the development of the EU’s digital policies, a number of key milestones and decisions have been taken that have fundamentally shaped the pursuit of digital sovereignty (Floridi, 2020).

The starting point for EU digital policy is the Data Protection Directive,6 which was the first major piece of data protection legislation in the European Union. The Data Protection Directive set out the principles and rules for data protection. This Directive ensured the protection of EU citizens’ personal data and paved the way for the introduction of subsequent regulations, such as the GDPR. The next key standard was the ecommerce Directive,7 which created the legal framework for e-commerce and facilitated the development of online services and commerce in the EU. The Directive aimed to promote the growth of the digital economy while ensuring the protection of consumer rights in the online space.

Building on the Directive, the European Union adopted the Digital Agenda in 2010,8 which was the EU’s overarching digital strategy. The EU set the goal of developing a digital economy and society. The Agenda stressed the importance of creating a single digital market based on high-speed, superfast internet and interoperable applications to deliver sustainable economic and social benefits. Under the Digital Agenda, the EU has introduced a range of measures to develop digital infrastructure and stimulate innovation.9

Finally, it is necessary to highlight the GDPR, a landmark piece of legislation in the field of data protection. The GDPR introduced strict data protection rules in the EU to ensure the foundations of digital sovereignty. It aims to protect the personal data of individuals and to increase the responsibility of data controllers. The impact of the GDPR goes beyond EU Member States, as many non-EU companies have also adapted to the rules to continue providing services to EU citizens and businesses in the internal market. In addition to the GDPR, the EU Cybersecurity Act10 has strengthened the EU’s cybersecurity capabilities and introduced EU-wide cybersecurity certification for information and communication technology (ICT) products and services. The Cybersecurity Act aims to enhance the security and protection of the EU’s digital infrastructure against cyber threats and to increase trust in digital products and services. In addition to the above, the so-called NIS 2 Directive11 obliges Member States to report cybersecurity incidents and to cooperate in the management of cybersecurity incidents.

Following the emergence and evolution of the European Union’s digital policies, the Commission has set out its vision for the period up to 2030 in its Communication “Digital Agenda 2030: A European way to deliver the Digital Decade”12 to empower citizens and businesses through digital transformation. Building on this, the Digital Decade 2030 policy agenda13 established a monitoring and cooperation mechanism to achieve the common objectives and targets of Europe’s digital transformation. And in the Declaration on Digital Rights and Principles, the EU has set out principles for the enforcement of European values underpinning digital sovereignty.14

As a first step in the policy programme, the European Commission has defined key performance indicators (KPIs) in an implementing act.15 The KPIs are based on the existing DESI exercise, which measures the state of Europe’s digital transformation every year. Subsequently, the European Commission, in cooperation with the Member States, published EU-wide trajectory indicators to assess whether the progress made against each target is sufficient to reach the 2030 targets.16 Each year, the European Commission publishes a Digital Decade Progress Report, which assesses and evaluates progress towards the EU-level trajectories and the final Digital Decade targets, and proposes further actions and efforts where necessary. The first Digital Decade Progress Report was published in 2023.17

Each Member State sets its own national agenda to achieve common EU agendas and targets. The national roadmaps will be set out in the first national roadmaps, which Member States were required to submit to the Commission in autumn 2023.18 Member States will review and revise their national roadmaps every 2 years to inform the actions, measures and investments planned to achieve the objectives and targets.

With the advance of the digital age, the European Union has recognized that technological developments are creating new types of challenges to sovereignty and citizens’ rights. The dominance of global technology companies, data protection issues, cybersecurity threats and the need to maintain media freedom and pluralism raise complex issues that require a comprehensive regulatory approach. The EU has launched a number of regulatory initiatives to respond to these challenges and to create stability and security in the digital age. Prominent among these initiatives are the attempts to regulate digital services,19 digital markets,20 media,21 and artificial intelligence22 as essential tools for achieving digital sovereignty (Eifert et al., 2021; Chiarella, 2023; Edelson et al., 2023).

The DSA is one of the EU’s most important pieces of legislation aimed at creating a safer and more transparent digital environment. It regulates the operation of digital services, in particular online platforms such as social media and e-commerce sites. The DSA makes these platforms responsible for moderating content, preventing the spread of false information and protecting users. In addition, the law obliges large platforms to operate transparently, disclose the operation of their algorithms and ensure that advertising practices are regulated (Tóth, 2023; Keserű, 2024).

The DSA is a major step forward for digital sovereignty, as it increases Member States’ control over online platforms. However, it also creates new challenges, as global technology companies often find it difficult to adapt to the different legal and cultural frameworks in different Member States. This is particularly true in smaller countries such as Hungary and Slovakia, where the capacity of local regulators to control large platforms may be limited.

The DMA is another key EU regulation to ensure fair competition in digital markets. The DMA Regulation aims to limit the monopolistic practices of global technology giants, in particular GAFAM. The law defines the “gatekeeper” players, the large companies that have a dominant position in the online market, and sets rules for them to prevent distortions of competition in the market.

For example, the DMA requires that gatekeeper operators must not favor their own products or services over those of other operators and must not restrict smaller firms’ access to essential platforms. This regulation directly contributes to strengthening the EU’s digital sovereignty by reducing the economic dominance of global companies and creating opportunities for European businesses to compete in the market. However, the implementation of the DMA also poses challenges, as strong and well-coordinated EU and national institutions are needed to ensure strict enforcement.

The EMFA is the EU’s response to the challenges to media freedom and pluralism. The aim of the EMFA is to ensure the independence and transparency of editorial boards and to prevent government and economic interference in media content. It requires transparency in media ownership and financing and introduces rules to protect the decision-making independence of journalists and editors.

The EMFA is particularly important in the digital age, where the role of media is not only in traditional forms but also on digital platforms. The EMFA is directly linked to digital sovereignty, as it ensures that EU citizens have access to reliable and independent information, while reducing the control of global technology companies over media content. However, the implementation of the EMFA may give rise to controversy, especially in Member States where government actors have a significant influence on the media.

The EU regulation on Artificial Intelligence (AI), the so-called AI Act, is the first comprehensive piece of legislation aimed at regulating artificial intelligence systems with the intention of ensuring technological progress, the protection of citizens’ fundamental rights and the ethical use of AI. The AI Act aims to make the European Union a pioneer in the global regulation of AI, while strengthening its own digital sovereignty.

The AI Act is based on a risk-based approach, whereby AI systems are categorized according to their level of risk. This approach allows for targeted regulation, focusing on the most critical systems.23 In particular, the AI Act emphasizes data quality, transparency, and compliance assessment to ensure that AI systems operate fairly, reliably, and safely.

The AI Act is a key element of the EU’s digital sovereignty strategy in several respects. On the one hand, the AI Act allows the EU to govern the development and application of AI in its territory according to its own rules. This regulatory autonomy is particularly important for taking action against global technology companies, which tend to operate in a transnational framework. On the other hand, the AI Act ensures that AI systems used in the EU comply with EU values and legislation, in particular in the areas of privacy, security and transparency. This move confirms the EU’s commitment to protecting the rights of its citizens. Third, the AI Act will support European AI development and innovation, creating opportunities for European businesses to remain competitive in the global market. This will reduce the EU’s dependence on non-EU tech firms. Finally, the AI Act includes strict standards for data management, ensuring that the data used by AI systems is secure and reliable. This will directly contribute to strengthening the EU’s data sovereignty.24

Together, the DSA, DMA and EMFA and the AI Act are the cornerstones of the EU’s digital sovereignty strategy.25 These regulations not only increase the transparency and security of digital markets and services, but also contribute to the EU’s technological and economic independence. However, their implementation and effectiveness depend to a large extent on cooperation at EU and Member State level and on the resources available to enforce the rules. These measures will significantly shape the future of the digital space in the EU, while reflecting the different needs and priorities of Member States. The rules aim to strike a balance between national self-determination and cooperation at EU level, and ensure that the EU is able to maintain its sovereignty in the face of global digital challenges. This is particularly important for smaller Member States such as Hungary, Slovakia and the Czech Republic, for whom EU rules provide protection and opportunities to thrive in the digital space.



3.4 Digital sovereignty from the perspective of central and eastern European countries

The issue of digital sovereignty is of general concern within the European Union, but is particularly acute in the countries of Central and Eastern Europe. These countries, such as Hungary, the Slovak Republic, the Czech Republic and Poland, have different approaches to digital sovereignty issues due to their unique political, economic and cultural characteristics.26 For the states in this region, nation-state sovereignty is particularly emphasized for historical reasons, while global technological challenges and the EU’s common regulatory framework create a complex situation that requires a specific approach (Benyusz and Hulkó, 2021; Farkas, 2022).

The historical past of the countries of the Central and Eastern European region has a significant impact on their perception of sovereignty and their relationship with the EU. Their belonging to and subsequent liberation from the Soviet bloc has left a political legacy in which the emphasis on national sovereignty is central. These countries have long been under the rule of external powers, and the restoration and preservation of national self-determination is particularly important for them. Their accession to the EU was often accompanied by ambivalent feelings, while they sought economic and political integration, they also feared that some of their national sovereignty would again be restricted.

This historical legacy is particularly acute in the area of digital sovereignty, where the EU’s common regulatory framework and the influence of global technology companies create a situation where the autonomy of nation states often comes into conflict with transnational interests. For the countries of Central and Eastern Europe (CEECs), digital sovereignty is not only a technological or economic issue, but also a means of preserving national identity and political self-determination. The economic structure and technological development of CEECs differ significantly from Western European countries, creating both challenges and opportunities for the realization of digital sovereignty. Countries in this region tend to have smaller economies with limited resources to develop digital infrastructure and support technological innovation. This is particularly the case in Hungary and Slovakia, where the digital switchover is mainly driven by EU funds and foreign investment.

The dominance of global technology companies in this region is particularly sensitive to the economy, as these companies often exploit their dominant market position and distort local markets. However, common EU regulatory initiatives such as the DSA and the DMA create opportunities for the region to reduce dependence on global firms and support local businesses. The EU’s technological and economic support is key for CEECs, especially in developing digital infrastructure and strengthening cybersecurity capabilities.

The issue of cybersecurity and data protection is of particular importance for the countries of Central and Eastern Europe, which are often exposed to the threat of cyber-attacks and information warfare due to their geopolitical position. Countries in the region face a number of cybersecurity challenges, including attacks on critical infrastructure and the protection of citizens’ personal data. The EU’s common cybersecurity strategy and regulatory frameworks, such as the Cybersecurity Act, provide significant help in addressing these threats, while national governments also have an important role to play in building local defenses.

From a data protection perspective, the introduction of the GDPR has been an important step forward for Central and Eastern European countries, ensuring the protection of citizens’ data and transparency in digital services. However, implementation of the regulation is often challenging for smaller countries with limited resources to enforce legal and technological requirements.

The freedom and pluralism of digital media is also a key issue in Central and Eastern European countries, particularly in view of the political and economic pressures that often threaten independent media. The EMFA can be an important tool for the region to preserve media independence, but its implementation often creates conflicts between national governments and the EU. In the case of Hungary, for example, the EU blames the government for the limited independence of the media and the strong influence of the government. The provisions of the EMFA could run counter to these practices, leading to further disputes between the EU and the Hungarian government. Other countries, such as the Czech Republic and Slovakia, also face challenges in maintaining transparency and pluralism in digital media.

The issue of digital sovereignty in Central and Eastern European countries is particularly complex, as these countries seek to both preserve nation-state sovereignty and integrate into the EU’s common regulatory framework. This dichotomy often leads to tensions between EU institutions and national governments, especially in areas such as media freedom, data protection and cybersecurity.




4 Discussion

The European Union’s ambition for digital sovereignty has evolved gradually over the past decades, responding to the pressures of global technological developments and transnational digital challenges. The importance of digital sovereignty lies not only in strengthening EU institutions and promoting cooperation between Member States, but also in strengthening the EU’s position as a global regulatory actor. Initiatives such as the GDPR, the DSA, the DMA, the EMFA, the AI Act and the Gaia-X project form a comprehensive strategy that seeks to protect citizens’ rights, maintain economic competitiveness and promote EU values at a global level.

The European Union’s legislative framework, encompassing the DSA, the DMA and the AI Act, has significantly altered the operational landscape for major technology companies such as Google, Amazon, and Meta. These regulations aim to create a more equitable digital ecosystem by curbing monopolistic practices, enhancing user protection, and ensuring transparency in digital services. While these measures align with the EU’s broader ambition to assert digital sovereignty, they also impose considerable compliance burdens on large tech firms, reshaping their strategies and business models within the Union.

One of the most direct impacts has stemmed from the DMA’s effort to regulate the behavior of gatekeeper platforms, large tech companies that control significant portions of the online market. The DMA specifically targets practices such as self-preferencing, where companies prioritize their own products or services over those of competitors on their platforms.27 Failure to comply with these provisions carries severe financial penalties. Under the DMA, non-compliant gatekeepers can face fines of up to 10% of their global annual turnover, with repeat offenses potentially leading to fines of up to 20%. In extreme cases, the European Commission can mandate the structural separation of business divisions, demonstrating the substantial leverage the EU wields over even the largest technology firms.

The DSA introduces stringent requirements for content moderation, user privacy, and transparency in advertising. Large platforms, including Meta’s Facebook and Instagram, are obligated to proactively identify and remove illegal content, such as hate speech and misinformation, or risk fines amounting to 6% of their global turnover. Additionally, the DSA mandates algorithmic transparency, forcing companies to disclose how content is ranked and recommended to users.28 The compliance costs associated with the DSA have led to significant operational adjustments for tech companies. These include hiring local legal and regulatory teams, redesigning user interfaces to ensure transparency, and investing heavily in AI-driven moderation tools. Smaller platforms may face challenges in meeting these requirements, but the largest corporations, such as Google and Amazon, have the resources to pivot strategically to align with EU expectations.

The AI Act marks the first comprehensive attempt to regulate artificial intelligence globally. Its risk-based classification imposes strict obligations on AI systems that could potentially endanger fundamental rights or safety. This has placed pressure on companies like Amazon and Google, whose AI-driven services and products (e.g., facial recognition tools, automated hiring systems) are categorized under high-risk applications. To comply, these companies must ensure robust data governance, algorithmic explain ability, and human oversight in AI systems deployed within the EU. The AI Act’s requirement for data transparency and the prohibition of certain AI applications (such as social scoring systems) further restricts tech giants’ operational flexibility, prompting preemptive adjustments to their product roadmaps and AI strategies.

A defining feature of these regulations, including the GDPR, DMA, and AI Act, is their extraterritorial scope. These laws apply not only to EU-based companies but also to foreign service providers that target or process data of EU citizens. This has necessitated compliance by companies worldwide, regardless of their geographical headquarters.29 The extraterritorial reach of the DMA compels gatekeepers to apply fair market practices across all EU member states, even if the services are managed from non-EU jurisdictions. This mechanism underscores the EU’s ambition to set global standards for digital governance, effectively exporting its regulatory model to influence tech policy beyond its borders.

But the EU’s digital sovereignty ambitions are not without internal contradictions and challenges. The different interests and capabilities of Member States often make it difficult to develop a coherent regulatory framework. These contrasts are particularly acute in the Central and Eastern European region, where the emphasis on nation-state sovereignty and scepticism towards the EU are dominant political factors. Nevertheless, the EU’s digital regulatory initiatives represent a significant step towards an orderly and sustainable transnational digital space.

There are a number of challenges in implementing the EU’s digital sovereignty strategy. Large technology companies (GAFAM) wield considerable power in the global digital space. The EU’s regulatory initiatives aim to reduce this dominance, but enforcing these regulations requires significant resources and comes under considerable political and economic pressure. EU Member States have different levels of economic development, political priorities and regulatory capacity. This is particularly pronounced in smaller Member States such as Hungary, Slovakia and the Czech Republic, where the development of digital infrastructure and regulatory capacity often depends on EU funding. The decentralized nature of the digital space and cross-border cyber threats make the work of nation-state regulators more difficult and require joint EU action. However, this joint action often requires political compromises that can slow down the regulatory process. A key objective of the EU’s Digital Sovereignty Strategy is to support innovation and technological development in Europe. However, the EU often struggles to compete in the global marketplace against technology giants from the US and Asia.

In light of these challenges, a number of proposals can be made to further strengthen the EU’s digital sovereignty strategy.

The EU needs to step up cooperation at national and EU level, in particular to strengthen regulatory capacity and allocate resources more efficiently. This is particularly important for smaller and less developed Member States, which often face challenges in implementing common EU rules. The EU should further increase its investment in digital infrastructure, in particular through initiatives such as the Gaia-X project. Developing a European cloud infrastructure not only strengthens technological independence, but also gives European businesses a competitive advantage. The EU must continue to strengthen cybersecurity and data protection regulations to protect its citizens and economy from threats in the digital space. The examples of the Cybersecurity Act and the GDPR show that these measures not only provide internal security, but also create global standards. The EU needs to increase its R&D investment in artificial intelligence, blockchain and other emerging technologies. The AI Act not only provides a regulatory framework, but can also act as a stimulus for innovation, if properly combined with funding programmes such as Horizon Europe. The EU needs to place greater emphasis on raising awareness of citizens’ digital rights and opportunities. Digital sovereignty is not only an institutional issue, but also a societal process that requires the active participation and support of citizens.

The EU Digital Sovereignty Strategy is an important and timely response to global technological challenges. Achievements to date, such as the GDPR, DSA, DMA, EMFA and the AI Act, provide a strong foundation for a sustainable and ethical digital space. At the same time, the strategy must continuously adapt to the changing technological environment and the different needs of Member States.

The EU needs to find a balance between nation-state sovereignty and EU-wide cooperation to ensure the stability and security of the digital space, while supporting the rights and interests of European citizens. In doing so, the EU can not only strengthen its internal cohesion, but also become a global leader in digital regulation and governance. This strategy will not only ensure the EU’s economic and technological competitiveness, but will also contribute to a more ethical and transparent digital ecosystem that can serve as a model for other regions of the world.

This paper achieved its objective by evaluating the legislative measures and their impact on digital sovereignty, highlighting the specific challenges faced by smaller member states in the process.
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Footnotes

1   Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (hereinafter GDPR), OJ L 119, 4.5.2016, p. 1–88.

2   Regulation (EU) No 2022/2065 of the European Parliament and of the Council of 19 October 2022 on the Digital Single Market and amending Directive 2000/31/EC (the Digital Services Regulation) (hereinafter the DSA Regulation), OJ L 277, 27.10.2022, p. 1–102.

3   Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on competitive and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (hereinafter the DMA Regulation), OJ L 265, 12.10.2022, p. 1–66.

4   Regulation (EU) No 2024/1083 of the European Parliament and of the Council of 11 April 2024 establishing a common framework for media services in the internal market and amending Directive 2010/13/EU (the European Media Freedom Regulation) (hereinafter the EMFA Regulation), OJ L, 2024/1083, 17.4.2024.

5   Regulation (EU) No 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonized rules for artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) No 2018/858, (EU) No 2018/1139, (EU) No 2019/2144 and Directives 2014/90/EU, (EU) No 2016/797 and (EU) No 2020/1828 (the AI Regulation) (hereinafter the AI Act), OJ L, 2024/1689, 12.7.2024.

6   Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data, OJ L 281, 23.11.1995, p. 31–50.

7   Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market, OJ L 178, 17.7.2000, p. 1–16.

8   COM (2010)245 the Digital Agenda for Europe.

9   Such measures have included support for infrastructure development related to broadband internet access, or the introduction of e-government services, the development of e-health systems, and increasing the availability of digital public services.

10   Regulation (EU) No 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Cybersecurity Agency) and the certification of information and communication technologies for cybersecurity and repealing Regulation (EU) No 526/2013, OJ L 151, 7.6.2019, p. 15–69.

11   Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures to ensure a high uniform level of cybersecurity throughout the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972 and repealing Directive (EU) 2016/1148, OJ L 333, 27.12.2022, p. 80–152.

12   COM (2021) 118 Digital Agenda 2030: A European way to deliver the Digital Decade.

13   Decision (EU) 2022/2481 of the European Parliament and of the Council of 14 December 2022 establishing the Digital Decade 2030 policy programme.

14   European Declaration on Digital Rights and Principles for the Digital Decade 2023/C 23/01. The declaration sets out to put people at the centre of the digital transition; to promote solidarity and inclusion through: connectivity, digital education, training and skills, fair and equitable working conditions and access to digital public services; to reaffirm freedom of choice and the importance of a fair digital environment; to promote participation in the digital public space; to increase safety, security and empowerment in the digital environment, especially among young people; and to promote sustainability.

15   Commission Implementing Decision (EU) 2023/1353 of 30 June 2023 establishing the key performance indicators to measure progress towards the digital targets set out in Article 4(1) of Decision (EU) 2022/2481 of the European Parliament and of the Council.

16   C (2023) 7,500 Setting out planned delivery pathways for digital at EU level.

17   See https://digital-strategy.ec.europa.eu/en/library/2023-report-state-digital-decade (07-11-2024).

18   See Hungary’s National Strategic Reference Framework for the Digital Decade 2030 Policy Agenda 2030, as set out in Decision 2022/2481 of the European Parliament and of the Council (EU) of 14 December 2022. Available at: https://digital-strategy.ec.europa.eu/hu/policies/national-strategic-roadmaps (07-11-2024).

19   See DSA.

20   See DMA.

21   See EMFA.

22   See the AI Act.

23   Unacceptable risk schemes are schemes that violate basic human rights (e.g., social scoring schemes) are completely prohibited. High-risk systems are AI systems that may have a significant impact on the lives or safety of individuals (e.g., systems used in health, education or critical infrastructure), must meet strict compliance requirements. Medium-risk systems are systems (such as chatbots for consumers) that must meet transparency requirements. Low-risk systems are those applications that carry minimal risk (e.g., entertainment AI) and are therefore subject to less stringent regulation.

24   The importance of the AI Act goes beyond AI, as the EU is presenting a regulatory approach that focuses on promoting technological progress, protecting human rights and maintaining economic competitiveness. In this way, the AI Act will play a key role in shaping the EU’s future digital ecosystem and strengthening its position in the global digital space.

25   In addition to the regulatory framework, it is important to mention the EU’s Gaia-X project. The EU’s Gaia-X project is an integral part of the historical development of the European Union’s digital sovereignty, as it is an initiative specifically aimed at strengthening Europe’s digital infrastructure and achieving technological independence. Gaia-X aims to create an interoperable and secure cloud services ecosystem that operates in accordance with European standards and values. The importance of Gaia-X lies in the fact that it offers an alternative to non-EU based cloud services, while supporting European innovation and local entrepreneurship. In this way, the project not only serves to strengthen digital sovereignty, but also reinforces the foundations of the EU’s technological and economic independence, complementing regulatory actions such as the DSA and the DMA (Braud et al., 2021; Tardieu, 2022).

26   The research data of the chapter is based on National Digital Decade strategic roadmaps of Hungary, Slovakia, the Czech Republic and Poland. See Hungary: Magyarország Nemzeti Stratégiai Ütemterve; Slovakia: National Digital Decade Strategic Roadmap of the Slovak Republic; the Czech Republic: The Path to Europe’s Digital Decade: The Strategic Plan for the Digitalization of Czechia by 2030; and Poland: Krajowy plan działania do programu polityki “Droga ku cyfrowej dekadzie” do 2030. Available at: https://digital-strategy.ec.europa.eu/en/policies/national-strategic-roadmaps (08-12-2024).

27   For instance, Google has been compelled to adjust its search algorithms and product display methods to ensure equal visibility for third-party services in online search results. Similarly, Amazon is now required to avoid favoring its in-house brands over external retailers in its marketplace, fostering a fairer competitive environment.

28   A notable example involves Meta, which has restructured parts of its advertising ecosystem to comply with EU demands for greater transparency in targeted ads and algorithmic fairness. Similarly, Twitter (now X) faced scrutiny and compliance pressures under the DSA, resulting in increased investments in content moderation teams within the EU.

29   For instance, U.S.-based firms such as Microsoft and Apple must align their services with EU digital laws to continue offering products within the Single Market. GDPR’s heavy fines (up to 4% of global turnover) have already led to cases where Meta was fined €1.2 billion for improper data transfers to the U.S. Similarly, Amazon faced €746 million in GDPR fines for alleged privacy violations.
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