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Introduction: The global expansion of smart cities has reshaped urban governance; however, their heavy reliance on technological innovation often undermines human security, leading to fragmented, unsustainable, and exclusionary systems that fail to meet the needs of vulnerable populations. This study examines the impact of interoperability on smart city governance (SCG) and its role in enhancing human security in Yogyakarta and Makassar, Indonesia.

Methods: The research explores how interoperability is developed through design processes, government alignment, policy fit, user engagement, change management, governance structure, and service consumption. Data were collected from 315 respondents across 47 government agencies and analyzed using Partial Least Squares Structural Equation Modeling (PLS-SEM).

Results: The findings indicate that interoperability significantly strengthens SCG and enhances human security. Cross-sector collaboration emerged as a key driver of innovation. Despite challenges such as regulatory resistance and data fragmentation, alignment with the national digital strategy, SPBE policy, and Indonesia’s One Data initiative facilitates system integration.

Discussion and conclusion: This study shifts the focus of smart city development from technological advancement to addressing urban vulnerabilities. It provides a blueprint for cities like Yogyakarta and Makassar to integrate local policy frameworks with global standards, thereby promoting responsive and equitable urban governance.
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1 Introduction

For many people, today’s world is an insecure place, full of threats on many fronts. Protracted crises, violent conflicts, natural disasters, persistent poverty, epidemics, and economic downturns impose hardships and undercut prospects for peace, stability, and sustainable development. Such crises are complex, involving multiple forms of human insecurity. When they overlap, they can grow exponentially, spilling into all aspects of people’s lives, destroying entire communities, and crossing national borders.

In this context of increasing global insecurity, adopting smart city governance has emerged as an important strategy to address these multifaceted challenges. Smart city governance plays a critical role in improving public service standards (Gao et al., 2020; Tan and Taeihagh, 2020) and enhancing government process efficiency (Gracias et al., 2023; Kuzior et al., 2023). Indonesia provides a compelling case study for examining the interoperability attributes required for effective governance (Amin et al., 2020; Saiya and Arman, 2018), particularly in cities like Yogyakarta and Makassar. These cities illustrate how smart city initiatives can serve as pivotal instruments for augmenting urban resilience, fostering sustainable growth, and reinforcing human security.

Interoperability, defined as the ability of diverse systems and organizations to work together seamlessly through standardized data, processes, and protocols, is a cornerstone of smart city governance (Quek et al., 2023). By enabling the integration of data from various sources, interoperability facilitates real-time decision-making, efficient service delivery, and cross-sector collaboration. It extends beyond technical capacities, encompassing organizational and human dimensions as well (Mehta and Yadav, 2016).

Global analyses of smart city initiatives have highlighted the critical role of governance in driving urban development (Scholl and AlAwadhi, 2016; Karinda et al., 2024). With the growing urban population in Indonesia, the demands on urban governance structures are intensifying (Colclough et al., 2021), necessitating more efficient and responsive service delivery mechanisms (Xiong et al., 2022). Yogyakarta (Hamdala et al., 2022) dan Makassar (Madani and Nasrulhaq, 2017), two key urban centers in Indonesia, are pioneering innovative smart city solutions to meet these challenges. The implementation of interoperable systems in these cities not only streamlines administrative processes but also enhances transparency and accessibility, strengthening trust and fostering greater citizen participation (Mańka-Szulik and Krawczyk, 2022).

Institutional theory emphasizes the significance of the institutional environment in shaping smart governance practices, where different institutional arrangements can lead to varying implementations of smart city initiatives (Tomor et al., 2021). Complementarily, network governance highlights the necessity of collaborative networks that engage multiple stakeholders in co-creating solutions, aiming to address the limitations of traditional governance structures and foster innovation (Bolívar, 2018, 2016). Under this paradigm, the success of smart city governance largely depends on the capacity for technological and institutional innovation, which mediates the interaction between governance practices and stakeholder outcomes, thereby enhancing overall effectiveness (Bokhari and Seunghwan, 2024; Myeong and Bokhari, 2023).

This article interrogates the intersection of smart city governance and human security, explaining ways in which interoperable systems can reduce urban vulnerability and strengthen socio-economic inclusivity. The study is rooted in the concept of Smart City (Belli et al., 2023) Smart city governance (Broccardo et al., 2019) Organizational Interoperability (Coutinho et al., 2019) and human security (Zhang et al., 2022) how this paradigm interacts to support the development of more efficient and inclusive urban governance. It views interoperability as the core of effective city governance (Quek et al., 2023) where a holistically integrated system improves adaptability and responsiveness to emerging urban complexities.

By positioning interoperability, network governance, and institutional environments as strategic enablers, this study not only provides an in-depth analysis of Smart City operations in Yogyakarta and Makassar but also offers practical and theoretical guidance for Smart City development in other regions of Indonesia and globally to establish more robust human security. Through an exploration of policy frameworks and technological adoption, this study examines how enhanced interoperability can drive smarter, faster, and more inclusive governance. This focus on interoperability strengthens the transformative capacity of digital systems to reduce vulnerabilities, promote economic inclusivity, and safeguard urban populations (Nabi et al., 2023) thereby embedding human security as a foundational pillar of smart city development.



2 Literature review


2.1 Smart city governance

Smart cities represent a recent phenomenon in urban development. The distinction between traditional city development and other forms rests in its construction methodology, operational approach, and service impact (Shi and Cao, 2022). Smart cities evoke images of seamless integration of technology into the urban landscape—sensor-equipped infrastructure, autonomous vehicles, and AI-powered services—all designed to enhance the quality of life and efficiency of urban environments (Liu and Yang, 2022). However, the concept of a smart city extends beyond mere technological advancements; it includes smart city governance (Gracias et al., 2023), a multi-dimensional approach that integrates technology, policy, and citizen engagement to drive sustainable urban development. Smart city governance refers to the structures, policies, and processes that leverage innovative technologies to manage urban areas more effectively (Alshwaheen, 2022). Technology, good governance, environmental concerns and citizens are essential components of an adaptable, sustainable smart city framework (Mupfumira et al., 2024).

Smart city governance involves the use of Information and Communication Technologies (ICT) to transform efficiency, share information with the public, and improve government services, which is especially important given the growing urban population and the need for more effective public services (Raghava Rao and Kumar, 2022). To mitigate the environmental impacts of increasing urbanization, it is essential to prioritize the sustainable development of smart cities. These cities leverage information and communication technology (ICT) to promote sustainability by optimizing resource management and minimizing environmental footprints (Mrabet and Sliti, 2024).

The model synthesizes the smart city ecosystem, which comprises eight (8) components (Figure 1) (Anthopoulos, 2017). These models integrate the cyber-physical ecosystem while addressing concerns through the incorporation of standardization perspectives. Furthermore, following research on the classification of domains in Smart Cities (Anthopoulos, 2015) identified two primary classifications based on the types of infrastructure and urban development, as illustrated in Figure 2 (Samarakkody et al., 2022).
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FIGURE 1
 Components of smart city.


[image: Figure 2]

FIGURE 2
 Classification of smart cities.


Smart city governance represents a paradigm shift in urban administration (Principale et al., 2023), characterized by its complexity as an institutional transformation (Kim and Kim, 2021), and its inherently political nature (Yolles, 2019), which underscores a compelling. This governance model is distinguished by its collaborative nature, involving an array of stakeholders including government agencies, private enterprises, academic institutions, nonprofit organizations, and citizens (Hwang, 2017). Such inclusivity is indispensable for the effective pooling of resources, knowledge, and expertise, thereby addressing urban challenges robustly (Bradley et al., 2022).

At the core of smart city governance is the imperative to augment the capability of city governments to address both present needs (Tomor et al., 2019) and anticipate future challenges, while promoting economic, social, and environmental sustainability (Tomor et al., 2019). This shift from traditional top-down administrative tactics to a more dynamic, transparent, and inclusive modality is pivotal. In this new governance paradigm, the integration of information and communication technologies (ICTs) enhances service delivery, elevates citizen satisfaction, and optimizes resource management (Wirtz and Müller, 2023). Despite challenges such as privacy, security, and equity concerns, this framework aspires to render cities not only smarter but also more humane and resilient (Vaira, 2022).

Despite the promising potential of smart city governance, the field remains fragmented and lacks a cohesive framework. Consequently, further empirical research is necessary to explore the various pathways and relationships within smart city studies.



2.2 Network governance and institutional theory

The smart city governance model highlights the critical role of stakeholder collaboration, digitalization, and citizen-centric approaches approaches (Nesti, 2020; Palomo-Navarro and Navío-Marco, 2018). Its implementation, however, varies significantly across cities, influenced by distinct institutional contexts that shape both the configuration and effectiveness of smart governance practices (Tomor et al., 2021). These variations underscore the need for context-sensitive strategies to ensure the successful adoption and sustainability of smart governance initiatives.

Network governance in smart cities refers to the collaborative arrangements between various stakeholders, including government entities, private sector actors, and civil society. This model is characterized by decentralized decision-making and the integration of diverse perspectives to address complex urban challenges (Bolívar, 2018, 2016). Effective network governance relies on the establishment of robust institutional frameworks and the alignment of political interests to foster coordination and accountability.

Institutional theory provides a lens to understand how institutional contexts influence the development and implementation of smart city initiatives. It highlights the role of regulatory, normative, and cognitive institutions in shaping the behaviors and interactions of actors within the smart city ecosystem (Lupo and Carnevali, 2021). Institutional and technological innovations are critical for moderating the relationships between smart city governance, stakeholder satisfaction, and urban outcomes such as crime rates (Bolívar, 2016; Myeong and Bokhari, 2023).



2.3 Categories and attributes of interoperability

The debate of interoperability is significant primarily in situations where data or services are exchanged between two or more systems. Indeed, for such exchanges to be effective, it is imperative that the systems can interact seamlessly, without any hindrances (Blanc-Serrier et al., 2018). Interoperability is defined as the capability of an organization to engage with multiple other entities across data, systems, and processes to attain shared objectives (Kruger, 2022). This involves facilitating the exchange of data and services in accordance with agreements established between the applicant and the service provider.

Expanding on this notion, interoperability is generally recognized as the capacity of two or more systems or components to exchange information and to utilize the exchanged information effectively (Wasala et al., 2015). The format of data and information exchange plays a critical role in enabling interoperability. Consequently, the standardization of these formats is of paramount importance. Through such standardization, interoperability allows disparate information systems and organizations to collaborate efficiently (Amin et al., 2020).

Further delineating the concept, interoperability encompasses various facets, including semantic interoperability, IT interoperability, and organizational interoperability (Blanc-Serrier et al., 2018). To achieve comprehensive interoperability within an organization, four levels must be realized, starting with technical interoperability, followed by syntactic, semantic, and pragmatic levels (Whitman and Panetto, 2006). There are also four distinct types of interoperability, namely technical, syntactic, semantic, and organizational (Rezaei et al., 2014). Each level is integral to the overarching framework of interoperability, as illustrated in Table 1 (Wasala et al., 2015; Amin et al., 2020).



TABLE 1 Categories/level and aspect of interoperability.
[image: Table1]

The need for one group to interact in some way with another group underlies the concept of organizational interoperability (Clark et al., 1999). This type of interoperability necessitates a strong will and commitment from the involved organizations to collaborate. The degree of organizational interoperability dictates both internal and external interoperability. Internal interoperability occurs across various data and information sources within an organization, whereas external interoperability facilitates the exchange of performance data between different organizations (Amin et al., 2020).



2.4 Attributes organizational interoperability

The topics of integration, sharing information, and interoperability in government have garnered substantial attention (Kubicek et al., 2011). Organizational interoperability is an essential factor in achieving efficient, integrated, and transparent intergovernmental services, and it is closely associated with IT governance. Furthermore, the public sector views it as an essential requirement for implementing open data policies and consequently implementing open data services (Margariti et al., 2022; Margariti et al., 2020).

All attributes related to organizational interoperability used in this study are depicted in the following Table 2.



TABLE 2 Organizational interoperability attributes.
[image: Table2]

Organizational interoperability represents a significant challenge for organizations as they strive to align their resources—including locations, personnel, products, and software—to function harmoniously by adopting consistent procedures and strategies. To determine the compatibility of different organizations, a comprehensive strategy is essential. This approach should consider several factors, such as procurement criteria, adherence to regulatory frameworks, governance structures, staff restructuring, and patterns of service consumption (Margariti et al., 2022).



2.5 Human security within the framework of governance

Human security has become a pivotal governance framework, emphasizing individual protection over state-centric approaches. Originating from the UNDP’s 1994 Human Development Report, this paradigm shift broadens security to encompass economic, social, environmental, and health dimensions (Emetole, 2024; Rao Bonagani, 2024). Ensuring freedom from fear and want remains central to fostering human dignity (Lahiry, 2020, 2024). Human security refers to a condition where individuals, groups, and communities have access to a range of essential options, along with the capacity and freedom to prevent, mitigate, or adapt to threats affecting their human, social, economic, and environmental rights (Eyita-Okon, 2022).

The significance of democratic governance in safeguarding human security is evident, as failures to address socio-economic instability and political violence undermine public trust and exacerbate vulnerabilities (Zua, 2022; Emetole, 2024). These challenges are not confined to specific regions but resonate globally, reflecting the interconnected nature of human security threats (Sprincean et al., 2021). Addressing fundamental needs such as education, health, and food security is vital for enhancing human well-being (Shahnawaz, 2022).

Good governance is essential for human security, as it underpins economic stability and sustainable development (Seifi et al., 2021). Political and social insecurities often impede economic growth, highlighting the need for integrated policies (Farhan, 2023). A constructivist lens offers further insights, emphasizing the role of identity, norms, and cultural factors in shaping security strategies (Pathak, 2021).

Environmental challenges, including climate change and natural disasters, increasingly threaten human security, necessitating robust governance and disaster management frameworks (Chin Sa et al., 2021). Similarly, technological advancements introduce new security dimensions, requiring updated regulatory mechanisms to safeguard rights in the digital age (Sinozic-Martinez and Jahnel, 2024). Human security governance demands a holistic approach integrating economic, social, environmental, and human rights dimensions. Democratic governance plays a crucial role in fostering resilient societies, reinforcing the need for policies that prioritize individual and community well-being.




3 Hypothesis of the influence of interoperability attributes in smart city governance

The passage delves into the critical role of interoperability attributes in advancing smart city governance in Yogyakarta and Makassar, emphasizing their implications for enhancing human security. It critically evaluates how these attributes facilitate the resolution of complex challenges in governmental service delivery, framing the core inquiry around the extent to which the dimensions of interoperability shape the effectiveness and resilience of smart city governance frame. The section proposes a series of theoretical hypotheses regarding how each dimension of the interoperability attribute impacts smart city governance.


3.1 Design process (DP)

The design process for achieving interoperability in smart city governance adopts a holistic approach that integrates technical solutions, policies, procedures, and stakeholder engagement (Quek et al., 2023). This interoperable design process ensures that systems and services operate in harmony and efficiency. It involves more than just compatible technology; it also requires effective integration and coordination across various aspects of city development (Weichhart and Stary, 2018). According to Margariti et al. (2022), the design process in organization interoperability encompasses several components: procurement criteria, design methodology, specification process, collaboration, best practices, and compatibility with accessibility guidelines and relevant standards (Margariti et al., 2022; Margariti et al., 2020). Thus, the hypothesis can be formulated as follows:


Hypothesis 1 (H1): Design process influences smart city governance.

Hypothesis 2 (H2): Design Process increases the use of smart city services.
 



3.2 Government process alignment (GPA)

The notion of GPA is essential for achieving efficient urban management in smart city governance by ensuring interoperability. The government provides an essential position in the establishment of smart cities, and the efficient integration of government and public data can create a powerful collaboration for city governance (Shi and Cao, 2022). Aligning government processes ensures that legislative frameworks across different levels of government are compatible, promoting seamless cooperation (Egeberg and Trondal, 2016; Finger et al., 2015). Compatibility with the National Digital Strategy guarantees that local initiatives contribute to broader national goals, ensuring coherence and sustainability (Linkov et al., 2018). Therefore, the relevant hypotheses for this aspect are:


Hypothesis 3 (H3): The alignment of government processes has an advantageous impact on the governance of smart cities.

Hypothesis 4 (H4): The alignment of government processes has positive effects on service consumption.
 



3.3 Compatibility with policies and regulations (CPR)

Interoperability in smart city governance significantly hinges on compatibility with policies and regulations, which serve as the backbone for seamless integration and functionality across various urban systems (Tian, 2021). Alignment with IT law ensures that all digital interactions and data exchanges adhere to established legal frameworks, safeguarding citizen privacy and enhancing trust in the system (Aljeraisy et al., 2022; Neubaum et al., 2023). Furthermore, compatibility with the Electronic-Based Government System (SPBE) streamlines processes, enabling efficient service delivery and resource management (La Adu, 2023; Noman and Emanuel, 2024). Compliance with the ‘One Data’ policy is equally vital in ensuring data integrity and accuracy across various city sectors (Maail and Cañares, 2018). Therefore, the hypothesis that is significant to this include is:


Hypothesis 5 (H5): Compatibility Policies and Regulations exert an impact on the governance of Smart Cities.

Hypothesis 6 (H6): Compatibility Policies and Regulations exert an influence on the Design Process.

Hypothesis 7 (H7): Compatibility Policies and Regulations strengthen the affordability of smart city services.
 



3.4 Interaction with users (IwU)

Interaction with users is significantly influenced by interoperability (Meijer and Bolívar, 2016). This interaction is shaped by four critical indicators: procedural transparency (Skraaning and Jamieson, 2021), user feedback (Jawaheer et al., 2014), Service level agreements (SLAs) (Alsoghayer and Djemame, 2014), and help desk support (Muhtadibillah et al., 2021). Thus, the hypotheses that can be formulated include:


Hypothesis 8 (H8): Interaction with Users has a positive influence on Smart City Governance.

Hypothesis 9 (H9): Interaction with Users has a positive effect on Service Consumption.
 



3.5 Change management (CM)

The concept of change management within the domain of interoperability arises as a critical factor for the successful evolution and sustainability of urban centers in the discourse of smart city governance (Alanazi and Alenezi, 2024; Asmorowati et al., 2019). In order to facilitate this integration, it is essential to employ change management effectively, particularly through the development of an Interoperability Learning Profile (Ghorbel et al., 2016; Nehiri and Aknin, 2021), comprehensive training, and staff restructuring (McAleavy, 2021). Therefore, the relevant hypothesis is:


Hypothesis 10 (H10): Change Management has an influence on Government Process Alignment.

Hypothesis 11 (H11): Change Management has a positive influence on Smart City Governance.
 



3.6 Service Consumption (SC)

Service consumption in the smart city governance interoperability framework includes three indicators: service agreements (Ivars-Baidal et al., 2024), Organizational Culture and Governance (Scholl et al., 2014), and resource availability (Borruso and Balletto, 2022). Optimizing service consumption through these indicators can significantly advance smart city governance. By fostering a cooperative environment and ensuring strict adherence to agreements and resource commitments, cities can achieve a higher level of interoperability, ultimately improving the quality of urban life (Vercruysse et al., 2019). So, the relevant hypothesis is:


Hypothesis 12 (H12): Service Consumption has a significant influence on Smart City Governance.
 



3.7 Governance contribution (GC)

Governance in interoperability is not merely a facilitative component but a transformative framework that can significantly advance the capabilities of smart city governance. Through meticulous implementation of its indicators, cities can become more integrated, efficient, and responsive to the needs of their inhabitants (Caird and Hallett, 2019). Relevant hypotheses are:


Hypothesis 13 (H13): Governance Contribution has an influence on Change Management.

Hypothesis 14 (H14): Governance Contribution has an influence on the Design Process.

Hypothesis 15 (H15): Governance Contribution has an influence on Smart City Governance.
 




4 Research methods and design

This research employs quantitative methodology, specifically utilizing regression analysis through Structural Equation Modeling (SEM) with Partial Least Squares (PLS-SEM). This approach facilitates a detailed examination of interoperability within smart city governance, as depicted in the research model (see Figure 3). Data were collected through a comprehensive survey involving 315 respondents from 47 institutions across the city governments of Yogyakarta and Makassar. The survey included 93 statement items across eight variables, rigorously tested to ensure both the validity and reliability of the data.
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FIGURE 3
 Respondent characteristics (%).


Quantitative methods are chosen for their ability to leverage standardized and reliable government data, enabling large-scale, objective analysis and statistical generalization, which are essential for comprehensively assessing interoperability’s impact on human security and informing evidence-based policy decisions.

The research model was empirically tested through a survey method, using research instruments designed to measure 95 items that capture interoperability attributes. These items were evaluated on a 5-point Likert scale, with 1 = Strongly Disagree (STS), 2 = Disagree (TS), 3 = Less Agree (KS), 4 = Agree (S), and 5 = Strongly Agree (SS).

The theoretical foundation for the hypotheses in the smart city governance framework underscores the significance of integrating innovative design, effective government processes, proactive user engagement, efficient service delivery, adaptive change management, supportive policies and regulations, and collaborative contributions from various stakeholders. When design and implementation consider these aspects, it is expected to improve governance effectiveness, enhance operational sustainability, and strengthen citizen participation and satisfaction, thereby advancing the achievement of smart city goals in creating a responsive and sustainable environment for human security (Margariti et al., 2022).

Figure 4 presents a conceptual model illustrating the theoretical relationship between the dimensions of Interoperability Attributes and smart city governance, which serves as the foundation for service networks within city governments. This model highlights how effective management of interoperability can mitigate urban vulnerabilities and enhance socio-economic inclusiveness. To address the challenges of smart cities successfully, city governments must effectively manage all seven dimensions of interoperability attributes. This conceptualization establishes a theoretical framework for analyzing integrative services in urban governance and provides a basis for empirical research aimed at improving outcomes by strengthening interoperability in smart city governance.

[image: Figure 4]

FIGURE 4
 Conceptual model of the relationship between interoperability attributes and smart city governance for human security.




5 Analysis and results


5.1 Data analysis

The data was analyzed using the Partial Least Squares Structural Equation Modeling (PLS-SEM) method for validation of the research model and hypothesis testing. PLS-SEM has adaptability to a wide range of research scenarios, resilience in handling complex relationships, and suitability for predictive modeling and analysis in a variety of fields.



5.2 Reliability and validity testing

The descriptive statistics of all survey items are presented in Table 2. The results show that most of the respondents surveyed are within the scope of local government employees. This shows that most of the respondents are very familiar with interoperability and smart city activities. The working period of respondents doing activities as employees in the city governments of Yogyakarta and Makassar City is 1–5 years (37.46%) and from 6 to more than 10 years (62.54%). This shows that respondents are familiar with the city governance system in both regions, and the survey information reflects the interoperability attribute framework toward smart city governance. Characteristics of all respondents (percentage) in Figure 3.

Based on construct reliability and validity data (Table 3) on the relationship of interoperability variables with SCG, it is explained that the reliability and validity metrics of constructs, including Cronbach’s alpha, composite reliability (rho_a dan rho_c), and the average variance is extracted (AVE), demonstrates strong reliability and validity for this construct. In particular, Cronbach’s alpha value for all variables exceeds the generally accepted threshold (i.e., between 0.931 and 0.985) of 0.7, which indicates high internal consistency. The combined reliability score (rho_a and rho_c) is also above the recommended threshold of 0.7, which further confirms the reliability of the construct. The AVE value for most variables exceeded the threshold of 0.5, demonstrate sufficient convergent validity. In particular, constructions related to Compatibility policies and regulations as well as Governance Contributions show very high reliability and validity, with Cronbach’s alpha and composite reliability values approaching 1, and AVE values well above 0.8.



TABLE 3 Construct reliability and validity.
[image: Table3]

In Table 4, Government Process Alignment (GPA) shows an HTMT value of 0.363 with Smart City Governance (SCG), indicating that GPA and SCG are separate but related constructs. This means that while GPA influences SCG, it stands alone as an independent factor. Effective alignment of government processes significantly impacts SCG, necessitating the overcoming of obstacles in GPA indicators such as legislation, certification, and alignment with national digital strategies to achieve more efficient smart city governance.



TABLE 4 Discriminant validity: Heterotrait-Monotrait Ratio (HTMT).
[image: Table4]

The validity of discrimination for Table 4 is the degree at which constructs that should not be correlated with each other are indeed completely uncorrelated. This ensures that each construct in the model is unique and captures a different phenomenon. Discriminatory validity is important to ensure that the analysis performed is accurate and that the constructs used in the model are truly representative of the concept being measured. Heterotrait-Monotrait Ratio (HTMT) calculates the ratio between the mean of the inter-construct correlation (heterotrait) and the mean of the in-construct correlation (monotrait). An HTMT value lower than 0.85 generally indicates good discriminatory validity. Values between 0.85 and 0.90 are still acceptable in some contexts but need further attention. A score above 0.90 indicates a serious criminal validity issue.

Based on the analysis of HTMT values (Table 4), it can be concluded that most of the variables show good discriminatory validity with Smart City Governance, except for Design Process (0.843) and Service Consumption (0.802) which show a very high correlation. This suggests that there is a very close relationship between smart city governance and the Design Process and service consumption, which may require further analysis to ensure adequate validity of discrimination.



5.3 Results testing hypotheses

The path coefficients (Figure 5 and Table 5) are ascertained after running the SEM-PLS algorithm. The algorithm is designed to reject a set of path specific null hypothesis of no effect. Also, the path coefficient from behavioral intention, to use behavior, was both strong and significant. In Figure 6, it is explained that each cell represents the strength of a relationship for a particular combination of relationships and variables, where a higher absolute value indicates a stronger relationship.

[image: Figure 5]

FIGURE 5
 Results SEM-PLS.




TABLE 5 Path coefficients and the significance of relationships between variables in smart city governance.
[image: Table5]
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FIGURE 6
 The impact relationships variable.



5.3.1 Design process for service consumption and SCG

The interoperability attribute of process design significantly affects SCG (H1). Path coefficients (Table 5) of 0.561 show that every increase of one unit in the process design variable increases SCG by 0.561 units, indicating a strong relationship between these two variables. The statistical value of T of 6,395, well above the significant threshold of 1.96 for a significance level of 0.05, indicates that this result is not a statistical coincidence, but rather shows a real relationship between process design and SCG. The p-value of 0.000 underscores the significant impact of the process design variable on SCG, highlighting the critical need for investing in well-designed and structured procurement processes to achieve efficient and effective smart city objectives. Meticulous development and implementation of process design indicators can greatly enhance the quality of SCG. Moreover, the process design for service users (H2), with path coefficients of 0.631, a T value of 10.629, and a p value of 0.000, demonstrates that improvements in process design boost service consumption, thereby reinforcing SCG.



5.3.2 Government process alignment (GPA) on service consumption and SCG

GPA significantly hinders SCG (H3), as evidenced by a path coefficient of −0.188, a T-value of 3.665, and a p-value of 0.000. This finding highlights that misalignments in governance processes can reduce the effectiveness of SCG. Conversely, GPA exhibits a very weak and statistically insignificant positive effect on Service Consumption (H4), with a path coefficient of 0.063, a p-value of 0.328, and a T-value of 0.979. This suggests that GPA does not reliably impact Service Consumption, implying that other factors such as service quality, accessibility, and user interaction may play a more significant role in smart city service usage.

Furthermore, the indirect effect of GPA on SCG via Service Consumption (SC) is minimal and not statistically significant. This effect, calculated by multiplying the path coefficients of the two relationships, results in a small positive value of 0.02268. Given the insignificance of the GPA-SC relationship, this indirect effect does not meaningfully impact SCG. Thus, aligning government processes may not directly or significantly influence SCG through changes in service consumption. Instead, factors like service quality, accessibility, and user interaction likely have a more substantial impact.



5.3.3 Compatibility policies and regulations (CPR) on DP, SC, and SCG

The study indicates that CPR exerts a significant positive effect on SCG (H5), as evidenced by a path coefficient of 0.086, a T value of 2.570, and a p-value of 0.010. This demonstrates that policies and regulations aligned with smart city initiatives enhance the effectiveness of SCG. However, the relatively modest coefficient value suggests that while CPR is important, it must operate in conjunction with other factors such as the DP and SC to holistically influence SCG. Therefore, improvements in CPR should be accompanied by advancements in other areas of SCG to achieve optimal effectiveness.

Furthermore, the alignment of government processes with the DP (H6) is shown to have a positive impact, with a path coefficient of 0.146. This indicates that enhancing government process alignment can improve the effectiveness of the design process. The statistical significance of this effect is confirmed by a p-value of 0.023, which is below the 5% significance level, suggesting that this positive relationship is unlikely to be due to chance. The T-statistic of 2.266 further supports the strength and significance of this effect, surpassing the commonly accepted threshold of 2.0 in statistical assessments.

The relationship between CPR and SC (H7) demonstrates that CPR exerts a very weak and statistically insignificant influence on SC. The path coefficient is −0.002, indicating a negligible negative relationship, while the T-statistic of 0.053 and p-value of 0.958 are well beyond the conventional significance thresholds of 1.96 and 0.05, respectively. These findings clearly indicate the lack of a statistically significant relationship. Consequently, it can be concluded that CPR does not significantly impact SC within the context of this study, and policy or decision-making should not consider CPR as a factor affecting SC. Conversely, the relationship between Service Consumption and SCG is highly significant, with a p-value of 0.000 and a positive path coefficient of 0.360, indicating a strong and positive influence of SC on SCG.



5.3.4 Interaction with users (IwU) on SC and SCG

IwU significantly and positively impacts SCG (H8), as evidenced by a path coefficient of 0.124, a T-statistic of 2.561, and a p-value of 0.010. These statistics indicate robust evidence that enhanced user interaction contributes positively to SCG. It underscores the necessity of fostering an environment where citizens feel engaged, heard, and supported in the government’s endeavors to implement effective and efficient smart city initiatives. Consequently, city governments must prioritize strengthening user interaction to ensure the success and sustainability of smart city programs.

Furthermore, the direct relationship between IwU and SC (H9) is significant, with a positive path coefficient of 0.216, a T-statistic of 3.513, and a p-value of 0.000. This finding suggests that increased SC substantially improves SCG, contributing an additional 0.07776 to SCG through SC.



5.3.5 Change management (CM) on GPA and SCG

CM significantly influences GPA (H10), with path coefficients of 0.496, a T-statistic value of 7.101, and a p-value of 0.000, indicating a positive and strong effect. Additionally, CM also positively impacts SCG (H11), demonstrated by path coefficients of 0.081, a T-statistic of 2.035, and a p-value of 0.042, providing substantial evidence that enhancing CM contributes positively to SCG. However, the indirect relationship between CM and SCG through GPA reveals a negative indirect effect of −0.093248. This suggests that while CM directly improves GPA, better alignment of government processes indirectly reduces the effectiveness of SCG.



5.3.6 Service Consumption (SC) on SCG

SC significantly and positively impacts SCG (H12), as indicated by path coefficients of 0.360, a T-statistic value of 4.097, and a p-value of 0.000. These results demonstrate that this relationship is statistically significant, confirming that increased SC directly enhances SCG.



5.3.7 Governance contribution (GC) on CM, DP, and SCG

GC to CM (H13) is highly significant, with path coefficients of 0.264, a T-statistic of 4.032, and a p-value of 0.000, indicating a strong positive influence on CM. The indirect effect of GC on SCG through CM is 0.021384, showing that while the direct influence of GC on SCG is negative, its indirect effect via CM is positive. Additionally, the relationship between GC and DP (H14) is significant, with path coefficients of 0.146, a T-statistic of 2.266, and a p-value of 0.023, demonstrating a positive influence. The direct relationship between DP and SCG is also significant, with path coefficients of 0.561, a T-statistic of 6.395, and a p-value of 0.000, indicating a very strong positive influence. Conversely, the relationship between GC and SCG (H15) shows a negative path coefficient of −0.074, with a T-statistic of 2.646 and a p-value of 0.008, indicating a statistically significant but negative influence. However, the indirect influence of GC on SCG through DP is 0.081906, suggesting that despite its direct negative impact, the indirect effect through improvements in DP is positive.





6 Discussion

This study analyzes the ‘interoperability attributes’ fundamental to Smart City Governance (SCG) in Yogyakarta and Makassar. Although differing in governance frameworks, both cities demonstrate how interoperability strengthens human security by addressing urban vulnerabilities, providing a robust model for scalable and adaptive urban governance.


6.1 Application of careful aspects of interoperability process design

The integration of interoperability theory into SCG in Yogyakarta and Makassar reflects a vital alignment with human security theory by emphasizing inclusivity, sustainability, and resilience. Interoperability—defined by standardized protocols and strategic procurement (Seth et al., 2025)—ensures that diverse systems communicate effectively, fostering a secure and adaptive urban infrastructure. Yogyakarta’s adherence to international technical standards (Colleena and Djunaedi, 2023) demonstrates a commitment to global best practices, while Makassar’s engagement with stakeholders highlights the importance of local relevance and scalability in addressing diverse urban needs (Inka, 2024). This collaborative and standardized approach to SCG directly supports human security by prioritizing sustainable development, protecting individuals from systemic vulnerabilities, and ensuring equitable access to resources and services, aligning with the broader goals of innovation and sustainable urban development (Pigola et al., 2022). Such efforts underscore the critical role of governance in safeguarding both individual and collective well-being within dynamic urban environments.



6.2 Harmonization GPA in the human security framework

The findings of the study reveal that the improvement of Government Process Alignment (GPA), encompassing Conformity with Intergovernmental Legislation, Certification, and the National Digital Strategy, does not significantly influence the utilization of Smart Cities (SC) or Sustainable City Governance (SCG) in Yogyakarta and Makassar. This challenges conventional assumptions, suggesting the applicability of institutional theory, particularly institutional isomorphism, wherein coercive, mimetic, and normative pressures promote organizational homogeneity across contexts (Fany, 2022). The diversity of regulations and standards across jurisdictions creates integration challenges that are crucial for advancing smart city initiatives (He et al., 2022). Although certification plays a critical role in ensuring interoperability, its complexity and regional variability underscore the necessity of adopting standardized certification processes (Copei et al., 2021). Moreover, misalignment between local governments and national digital strategies frequently results in fragmented implementation of smart city programs, highlighting the need for improved coordination and alignment to mitigate these challenges (Cranefield and Pries-Heje, 2020). Within the framework of human security theory, these findings emphasize the importance of cohesive governance systems in fostering equitable, inclusive, and resilient urban development.



6.3 Ensuring CPR interoperability in SCG

Interoperability in Smart City Governance necessitates the alignment of policies and standards among systems and entities, with conformance testing serving as a critical mechanism to validate compliance and facilitate seamless data exchange, integration, and collaboration (Sylim et al., 2022). In Indonesia, the IT Law provides a robust legal framework for regulating digital transactions, data management, and cybersecurity within smart cities, fostering public trust and enabling secure interactions across urban services (Sudirman et al., 2024). Complementing this, the Electronic-Based Government System (SPBE) framework promotes an integrated electronic government system by reducing redundancies and enhancing public service delivery through interoperable systems and collaborative governance practices (Asianto et al., 2023). Furthermore, adherence to the One Data Indonesia initiative is essential for ensuring high-quality, accountable data, which underpins effective decision-making processes and strengthens data interoperability (Okafor et al., 2023). When viewed through the lens of human security theory, these initiatives collectively contribute to inclusive and sustainable urban development by enhancing institutional resilience, fostering equitable access to resources, and ensuring the safety and well-being of urban populations through improved governance and service delivery.



6.4 Increased interaction with users (IwU)

Increased interaction with users (IwU) plays a pivotal role in enhancing smart city services (SC) and smart city governance (SCG) by fostering a citizen-centered approach that values user engagement as a driving force for service usage and collaborative governance (Lee, 2023). Transparency in decision-making and well-designed feedback mechanisms not only build trust and accountability but also enable governments to evaluate community satisfaction and adjust policies, accordingly, thereby strengthening the interconnection between SC and SCG (Marfuah and Tobirin, 2024). Sustainable public procurement benefits significantly from user feedback, as input from citizens and suppliers informs governance decisions, ensuring more inclusive and responsive policymaking (Langseth and Moe, 2022). Open feedback channels empower citizens to monitor urban conditions and actively participate in governance processes, promoting transparency and inclusivity (Soegiono and Asmorowati, 2018). Service Level Agreements (SLAs) establish quality benchmarks for SC services, improving urban living standards and enhancing satisfaction, while help desk systems further boost service quality by providing prompt assistance and fostering stronger user engagement (Georgiadis et al., 2021; Nam and Pardo, 2012). These findings underscore the direct influence of IwU on SC usage and its indirect yet critical contribution to SCG, aligning with Human Security Theory by emphasizing the importance of participatory governance, equitable access to resources, and the empowerment of citizens to ensure safety, resilience, and well-being in urban environments.



6.5 Consistence of CM contribution to SCG

The study demonstrates that both CM and GPA significantly and positively contribute to SCG, with CM playing a crucial role through staff restructuring, training, and interoperability learning. Staff restructuring ensures the strategic alignment of human resources with the evolving demands of smart cities, thereby enhancing organizational efficiency, productivity, and competitiveness (Habibi et al., 2023). Training programs are instrumental in equipping personnel with the necessary skills to operate smart city technologies, fostering competencies in change management, strategic planning, and leadership, which are essential for effective governance in dynamic urban contexts (Ravaghi et al., 2021). Furthermore, coaching interventions that focus on improving the social climate or developing specific skills promote organizational readiness and acceptance of change, enabling institutions to adapt to continuous technological advancements (Taxman et al., 2014). When contextualized within the framework of Human Security Theory, these practices underscore the critical role of capacity building and institutional adaptability in achieving resilient and sustainable urban governance. By prioritizing workforce development and fostering a culture of innovation, CM and GPA contribute to the broader objectives of human security by enhancing safety, stability, and equitable access to resources in smart cities.



6.6 Governance contribution at smart city governance

Effective coordination among government agencies is essential to prevent fragmented efforts and resource duplication, a challenge that remains a significant barrier to achieving interoperability in smart city governance (Sienkiewicz-Małyjurek, 2022). The absence of a unified strategy often results in misaligned goals, further complicating efforts to integrate systems (Ganji Bidmeshk et al., 2022). While the Indonesian Government Agency Information System Interoperability Guidelines are designed to facilitate seamless cooperation across systems, inconsistent adherence to these guidelines fosters the creation of silos, thereby undermining the development of a cohesive smart city infrastructure (Kusumah, 2022). Access to the Indonesian Interoperability Knowledge Base, which offers best practices and technical solutions, is equally critical, as limited access hampers the effective adoption of interoperable solutions and leads to fragmented implementation (Mazimwe et al., 2019). Furthermore, the allocation of financial resources is pivotal for supporting infrastructure investment necessary to drive interoperability adoption. Financial inclusion efforts, such as mobile money services, also require substantial investments to overcome interoperability challenges, underscoring the critical role of financial resources in fostering collaborative governance environments (Senyo et al., 2022). Viewed through the lens of Human Security Theory, these findings emphasize the importance of effective governance, resource equity, and technological inclusivity to ensure the resilience, safety, and well-being of urban populations through integrated and interoperable smart city systems.



6.7 Increasing service consumption for smart city governance

Enhancing interoperability in service consumption is integral to strengthening smart city governance (SCG), as it ensures adherence to service standards, data protection, security, and compliance, thereby fostering citizen trust and satisfaction (Hernández et al., 2020; Schuch et al., 2024). Effective governance structures and an adaptive organizational culture are vital for managing service delivery, resolving coordination challenges, and improving public services to meet the complex demands of urban environments (Sirkoi et al., 2021). The availability of adequate resources—such as skilled personnel, budgetary support, and technological investments—further reinforces interoperability by enabling the adoption of advanced technologies, including cloud platforms and the Internet of Things (IoT), which facilitate seamless integration across systems (Wahyuni et al., 2023). These technologies are essential for promoting sustainable smart cities, as they enable the development of integrated services that reduce environmental impact and improve the efficiency of urban systems (Alanazi and Alenezi, 2023, 2024). Aligned with Human Security Theory, these advancements underscore the importance of inclusive and secure governance structures, equitable resource distribution, and the deployment of environmentally conscious technologies to safeguard the well-being, resilience, and sustainable development of urban populations.




7 Conclusion

This study highlights the importance of interoperability attributes in strengthening smart city governance (SCG) for enhancing human security in Indonesia, especially in Yogyakarta and Makassar. Both cities demonstrate that with the right design process, policy alignment, and increased user engagement, smart city governance can function more effectively and responsively to community needs. By embedding human security considerations, cities can mitigate urban vulnerabilities, ensuring that technological advancements translate into equitable growth and resilience. Interoperability processes that include cross-sector collaboration, use of international standards, and adjustments to local contexts have been shown to improve service quality and public trust.

User engagement, change management, and governance contributions are also important elements that strengthen the relationship between government and citizens, supporting transparency and accountability in decision-making. In addition, technology infrastructure such as IoT and cloud play a significant role in supporting smart service integration, strengthening efficiency, and supporting city sustainability.

Overall, this study underscores that interoperability, when aligned with human security principles, is an important foundation for realizing inclusive, effective, and sustainable smart city governance. By addressing regulatory challenges and increasing organizational capacity, cities in Indonesia can be better prepared for digital transformation and maximize the potential of smart cities to improve people’s quality of life.



8 Limitations

This study provides valuable insights into the role of interoperability in enhancing smart city governance (SCG) and human security; however, it is subject to several limitations that should be considered when interpreting its findings. First, its focus on Yogyakarta and Makassar limits the generalizability of the results to other cities with different socio-political, economic, and technological contexts, as urban governance challenges, technological infrastructure, and policy frameworks vary significantly across regions. Second, the reliance on data collected from government agencies, while extensive, may not fully capture the perspectives of other key stakeholders, such as private sector actors, civil society organizations, or marginalized communities, potentially leading to a partial understanding of the broader dynamics affecting SCG and human security. Lastly, the study’s emphasis on integrating local policy frameworks with global standards offers a valuable blueprint but risks overlooking potential tensions between global norms and local priorities, particularly in addressing cultural and institutional specificities. Future research should address these limitations by incorporating diverse stakeholder perspectives, broadening the geographical scope, and employing methodologies capable of capturing non-linear and contextual dynamics to deepen the understanding of SCG’s impact on human security.
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