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This study aims to examine how the pattern of disinformation spread on social media to candidates in the 2024 Indonesian presidential election. This research uses a qualitative method with a case study approach. The findings of this study explain that in the 2024 elections in Indonesia, social media had a significant role in spreading disinformation. Each candidate becomes a victim of disinformation attacks on social media by attacking from the side of character assassination and political issues. Then, the pattern of disinformation in the 2024 elections was more dominant on social media channels that supported the emergence of video and text characters, such as Facebook, YouTube, and Tiktok. Furthermore, the spread of disinformation to candidates harms their participation in the 2024 elections. This research implies that digital technology intervention significantly influences candidates in election contestation. Moreover, social media has become a sophisticated facility for spreading disinformation by political actor teams to utilize as a form of electoral attack effort.
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1 Introduction

The Indonesian presidential and vice presidential elections was held on February 7, 2024 (KPU RI, 2023b). According to Law Number 7 of 2017 concerning general elections, it states candidate pairs are proposed by political parties or a coalition of political parties participating in the election that meet the requirements of obtaining at least 20% (20%) of the total seats in the People's Representative Council (DPR) or obtaining 25% (25%) of valid votes nationally in the previous DPR member elections. In the 2024 presidential election, three candidate pairs meet the competition requirements. Candidate pair number one, Anies Baswedan with Muaimin Iskandar, who was supported by the National Democratic Party (Nasdem), the National Awakening Party (PKB) and the Prosperous Justice Party (PKS). Then, candidate pair number two, Prabowo Subianto with Gibran Rakabuming Raka, supported by the Gerindra Party, the National Mandate Party (PAN), the Golkar Party, and the Democratic Party. Next, candidate pair number three, Ganjar Pranowo and Mahfud MD, were supported by the Indonesian Democratic Party of Struggle (PDIP) and the United Development Party (PPP) (KPU RI, 2023a).

Furthermore, the 2024 election campaign period officially begins on November 28, 2023, and continues until February 10, 2024, for both presidential and vice presidential candidates and legislative candidates (Wibawana, 2024). However, a significant problem is the massive spread of disinformation or hoaxes on digital media, especially social media, related to the 2024 presidential and vice presidential elections. Figure 1 shows the trend of increasing hoax information on social media from July 2023 to December 2024.


[image: Bar chart showing the amount of disinformation from July to December. July: 14, August: 18, September: 13, October: 23, November: 52, December: 44. November has the highest value.]
FIGURE 1
 The trend in the number of hoax information related to the 2024 election. Source: Kementerian Komunikasi dan Informatika (2024).


The data in Figure 1 shows an increasing trend in disinformation spread on social media from July to December 2023. Minister of Communication and Information Budi Arie Setiadi stated that as of Tuesday (02/01/2024), he had handled 203 election disinformation issues with a total distribution on digital platforms of 2,882 contents. In detail, the Ministry of Communication and Information has identified 1,325 contents on the Facebook platform, 947 contents on the X platform, 198 contents on the Instagram platform, 342 contents on the TikTok platform, 36 contents on the Snack Video platform and 34 contents on the Youtube platform (Kementerian Komunikasi dan Informatika, 2024). This data explains that in the 2024 election, digital media played a very significant role in spreading disinformation, which, of course, disrupted the democratic party process in Indonesia.

The world of electoral politics has entered a new era mediated by social media, where politicians and political parties conduct permanent campaigns without geographical or time limitations using social media. Information related to them can be directly disseminated on personal social networks or through other people who share it, which increases their popularity in cyberspace (Subekti et al., 2022). However, the other side of social media's role in electoral politics is very concerning, especially as a facility for spreading disinformation that tries to attack candidates. The spread of political disinformation on social media platforms has generally been considered a threat to the democratic system and national security (Power Wogu et al., 2020; Cano-Orón et al., 2021).

Therefore, it is very important to discuss the pattern of disinformation dissemination to candidates in the 2024 Indonesian presidential election. This is because disinformation in elections has a very negative impact, namely, political polarization and fragmentation. Furthermore, disinformation also causes elections to lose constructive discussions between political contestants. This study is an effort to identify the problems that arise from social media in the election, which can then be resolved to impact the Indonesian democratic process positively. More than that, it is also fundamental to identify the dissemination of disinformation that affects the electability of presidential and vice presidential candidates. Therefore, this study aims to explain the pattern of disinformation dissemination on social media to candidates in the 2024 Indonesian presidential election.

Several previous studies have studied the topic of disinformation in elections. A previous research search using the Scopus database found 16 articles from 2018 to 2024 that discussed this topic from various perspectives. Then, Vosviewer software was used to help analyze and visualize the density of discussion of these articles. Vosviewer is a software tool for building and visualizing bibliometric networks. For example, these networks can include journals, researchers, or individual publications and can be built based on citations, bibliographic mergers, co-citations, or co-authorship relationships. Vosviewer also offers text mining functionality that can be used to construct and visualize co-occurrence networks of important terms extracted from scientific literature (Eck and Waltman, 2013).

Figure 2 shows the density of research on disinformation in elections from 2018 to 2024, indexed by Scopus. The principle of Vosviewers analysis with this density feature is that the research perspective can be recognized from the keywords highlighted in yellow. The denser the keywords surrounded by yellow, the more research has used that perspective as the focus of discussion. Conversely, if the yellow color is not too dense on the keywords, then it has not been discussed much in research. Therefore, these keywords can be used as a novelty offer in further research in the context of that research topic (Eck and Waltman, 2010).
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FIGURE 2
 Visualization of research density on disinformation in elections. Source: Processed by the author using Vosviewers software (2024).


The data in Figure 2 shows that keywords such as fake news, election, social media, democracy, and polarization have become the focus of discussion in research on disinformation in elections. Meanwhile, the keywords disinformation strategies, digital media, Facebook, and political parties are not too dense in yellow around them, so few studies still take this perspective. Therefore, this study takes a position to offer novelty in the discussion of disinformation in elections from the perspective of strategic patterns of its spread on social media and its impact on candidates.



2 Theoretical framework


2.1 Disinformation in the age of social media

Disinformation, in general, is intentionally misleading information and has the function of misleading someone. This is the deliberate creation and/or dissemination of information that is known to be false (Fallis, 2014). Therefore, the intention to deceive and factuality are the main things (Chaves and Braga, 2019). Furthermore, disinformation must be distinguished from “misinformation” and “fake news.” The boundaries are sometimes blurred, and the terms are used interchangeably or interchangeably. Misinformation means wrong information. The information is wrong, but the person spreading it believes it is true. The dissemination of information is done for good purposes, meaning there is no tendency to harm others. Meanwhile, in malinformation, the information is true. Unfortunately, the information is used to threaten the existence of a person or group of people with a specific identity. Malinformation can be categorized as hate speech. The targets can be adherents of minority religions or those with different sexual orientations (Guess and Lyons, 2020; Carral et al., 2023; Benaissa Pedriza, 2021).

A “disinformation operation” is the dissemination of false information. Incorrect or misleading information and/or content is disseminated to influence voters' minds, actions, or tendencies (Hansen and Lim, 2019). Often, the information is made in such a way that it resembles credible news. While disinformation has long been used for political purposes, the Internet, social media, and public platforms as tools to spread such information have particularly empowered such operations. False or misleading information (in written image or video form) exploits the fact that it is often passed without filtering or review from one screen to another in seconds (Cano-Orón et al., 2021). Disinformation can range from stories, for example, that Pope Francis endorsed Donald Trump in the 2016 election, to false information that polling stations are closed (Pérez-Curiel and Rivas-de-Roca, 2022).

In this complex digital landscape, social media advertising has operated as an opaque means of disseminating information. Through this tool, companies can send their ads to specific social media audiences so that only they see the message (Tufekci, 2015; Woolley and Howard, 2016). The capacity of social networking sites to segment audiences is based on the digital footprint left by users on the site (Kim et al., 2018). In line with this, several researchers have raised the need to follow up on sponsored content due to its potential to spread disinformation (Gray et al., 2020). In the case of Facebook in particular, several researchers have shown how this platform has been used to divide the population and provide misinformation, especially in the case of paid advertising by the Russian Internet Research Agency in the United States (Ribeiro et al., 2019; Lukito, 2020). Social networking sites are very attractive to advertisers. The business model of these sites, of which Facebook is the paradigm, has been built on their advertising services (Kreiss and Mcgregor, 2018; Dommett and Power, 2019). This issue of social media accountability is part of a broader debate in search of solutions to an increasingly polarized, uninformed, and fragmented network ecosystem (Bakir and McStay, 2018).

Online/social/internet platforms have fundamentally changed the information environment by offering new channels for disinformation. Several characteristics of this new information environment make “digital disinformation” different from traditional disinformation. First, on these platforms, there is an endless flow of news, opinions, emotions, reactions, images, videos, online services, and so on (between people and their peers). Individuals are not just consumers of information but also creators. Second, digital disinformation makes digital behavior traceable across online/social/internet platforms. “Like,” “react,” “share,” “post and repost,” “tweet and re-tweet,” “review,” and so on amplify the content of information regardless of whether the information is true or false.

Third, the content on online/social/internet platforms is a mixture of facts, personal and professional information, lies, opinions, and emotions, which can exaggerate and influence the content. Bots, fake accounts, fake authors, fake followers, trolls, and “like” factories further disseminate true and false information. Other types of technological amplification on these online/social/internet platforms are algorithms, artificial intelligence, machine learning, and automation. Fourth, truth has become indistinguishable from false information on these online/social/internet platforms (Bargaoanu and Radu, 2018).



2.2 Digital media ecology

The concept of media ecology was first introduced by figures such as Neil Postman and Marshall McLuhan, who viewed media not merely as a means of communication, but as a symbolic environment that shapes the way people think, act, and interact in society. In work Understanding Media: The Extensions of Man, stated that “the medium is the message,” emphasizing that the characteristics of the media itself are more important than the content it carries, because the media changes perceptions, social structures, and power relations (McLuhan, 1994). Then, it expanded on this understanding by emphasizing that each type of media creates a unique cognitive ecosystem, which ultimately influences cultural development and the way humans perceive reality (Postman, 1970).

In its development, the concept of media ecology has expanded into the digital context, giving rise to the term Digital Media Ecology. Digital media ecology refers to the communication environment formed by interconnected digital media networks that influence human social, political, and cultural behavior in more complex ways. Levinson (2020) argues that McLuhan's ideas must be reinterpreted in the context of the twenty-first century, where digital technologies, such as the internet, social media, and algorithms, have become dominant forces in shaping the dynamics of information and communication. Meanwhile, Fuller (2005) views digital media as a material, dynamic, and interactive ecological system, emphasizing the importance of analyzing the relationships between humans, machines, and cultural practices within an interconnected system.

Within the framework of Digital Media Ecology, several key components interact with one another. The first is technology, which includes hardware and software such as social media algorithms, digital platforms, and communication infrastructure that serve as the primary medium for information exchange (Couldry and Hepp, 2022). Second is digital content, whether in the form of text, images, audio, or video, which serves as the primary material in the digital communication process and is continuously produced and consumed on a massive scale (Jenkins et al., 2013). Third are users, who in the digital context act as prosumers—that is, both producers and consumers of information (Bruns, 2008). The active role of users in generating meaning and participating in the media ecosystem creates a two-way communication dynamic not found in traditional media. Fourth is the network, which is the structure of relationships between individuals, institutions, and the media itself, forming a fluid and complex global communication space (Castells, 2013).

Various key concepts emerge from this digital media ecology. One of these is convergence culture, which describes the convergence of old and new media, as well as collaboration between professional producers and ordinary users. This convergence creates a new media landscape that is more participatory and dynamic (Jenkins, 2006). Additionally, participatory media has become a key feature of the digital ecosystem, where users are no longer passive but actively involved in the production and dissemination of information (Carpentier, 2011). The role of algorithms is also increasingly prominent as digital mediation agents. Algorithms not only determine the order of content users see but also shape perceptions of the world and limit discursive space through processes that are hidden and non-transparent (Gillespie, 2014).




3 Methodology research

This study uses a qualitative method. The qualitative method is an attempt to rationalize and interpret the reality of life based on what the researcher understands (Denzin and Lincoln, 2011). This study uses content analysis to discuss disinformation on social media targeting candidates in the 2024 Indonesian presidential election. Content analysis is an analytical approach that focuses on interpreting and describing topics and themes that appear in communication content in a meaningful way when framed based on the research objectives (Hsieh and Shannon, 2005).


3.1 Data collection and source

The data collection technique used in this study is literature. Therefore, this study utilizes data sources obtained from credible and reputable online news sources, such as Tirto.id, Drone Emprite publication, Kompas.com, Kompasiana.com, Tempo.co, and government and non-governmental organization (NGO) websites relevant to the research topic. Then, the data is elaborated with the findings of previous relevant journal articles. The selection of data in this study was based on its relevance to the case under investigation, namely disinformation on social media in the 2024 Indonesian presidential election. Then, in validating the data for this study, triangulation was employed, which involves the use of multiple data sources to facilitate comparisons and obtain objective data. The data analyzed were in the form of images, tables, and narrative statements obtained from research data sources.



3.2 Data analysis

This study uses a content analysis to examine disinformation on social media during the 2014 Indonesian presidential election. Therefore, the stages carried out in analyzing the data of this research. First, Data Identification: The types of data analyzed in this study are social media content and written documents. Second, Code Development: identifying and defining categories relevant to the topic of this study. Third, Coding: applying codes to the data based on the findings that have been identified. Fourth, Interpretation: review the codes and interpret the results to identify patterns, themes, and deeper insights. Fifth, Drawing Conclusions: Draw conclusions based on the identified findings and connect them to the research questions.




4 Result


4.1 Disinformation issues

The Presidential and Vice Presidential Election is a competition for political actors (Political Parties, presidential and vice presidential candidates), in which there is also an information battle. In the election process, the dissemination of information and data is massive. Amid the onslaught of information, there is a widespread emergence of fake news or disinformation that disrupts the dignity of the election as an instrument of democracy. There is a political shift from the era of objective truth to lies (post-truth politics) (Hannan, 2018). In elections, it is not important whether the information conveyed is true, but what is important is how the message or narrative can be conveyed repeatedly so that it can influence a person's mind in determining their right to vote. In communication, a known bullet theory assumes that a communicator can shoot such magical communication bullets at a helpless audience (Mauk and Grömping, 2023).

In the context of the 2024 Indonesian presidential and vice presidential elections, the spread of disinformation is massive. The 2024 Presidential and Vice Presidential Elections in Indonesia are not only an important momentum in the democratic process but also pose significant challenges related to disinformation. This phenomenon is a major focus because of its substantial influence on the political process, public opinion, and the integrity of the general election. In an era where technology and social media provide freedom for anyone to spread information, disinformation, and hoaxes have become a serious threat to the integrity of the democratic process, especially in the context of the 2024 General Elections.

Figure 3 shows the number of disinformation issues aimed at the 2024 Indonesian presidential and vice presidential candidates. Figure 3 shows data from Tempo and Tirto taken throughout June-November 2023. Data from Tirto, from around 240 fact-check articles (40 articles per month) during that period, showed 71 articles about fact-checking related to the election. For Tempo, there were 30 fact-check articles related to the election. Then, from these articles, Tirto recorded 102 hoax uploads about the election discussed in the 71 Tirto fact-check articles above. At the same time, 41 hoax uploads about the election were discussed in 30 Tempo articles (Akbar, 2024).


[image: Bar chart comparing mentions in Tempo and Tirto for six individuals: Anies Baswedan has 17 (Tempo) and 27 (Tirto), Muhaimin Iskandar 1 and 5, Prabowo Subianto 6 and 15, Gibran Rakabuming Raka 3 and 13, Ganjar Pranowo 3 and 14, Mahfud MD 7 and 7. Tempo is shown in blue, Tirto in orange.]
FIGURE 3
 Number of disinformation issues to candidates. Source: Akbar (2024).


Based on the data, it was found that the Presidential candidate was more often “targeted” than the Vice Presidential candidate. Anies Baswedan, Presidential candidate number 01, was most often mentioned in various disinformation content. Of the 71 Tirto fact-check articles, 27 or 38% were related to Anies Baswedan. Meanwhile, on the Tempo fact-check channel, Anies Baswedan was reported 17 times (around 55.67%) out of 30 articles.

Of the total, Prabowo Subianto and Ganjar Pranowo were seen following Anies Baswedan, both in Tirto and Tempo fact-checks. The Vice Presidential candidates tended to be less discussed than the Presidential candidates, except for Gibran Rakabiming Raka (Vice Presidential candidate number 2), whose number was only one number below Ganjar Pranowo (Presidential candidate number 3). The large amount of disinformation about Gibran Rakabuming Raka is perhaps related to his controversial nomination process, such as the aftermath of the amendment to the Law on Elections, and the Election Organizer Honorary Council (DKPP) which sentenced the Chairman of the General Election Commission (KPU) Hasyim Asy'ari and six other members of violating the code of ethics for accepting Gibran Rakabuming Raka's registration as a candidate for Vice President in the 2024 Election. In addition, there is the Constitutional Court Honorary Council (MKMK) which previously stated that the Chief Justice of the Constitutional Court (MK) Anwar Usman (Gibran Rakabuming Raka's uncle) was proven to have committed serious violations of the code of ethics and the behavior of constitutional judges in deciding on the amendment to the Election Law (Akbar, 2024).

Looking at the classification of issues from Tirto's fact-checking articles in Figure 4, the most were about political issues. Of the total 71 fact-checking articles in Tirto related to the 2024 Election issue, 42 of them focused on political issues, followed by legal issues (such as disqualification, bribery, and corruption), character assassination, ethnicity, religion, race, and inter-group conflicts (SARA), with the remaining issues accounting for the rest. In Tempo, half of the 30 Tempo fact-checking articles related to the 2024 Election discussed hoaxes that touched on political issues. However, the percentage of disinformation with the theme of character assassination of presidential and vice presidential candidates was found to be higher, especially in Tempo sources. Considering the period from June to November 2023, which is primarily the preparation period for determining presidential and vice presidential candidates, it is not surprising that many hoaxes are found around political issues. Especially related to the determination of candidate pairs or support from several parties for certain presidential candidates.


[image: Bar chart comparing topic percentages for “Tempo” and “Tirto.” Categories include Politics, Laws, Character Assassination, Racist, Frauds, and Others. Tempo: Politics 50%, Laws 6.7%, Character Assassination 33.3%, Racist 3.3%, Frauds 3.3%, Others 3.3%. Tirto: Politics 59.2%, Laws 22.5%, Character Assassination 7%, Racist 5.6%, Frauds 0%, Others 5.6%.]
FIGURE 4
 Classification of disinformation issues. Source: Processed by the author based on tempo and tirto data (2025).


The data in Table 1 shows the disinformation narratives aimed at the candidates. The data found that the candidate pair Anies Baswedan and Muhaimin Iskandar were more frequently targeted with disinformation narratives involving character assassination. The character assassination in question is the narrative attacking the person, starting from accusations of mental health, being arrested by the police, and being a suspect by the Corruption Eradication Commission (KPK). Then, candidate pair number 02, Prabowo Subianto and Gibran Rakabuming Raka, were more attacked with narratives regarding political issues. The narratives include being prohibited from running for president and vice president, being disqualified, and working on programs when elected, among others. Meanwhile, candidate pair number 03, Ganjar Pranowo and Mahfud MD, were attacked with two narratives, namely politics and character assassination.

TABLE 1  Disinformation narrative in candidates.


	No
	Presidential and vice presidential candidates
	Issues





	1
	Anies Baswedan-Muhaimin Iskandar
	Anies Baswedan fails mental health test


 
	The Criminal Investigation Agency of the Indonesian National Police picked up Anies Baswedan on charges of using gambling funds for his campaign.


 
	Muhaimin Iskandar was named a suspect by the Corruption Eradication Committee on October 14, 2023.


 
	President Jokowi reported to the police by Anies Baswedan and Surya Paloh.


 
	Anies Baswedan changed his name to Mahdi Yohanis Khan.



	2
	Prabowo Subianto-Gibran Rakabuming Raka
	International Court Bans Prabowo-Gibran from Becoming President.


 
	2024 Election Postponed and Prabowo-Gibran Disqualified.


 
	Prabowo-Gibran Social Program IDR 5 Million Per Month.


 
	Prabowo cannot run for president; Constitutional Court gives verdict on 70-year-old age limit lawsuit.


 
	Gibran Rakabuming Raka accidentally plays a pornographic video during a presentation.


 
	Prabowo stated that he is ready to be Ganjar Pranowo's vice presidential candidate.


 
	Prabowo Subianto was expelled from the palace for accusing President Jokowi's reason for Golkar to support Ganjar Pranowo.



	3
	Ganjar Pranowo-Mahfud MD
	Mahfud MD admitted that he was forced and paid Rp. 800 billion to become Prabowo Subianto's vice presidential candidate.


 
	Ferdy Sambo was involved in corruption that was used to fund Ganjar Pranowo's campaign.


 
	Ganjar Pranowo's house was sealed due to involvement in a corruption case.


 
	TikTok account under the name of Ganjar Pranowo.


 
	Video: PDIP General Chair officially nominates Ganjar Pranowo and Mahfud MD as presidential and vice presidential candidates in the 2024 presidential election.


 
	President Jokowi appoints Erick Thohir as Ganjar Pranowo's running mate in the 2024 presidential election.




Source: Processed by the author (2025).



The problem is that, according to a survey conducted by the Center for Strategic and International Studies (CSIS) and Safer Internet Lab (SAIL), more than 42% of Indonesians believe in disinformation about the 2024 election. CSIS and SAIL surveyed from September 4 to September 10, 2023, with a sample of 1,320 respondents spread across 34 provinces, yielding a margin of error of approximately 2.7% at a 95% confidence level. Researchers tested false information verified as false or fake news by the CekFakta Coalition. This information is often presented repeatedly or has a clear pattern. Arya also revealed several false facts that were asked of respondents, such as the existence of deception of the number of voters, KPU members who were not neutral, ballots that had been marked, ballots that had been stolen, fake ID cards in the election, Chinese foreign workers as voters, and the 2024 election being postponed (Galuh, 2023).



4.2 Disinformation spread patterns

Discussing the digital realm and public sentiment, Associate Professor of Public Policy and Management program at Monash University Indonesia, Ika Karlina Idris, explained that social media is a marketplace of attention, where content creators, buzzer deployment, and advertising spending efforts are carried out to get attention from netizens. If someone feels that the value of the content presented is suitable, including disinformation and misinformation, the content has the potential to shape the perception of the content user (Tempo.co, 2022).

Finally, because they have paid attention to the content, it is at the top of their minds, and people tend to get trapped in a “filter bubble” because they are increasingly exposed to similar content. In the context of the Election, the use of the digital realm as a “weapon” for spreading information is now increasingly massive. A striking difference occurred between the 2019 Election and the 2024 Election, namely the increasing number of micro-influencers or accounts with minimal followers. In 2019, the main echoers tended to be large accounts, then amplified by other small accounts. However, in 2024, social media algorithms (such as TikTok) allow small accounts to perch on the For Your Page (FYP) homepage with great exposure potential (Tempo.co, 2024).

Regarding the large number of new voters from Gen Z in the 2024 Election and the rampant disinformation, Wawan Heru Suyatmiko, Deputy Secretary General of Transparency International Indonesia, said that being technologically literate is important. However, this must be accompanied by political awareness, which he said is still a big question mark in Indonesia. New voters, according to him, need to be historically literate and study the track record of each candidate, be it for president, vice president, or members of the council. In addition, he emphasized that new voters must also be open to the existing facts so that they can avoid believing post-truth information (Galuh, 2023). Figure 5 shows disinformation attacking presidential and vice presidential candidates in the 2024 general election—data processed from fact-checking articles conducted by Tirto and Tempo from June to November 2023.


[image: Circular relationship diagram illustrating social media interactions among different platforms and users. Each section is color-coded, showing numbers of interactions, such as Facebook, YouTube, TikTok, and WhatsApp. Key users or topics like “Ganjar” and “Mah” are included, with connecting lines indicating relationships or interactions between platforms and users.]
FIGURE 5
 Distribution of disinformation for candidates. Source: Akbar (2024).


Disinformation, or often referred to as hoaxes, has become a recurring problem in the 2024 Election, as happened in the 2019 Election. The Indonesian Anti-Slander Society (Mafindo) noted that 2,330 hoaxes were circulating throughout 2023. Of that number, 1,292 hoaxes, or around 55% of the total hoaxes, were identified as political hoaxes. This figure has doubled compared to similar hoaxes found during the 2019 Election, which was 644 hoaxes. Furthermore, according to Mafindo data, all presidential and vice presidential candidate pairs are the main targets of political hoaxes. Hoaxes about them are positive (exaggerating the candidate), and some are negative (attacking or slandering the candidate) (Mafindo, 2024).

The data in Figure 5 shows that Facebook is the most widely used social media platform for spreading disinformation to candidates in the 2024 election. Then followed by other social media such as YouTube, TikTok, Instagram, and Twitter. The data in Figure 5 confirms that all candidates, both presidential and vice presidential candidates, received their hoax attacks. The difference is only in the intensity of the hoaxes on each social media. Anies Baswedan, Prabowo Subianto, Ganjar Pranowo, and Mahfud MD received the most disinformation attacks on Facebook, while Muhaimin Iskandar was higher on YouTube.

Minister of Communication and Information (Menkominfo) Budi Arie Setiadi said that hoaxes with the issue of the 2024 General Election increased almost 10 times in the past year. Budi said the increase in hoaxes related to the election issue was increasingly significant in July 2023 and continued to increase until October 2023. Even in the latest data from the Ministry of Communication and Information for October 27, 2023, three new hoaxes were found, indicating that the spread of hoaxes related to the election was heating up. The spread of false information related to the five-yearly democratic party was mostly found through social media, especially on Facebook, the first social media created by Meta Group. However, hoaxes related to the election were also found on social media such as TikTok, YouTube, SnackVideo, Twitter, and Instagram (Tempo.co, 2023). In line with this, the data in Figure 6 shows the format of disinformation spread through these social media.


[image: Bar chart comparing media types used by Tempo and Tirto. For videos and text, Tempo is at seventy-six point five percent, and Tirto at sixty-nine percent. For videos, Tempo is at eight point eight percent, and Tirto at twenty-six point five percent. For images and text, Tempo is at eleven point eight percent. Text only is zero for Tempo and two point seven percent for Tirto. Photo and text is two point nine percent for Tempo and one point eight percent for Tirto.]
FIGURE 6
 Disinformation formats on social media. Source: Processed by the author based on tempo and tirto data (2025).


Figure 6 shows that the most dominant disinformation format spread through social media in the 2024 election based on data from Tempo and Tirto id is video format accompanied by text. This explains that the younger social media channels that spread this format are Facebook, YouTube and TikTok. While other formats are also seen such as videos, images accompanied by text and so on. Hoax is false or misleading information that is spread intentionally or unintentionally to deceive, influence opinion, or create confusion among the public. These fake attacks often appear in various forms, including fake news, images or videos that are edited very convincingly but contain false information, and information disturbances. There are three categories of information disturbances, namely misinformation (the unintentional spread of wrong information), disinformation (the spread of false information with malicious intent), and malinformation (the deliberate use of information to harm others) (Kompasiana, 2024b).

Furthermore, a manufacturer of antivirus products and software, Kaspersky, issued a warning about the dangers of the circulation of deepfake content ahead of the election. Deepfake is video and audio content that has been manipulated using artificial intelligence. As quoted from the Antara news agency on October 9, 2023, Genie Sugene Gan, Head of Government Affairs and Public Policy for Kaspersky for the Asia-Pacific, Japan, Middle East, Turkey and Africa Region, said: “Digital threats in the form of SMS, phishing emails, fake videos, and malicious sites must be anticipated during the election season in Indonesia next year. It is also important for people here to be aware of malicious content that they may encounter online during this period.” Antara also wrote that Kaspersky revealed that there was significant demand for deepfake creation. The price of a deepfake video per minute, according to Kaspersky, ranges from 300 to 20,000 US dollars, or around Rp. 4.7 million to Rp. 316 million (Galuh, 2023).



4.3 The impact of disinformation

In the internet era, socio-political polarization has become a major threat to democracy. This phenomenon, exacerbated by social media algorithms, causes differences of opinion and stops constructive discussions. When people are trapped in a filter bubble, they tend to only receive information that supports their beliefs and do not have the opportunity to see other perspectives. This causes a disorderly discussion space, where different opinions are often seen as threats rather than opportunities to speak (Kompasiana, 2024a).

In addition, disinformation that spreads on social media only makes things worse. Disinformation spreads faster than the truth, especially stories that contain emotions such as fear or anger. The polarization driven by this disinformation affects the social relations of communities and individual political choices. Basically, differences of opinion are needed to promote new policies. However, political and social stability can be disrupted when disagreements develop into unresolvable conflicts. Indonesia, as a principled country, needs a more rational way to deal with these differences. Uncontrolled polarization can cause differences that are difficult to bridge and threaten social balance (Kompasiana, 2024a). The data in Figure 7 shows sentiment toward candidates in the 2024 election due to the spread of disinformation.


[image: Two bar charts compare the number of negative and positive fact checks for six individuals: Gibran Rakabuming Raka, Prabowo Subianto, Mahfud MD, Ganjar Pranowo, Muhaimin Iskandar, and Anies Baswedan. The first chart by Tirto shows Anies Baswedan with the highest negative checks at fifteen, and Prabowo Subianto with the highest positive checks at five. The second chart by Tempo highlights Anies Baswedan with twelve negative checks while Prabowo Subianto has eight positive checks. Both charts use blue for negative and orange for positive assessments.]
FIGURE 7
 Sentiment of disinformation for candidates. Source: Akbar (2024).


In terms of sentiment toward the presidential and vice presidential candidates, most of the disinformation posts analyzed by Tirto were negative. For Anies Baswedan, the most talked about a presidential candidate in disinformation posts, 62.5% of the content was negative, or 15 topics. Meanwhile, the remaining 9 topics, or 37.5%, were positive. An example of a positive hoax claim related to Anies Baswedan is the claim of a crowd of residents in Kalimantan welcoming Anies. This claim circulated in August 2023. This video turned out to be a recording of the Regional Jamboree event held by Yamaha RX-King Indonesia, the Special Region of Yogyakarta Board (kompas.com, 2023).

Ganjar Pranowo was the second most discussed, with 14 disinformation topics. Interestingly, the number of disinformation topics with positive sentiment toward Ganjar Pranowo was balanced with his negative sentiment. Prabowo Subianto then followed with 13 disinformation topics, with a proportion of 8 topics with negative sentiment, and 5 topics with positive sentiment in the period June-November 2023. A similar trend was also seen in Tempo's disinformation uploads based on the topics and number of media fact-check articles. Of the total 30 hoaxes, most, 73.3%, contained negative sentiment toward the presidential/vice presidential candidates, and 26.6% contained positive sentiment. The circulation of disinformation has, in fact, had an impact on the sentiment reaped by the presidential candidates. Based on the data in Figure 5, it was found that the number of hoaxes targeting Anies Baswedan is directly proportional to his negative sentiment.

According to Drone Emprit's monitoring of online media and social media throughout June-November 2023, the percentage of negative sentiment received by Anies Baswedan was always fatter than that of Ganjar Pranowo and Prabowo Subianto. In June 2023, 25% of conversations about Anies in online media and social media tended to be negative, 57% were positive, and the rest were neutral. As a comparison, negative sentiment toward Prabowo and Ganjar was only 5% and 2%, respectively. However, this was reversed when entering the candidate debate period. Drone Emprit founder Ismail Fahmi stated that based on the results of the analysis of netizen conversation service providers on social media, presidential candidate number 1, Anies Baswedan, was the most discussed on social media compared to presidential candidate number 2, Prabowo Subianto and presidential candidate number 3, Ganjar Pranowo. The results of Drone Emprit's analysis showed that netizen conversations on Twitter or X regarding Anies Baswedan reached 61 thousand, while Prabowo 40 thousand, and Ganjar 42 thousand (Tempo.co, 2024).




5 Discussion

According to Starbird et al. (2019), disinformation is defined as intentionally planted and/or disseminated inaccurate or misleading content for a specified aim, frequently political advantage. Disinformation often operates as a campaign rather than just a single story or content. Disinforming campaigns frequently involve the efforts of “unwitting agents,” who might not be completely aware of their participation, even if they are usually started by witting actors or “agents.” Drawing on this knowledge, Rid (2020) emphasizes how disinformation campaigns can be incorporated into and utilized by otherwise natural political activism. Recent work has additionally highlighted the participatory nature of modern propaganda and conceptualized online disinformation as taking place through collaborations between witting agents and unwitting crowds (Wanless and Berk, 2021; Asmolov, 2019).

Regarding the sources of disinformation, fake news usually increases exponentially during election seasons (Waisbord, 2018). As stated by Shin et al. (2017), during the 2012 US elections, false information was widely spread via Twitter, especially among politically polarized voters. The 2016 US elections are another clear example of misinformation originating from social media. Still, in that case, it was also largely orchestrated by foreign powers that managed to influence the election campaign in an unwanted way (Jamieson, 2020).

However, in the 2020 US elections, the sources of disinformation that attracted the most attention of fact-checkers were those represented by social network users, the candidates themselves, and the traditional media. Therefore, in this case, no foreign power following a planned and sustained disinformation strategy over time was involved, in accordance with the concept of “organized disinformation” used in international relations. In the 2020 election, the only messages analyzed by international fact-checkers that came from institutional sources were those issued by the White House itself (Ferrara et al., 2020; Chaudhry et al., 2021).

Research from Allcott and Gentzkow (2017) explains that In the aftermath of the 2016 US presidential election, it was alleged that disinformation might have been pivotal in the election of President Trump. Likewise, research from Benaissa Pedriza (2021) explains that the most widely used to spread misleading messages is social media, which is 67.4%. Candidates rely on using classic disinformation strategies through traditional media, although the highest level of disinformation occurs when conspiratorial disinformation is spread through social media. In line with this, the findings of this study also explain that in the 2024 election in Indonesia, social media had a significant role in the spread of disinformation. Each candidate becomes a victim of disinformation attacks on social media by attacking various issues, ranging from character assassination and political issues. Meanwhile, research from Rossini et al. (2021) two classic tactics used by candidates and their campaign team members during the 2020 election campaign in the United States are praising the candidate's goodness and spreading false claims against political opponents. Research from Cano-Orón et al. (2021) explains that actors who implemented disinformation strategies were not limited to extreme right groups in the ideological spectrum of major national political parties during the campaign leading up to the Spanish general election in 2019.

Furthermore, research from Dan et al. (2021) explains that the ease of technology plays a central role in the construction and spread of disinformation. Audio-visual cues make disinformation more credible and can help embed false storylines realistically in the digital media ecology. As audio-visual manipulation and engineering techniques become more widespread and accessible to everyone, future research should consider the modalities of disinformation, their long-term effects, and their embedding in a fragmented media ecology. This is different from the findings of this study which found that the pattern of disinformation that occurred in the 2024 election was more dominant on social media channels that support the emergence of video and text characters such as Facebook, Youtube and Tiktok. This is confirmed by the highest form of disinformation format, which is video accompanied by text.

According to a study by Shearer (2018), social networks are the channel preferred to become informed for the majority of Americans in a percentage of 20% compared to 16% of citizens who turn to print media. A situation that was used during the 2016 US general election to turn social networks into channels for the massive distribution of fake news and to transform them into a powerful propaganda instrument (Journell, 2017). According to a study carried out by Paniagua et al. (2020) on the disinformation reported during the 2019 general election in Spain, the main hoaxes detected by fact-checkers came mostly from social networks (Twitter, Facebook and WhatsApp). Only a small number came from websites identified as well-known disinformation sites, while the rest came from partisan or satirical websites (Molina-Cañabate and Magallón-Rosa, 2021). In their study on the 2019 presidential election in Uruguay, they also found that social networks were the channel through which the greatest volume of disinformation was distributed (Facebook reached 44% above Twitter (2.9%) and WhatsApp (19.6%); the three of them represented 86.6% of the total disinformation).

Furthermore, this study found a negative impact of disinformation on candidates in their participation in the 2024 election. The negative impact is in the form of a bad image of candidates in society, this is because most Indonesian people still believe in disinformation spread in society. According to research from Facciani et al. (2023) explains that the spread of disinformation and information in Indonesia and Malaysia has caused socio-political divisions and mass protests. Indonesian society is at a level where it cannot distinguish between real and unreal information, while Malaysian society has a slightly greater ability to do so.



6 Conclusion

This study concludes that in the 2024 election in Indonesia, social media played a significant role in the spread of disinformation. Each candidate became a victim of disinformation attacks on social media by attacking from the side of character assassination and political issues. Then, the pattern of disinformation that occurred in the 2024 election was more dominant on social media channels that support the emergence of video and text characters, such as Facebook, YouTube and Tiktok. This is confirmed by the highest form of disinformation format, which is video accompanied by text. Furthermore, the spread of disinformation to candidates has a negative impact on their participation in the 2024 election. The negative impact is in the form of a bad image of the candidate in the eyes of the public.

Based on this, it is the basis of the argument of this study that digital technology intervention is very significant in influencing candidates in the election contest. More than that, social media is a sophisticated facility for the spread of disinformation to be utilized by the political actor team as a form of electoral attack effort. Then, this study has limitations it only focuses on issues, patterns of distribution and the impact of disinformation but has not discussed in more depth its influence on candidate electability. Therefore, recommendations for further research to be able to focus on this through quantitative method facilities.
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