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Purpose: Few studies have explored factors that may account for potential 
mechanisms between perceived coronavirus disease 2019 (COVID-19) stress and 
online aggression. The current study examined a moderated mediation model 
with anxiety as a mediator and perceived anonymity as a moderator. 

Methods: A cross-sectional study was conducted. 3,069 participants across 
China completed scales assessing perceived COVID-19 stress, anxiety, online 
aggression, and perceived anonymity. 

Results: Perceived COVID-19 stress was positively related to online aggression. 
The association between perceived COVID-19 stress and online aggression was 
mediated by anxiety. Besides, the relationship between perceived COVID-19 
stress and online aggression, as well as the relationship between anxiety and 
online aggression were moderated by perceived anonymity. 

Conclusion: This study explains the possible potential mechanisms for reducing 
online aggression in the context of COVID-19. In order to intervene in online 
aggression, psychological strategies are supposed to be drawn to reduce anxiety 
and perceived anonymity.

KEYWORDS

perceived COVID-19 stress, anxiety, perceived anonymity, online aggression, first-year 
college students

1. Introduction

From 13 March to 9 April 2023, 3 million new cases and over 23,000 deaths were reported 
globally, indicating a declining overall trend (1). However, the report from World Health 
Organization (WHO) revealed that there had been a significant increase in some regions (1). 
The coronavirus disease 2019 (COVID-19) epidemic has an ongoing psychological impact on 
individuals (2–4). COVID-19-related policies (e.g., social distancing and lockdown) have 
facilitated a shift from offline to online personal life and work. The growth of the internet has 
enabled people to use online tools to cope with work and academic difficulties, but it has also 
exacerbated another serious problem: online aggression (5). Prior research revealed that the 
overall prevalence of online aggression among Chinese college students is 59.47% (6), and 
COVID-19-related restrictions and influences were related to stronger cyberbullying 
perpetration (7, 8). First-year students may be severely affected by the epidemic, with evidence 
of adverse effects of COVID-19 reported by first-year students, many with anxiety, worry, and 
daily life disruptions (9). Besides, first-year students are in the transition period from high 
school to university and are at high risk of maladjustment and poor ability to cope with stress 
(e.g., perceived COVID-19 stress and academic stress, 9).
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People who experience cyberbullying may have more internalizing 
problems (e.g., anxiety and depression), while cyberbullies may 
be  associated with more externalizing problems (e.g., disciplinary 
violations) (10, 11). Nevertheless, a meta-analysis suggests that 
internalizing problems (e.g., anxiety) are significant predictors of 
cyberbullying perpetration (12). Aggression is generally manifested in 
two forms: instrumental aggression (e.g., individuals are not threatened 
or hurt and initiate aggressive behavior to gain benefits) and reaction 
aggression (e.g., individuals are threatened or hurt and engage in 
retaliatory aggressive behavior) (13, 14). The study focuses on 
instrumental aggression as it drives people to use aggression to reach 
goals and achieve benefits, with greater social harm and moral impact. 
In addition, Zimbardo’s deindividuation theory (15) and Barlett and 
Gentile’s (16) learning-based model in cyberbullying perpetration 
illustrate that individuals’ unethical behavior (e.g., online aggression) 
is associated with low anonymity, and the two may reinforce each other.

We draw the General Aggression Model (GAM, 17) and 
deindividuation theory (15) to understand the relationship among 
perceived COVID-19 stress, anxiety, perceived anonymity, and online 
aggression among Chinese freshmen college students. To our 
knowledge, few studies exist on the relationship among the above 
variables. The present study aims to explain the potential mechanisms 
of perceived COVID-19 stress on online aggression through anxiety 
and discusses the moderating role of anonymity.

1.1. Perceived COVID-19 stress and online 
aggression

Although there is no uniform definition of online aggression 
(Some scholars also refer to it as “cyberbullying”), at its core, it is the 
act of using electronic technologies against individuals or groups of 
individuals on the Internet and mobile phone networks to cause 
harm, which the target seeks to avoid (14, 17). Anderson and 
Bushman’s general model of aggression (18) suggests that personal 
and situational factors (both referred to as input variables) influence 
the occurrence of aggression through present internal states 
(including cognition, affect, and arousal), and Kowalski et al. (17) 
further explain cyberbullying encountering through this theoretical 
model. According to the general aggression model, perceived stress 
is an important personal factor affecting individuals’ cognitive and 
affective states (19, 20). Previous research has shown a strong 
association between perceived stress and aggression involving 
adolescents (21), and youth are more likely to engage in bullying 
behavior (both traditional and online) to respond to stressful life 
events (22). Empirical evidence supports that stress is significantly 
associated with verbal aggression and anger (which have a closer 
relationship with online aggression) (23).

The COVID-19 epidemic is a stressful life event that may 
be associated with greater aggression in individuals. In the study, 
perceived COVID-19 stress is defined as the extent to which 
individuals perceive their lives to be unpredictable, uncontrollable, 
and overloaded during the COVID-19 epidemic (24, 25). Research 
has shown that increased perceived stress during the epidemic 
stimulates aggressive tendencies (26) and is associated with more 
cyberbullying perpetration (27). Therefore, we  proposed that 
individuals who perceived COVID-19 stress would have more 
online aggression.

1.2. Anxiety as a mediator

A longitudinal study shows that the percentage of individuals with 
clinically elevated generalized anxiety was 20% before the outbreak, 
but rose to 40.4% after the outbreak (28). Previous research finds that 
COVID-19-related stress has increased the likelihood of mental health 
issues like anxiety (2). One possible explanation is that perceived 
COVID-19 stress is a control loss over one’s life and may induce 
anxiety in individuals. Although few studies have directly addressed 
the relationship between anxiety and online aggression, researchers 
suggest that anxiety is a precursor to aggression (29), and has a 
significant and positive correlation with both traditional and online 
aggression (30, 31). Gu et al. (30) suggest that anxiety may stimulate 
individuals’ sensitivity to negative emotions and amplify their negative 
experiences, thereby showing an increased frequency of aggression.

Under the general aggression model, COVID-19 stress is 
considered an input variable that may further lead to the development 
of individuals’ online aggression by influencing their internal states like 
anxiety (17, 18). In other words, individuals who perceived more 
COVID-19 stress could experience more anxiety, which may increase 
their online aggression. Those with higher levels of anxiety are more 
attentive to negative information and more likely to have impulsive 
actions (18). Therefore, we  proposed that anxiety mediates the 
relationship between perceived COVID-19 stress and online aggression.

1.3. Perceived anonymity as a moderator

Perceived anonymity is defined as the degree to which 
individuals perceive themselves and others as anonymous in 
cyberspace (32). The deindividuation theory suggests that 
deindividuation refers to the loss of individuation felt by individuals 
in groups, where their self-control is diminished or absent, which 
may lead to unconventional antisocial behavior (15, 33). Perceived 
anonymity is highly correlated with individuals’ level of 
deindividuation, and high anonymity in the online world makes 
individuals unrestrained, less responsible, and more likely to engage 
in online aggression (33). The Barlett Gentile Cyberbullying Model 
(BGCM, 16) and related research (34) support that perceived 
anonymity is positively related to antisocial online behavior (e.g., 
online aggression). Furthermore, in the online context, individuals 
are influenced to develop aggressive urges when the ‘instigation’ 
factors associated with aggressive risk are activated, and perceived 
anonymity acts as an ‘impellance’ factor for aggressive urges, 
facilitating this influence and increasing the likelihood of individuals 
cyberbullying others (35, 36). This means that individuals with high 
perceived anonymity are more likely to exhibit more online 
aggression if influenced by input variables associated with aggressive 
tendencies, such as experiencing stressful life events and anxiety. 
Specifically, compared to individuals with low perceived anonymity, 
the effects of perceived COVID-19 stress on online aggression are 
stronger among individuals with high perceived anonymity. 
Similarly, the relationship between anxiety and online aggression 
was stronger in individuals with high perceived anonymity than in 
individuals with low perceived anonymity. Thus, we proposed that 
perceived anonymity moderated the relationship between perceived 
COVID-19 stress and online aggression and the relation between 
anxiety and online aggression.
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1.4. The present study

Previous research has provided evidence of the significant 
correlations between stress and online aggression. However, no study 
investigated the relationship between perceived COVID-19 stress and 
online aggression among Chinese first-year college students. We also 
discussed the underlying correlation mechanism between perceived 
COVID-19 stress and online aggression. Based on the literature 
review, we proposed a conceptual moderated mediation model (see 
Figure 1) and the following hypotheses:

Hypothesis 1: Perceived COVID-19 stress was positively associated 
with online aggression.

Hypothesis 2: Anxiety mediated the relationship between 
perceived COVID-19 stress and online aggression.

Hypothesis 3: Perceived anonymity would moderate the relationship 
between perceived COVID-19 stress and online aggression.

Hypothesis 4: Perceived anonymity would moderate the 
relationship between anxiety and online aggression.

2. Materials and methods

2.1. Participants

3,069 participants (Mage = 18.53, SDage = 0.70) were all first-year 
college students and were recruited from around China. The data 
was collected from December 2 to December 11, 2022, when China 
was still in the midst of the COVID-19 epidemic. 42.31% of the 
participants were male, and 67.61% of the respondents reported 
that they were from rural areas, while 32.39% were from 
urban areas.

2.2. Measures

2.2.1. Perceived COVID-19 stress
Perceived COVID-19 stress was measured by the Coronavirus 

Stress Measure [CSM, (37)], a well-proven questionnaire with good 

reliability and validity among Chinese college students (25). The 
unidimensional questionnaire contains 5 questions on a five-point 
Likert scale ranging from 0 (never) and 4 (very often) (e.g., “Due to 
coronavirus, how often have you felt that you were unable to control 
the important things in your life?”). The higher the score, the higher 
the perceived COVID-19 stress. In the present study, Cronbach’s alpha 
coefficient of this scale was good (α = 0.95).

2.2.2. Online aggression
Online aggression was measured by the instrumental aggression 

subscale (which was focused on proactive online aggression) of the 
Chinese version of the Adolescent Online Aggressive Behavior Scale 
(AOABS, 14). The subscale consists of 15 items and college students 
rated each item (e.g., “I deliberately disclose other’s private information 
on the internet”) on a four-point scale ranging from 1(never) to 
4(always). Higher scores represent a higher level of online aggression. 
For the current study, Cronbach’s alpha coefficient of this scale was 
good (α = 0.99).

2.2.3. Anxiety
Anxiety was measured by the anxiety subscale from the Chinese 

short version of the Depression Anxiety and Stress Scale (DASS-21, 
38). The Chinese version of DASS-21 has demonstrated good 
construct validity and high internal consistency among Chinese 
college students (38). The anxiety subscale consists of 7 items (e.g., “I 
felt scared without any good reason”). Respondents rated each item 
using a four-point scale, ranging from 0 (did not apply to me at all) to 
3 (applied to me very much). Higher scores indicate individuals’ 
higher levels of anxiety. In the current study, Cronbach’s alpha 
coefficient of this scale was good (α = 0.93).

2.2.4. Perceived anonymity
Perceived anonymity was measured by the Chinese version of 

the Perceived Anonymity Scale, originally developed by Jung et al. 
(32) and revised by Niu et al. (39) in Chinese college students. The 
unidimensional scale contains 4 items (e.g., “People cannot identify 
true-me from my message in Cyworld”) with a seven-point scale 
ranging from 1 (totally disagree) to 7 (totally agree). A higher score 
indicates a higher perceived anonymity of the Cyworld, and it is 
easier for individuals to hide their true selves in Cyworld. In the 
current study, Cronbach’s alpha coefficient of this scale was good 
(α = 0.89).

FIGURE 1

The conceptual moderated mediation model.

https://doi.org/10.3389/fpsyt.2023.1221379
https://www.frontiersin.org/journals/psychiatry
https://www.frontiersin.org


Guo et al. 10.3389/fpsyt.2023.1221379

Frontiers in Psychiatry 04 frontiersin.org

TABLE 2 Testing mediation effects of perceived COVID-19 stress on online aggression.

Predictors Model 1 (OA) Model 2 (AN) Model 3 (OA) Model 5 (OA)

β (95% CI) t β (95% CI) t β (95% CI) t β (95% CI) t

Gender −0.63 (−0.68, −0.58) 35.22** −0.48 (−0.53, −0.43) −19.38** −0.40 (−0.44, −0.36) −18.46** −0.40 (−0.44, −0.36) −19.22**

PCS 0.41 (0.39, 0.44) −26.46** 0.61 (0.59, 0.64) 50.16** 0.12 (0.10, 0.15) 9.12** 0.10 (0.07, 0.12) 7.56**

AN 0.48 (0.45, 0.50) 34.36** 0.39 (0.37, 0.42) 28.27**

PA 0.07 (0.05, 0.09) 6.89**

PCS × PA 0.05 (0.02,0.07) 3.84**

AN × PA 0.13 (0.11, 0.17) 10.47**

R2 0.47 0.38 0.53 0.58

F 1576.11** 1090.05** 1357.96** 813.66**

N = 3,609, **p < 0.001; PCS, Perceived COVID-19 stress; AN, Anxiety; OA, Online Aggression; PA, Perceived Anonymity.

2.3. Data analysis

We standardized all the data before proceeding with the data 
analysis. We  used SPSS 26 to inspect descriptive statistics and 
correlations among variables in the preliminary analyses. Then, Hayes’s 
(40, 41) PROCESS macro Model 4 for SPSS was used to test the 
mediating role of anxiety, and PROCESS macro Model 15 for SPSS was 
used to test the moderating role of perceived anonymity. 5,000 random 
sample bootstrapping confidence intervals (CIs) were conducted to 
test the moderated mediation model with a 95% confidence interval 
that does not include zero implying a significant effect.

3. Results

3.1. Description statistics and correlations 
analyses

The descriptive statistics and correlations of all the variables were 
illustrated in Table 1. All major variables were positively correlated 
with each other. Specifically, perceived COVID-19 stress was positively 
related to anxiety and online aggression. Besides, anxiety was 
positively correlated with online aggression, while perceived 
anonymity was positively related to perceived COVID-19 stress, 
anxiety, and perceived anonymity, respectively.

3.2. Testing for the mediation effect

The results of the linear analysis and mediation model were 
both illustrated in Table 2. Linear analysis of SPSS was used to test 
hypothesis 1 that perceived COVID-19 stress would be positively 

related to online aggression. The results showed that perceived 
COVID-19 stress was significantly positively related to online 
aggression (β = 0.41, p<0.001), which supported hypothesis 1. 
Then, we used Model 4 of the PROCESS macro to test hypothesis 
2 that the effects of perceived COVID-19 stress on online 
aggression would be mediated by anxiety. Results showed that 
perceived COVID-19 stress was significantly related to anxiety 
(β = 0.61, p<0.001), and online aggression (β = 0.12, p<0.001). In 
addition, anxiety was significantly related to online aggression 
(β = 0.48, p<0.001). The indirect effects of perceived COVID-19 
stress on online aggression through anxiety were significant 
(β = 0.33, 95% CI = [0.30, 0.36]), which supported hypothesis 2. 
Furthermore, after adding anxiety to the regression equation in 
Model 3 compared to Model 1(see Table 2), perceived COVID-19 
stress remained significantly associated with online aggression, 
indicating a partial mediating effect of anxiety.

3.3. Perceived anonymity as a moderator

The results of the moderation effects of perceived anonymity 
were illustrated in Table  2. We  adopted the Model 15 of the 
PROCESS macro to test the moderation effect of perceived 
anonymity between perceived COVID-19 stress and online 
aggression. Results illustrated that the interaction between 
perceived COVID-19 stress and perceived anonymity was 
significantly related to online aggression (β = 0.05, p < 0.001, 95% 
CI = [0.02, 0.07]). The interaction between anxiety and perceived 
anonymity was significantly related to online aggression (β = 0.13, 
p  < 0.001, 95% CI  = [0.11, 0.17]). Thus, perceived anonymity 
moderated the direct and indirect pathways of perceived 
COVID-19 stress on online aggression.

TABLE 1 Descriptive statistic and correlation coefficients.

Variables M SD 1 2 3 4

1. Perceived COVID-19 stress 6.07 4.98 1

2. Anxiety 4.29 4.73 0.64** 1

3. Online aggression 19.28 9.40 0.51** 0.69** 1

4. Perceived anonymity 17.84 5.59 0.13** 0.18** 0.17** 1

N = 3,609, **p < 0.001.
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We conducted simple slope tests to visualize the interaction 
patterns. We plotted figures of perceived COVID-19 stress against 
online aggression (see Figure 2) and anxiety against online aggression 
(see Figure 3) under high and low (±1 SD from the mean) levels of 
perceived anonymity, respectively. The results of simple slope tests 
suggested that perceived COVID-19 stress was significantly related to 
online aggression for college students with high perceived anonymity 
(βhigh PA = 0.14, p<0.001, 95% CI = [0.11, 0.18], see Figure 2) and those 
with low perceived anonymity (βlow PA = 0.05, p  = 0.005<0.01, 95% 
CI = [0.02, 0.07], see Figure 2). However, compared to low perceived 
anonymity students, the effects of perceived COVID-19 stress on 
online aggression were stronger among high perceived anonymity 
students. In addition, the results of simple slope tests also suggested 
that anxiety was significantly positively related to online aggression 
for both college students with low and high perceived anonymity (βhigh 

PA = 0.52, p<0.001, 95% CI = [0.49, 0.55]; βlow PA = 0.27, p<0.001, 95% 
CI = [0.23, 0.31]; see Figure 3). In other words, compared to college 
students with low perceived anonymity, those with high perceived 
anonymity would be more likely to be influenced by anxiety and to 
have more online aggression.

4. Discussion

The present study aims to discuss the effects of perceived 
COVID-19 stress on online aggression. The results found that 
perceived COVID-19 stress was positively significantly related to 
Chinese freshman college students’ online aggression. This study 
further constructed a moderated mediation model to probe the 
mechanism of perceived COVID-19 stress on online aggression. The 
results showed that anxiety mediated the association between 
perceived COVID-19 stress and online aggression, and perceived 
anonymity was a moderator between the perceived COVID-19 stress 
and online aggression and between anxiety and online aggression.

4.1. Perceived COVID-19 stress and online 
aggression

No previous studies have discussed the relationship between 
perceived COVID-19 stress and online aggression among first-year 
college students; this study found that more perceived COVID-19 
stress among first-year students may be associated with more online 
aggression, supporting hypothesis 1, which is consistent with the adult 
population (27) and international student populations (2). Results 
from neurological studies also support that perceived stress is 
significantly associated with individuals’ aggressive behavior (20). The 
psychological changes involved in the shift to university are an 
important life transition, accompanied by changes in several 
important areas of life, including school, social life, and family life, 
where new students need to adapt to their new environment, establish 
new relationships, and learn to take personal responsibility (42).

During the COVID-19 epidemic, freshmen face not only the usual 
life changes but also interpersonal problems (the lock-down policies 
reduce peer interpersonal communication) and learning problems 
(difficulties with online learning and the transition from centralized 
to independent and intense learning) caused by the unstable epidemic 
(43). Thus, freshmen face multiple stressors due to life transitions and 
stressors related to the epidemic.

The more stressors first-year students are exposed to, the more 
likely they are to use the Internet to solve or escape stress-related 
problems (23, 44), which also increases their risk of online aggression 
due to their enhanced access to the Internet (5). The results of this 
study support Kowalski et al.’s (17) views on the use of the general 
aggression model to understand online aggression and validate that 
perceived COVID-19 stress is an important individual input variable 
influencing freshman online aggression.

4.2. The mediating role of anxiety

After examining the relationship between perceived COVID-19 
stress and online aggression, this study further examined the 
mediating role of anxiety between the two variables. This study found 
that anxiety was an important mediator between perceived COVID-19 
stress and individuals’ online aggression, supporting research 
hypothesis 2. The results showed a significant positive relationship 
between perceived COVID-19 stress and anxiety, which is consistent 
with previous studies during epidemics (9, 43). This study collected 
data during the recent new outbreak in China when some universities 

FIGURE 2

Interaction effect of perceived COVID-19 stress and perceived 
anonymity on online aggression.

FIGURE 3

Interaction effect of anxiety and perceived anonymity on online 
aggression.
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were again shifting from offline to online teaching requiring social 
distance. As the unblocked status has been maintained for some time, 
first-year students are more likely to feel control loss and overloading 
on their lives (which is defined as perceived COVID-19 stress) and 
worries about the future when restrictions related to COVID-19 are 
enacted again, exacerbating the potential for mental health problems 
such as anxiety disorders (2). The many unconventional stressors 
linked to the epidemic may have primarily contributed to the large 
increase in anxiety disorders following the epidemic compared to the 
pre-epidemic period (28, 44).

In line with prior research (17, 45), the present study found a 
significant positive relationship between anxiety and online 
aggression. This could be explained by the potential increase in online 
aggression as anxiety may increase an individual’s propensity to 
process negative information and have negative processing bias when 
interpreting ambiguous scenes and information, which often exist in 
cyberspace due to the absence of context like expressions, sounds 
(45, 46).

We examined the postulates of Kowalski et al.’s views on the use 
of the general aggression model to understand online aggression (17, 
18) by exploring whether anxiety is an indirect cause of the effect 
between perceived COVID-19 stress and online aggression, and the 
results supported the model. Kowalski et al.’s views illustrate that input 
variables, including personal and situational factors, can influence 
individuals’ online aggression through three direct pathways: 
cognitive, affective, and arousal (internal state) (17, 18). After 
considering the inputs and the internal state, individuals engage in an 
appraisal and decision-making process, ultimately choosing to act 
thoughtfully or impulsively. In contrast, anxious individuals tend to 
make impulsive decisions (47). This connection has been discussed in 
neurological research, which suggests that perceived stress and anxiety 
are risk factors for aggression, and they share to some extent the same 
cortical and subcortical anatomical underpinnings as aggression and 
that brain structures involved in anxiety symptoms also play a partially 
mediating role between these factors and aggression (20).

4.3. The moderating role of perceived 
anonymity

The present study further examined the moderating role of 
perceived anonymity in a mediated model of perceived COVID-19 
stress, anxiety, and online aggression. The findings found a significant 
positive correlation between perceived anonymity and online 
aggression, consistent with previous research (36).

The results of the moderated effects analysis showed that perceived 
anonymity moderated the direct effect of perceived COVID-19 stress 
on online aggression; in particular, when the level of perceived 
COVID-19 stress increased, online aggression increased at a slower 
rate for students with low perceived anonymity, while online 
aggression of students with high perceived anonymity would increase 
at a faster rate with increasing perceived COVID-19 pressure. This 
implied that individuals with high perceived anonymity were more 
sensitive to growth in perceived COVID-19 stress compared to 
individuals with low perceived anonymity. Indeed, perceived 
anonymity moderated the effect of anxiety on online aggression. 
However, online aggression in both low and high perceived anonymity 
individuals rose with anxiety specifically, the rate of increment in the 
low perceived anonymity group was lower than in the high perceived 

anonymity group. Both of these results support the theory of 
deindividuation (15) and confirm the contribution of anonymity. 
High levels of anonymity in online social media contexts are associated 
with higher levels of deindividuation. Individuals are more likely to 
engage in online aggression incidents when influenced by input 
factors and the “affect” of the internal state relevant to online 
aggression. Alternatively, online aggression perpetrators are less likely 
to fear revealing their actions, as with traditional aggression, due to 
screen barriers (48, 49).

5. Limitations and directions for future 
research

The present study still has the following limitations. Firstly, the 
cross-sectional study could not account for the causal relations 
between variables. Future studies could investigate causal inference 
using longitudinal or experimental design. Secondly, this study only 
tested a moderated mediation model with Chinese college students, 
and future studies could extend the findings to groups in other 
cultural contexts and make cross-cultural comparisons. Thirdly, the 
data collected in this study were during the epidemic, which may not 
be  applicable to samples collected during non-epidemic periods. 
Future studies may consider validation during non-epidemic periods. 
Fourthly, in validating Kowalski et al.’s (17) view on the use of the 
general aggression model to understand online aggression, this study 
focuses on only one part of the internal state phase of the view 
proposed —— “affect” (e.g., anxiety). Future research may continue to 
test the applicability of Kowalski et al.’s views on online aggression and 
explore other theories that probably explain online aggression.

Despite these limitations, the present study also has theoretical and 
practical value. Theoretically, this study validates Kowalski et al.’s (17) 
views on the use of the general aggression model to understand online 
aggression and deindividuation theories through a mediating model of 
regulation and identifies a mediating role for anxiety and a moderating 
role for perceived anonymity, contributing to an understanding of the 
mechanisms underlying the relationship between perceived COVID-19 
stress and cyberattack. Practically, this study shows that anxiety is a 
crucial variable mediating the relationship between perceived 
COVID-19 stress and online aggression, that immediate blocking and 
moderation of individual anxiety can help reduce their levels of online 
aggression, and that schools and communities can monitor students’ 
stress and anxiety states and provide timely assessment and 
intervention. In addition, as the internet has become an essential social 
venue, schools and communities can provide online interventions and 
guidance on communication skills based on online platforms that are 
conducive to reducing students’ stress and anxiety and leading to a 
more positive online social orientation.

6. Conclusion

Anxiety is an important mediator when exploring the potential 
mechanisms of perceived COVID-19 stress on online aggression 
among first-year university students in China. Future research is 
recommended to consider “anxiety” more comprehensively and to 
extend the validation study of Kowalski et al.’s (17) views on the use of 
the general aggression model to understand online aggression. 
Besides, perceived anonymity moderated the direct pathway 

https://doi.org/10.3389/fpsyt.2023.1221379
https://www.frontiersin.org/journals/psychiatry
https://www.frontiersin.org


Guo et al. 10.3389/fpsyt.2023.1221379

Frontiers in Psychiatry 07 frontiersin.org

(perceived COVID-19 stress → online aggression) and indirect 
pathway (anxiety → online aggression) from perceived COVID-19 
stress through anxiety to online aggression, suggesting that perceived 
anonymity is an important risk factor associated with the increase in 
online aggression. Future research may consider how to intervene in 
perceived anonymity and focus on clarifying the need for individuals 
to take responsibility for their own actions in cyberspace in order to 
minimize the level of perceived anonymity. Moreover, enhanced 
measures to alleviate stress and anxiety should be considered to lower 
online aggression, for example, by using online resources to assess and 
intervene with the degree of individuals’ stress and anxiety to reduce 
online aggression.

Data availability statement

The raw data supporting the conclusions of this article will 
be made available by the authors, without undue reservation.

Ethics statement

The studies involving human participants were reviewed and 
approved by Ethics Committee of the Jiangxi Normal University. The 
patients/participants provided their written informed consent to 
participate in this study.

Author contributions

LG, QY, and LX: conception and design of the study. QY: 
supervision and project administration. QY and LX: data collection. 

LG: data analysis. LG and LX: original manuscript. All authors 
contributed to the article and approved the submitted version.

Funding

This study was supported by the National Natural Science 
Foundation of China (72164018), The Humanities and Social 
Sciences Program of the Ministry of Education (22YJA190012), 
Ideological and Political Project of Beijing Sport University (No. 
2022SZ009) and Jiangxi Social Science Foundation Project (21JY13).

Acknowledgments

The authors thank all those who participated and those who 
provided support.

Conflict of interest

The authors declare that the research was conducted in the 
absence of any commercial or financial relationships that could 
be construed as a potential conflict of interest.

Publisher’s note

All claims expressed in this article are solely those of the authors 
and do not necessarily represent those of their affiliated organizations, 
or those of the publisher, the editors and the reviewers. Any product 
that may be evaluated in this article, or claim that may be made by its 
manufacturer, is not guaranteed or endorsed by the publisher.

References
 1. World Health Organization. (2023). WHO weekly epidemiological update on 

COVID-19 – 13 April 2023. Available at: https://www.who.int/publications/m/item/
weekly-epidemiological-update-on-covid-19---13-april-2023 (Accessed April 15, 
2023).

 2. Reid C, Beckstead J, Salinas-Miranda A. COVID-19 stress, social support, and 
coping in international students during the COVID-19 pandemic: a moderated analysis 
on anxiety and depression. J Am  Coll Heal. (2022) 21:1–7. doi: 
10.1080/07448481.2022.2089044

 3. Gratz KL, Tull MT, Richmond JR, Edmonds KA, Scamaldo KM, Rose JP. Thwarted 
belongingness and perceived burdensomeness explain the associations of COVID-19 
social and economic consequences to suicide risk. Suicide Life Threat Behav. (2020) 
50:1140–8. doi: 10.1111/sltb.12654

 4. Shuja KH, Aqeel M, Jaffar A, Ahmed A. Covid-19 pandemic and impending global 
mental health implications. Psychiatr Danub. (2020) 32:32–5. doi: 10.24869/psyd.2020.32

 5. Werner NE, Bumpus MF, Rock D. Involvement in internet aggression during early 
adolescence. J Youth Adolesc. (2010) 39:607–19. doi: 10.1007/s10964-009-9419-7

 6. Jin TL. The Relationship Between Violence Exposure and Online Aggressive Behavior 
in College Students: The Role of Ruminative Responses and Internet Moral. [Unpublished 
master’s thesis]. Harbin: Harbin Normal University (2018).

 7. Barlett CP, Simmers MM, Roth B, Gentile D. Comparing cyberbullying prevalence 
and process before and during the COVID-19 pandemic. J Soc Psychol. (2021) 
161:408–18. doi: 10.1080/00224545.2021.1918619

 8. Ye B, Zeng Y, Im H, Liu M, Wang X, Yang Q. The relationship between fear of 
COVID-19 and online aggressive behavior: a moderated mediation model. Front 
Psychol. (2021) 12:589615. doi: 10.3389/fpsyg.2021.589615

 9. Wang T, Jiang L, Li T, Zhang X, Xiao S. The relationship between intolerance of 
uncertainty, coping style, resilience, and anxiety during the COVID-19 relapse in 
freshmen: A moderated mediation model. Front. Psychiatry. (2023) 14:1136084. doi: 
10.3389/fpsyt.2023.1136084

 10. Xie X, Zheng H, Ju K, Xiao B, Liu J, Shapka JD. Examining the validity and 
reliability of the short form of cyberbullying and Cybervictimization (CAV) scale. Chin 
J Clin Psych. (2022) 30:1155–9. doi: 10.16128/j.cnki.1005-3611.2022.05.029

 11. Zhu W. Brain Basis of Proactive Aggression. [Unpublished dissertation thesis]. 
Chongqing: Southwest University (2019).

 12. Guo S. A Meta-analysis of the predictors of cyberbullying perpetration and 
victimization: cyberbullying perpetration and victimization. Psychol Sch. (2016) 
53:432–53. doi: 10.1002/pits.21914

 13. Little TD, Henrich CC, Jones SM, Hawley PH. Disentangling the “whys” from the “whats” 
of aggressive behaviour. Int J Behav Dev. (2003) 27:122–33. doi: 10.1080/01650250244000128

 14. Zhao F, Gao W. Reliability and validity of the adolescent online aggressive behavior 
scale. Chin Ment Health J. (2012) 26:439–44. doi: 10.3969/j.issn.1000-6729.2012.06.009

 15. Zimbardo P. The Human Choice: Individuation, Reason, and Order Versus 
Deindividuation, Impulse, and Chaos. Lincoln: University of Nebraska Press (1969).

 16. Barlett CP, Gentile DA. Attaching others online: the formation of cyberbullying in 
late adolescence. Psychol Pop Media Cult. (2012) 1:123–35. doi: 10.1037/a0028113

 17. Kowalski RM, Giumetti GW, Schroeder AN, Lattanner MR. Bullying in the digital 
age: a critical review and meta-analysis of cyberbullying research among youth. Psychol 
Bull. (2014) 140:1073–137. doi: 10.1037/a0035618

 18. Anderson CA, Bushman BJ. Human aggression. Annu Rev Psychol. (2002) 
53:27–51. doi: 10.1146/annurev.psych.53.100901.135231

 19. Luo Q, Wu N, Huang L. Cybervictimization and cyberbullying among college 
students: the chain mediating effects of stress and rumination. Front Psychol. (2023) 
14:1067165. doi: 10.3389/fpsyg.2023.1067165

 20. Zhu X, Wang K, Qiu J. Testing of general aggression model: the impact of personal 
cognition, emotion and personality on aggressive behavior (abstract) In: Chinese 
Psychological Society, editor. Psychology and National Mental Health Abstracts Collection. 
Chongqing: The 20th National Psychology Conference (2017). 1168–9.

https://doi.org/10.3389/fpsyt.2023.1221379
https://www.frontiersin.org/journals/psychiatry
https://www.frontiersin.org
https://www.who.int/publications/m/item/weekly-epidemiological-update-on-covid-19---13-april-2023
https://www.who.int/publications/m/item/weekly-epidemiological-update-on-covid-19---13-april-2023
https://doi.org/10.1080/07448481.2022.2089044
https://doi.org/10.1111/sltb.12654
https://doi.org/10.24869/psyd.2020.32
https://doi.org/10.1007/s10964-009-9419-7
https://doi.org/10.1080/00224545.2021.1918619
https://doi.org/10.3389/fpsyg.2021.589615
https://doi.org/10.3389/fpsyt.2023.1136084
https://doi.org/10.16128/j.cnki.1005-3611.2022.05.029
https://doi.org/10.1002/pits.21914
https://doi.org/10.1080/01650250244000128
https://doi.org/10.3969/j.issn.1000-6729.2012.06.009
https://doi.org/10.1037/a0028113
https://doi.org/10.1037/a0035618
https://doi.org/10.1146/annurev.psych.53.100901.135231
https://doi.org/10.3389/fpsyg.2023.1067165


Guo et al. 10.3389/fpsyt.2023.1221379

Frontiers in Psychiatry 08 frontiersin.org

 21. Veenema AH, Neumann ID. Neurobiological mechanisms of aggression and stress 
coping: a comparative study in mouse and rat selection lines. Brain Behav Evol. (2007) 
70:274–85. doi: 10.1159/000105491

 22. Patchin JW, Hinduja S. Traditional and nontraditional bullying among youth: a 
test of general strain theory. Youth Soc. (2011) 43:727–51. doi: 10.1177/ 
0044118X10366951

 23. Piko BF, Prievara DK, Mellor D. Aggressive and stressed? Youth’s aggressive 
behaviors in light of their internet use, sensation seeking, stress and social feelings. Child 
Youth Serv Rev. (2017) 77:55–61. doi: 10.1016/j.childyouth.2017.04.007

 24. Cohen S, Kamarck T, Mermelstein R. A global measure of perceived stress. J Health 
Soc Behav. (1983) 24:385–96. doi: 10.2307/2136404

 25. Ye B, Chen X, Zhang Y, Yang Q. Psychological flexibility and COVID-19 burnout 
in Chinese college students: a moderated mediation model. J Contextual Behav Sci. 
(2022) 24:126–33. doi: 10.1016/j.jcbs.2022.04.003

 26. Campbell AM. An increasing risk of family violence during the Covid-19 
pandemic: strengthening community collaborations to save lives. Forensic Sci Int. (2020) 
2:100089. doi: 10.1016/j.fsir.2020.100089

 27. Barlett CP, Rinker A, Roth B. Cyberbullying perpetration in the COVID-19 era: 
an application of general strain theory. J Soc Psychol. (2021) 161:466–76. doi: 
10.1080/00224545.2021.1883503

 28. Hawes MT, Szenczy AK, Klein DN, Hajcak G, Nelson BD. Increases in depression 
and anxiety symptoms in adolescents and young adults during the COVID-19 pandemic. 
Psychol Med. (2022) 52:3222–30. doi: 10.1017/S0033291720005358

 29. Kowalski RM, Limber SP. Psychological, physical, and academic correlates of 
cyberbullying and traditional bullying. J Adolesc Health. (2013) 53:S13–20. doi: 
10.1016/j.jadohealth.2012.09.018

 30. Gu R, Shi Y, Yang J, Shi J, Cai H. The influence of anxiety on social decision 
behavior. Adv Psychol Sci. (2015) 23:547. doi: 10.3724/SP.J.1042.2015.00547

 31. Spencer C, Mallory AB, Cafferky BM, Kimmes JG, Beck AR, Stith SM. Mental 
health factors and intimate partner violence perpetration and victimization: a meta-
analysis. Psychol Violence. (2019) 9:1–17. doi: 10.1037/vio0000156

 32. Jung Y, Song H, Vorderer P. Why do people post and read personal messages in public? 
The motivation of using personal blogs and its effects on users’ loneliness, belonging, and 
well-being. Comput Hum Behav. (2012) 28:1626–33. doi: 10.1016/j.chb.2012.04.001

 33. Haiyan H. Development and Primary Application of Cyber Aggression Behavior 
Questionnaire for College Students. [Unpublished master’s thesis]. Jinhua: Zhejiang 
Normal University (2019).

 34. Barlett CP, Seyfert LW, Rinker AM, Roth BR. The moderating role of dispositional 
fear of retaliation in cyberbullying perpetration processes. Personal Individ Differ. (2022) 
196:111731. doi: 10.1016/j.paid.2022.111731

 35. Denson TF, DeWall CN, Finkel EJ. Self-control and aggression. Curr Dir Psychol 
Sci. (2012) 21:20–5. doi: 10.1177/0963721411429451

 36. Wang L, Ngai SS. The effects of anonymity, invisibility, asynchrony, and moral 
disengagement on cyberbullying perpetration among school-aged children in China. 
Child Youth Serv Rev. (2020) 119:105613. doi: 10.1016/j.childyouth.2020.105613

 37. Arslan G, Yıldırım M, Tanhan A, Bulus M, Allen K-A. Coronavirus stress, 
optimism-pessimism, psychological inflexibility, and psychological health: psychometric 
properties of the coronavirus stress measure. Int J Ment Heal Addict. (2020) 19:2423–39. 
doi: 10.1007/s11469-020-00337-6

 38. Gong X, Xie X, Xu R, Luo Y. Psychometric properties of the Chinese versions of 
DASS-21 in Chinese college students. Chin J Clin Psych. (2010) 18:443–6. doi: 10.16128/j.
cnki.1005-3611.2010.04.020

 39. Niu G, Zhou Z, Sun X, Fan C. The effects of perceived internet anonymity and 
peers’ online deviant behaviors on college students’ online deviant behaviors: the 
mediating effect of self-control. Chin J Spec Educ. (2015) 11:73–38. doi: 10.3969/j.
issn.1007-3728.2015.11.013

 40. Hayes AF. Introduction to Mediation, Moderation, and Conditional Process Analysis: 
A Regression-Based Approach. NewYork, NY: The Guilford Press (2013).

 41. Hayes AF. An index and test of linear moderated mediation. Multivar Behav Res. 
(2015) 50:1–22. doi: 10.1080/00273171.2014.962683

 42. Larose S, Duchesne S, Litalien D, Denault AS, Boivin M. Adjustment 
trajectories during the college transition: types, personal and family antecedents, 
and academic outcomes. Res High Educ. (2019) 60:684–710. doi: 10.1007/
s11162-018-9538-7

 43. Niu H, Ren S, Li S. Characteristics of the school adaptation of college freshmen 
during the COVID-19 epidemic. Front Psychol. (2022) 13:915403. doi: 10.3389/
fpsyg.2022.915403

 44. Liao P-C, Chen S-K, Lin SSJ. Latent profiles of stress and their relationships with 
depression and problematic internet use among college freshmen. Scand J Psychol. 
(2018) 59:621–30. doi: 10.1111/sjop.12489

 45. Grigore AN, Maftei A. Exploring the mediating roles of state and trait anxiety on 
the relationship between middle adolescents’ cyberbullying and depression. Children. 
(2020). 7:240. doi: 10.3390/children7110240

 46. Beck AT, Haigh EAP. Advances in cognitive theory and therapy: the generic 
cognitive model. Annu Rev Clin Psychol. (2014) 10:1–24. doi: 10.1146/annurev-
clinpsy-032813-153734

 47. Xia L, Gu R, Zhang D, Luo Y. Anxious individuals are impulsive decision-makers 
in the delay discounting task: an ERP study. Front Behav Neurosci. (2017) 11:5. doi: 
10.3389/fnbeh.2017.00005

 48. Meter DJ, Budziszewski R, Phillips A, Beckert TE. A qualitative exploration of 
college students’ perceptions of cyberbullying. TechTrends. (2021) 65:464–72. doi: 
10.1007/s11528-021-00605-9

 49. Peebles E. Cyberbullying: hiding behind the screen. Paediatr Child Health. (2014) 
19:527–8. doi: 10.1093/pch/19.10.527

https://doi.org/10.3389/fpsyt.2023.1221379
https://www.frontiersin.org/journals/psychiatry
https://www.frontiersin.org
https://doi.org/10.1159/000105491
https://doi.org/10.1177/0044118X10366951
https://doi.org/10.1177/0044118X10366951
https://doi.org/10.1016/j.childyouth.2017.04.007
https://doi.org/10.2307/2136404
https://doi.org/10.1016/j.jcbs.2022.04.003
https://doi.org/10.1016/j.fsir.2020.100089
https://doi.org/10.1080/00224545.2021.1883503
https://doi.org/10.1017/S0033291720005358
https://doi.org/10.1016/j.jadohealth.2012.09.018
https://doi.org/10.3724/SP.J.1042.2015.00547
https://doi.org/10.1037/vio0000156
https://doi.org/10.1016/j.chb.2012.04.001
https://doi.org/10.1016/j.paid.2022.111731
https://doi.org/10.1177/0963721411429451
https://doi.org/10.1016/j.childyouth.2020.105613
https://doi.org/10.1007/s11469-020-00337-6
https://doi.org/10.16128/j.cnki.1005-3611.2010.04.020
https://doi.org/10.16128/j.cnki.1005-3611.2010.04.020
https://doi.org/10.3969/j.issn.1007-3728.2015.11.013
https://doi.org/10.3969/j.issn.1007-3728.2015.11.013
https://doi.org/10.1080/00273171.2014.962683
https://doi.org/10.1007/s11162-018-9538-7
https://doi.org/10.1007/s11162-018-9538-7
https://doi.org/10.3389/fpsyg.2022.915403
https://doi.org/10.3389/fpsyg.2022.915403
https://doi.org/10.1111/sjop.12489
https://doi.org/10.3390/children7110240
https://doi.org/10.1146/annurev-clinpsy-032813-153734
https://doi.org/10.1146/annurev-clinpsy-032813-153734
https://doi.org/10.3389/fnbeh.2017.00005
https://doi.org/10.1007/s11528-021-00605-9
https://doi.org/10.1093/pch/19.10.527

	Perceived COVID-19 stress and online aggression among Chinese first-year college students: a moderated mediation model
	1. Introduction
	1.1. Perceived COVID-19 stress and online aggression
	1.2. Anxiety as a mediator
	1.3. Perceived anonymity as a moderator
	1.4. The present study

	2. Materials and methods
	2.1. Participants
	2.2. Measures
	2.2.1. Perceived COVID-19 stress
	2.2.2. Online aggression
	2.2.3. Anxiety
	2.2.4. Perceived anonymity
	2.3. Data analysis

	3. Results
	3.1. Description statistics and correlations analyses
	3.2. Testing for the mediation effect
	3.3. Perceived anonymity as a moderator

	4. Discussion
	4.1. Perceived COVID-19 stress and online aggression
	4.2. The mediating role of anxiety
	4.3. The moderating role of perceived anonymity

	5. Limitations and directions for future research
	6. Conclusion
	Data availability statement
	Ethics statement
	Author contributions
	Funding
	Conflict of interest
	Publisher’s note

	References

