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Introduction: Cyberbullying and cybervictimization are spread worldwide, and

due to COVID-19, an increasing number of children and adolescents have been

impacted. Since the beginning of the twenty-first century, research has investigated

and highlighted the key risk factors for cyberbullying and cybervictimization, and

numerous anti-cyberbullying prevention and intervention programs have been

developed and assessed for their e�cacy. Despite this, no studies have specifically

focused on the individual, relational, and contextual risk factors associated with the

onset of youth involvement in cyberbullying and cybervictimization.

Methods: To address this lacuna, 333 Italian students aged 10–16 years (M = 12.16,

SD= 1.35) were involved in a year-long longitudinal study and filled in the anonymous

online actuarial Tabby Improved Checklist two times with a 6-month interval. Onset

risk factors for cyberbullying and cybervictimization have been separately analyzed

by excluding all students involved in cyberbullying from the original sample or in the

cybervictimization baseline (T1).

Results: The results showed that beingmale, being involved in school bullying, having

low levels of awareness of online risk, and having high levels of a�ective empathywere

all significant onset risk factors for cyberbullying. Similarly, being male, being involved

in school bullying and victimization, having high levels of a�ective empathy, andmoral

disengagement were onset risk factors for cybervictimization.

Conclusion: Given the negative psychological and behavioral consequences of

cyberbullying and cybervictimization, this article includes discussions on practical and

policy implications for future research, stressing the need to develop, implement, and

evaluate the e�ectiveness of primary prevention programs addressing and managing

onset risk factors for cyberbullying and cybervictimization.
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Introduction

Cyberbullying could be defined as “an aggressive, intentional act carried out by a group or
individual, using electronic forms of contact, repeatedly and over time against a victim who
cannot easily defend him or herself ” (Smith et al., 2008, p. 376). Within a short time, it has
become a socially worrying phenomenon, spreading rapidly and in tandem with the adoption
of new technologies and smartphones among young people and teenagers. Technological
innovation expanded school bullying into cyberspace (Lee et al., 2018). The involvement of
youngsters and children in cyberbullying and cybervictimization has become a matter of
global attention and concern, with cybervictimization rates increasing from 13.9 to 57.5% and
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cyberbullying up from 6.0 to 46.3%, indicating, as underlined by
Zhu et al. (2021), a significant increase of prevalence rates of such
behaviors among youth in the last 5-year period.

In Europe, the EU KIDS 2020 report highlighted that
cybervictimization prevalence rates ranged between 7.0 and
40.0%, with Slovakian adolescents reporting a lower involvement
in cybervictimization. On average, cybervictimization prevalence
across Europe is 20.0%, with Poland youngsters reporting the highest
experience of cybervictimization at 40.0%.

Similar results were found concerning cyberbullying
involvement, with prevalence rates across European countries
ranging between 10.0 and 20.0%, with the highest involvement in
cyberbullying reported by Polish adolescents (38.0%) (Smahel et al.,
2020).

The involvement of youth and children in cyberbullying and
cybervictimization increased during the COVID-19 pandemic due to
the lockdown and the increased time spent at home using electronic
devices. Lobe et al. (2021) analyzed the changes in cyberbullying
trends by comparing the pre-pandemic period with the pandemic
period, surveying 1,028 Italian students aged between 10 and 18
years. The results showed that youth involvement in cyberbullying
and cybervictimization during the pandemic increased by 49.0 and
50.0%, respectively. Furthermore, results showed that 28.0 and
41.0% of participants reported being involved at least once in
cybervictimization and cyberbullying, respectively. Similar results
were found by other studies and researchers, confirming the role of
the pandemic in increasing the risk of involvement in cyberbullying
and cybervictimization among youth (Mkhize and Gopal, 2021; Shin
and Choi, 2021; Utemissova et al., 2021; Trompeter et al., 2022).
Worldwide, the increasing involvement of children and adolescents
in such aggressive and deviant behaviors as perpetrators and victims
stresses the importance of prevention and intervention strategies,
as cyberbullying should be considered a public health problem.
Several studies have highlighted the numerous long-term negative
consequences associated with involvement in cyberbullying and
cybervictimization (Camerini et al., 2020).

Psychological and mental problems such as depression, anxiety,
and low levels of self-esteem (Kowalski et al., 2014; Eyuboglu et al.,
2021) and life satisfaction (Kowalski et al., 2014), psychosocial
difficulties, and self-injurious behaviors (Eyuboglu et al., 2021)
are among the most reported psychological and mental outcomes
associated with youth involvement in cyberbullying. Moreover, as
underlined by the results of a recent systematic review by John
et al. (2018), students involved in cyberbullying are at a greater
risk of suicidal ideation and attempts of suicide than students who
are not involved. Significantly, substance abuse such as alcohol,
tobacco, and cannabis smoking was among the main behavioral
negative consequences associated with youth involved as cyberbullies
(Kowalski et al., 2014; Yoon et al., 2019; Eyuboglu et al., 2021; Pichel
et al., 2022).

The Cambridge Study in Delinquent Development (CSDD)
showed that being involved in school bullying at the age of 14
predicted violent convictions between ages 15 and 20, low job status
at the age of 18, drug use at the age of 27–32, and an unsuccessful
life at age 48 (Farrington and Ttofi, 2011). But as far as we know, to
date, there are no studies that have assessed the longitudinal impact of
involvement in cyberbullying behaviors despite such behaviors being
strongly associated with attitudes favorable to the transgression of

social norms (Romero-Abrio et al., 2019) and a greater risk of dating
deviant and violent peers (Kim et al., 2017).

Cybervictims, on the other hand, have similarly reported several
self-rated poor mental health (Sampasa-Kanyinga et al., 2020) and
psychological symptoms (Yang et al., 2021); examples of negative
psychological consequences include depression (Eyuboglu et al.,
2021; Hu et al., 2021; Tran et al., 2021), post-traumatic stress
symptoms (Baldry et al., 2019), anxiety, and psychosocial difficulties
(Eyuboglu et al., 2021). John et al. (2018), in their systematic review
of 33 studies, reported that cybervictims are, respectively, 2.35, 2.15,
and 2.57 times more at risk when compared with non-cybervictims
of self-injurious behaviors, suicidal ideation, and attempts of suicide.
More recent studies also reported similar results (Sampasa-Kanyinga
et al., 2020; Eyuboglu et al., 2021; Yang et al., 2021; Buelga et al.,
2022). Substance abuse (such as alcohol, tobacco, and cannabis
smoking) (McCuddy and Esbensen, 2017; Graham and Wood, 2019;
Sampasa-Kanyinga et al., 2020; Pichel et al., 2022), sex with multiple
partners (Graham and Wood, 2019), low school achievements (Guo,
2016), and delinquency (Nasaescu et al., 2020) are among the major
behavioral negative consequences associated with the experience
of cybervictimization.

Due to the increasing trend in cyberbullying and
cybervictimization and considering the several negative
psychological and behavioral consequences associated with it,
recent research is exploring the possible influence of multiple
individual, relational, and contextual risk factors associated with
cyberbullying and cybervictimization (Hellsten et al., 2021).

Concerning the role of gender, most studies found that beingmale
to be an individual risk factor for cyberbullying (Baldry et al., 2015;
Guo, 2016; Barlett et al., 2021; Giordano et al., 2021), while few other
studies highlighted that girls were more involved in cyberbullying
than boys (Kowalski and Limber, 2007; Li, 2007; Vandebosch and
Van Cleemput, 2009; Låftman et al., 2013), and being female was
found to be a significant risk factor for cybervictimization (Pettalia
et al., 2013; Morin et al., 2018; Alhajji et al., 2019; Kim et al., 2019;
Smith et al., 2019; Aizenkot and Kashy-Rosenbaum, 2021; Eyuboglu
et al., 2021). While Connell et al. (2014) found that girls were more
involved than boys in cyberbullying and cybervictimization; other
studies found that boys showed greater involvement in cyberbullying
and cybervictimization than girls (Huang et al., 2019; Rao et al.,
2019). However, few studies found no significant gender difference in
both cyberbullying and cybervictimization (Park et al., 2014; Chang
et al., 2015a; Sanmartín Feijóo et al., 2021), and few others did not find
gender differences in cybervictimization (Sorrentino et al., 2019).

Several studies highlighted that high levels of moral
disengagement were a significant individual risk factor for youth
involved in cyberbullying (Bauman, 2010; Pozzoli et al., 2012; Guo,
2016; Yang et al., 2018; Bartolo et al., 2019; Wang et al., 2019),
while other studies found that involvement in both cyberbullying
and cybervictimization was associated with high levels of moral
disengagement (Pornari and Wood, 2010; Kowalski et al., 2014;
Chen et al., 2017; Parlangeli et al., 2020) with cybervictims reporting
higher levels of hostile attributional bias and cyberbullying scoring
higher in moral justification (Pornari and Wood, 2010).

A few studies that investigated the role of the incorrect use of
the internet, low levels of awareness of risky online behaviors, and
online security procedures among youth involved in cyberbullying
and cybervictimization found a significant correlation resulting in
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increasing the risk of children and youth being involved both as
cyberbullies and cybervictims (Fanti et al., 2012; Chang et al., 2015a;
Camerini et al., 2020; Craig et al., 2020).

Regarding empathy as an individual risk factor for cyberbullying
and cybervictimization, contrasting results emerged. The majority of
studies found a positive association between low levels of empathy
and involvement in cyberbullying (Steffgen et al., 2011; Topcu
and Erdur-Baker, 2012; Casas et al., 2013; Kowalski et al., 2014;
Baldry et al., 2015; Zych et al., 2019b; Sorrentino et al., 2021). In
particular, some studies highlighted that both low levels of affective
and cognitive empathy were significant risk factors for children and
adolescents’ involvement in cyberbullying (Ang and Goh, 2010; Del
Rey et al., 2016; Zych et al., 2019b). On the contrary, few other studies
did not find any significant association between both affective and
cognitive empathy and cyberbullying (Graf et al., 2019).

Few studies examined the relationship between levels of
empathy and cybervictimization; some of them found no significant
associations (Steffgen and König, 2009; Kowalski et al., 2014),
while other studies found low empathy to be a significant risk
factor for cybervictimization among youth (Schultze-Krumbholz and
Scheithauer, 2009). A recent systematic review and meta-analysis
of 25 studies (Zych et al., 2019b) found no significant association
between levels of empathy and cybervictimization, but when affective
and cognitive empathy were considered separately, cybervictims
scored higher compared to non-cybervictims on affective empathy
while no significant association was found between cognitive
empathy and cybervictimization.

One of the primary triggers for cyberbullying and
cybervictimization is involvement in school bullying (Ansary,
2020; Estévez et al., 2020; Vismara et al., 2022). Studies investigating
the relationship between adolescents’ role in school bullying and
victimization and cyberbullying and cybervictimization lead to
contradicting observations, with the majority of them hypothesizing
a substantial overlap and role continuity between the two types of
peer aggression (Raskauskas and Stoltz, 2007; Del Rey et al., 2012;
Fanti et al., 2012; Hemphill et al., 2012, 2015; Low and Espelage,
2013; Sticca et al., 2013; Hemphill and Heerde, 2014; Kowalski et al.,
2014, 2019; Baldry et al., 2015; Waasdorp and Bradshaw, 2015;
Athanasiades et al., 2016; Festl, 2016; Guo, 2016; Chen et al., 2017;
Lazuras et al., 2017; Wolke et al., 2017; Jiménez, 2019; Leemis et al.,
2019; Wang et al., 2019; Cosma et al., 2020; Khong et al., 2020;
Oriol et al., 2021; Pichel et al., 2021; Rodríguez-Álvarez et al., 2021;
Chudal et al., 2022). On the contrary, other studies found that school
victims were more likely to be involved in cyberbullying (Ybarra
and Mitchell, 2004; Kowalski et al., 2012; Cuadrado-Gordillo and
Fernández-Antelo, 2014, 2019; Baldry et al., 2016; You and Lim,
2016; Lazuras et al., 2017).

Despite several individual risk factors, studies also underlined the
importance of crucial parental, peer, and contextual protective factors
for the involvement of youth in cyberbullying and cybervictimization
(Zych et al., 2019a).

Regarding parental protective factors, contrasting results have
emerged on parents’ involvement in giving clear rules andmonitoring
their children’s online life (López-Castro and Priegue, 2019; Zhu
et al., 2021), with the majority of them emphasizing the protective
role of such parental mediation strategy in preventing cyberbullying
and cybervictimization (Hemphill and Heerde, 2014; Kowalski et al.,
2014; Chang et al., 2015b; Khurana et al., 2015; Hong et al., 2016;

Doty et al., 2018; Zych et al., 2019a). Few studies investigated the role
of parental support in preventing and reducing both cyberbullying
and cybervictimization (López-Castro and Priegue, 2019; Zych et al.,
2019a; Camerini et al., 2020) as underlined in a recent study involving
774 Turkish students carried out by Ates et al. (2018) which found
that parental support was a significant protective factor both for the
involvement in cyberbullying and cybervictimization. Other studies
found a different pattern between cyberbullies and cybervictims,
highlighting that high levels of parental support served as protective
factors only for cybervictims (Doty et al., 2017; Canestrari et al., 2021;
Arató et al., 2022).

A recent meta-analysis by Zych et al. (2019a) showed that feeling
supported by peers could be a protective factor against involvement
in cyberbullying and cybervictimization. Similar results were also
reported by Ates et al. (2018) and Arató et al. (2022), while according
to Guo et al. (2021), high levels of peer support at school was a
protective factor only for cybervictimization.

At the contextual level, several studies focused on the role that
perceived school climate could have in affecting or being associated
with both cyberbullying and cybervictimization, with the majority of
the existing research indicating that a perception of a positive and safe
school climate was associated with a decreased risk of being involved
both as cyberbullies and cybervictims (Guo, 2016; Zych et al., 2019a;
Camerini et al., 2020; Zhu et al., 2021).

Despite several studies investigating the risk and protective
factors for cyberbullying and cybervictimization, the majority were
cross-sectional, with only 76 studies adopting a longitudinal design
(Camerini et al., 2020).

As underlined by Polanin et al. (2021) in their systematic review
and meta-analysis of 50 studies concerning the effectiveness of
cyberbullying preventive programs in reducing cyberbullying and
cybervictimization, none of them included the concept of antisocial
onset in preventing youth involvement in cyberbullying and
cybervictimization. These results emphasize the need to investigate
and include onset risk factors for involvement in cyberbullying
and cybervictimization to develop and implement preventive anti-
cyberbullying programs and evaluate their effectiveness in reducing
cyberbullying and cybervictimization over time (Lan et al., 2022).

To analyze the onset of cyberbullying and cybervictimization
behaviors, we adopted the same theoretical framework as Baldry et al.
(2015). Combining the ecological system theory (Bronfenbrenner,
1977, 1979) and the threat assessment approach (Fein et al., 1995;
Borum et al., 1999), allows the identification of significant risk factors
for cyberbullying and cybervictimization by collocating them in their
respective ecological system, and investigating how they operate and
interact with each other, influencing the onset of cyberbullying and
cybervictimization behaviors.

Bearing this in mind, the present study aims to investigate how
individual, parental, peer, and school risk factors affect the onset
of youth involvement in cyberbullying and cybervictimization by
conducting a short-term longitudinal study.

In line with the international literature, we expected that
significant risk factors for the onset of cyberbullying were being male,
having low levels of awareness of online risky behaviors and both
cognitive and affective empathy, high levels of moral disengagement,
being a school bully, feeling not supported by parents and monitored
about their online activities, perceiving low levels of support by peers,
and a negative school climate.
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Concerning risk factors for cybervictimization, we expected that
cybervictims were more likely to be female, with low levels of
awareness of online risky behaviors, high levels of both cognitive and
affective empathy, low levels of moral disengagement, being victims
of school bullying, feeling not supported by parents and monitored
about their online activities, perceiving low levels of support by peers,
and a negative school climate.

Materials and methods

Participants

The initial sample consisted of 455 students randomly recruited
from five schools participating in a short-term longitudinal study.

Eventually, 333 students were included in the analyses as they
had taken part and completed phases T1 and T2 (73% of the
initial sample), and their questionnaire could be correctly matched.
Attrition analysis with the dropped-out samples showed significant
differences with regard to school victimization, F(1,453) = 14.809, p <

0.001 (the drop-out sample M = 1.25, SD = 2.85; the final sample
M = 2.63, SD = 3.57) and perceived parental support, F(1,452) =
5.05, p = 0.025 (the drop-out sample M = 6.46, SD = 3.32; the
final sample M = 7.44, SD = 4.36). No significant differences were
found concerning involvement in school bullying, levels of moral
disengagement, cognitive and affective empathy, awareness of online
risks, perceived peer support, parental online monitoring strategies,
and school climate. The dropping out of 122 students was due to
mistakes in filling in the matching ID code that students had to create
to guarantee their anonymity or absence on the day of data collection.

Of all students, 47.7% were male and 52.3% female, and aged
between 10 and 16 years old (M = 12.27, SD= 1.42).

Regarding the use of cyber communication, 94.5% of all students
reported at least one profile on a social network. Of those with a
profile, 4.4% personally knew only a few of their online contacts, and
63.5% of students, on average, spent 1–4 h a day online. Concerning
students’ experiences of cyberbullying and cybervictimization at T1,
11.0% reported cyberbullying others at least once in the past 6
months, and 36.0% have been cybervictimized at least once in the past
6 months.

Measures

The online Tabby Improved Checklist was developed by
analyzing the results of a review of the international literature
on risk factors for youngsters’ involvement in cyberbullying and
cybervictimization and how these risk factors operate and interact at
different levels according to the ecological theoretical framework. For
the short-term predictive ability of the risk, the previous instrument
(Baldry et al., 2018; Sorrentino et al., 2018) was used for the
present study.

The Tabby Improved Checklist consists of 12 scales and 130
items, measuring ontogenetic, microsystem, and community-level
risk factors. For the purpose of the present paper, the following scales
and items were analyzed.

Participants’ involvement in cyberbullying and
cybervictimization was measured by adopting the taxonomy

by Willard (2007): flaming, denigration, impersonation, outing,
and exclusion (five items for cyberbullying and five items for
cybervictimization for each scale). Students rated their experiences
of cyberbullying and cybervictimization on five-point Likert scales
ranging from 0 = “it has never happened in this period” to 4 =

“it happened several times a week.” Example items: “I pretended
to be someone else, created a fake profile in order to send or post
damaging messages about another person,” “I disclosed online
private information or images without the person’s consent,” and “I
was actively engaged in excluding someone from an online group.”
To measure the onset of cyberbullying and cybervictimization,
scores on the five-items measuring different types of cyberbullying
and cybervictimization were added, and total scores ranged from 0
to 20. Reliability coefficients at T2 were, respectively, α = 0.77 for
cyberbullying and α = 0.69 for cybervictimization.

Students’ involvement in school bullying and victimization was
measured using the Olweus Bully/Victim Questionnaire (Olweus,
1993;Menesini et al., 1997; Baldry and Farrington, 1999). Participants
were asked to rate their bullying and/or victimization experiences in
the previous 6 months by answering 14 questions (seven for bullying
and seven for school victimization) on a five-point scale ranging from
0 = “never” to 4 = “several times a week.” Items were then summed
to create the school bullying (α = 0.60) and the school victimization
(α = 0.71) scales.

Empathy was measured using the Basic Empathy Scale (Jolliffe
and Farrington, 2006; Albiero et al., 2009) consisting of a total of
20 items (items for cognitive empathy and 11 items for affective
empathy) measured on a five-point Likert scale ranging from 0 =

“Strongly agree” to 4 = “Strongly disagree.” Reliability coefficients
were, respectively, α = 0.67 for cognitive empathy and α = 0.72 for
affective empathy.

Moral Disengagement was measured using the Bandura et al.
(1996) scale, adapted and validated in Italian by Caprara et al.
(2006), consisting of 32 items, each measured on a 5-point Likert
scale ranging from 1 = “Strongly disagree” to 5 = “Strongly agree”
(α = 0.91).

The Increasing Self-Awareness of Cyberbullying (ISAC) scale
was developed to measure students’ awareness of online risks.
The scale consisting of 6 items was measured on a five-point
Likert scale each ranging from 1 = “Strongly agree” to 5 =

“Strongly disagree” [e.g., “Everybody could see my notice board
on my social network profile(s)” and “To share online someone’s
photos or other materials. It is just a way to mock them”]
(α = 0.74).

To measure students’ perceived social support, two subscales of
the Multidimensional Scale of Perceived Social Support Assessment
were used (Zimet et al., 1988, 1990). Each subscale consisted of four
items, each measuring perceived parental and peer support. Students
rated their perception of being socially supported on a seven-point
Likert scale ranging from 1 = “Strongly agree” to 7 = Strongly
disagree” (respectively, α = 0.84 for parental support, α = 0.89 for
peer support).

Parental online monitoring strategies, as reported by adolescents,
were measured using three different items. Participants rated their
parents’ role in speaking with them about Internet security, giving
them clear Internet use rules, and monitoring their online activities
on a five-point Likert scale ranging from 1= “Always” to 5= “Never”
(α = 0.72).
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TABLE 1 Descriptive statistics of onset cyberbullying (N = 286).

M SD Min Max

School bullying 0.60 1.37 0 14

School victimization 2.24 3.37 0 18

Low awareness online risk 5.58 4.79 0 24

Low cognitive empathy 9.69 4.67 0 29

Low affective empathy 14.67 6.81 0 34

High moral disengagement 66.95 19.89 32 141

Low parental support 7.10 4.11 4 28

Low parental online activities monitoring 6.02 3.03 0 12

Low peers support 9.34 5.25 4 28

Poor school climate 7.67 5.13 0 27

School climate was measured with a new eight-item scale (e.g.,
“If I have some problems, I can count on teachers’ help and support”
and “Most of the students support and participate with interest in all
school’s activities”), each measured from 1= “Strongly Disagree” to 5
= “Strongly Agree” (α = 0.78).

Procedure

Five schools in the Campania region, South Italy, participated in
the study. Before data collection, the approval of the Department of
Psychology’s Ethical committee (29/2015) and the custodial adults
and children’s consent were obtained. Students participating in the
study filled in the anonymous Tabby Improved Online Actuarial
Checklist during school hours at the Computer Technology Room
(CTR). Here, each student sat in front of a PC connected to
the www.tabby.eu website and was told he/she had to fill in an
anonymous self-report questionnaire regarding his/her experience
using the new communication technologies and online experiences
in the previous 6 months. The second data collection (follow-up T2)
took place after 6 months, a few weeks before the end of the same
school year.

Before filling in the questionnaire, the terms cyberbullying and
cybervictimization were explained to have a common understanding
of what was investigated. Students were assured of the confidentiality
of the study and the anonymity of the answers provided. Students
were allowed to pose questions. Students were also instructed about
generating an ID code, allowing us to match the questionnaire
anonymously with answers at T1 and those provided after 6 months
(T2). The guideline provided to students was as follows: “Insert your
personal code (two numbers of your date of birth- for example, 03 if
you were born on the 3rd, last two letters of your surname, and the
last 3 numbers of your mobile or home phone number/if you don’t
have it, e.g., 03BA362, for Barba born on the 3rd, with mobile nr:
++362).” After completing the questionnaire, all students returned
to their classes.

Data analyses

The data collected within the database were analyzed using the
SPSS statistical package (version 21.0, IBM Milano, Milan, Italy).

Descriptive statistics were carried out to assess means and standard
deviations were calculated for each variable.

As preliminary analyses, simple correlations were calculated
between risk factors of our predictive models to test multicollinearity.
In line with Dancey and Reidy (2007), a cut-off of 0.70 indicated
the absence of high correlations among predictors and the absence
of multicollinearity.

Then, we used the hierarchical regression analysis to test our
hypothesis using a model that considered the possible role of the
individual, relational, and contextual risk factors (Bronfenbrenner,
1977, 1979) in youth onset of involvement in cyberbullying
and cybervictimization behaviors. As criteria for the inclusion or
exclusion of variables in each step of regression, we used a level of
F < 0.05. We assessed statistical significance at least at a 0.05 level
for all statistical analyses performed. We performed separate analyses
for onset risk factors for cyberbullying and cybervictimization
involvement measured at baseline (T1), by excluding from the
following analyses all students who at baseline (T1) declared to
be involved in cyberbullying and cybervictimization and including
only students that at follow-up (T2) were involved in cyberbullying
and cybervictimization.

Results

Preliminary analyses of onset risk factors for
cyberbullying involvement

A total of 286 students (40.2% male students) aged between 10
and 16 years (M = 12.16, SD = 1.34) were included in the following
analyses aimed at investigating onset risk factors for cyberbullying
involvement. Descriptive statistics for onset risk factors measured at
T1 were calculated (see Table 1).

As shown in Table 2, the maximum observed coefficient of 0.50
between affective empathy and cognitive empathy is a value below
the cut-off of 0.70. Looking in more detail at the correlation matrix,
following Cohen’s interpretation of r-values (high correlation for
r > 0.40 and moderate correlation for 0.40 < r < 0.20, 1,988),
we observed a high correlation between moral disengagement and
awareness of online risks (r = 0.40, p < 0.001), the two dimensions
of empathy, i.e., affective and cognitive (r = 0.50, p < 0.001), the two
kinds of support, i.e., support of friends and support of parents (r =
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0.44, p< 0.001), and between support of friends and school climate (r
= 0.45, p< 0.001). This last high correlation was not surprising given
that many adolescents developed friendships in the school context.
School bullying and school victimization were highly associated with
each other (r = 0.40, p < 0.001).

Further, a moderate correlation emerged between moral
disengagement and support of parents (r = 0.25, p < 0.001), and
school victimization and support of friends (r = 0.31, p < 0.001).
Both cognitive and affective empathy showed moderate correlation
with parental online activities monitoring (rcognitiveempathy = 0.22,
p < 0.001; raffectiveempathy = 0.25, p < 0.001) and school climate
(rcognitiveempathy = 0.29, p < 0.001; raffectiveempathy = 0.21, p < 0.001).
Similar to empathy, the support of parents showed a moderate
correlation with both parental online activities monitoring (r = 0.23,
p < 0.001) and school climate (r = 0.34, p < 0.001). Parental control
also resulted in a moderate correlation with support of friends (r =
0.23, p < 0.001) and with school climate (r= 0.26, p < 0.001).

Regression analyses: Onset risk factors for
cyberbullying involvement

The stepwise regression for bullying and victimization predicted
four significant steps (Table 3). In the first step, only awareness of
online risks was statistically significant for cyberbullying behaviors.
Low awareness of online risks predicted the involvement in
cyberbullying behavior after 6 months: β = 0.28, t(1, 276) = 4.89, p
< 0.001, 95% C.I. = 0.06, 0.14. In the first step, the regression model
explained 8.0% of the total variance, F(1,276) = 23.98, p < 0.001.

In the second step, school bullying became a significant predictor
of cyberbullying behaviors. A higher level of school bullying predicted
involvement in cyberbullying behavior: β = 0.22, t(2, 275) = 3.82, p <

0.001, 95% C.I. = 0.13, 0.41, and awareness of online risks was still
a significant predictor in step 2 of the regression model, β = 0.28,
t(2, 275) = 4.94, p < 0.001, 95% C.I. = 0.06, 0.14. In the second step,
the regression model explained 13.0% of the total variance with an
increased value of 5.0%, Fchange(1,275) = 14.61, p < 0.001.

In the third step, gender became a significant predictor of
cyberbullying behaviors. Being male predicted higher cyberbullying
behaviors β = 0.14, t(3, 274) = 2.52, p = 0.012, 95% C.I. = 0.11, 0.91.
Awareness of online risks was still a significant predictor in step 3 of
the regression model, β = 0.27, t(3, 274) = 4.79, p < 0.001, 95% C.I.
= 0.06, 0.14, as well as school bullying β = 0.20, t(3, 274) = 3.51, p =

0.001, 95% C.I. = 0.11, 0.39. In the third step, the regression model
explained 15.0% of the total variance with an increased value of 2.0%,
Fchange(1,274) = 6.37, p= 0.012.

In the fourth and final step, affective empathy emerged as a
significant predictor of cyberbullying behaviors, a higher level of
affective empathy predicted a high level of cyberbullying behavior, β
=−0.15, t(4, 273) =−2.58, p< 0.001, 95%C.I.= 0.06, 0.14. Predictors
that were significant at previous steps, were still significant at the final
steps, i.e., awareness of online risks, β = 0.27, t(4, 273) = 4.81, p <

0.001, 95% C.I. = 0.06, 0.14; school bullying act β = 0.19, t(4, 273) =
3.43, p = 0.001, 95% C.I. = 0.10, 0.38; gender β = 0.18, t(4, 273) =
3.13, p= 0.002, 95% C.I.= 0.24, 1.05. The final step explained 17.0%
of the total variance, with an increased value of 2.0% compared with
the third step, Fchange(1,273) = 6.67, p= 0.01.
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TABLE 3 Multiple linear regression analysis (stepwise) results regarding onset of cyberbullying.

Variable B SE B β t R
2

1R
2

Step 1 0.80 0.77

Constant −0.17 0.15 −1.01

Low awareness online risks 0.10 0.02 0.28 4.90∗∗∗

Step 2 0.13 0.12

Constant −0.33 0.16 −2.08∗

Low awareness online risks 0.10 0.02 0.28 4.94∗∗∗

School bullying 0.27 0.07 0.22 3.82∗∗∗

Step 3 0.15 0.14

Constant −0.49 0.17 −2.93∗∗

Low awareness online risks 0.09 0.02 0.27 4.79∗∗∗

School bullying 0.25 0.07 0.20 3.51∗∗∗

Gender (male= 1) 0.51 0.20 0.14 2.53∗

Step 4 0.17 0.15

Constant 0.64 0.47 1.36

Low awareness online risks 0.09 0.02 0.27 4.82∗∗∗

School bullying 0.24 0.07 0.19 3.43∗∗∗

Gender (male= 1) 0.65 0.21 0.18 3.13∗∗

Low affective empathy −0.05 0.02 −0.15 −2.58∗∗

∗p < 0.05, ∗∗p < 0.01, ∗∗∗p < 0.001.

Prelaminar analyses of onset risk factors for
cybervictimization involvement

About 175 students (48.6% males), aged between 10 and 16 years
(M = 12.23, SD = 1.36), were included in the following analyses
aimed at investigating onset risk factors for cybervictimization
involvement. Descriptive statistics for onset risk factors measured at
T1 were calculated (see Table 4).

Moving to the cybervictims behaviors, as shown in Table 5,
the maximum observed coefficient of 0.565 between support of
friends and support of parents was below the cut-off of 0.70
indicating the absence of high correlations among predictors and the
absence of multicollinearity (Dancey and Reidy, 2007). Reviewing the
correlation matrix in more detail following Cohen’s interpretation
of r-values (1988), a high correlation emerged between cognitive
and affective empathy (r = 0.32, p < 0.001). Further, moral
disengagement was highly correlated with school bullying (r =

0.32, p < 0.001), awareness of online risks (r = 0.43, p < 0.001),
parental monitoring of online activities (r = 0.31, p < 0.001), and
school climate (r = 0.32, p < 0.001). School climate showed a high
correlation with school bullying (r = 0.34, p < 0.001), and both
support of parents (r = 0.40, p < 0.001) and peers (r = 0.40, p <

0.001), by confirming the importance of the school context. Further,
a moderate correlation emerged between moral disengagement and
support of parents (r= 0.27, p< 0.001) as well as school victimization
and peer support (r = 0.31, p < 0.001). School bullying resulted
in a moderate correlation with support of parents (r = 0.26, p
< 0.001), parental monitoring of online activities (r = 0.26, p <

0.001), and school climate (r = 0.34, p <.001). Both cognitive and
affective empathy showed a moderate correlation with school climate

(rcognitiveempathy = 0.26, p < 0.001; raffectiveempathy = 0.23, p < 0.001).
Cognitive empathy had a moderate correlation with peer support (r
= 0.21, p = 0.002), whereas affective empathy showed a moderate
correlation with parental monitoring of online activities (r = 0.28, p
< 0.001). Awareness of online risks resulted in amoderate correlation
with peer support (r = 0.20, p= 0.008), parental support (r = 0.23, p
= 0.003), and parental monitoring of online activities (r = 0.27, p <

0.001). Finally, both parental support (r = 0.27, p < 0.001) and peer
support (r = 0.25, p < 0.001) were moderately correlated to parental
monitoring of online activities.

Regression analyses: Onset of
cybervictimization involvement

The stepwise regression model for bullying and victimization
predicted five significant steps (Table 6). In the first step, only affective
empathy was a statistically significant predictor of cybervictimization
behaviors. A high level of affective empathy predicted a high level of
cybervictimization β = −0.29, t(1, 167) = −3.86, p < 0.001, 95% C.I.
=−0.14,−0.05. In the first step, the regressionmodel explained 8.0%
of the total variance, F(1,167) = 14.90, p < 0.001.

In the second step, school bullying became a significant predictor
of cybervictimization. A higher level of involvement in school
bullying predicted a higher level of cybervictimization β = 0.28,
t(2, 166) = 3.90, p < 0.001, 95% C.I. = 0.20, 0.61. Affective empathy
was still a significant predictor in step 2 of the regression model, β

= −0.33, t(2, 166) = −4.70, p < 0.001, 95% C.I. = −0.16, −0.06. In
the second step, the regression model explained 16.0% of the total
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TABLE 4 Descriptive statistics of onset of cybervictimization (N = 175).

M SD Min Max

School bullying 0.61 1.33 0 10

School victimization 1.40 2.72 0 18

Low awareness online risk 5.64 4.92 0 24

Low cognitive empathy 16.49 4.28 3 33

Low affective empathy 25.35 6.10 2 39

High moral disengagement 7.05 3.99 4 28

Low parental support 3.88 2.30 0 9

Low parental online activities monitoring 8.48 4.58 4 28

Low peers support 7.20 4.91 0 20

Poor school climate 0.61 1.33 0 10

TABLE 5 Correlation matrix for onset of cybervictimization.

1 2 3 4 5 6 7 8 9 10

1. Moral disengagement – −0.01 0.32∗∗∗ −0.12 0.09 0.43∗∗∗ 0.01 0.27∗∗∗ 0.31∗∗∗ 0.32∗∗∗

2. School victimization – 0.12 0.08 0.14 0.10 0.20∗∗ 0.05 0.18∗ 0.11

3. School bullying – 0.07 0.13 0.12 0.05 0.26∗∗∗ 0.26∗∗∗ 0.34∗∗∗

4. Low cognitive empathy – 0.54∗∗∗ −0.11 0.21∗∗ −0.03 0.18∗ 0.26∗∗∗

5. Low affective empathy – −0.04 0.03 −0.05 0.28∗∗∗ 0.23∗∗

6. Low awareness online risks – 0.20∗∗ 0.23∗∗ 0.27∗∗∗ 0.18∗

7. Low peer support – 0.57∗∗∗ 0.25∗∗∗ 0.40∗∗∗

8. Low parents support – 0.27∗∗∗ 0.40∗∗∗

9. Low parental online monitoring – 0.27∗∗∗

10. Poor school climate –

∗p < 0.05, ∗∗p < 0.01, ∗∗∗p < 0.001.

variance, with an increased value of 8.0%, Fchange(1,166) = 15.25, p
< 0.001.

In the third step, moral disengagement became a significant
predictor of cybervictimization. A higher level of moral
disengagement predicted involvement in cybervictimization
after 6 months β = 0.18, t(3, 165) = 2.34, p = 0.019, 95% C.I. = 0.01,
0.03. Affective empathy was still a significant predictor in step 3 of
the regression model, β = −0.33, t(3, 165) = −4.70, p < 0.001, 95%
C.I. = −0.16, −0.06, as well as school bullying β = 0.22, t(3, 165) =
3.02, p= 0.003, 95% C.I.= 0.11, 0.54. In the third step, the regression
model explained 19.0% of the total variance, with an increased value
of 3.0%, Fchange(1,165) = 3.98, p= 0.019.

In the fourth step, gender emerged as a significant predictor
of cybervictimization. Being male predicted a higher level of
cybervictimization β = 0.15, t(4, 164) = 1.99, p = 0.048, 95% C.I. =
0.01, 1.17. Affective empathy, β =−0.37, t(4, 164) =−5.09, p < 0.001,
95% C.I.=−0.17,−0.08; school bullying, β = 0.20, t(4, 164) = 2.70, p
= 0.008, 95% C.I. = 0.08, 0.51, and moral disengagement, β = 0.15,
t(4, 164) = 2.01, p = 0.047, 95% C.I. = 0.01, 0.03, were still significant
in the fourth step of the regression model. The fourth step explained
21.0% of the total variance, with a further increased value of 2.0%
compared with the third step, Fchange(1,164) = 3.98, p= 0.048.

In the fifth and final step of the regression model,
school victimization emerged as a significant predictor of
cybervictimization, a higher level of school victimization predicted
a higher level of cybervictimization behaviors, β = 0.154, t(5,163) =
2.02, p = 0.045, 95% C.I. = 0.01, 0.20. Crucially, all predictors that
were significant in previous steps of the regression model were still
significant in the final step of the regression: Affective empathy, β =

−0.39, t(5,163) = −5.38, p < 0.001, 95% C.I. = −0.18, −0.08; school
bullying, β = 0.19, t(5,164) = 2.48, p = 0.014, 95% C.I. = 0.06, 0.49;
moral disengagement, β = 0.16, t(5,163) = 2.12, p= 0.036, 95% C.I.=
0.01, 0.03; and gender, β = 0.16, t(5,163) = 2.08, p = 0.040, 95% C.I.
= 0.03, 1.18. The final step of the regression model explained 23.0%
of the total variance, with an increased value of 2.0% compared with
the previous step, Fchange(1,163) = 4.06, p= 0.045.

Discussion

As far as we know, to date, no longitudinal studies on risk
factors for cyberbullying and cybervictimization have been carried
out adopting the criminological concept of “onset”. The current study
aimed to investigate the onset risk factors for youth involvement
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TABLE 6 Multiple linear regression analysis (stepwise) results regarding onset of cybervictimization.

Variable B SE B β t R
2

1R
2

Step 1 0.08 0.08

Constant 3.22 0.65 4.99∗∗∗

Low affective empathy −0.09 0.03 −0.29 −3.86∗∗∗

Step 2 0.16 0.15

Constant 3.31 0.62 5.34∗∗∗

Low affective empathy −0.11 0.02 −0.33 −4.54∗∗∗

School bullying 0.41 0.11 0.28 3.91∗∗∗

Step 3 0.19 0.17

Constant 2.31 0.74 3.10∗∗

Low affective empathy −0.11 0.02 −0.33 −4.70∗∗∗

School bullying 0.33 0.11 0.23 3.02∗∗

High moral disengagement 0.02 0.01 0.18 2.37∗

Step 4 0.21 0.19

Constant 2.52 0.74 3.38∗∗∗

Low affective empathy −0.12 0.02 −0.37 −5.09∗∗∗

School bullying 0.30 0.11 0.20 2.71∗∗

High moral disengagement 0.01 0.01 0.15 2.00∗

Gender (male= 1) 0.59 0.30 0.15 1.99∗

Step 5 0.23 0.20

Constant 2.52 0.74 3.41∗∗∗

Low affective empathy −0.13 0.02 −0.39 −5.38∗∗∗

School bullying 0.27 0.11 0.19 2.49∗

High moral disengagement 0.02 0.01 0.16 2.11∗

Gender (male= 1) 0.61 0.29 0.16 2.07∗

School victimization 0.10 0.05 0.14 2.02∗

∗p < 0.05, ∗∗p < 0.01, ∗∗∗p < 0.001.

in cyberbullying and cybervictimization by conducting a short-term
longitudinal study involving 286 Italian students aged between 10
and 16 years. To this aim, onset risk factors for both cyberbullying
and cybervictimization involvement were analyzed separately and by
excluding from our analyses all students that at baseline (T1) declared
to be involved in cyberbullying or in cybervictimization.

Concerning participants’ onset risk factors for cyberbullying, our
results highlighted that awareness of online risks, involvement in
school bullying, and gender were all significantly associated with
youth involvement in cyberbullying after 6 months. Specifically,
consistent with previous research, our findings indicate that onset
of cyberbullying in youth is predicted by low levels of awareness of
online risks (Camerini et al., 2020), previous involvement in school
bullying (Kowalski et al., 2014, 2019; Baldry et al., 2015; Guo, 2016;
Chen et al., 2017; Cosma et al., 2020; Estévez et al., 2020), and being
male (Barlett et al., 2021; Giordano et al., 2021).

Surprisingly, high levels of affective empathy were found to
be significant onset risk factors for involvement in cyberbullying
after 6 months. Although this finding was unexpected at first
glance, as underlined by a recent systematic review and meta-
analysis, cyberbullies scored lower in cognitive and affective empathy

(Zych et al., 2019b). However, based on the more general literature
about aggressive behaviors (Vachon et al., 2014) we can hypothesize
the existence of more than two components of empathy, as,
for instance, cognitive empathy, affective resonance, and affective
dissonance (Vachon and Lynam, 2016). As the affective dissonance
dimension is associated with aggressive and externalizing behaviors
(Vachon and Lynam, 2016), it could be possible that in our study,
high affective empathy predicted cyberbullying involvement, as those
students reported higher capability to access victims’ emotions to use
them to take pleasure in others’ pain. Future studies are needed to
investigate the possible role of these three dimensions of empathy in
youth onset involvement in cyberbullying.

Contrary to our expectations, no significant associations were
found between low levels of cognitive empathy, low levels of
perceived parental online monitoring and support, low levels
of peer support and negative school climate, and the onset of
cyberbullying behaviors.

On the onset risk factors for cybervictimization, our results
highlighted that affective empathy, involvement in school bullying
and victimization, and gender were all significantly associated with
youth involvement in cybervictimization after 6 months. Specifically,
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our findings indicate that onset of cybervictimization in youth is
predicted by high levels of affective empathy, previous involvement
in school bullying and school victimization, and being male.

Concerning the relationship between gender and
cybervictimization, even if contrasting results were reported in
the literature, our findings are consistent with those reported by
Huang et al. (2019) and Rao et al. (2019); boys were more at risk than
girls of being cybervictims.

Consistent with our results, involvement in school victimization,
as evidenced in many previous studies, is a significant predictor of
cybervictimization (Kowalski et al., 2014; Baldry et al., 2015; Estévez
et al., 2020; Oriol et al., 2021; Rodríguez-Álvarez et al., 2021).

However, our results also support the “role inversion hypothesis”
(Ybarra and Mitchell, 2004; Cuadrado-Gordillo and Fernández-
Antelo, 2014, 2019; Baldry et al., 2016), which is the possibility of
being cybervictimized as an act of revenge for being a school bully,
confirming that independently of the role held in peer aggressive
behaviors, school bullying and victimization are crucial risk factors
for youth involvement in cybervictimization after 6 months.

Moreover, high levels of affective empathy were found to
significantly affect participants’ involvement in cybervictimization
after 6 months, confirming the results of a recent meta-analysis (Zych
et al., 2019b) that found that cybervictims reported high levels of
affective empathy than non-cybervictims.

Furthermore, we also found that high levels of moral
disengagement measured at baseline predicted the involvement
in cybervictimization at follow-up, consistent with Pornari and
Wood (2010), Kowalski et al. (2014), Chen et al. (2017), and
Parlangeli et al. (2020), hypothesizing that youth with the tendency
of blaming the victims and justifying violent behaviors were probably
less aware of their risk of being cybervictimized.

Contrary to our hypotheses, the onset of cybervictimization was
not significantly associated with being female, reporting low levels of
online risk awareness, high cognitive empathy, feeling not supported
by parents andmonitored about their online activities, perceiving low
levels of support by peers, and a negative school climate.

Practical implications

The results underline the existence of a different pattern of onset
risk factors for cyberbullying and cybervictimization, confirming the
role of some of the more investigated risk factors for cyberbullying
and cybervictimization, such as school bullying and victimization
and gender.

However, even if our results are consistent with previous research
on risk factors for cyberbullying and cybervictimization (Kowalski
et al., 2014; Baldry et al., 2015; Zych et al., 2019a; Camerini
et al., 2020), at the same time, they underline the existence of
different patterns for youth onset involvement in cyberbullying
and cybervictimization suggesting several implications for the
development of further prevention and intervention programs.

Specifically, according to our results, it seems necessary to work
on the implementation of holistic anti-cyberbullying programs which
can adapt the nature and the type of intervention differentiating
between prevention and sensitization activities from those aimed at
targeting cyberbullies and cybervictims.

Prevention and sensitization programs should include specific
curricula for identifying, assessing, and managing the possible

“alarm bells” associated with the onset of peer aggressive behaviors
such as cyberbullying and cybervictimization; this is to intervene
before adolescents’ involvement in such behaviors, differentiating
between individual, relational, and contextual risk factors associated
with the involvement as perpetrator and victim. For instance,
according to our results, it could be useful for preventing youth
involvement in cyberbullying to consider and implement specific
modules on children and youth socioemotional abilities, focusing
on empowering the affective resonance dimension while managing
the affective dissonance one. Though in terms of prevention,
for cybervictims, activities should focus on investigating youth’s
previous involvement in school bullying dynamics, and in particular,
understand the possible role overlap or inversion between the
involvement as school bullies or victims and the subsequent
experience of cybervictimization.

The development of such prevention and intervention programs
based on individual, relational, and contextual onset risk factors for
cyberbullying and cybervictimization should overcome one of the
main limits of current anti-bullying programs, which is their limited
efficacy in preventing and reducing such behaviors over time (Polanin
et al., 2021; Lan et al., 2022).

Limitations and future research

This study has some limitations that should be addressed
in future studies. First, as common in longitudinal studies,
we observed a mortality ratio of 27.0% of the total sample
(N = 122) at T2, due mainly to the one participating school
dropout. Despite this limitation, the longitudinal design of our
study allowed us to evaluate the causal relationship between
the onset risk factors for cyberbullying and cybervictimization
and the youth’s involvement in such behaviors after 6 months.
Furthermore, we also performed attrition rate analyses to
check that the retaining sample was representative of the
initial one.

Another possible limitation of our study is related to
sample size, thus affecting the generalizability of our results.
The small sample size involved in our analyses arises from
the need to analyze how individual, relational, and contextual
risk factors measured at baseline influence our participants’
consequent involvement (after 6 months) in cyberbullying
and cybervictimization.

Even if the reliability coefficient of some scales at T1 were
around 0.60, these values should be considered acceptable given
the short scales dimension (Gliem and Gliem, 2003). Future
cross-cultural studies should help to verify the scales’ reliability
across different countries. Another limitation of the present
research is the low percentage of variance explained by our
hierarchical regression models that were tested (∼20.0%). This
low power can be framed by considering the cyberbullying and
cybervictimization nature, as all social complex phenomena,
the involvement in such behaviors could be affected by the
interaction of several individual, relational, and contextual
factors. Despite this limitation, the identification of a different
pattern of onset risk factors influencing youth involvement in
cyberbullying and cybervictimization could represent a turning
point for the development of effective primary prevention and
promotion strategies.
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Future research is needed to investigate the onset risk
factors for involvement in cyberbullying and cybervictimization
by implementing long-term longitudinal studies to assess their
trajectories and patterns over time.

Second, another possible limitation is that our measures were
self-reported, maybe eliciting participants’ social desirability or
leading them to underestimate their involvement in cyberbullying
and cybervictimization.

Conclusion

We investigated the onset of individual, relational, and
contextual risk factors for youth and adolescents’ involvement in
cyberbullying and cybervictimization by involving a sample of
Italian students in a short-term longitudinal study (a follow-up
after 6 months). Overall, we found the existence of a different
pattern of risk factors influencing adolescents’ onset of cyberbullying
and cybervictimization. Specifically, our results showed that being
male, involvement in school bullying, low levels of awareness of
online risk, and high levels of affective empathy were all significant
onset risk factors for cyberbullying. Being male, involvement in
school bullying and victimization, high levels of affective empathy,
and moral disengagement were found to be onset risk factors
for cybervictimization.

These results, underline the need to develop and implement
holistic anti-cyberbullying programs that can adapt to the nature
and the type of intervention, differentiating between prevention and
sensitization activities from those aimed at targeting cyberbullies
and cybervictims. Programs should include specific curricula for
identifying, assessing, and managing the possible “alarm bells”
associated with the onset of cyberbullying and cybervictimization;
this is to intervene before adolescents’ involvement in such behaviors,
differentiating between individual, relational, and contextual risk
factors associated with the involvement as perpetrator and victim.

Data availability statement

The raw data supporting the conclusions of this article will be
made available by the authors, without undue reservation.

Ethics statement

The studies involving human participants were reviewed and
approved by Department of Psychology, University of Campania
Luigi Vanvitelli. Written informed consent to participate in this study
was provided by the participants’ legal guardian/next of kin.

Author contributions

AS designed the work. AA and AS analyzed the data results
and revised the manuscript. AS, AA, AE, MS, and DA drafted the
manuscript. All authors contributed to the article and approved the
submitted version.

Funding

This publication was supported by the Young Researcher Grant
initiative of the University of Campania ‘Luigi Vanvitelli’ (Project
TYCHE_AVIR).

Conflict of interest

The authors declare that the research was conducted in the
absence of any commercial or financial relationships that could be
construed as a potential conflict of interest.

The reviewer MS declared a shared affiliation with the author AA
to the handling editor at the time of review.

Publisher’s note

All claims expressed in this article are solely those of the
authors and do not necessarily represent those of their affiliated
organizations, or those of the publisher, the editors and the reviewers.
Any product that may be evaluated in this article, or claim that may
be made by its manufacturer, is not guaranteed or endorsed by the
publisher.

References

Aizenkot, D., and Kashy-Rosenbaum, G. (2021). Cyberbullying victimization in
WhatsApp classmate groups among Israeli elementary, middle, and high school students.
J. Interpers. Violence 36, 15–16. doi: 10.1177/0886260519842860

Albiero, P., Matricardi, G., Speltri, D., and Toso, D. (2009). The assessment of empathy
in adolescence: a contribution to the Italian validation of the “basic empathy scale.” J.
Adolesc. 32, 393–408. doi: 10.1016/j.adolescence.2008.01.001

Alhajji, M., Bass, S., and Dai, T. (2019). Cyberbullying, mental health, and violence in
adolescents and associations with sex and race: data from the 2015 youth risk behavior
survey. Glob. Pediatr. Health 6, 1–9. doi: 10.1177/2333794X19868887

Ang, R. P., and Goh, D. H. (2010). Cyberbullying among adolescents: the role of
affective and cognitive empathy, and gender. Child Psychiatry Hum. Dev. 41, 387–397.
doi: 10.1007/s10578-010-0176-3

Ansary, N. S. (2020). Cyberbullying: concepts, theories, and correlates informing
evidence-based best practices for prevention. Aggress. Violent Behav. 50, 101343.
doi: 10.1016/j.avb.2019.101343

Arató, N., Zsidó, A. N., Rivnyák, A., Péley, B., and Lábadi, B. (2022). Risk and protective
factors in cyberbullying: the role of family, social support and emotion regulation. Int. J.
Bull. Prev. 4, 160–173. doi: 10.1007/s42380-021-00097-4

Ates, B., Kaya, A., and Tunç, E. (2018). The investigation of predictors of
cyberbullying and cyber victimization in adolescents. Int. J. Progress. Educ. 14, 103–118.
doi: 10.29329/ijpe.2018.157.9

Athanasiades, C., Baldry, A. C., Kamariotis, T., Kostouli, M., and Psalti, A. (2016). The
“net” of the internet: risk factors for cyberbullying among secondary-school students in
Greece. Eur. J. Crim. Pol. Res. 22, 301–317. doi: 10.1007/s10610-016-9303-4

Baldry, A., Blaya, C., and Farrington, D. (2018). International Perspectives on
Cyberbullying. London: Palgrave MacMillan.

Baldry, A. C., and Farrington, D. P. (1999). Brief report: types of bullying among Italian
school children. J. Adolesc. 22, 423–426. doi: 10.1006/jado.1999.0234

Baldry, A. C., Farrington, D. P., and Sorrentino, A. (2015). “Am I at risk of
cyberbullying”? A narrative review and conceptual framework for research on risk of

Frontiers in Psychology 11 frontiersin.org

https://doi.org/10.3389/fpsyg.2022.1090047
https://doi.org/10.1177/0886260519842860
https://doi.org/10.1016/j.adolescence.2008.01.001
https://doi.org/10.1177/2333794X19868887
https://doi.org/10.1007/s10578-010-0176-3
https://doi.org/10.1016/j.avb.2019.101343
https://doi.org/10.1007/s42380-021-00097-4
https://doi.org/10.29329/ijpe.2018.157.9
https://doi.org/10.1007/s10610-016-9303-4
https://doi.org/10.1006/jado.1999.0234
https://www.frontiersin.org/journals/psychology
https://www.frontiersin.org


Sorrentino et al. 10.3389/fpsyg.2022.1090047

cyberbullying and cybervictimization: the risk and needs assessment approach. Aggress.
Violent Behav. 23, 36–51. doi: 10.1016/j.avb.2015.05.014

Baldry, A. C., Farrington, D. P., and Sorrentino, A. (2016). Cyberbullying in youth: a
pattern of disruptive behaviour. Psicol. Educ. 22, 19–26. doi: 10.1016/j.pse.2016.02.001

Baldry, A. C., Sorrentino, A., and Farrington, D. P. (2019). Post-traumatic stress
symptoms among Italian preadolescents involved in school and cyber bullying and
victimization. J. Child Fam. Stud. 28, 2358–2364. doi: 10.1007/s10826-018-1122-4

Bandura, A., Barbaranelli, C., Caprara, G. V., and Pastorelli, C. (1996). Mechanisms of
moral disengagement in the exercise of moral agency. J. Pers. Soc. Psychol. 71, 364–374.
doi: 10.1037/0022-3514.71.2.364

Barlett, C. P., Seyfert, L. W., Simmers, M. M., Hsueh Hua Chen, V., Cavalcanti, J.
G., Krah,é, B., et al. (2021). Cross-cultural similarities and differences in the theoretical
predictors of cyberbullying perpetration: results from a seven-country study. Aggress.
Behav. 47, 111–119. doi: 10.1002/ab.21923

Bartolo, M. G., Palermiti, A. L., Servidio, R., Musso, P., and Costabile, A. (2019).
Mediating processes in the relations of parental monitoring and school climate
with cyberbullying: the role of moral disengagement. Eur. J. Psychol. 15, 568–594.
doi: 10.5964/ejop.v15i3.1742

Bauman, S. (2010). Cyberbullying in a rural intermediate school: an exploratory study.
J. Early Adolesc. 30, 803–833. doi: 10.1177/0272431609350927

Borum, R., Fein, R., Vossekuil, B., and Berglund, J. (1999). Threat assessment: Defining
an approach for evaluating risk of targeted violence. Behav. Sci. Law. 17, 323–337.
doi: 10.1002/(SICI)1099-0798(199907/09)17:3<323::AID-BSL349>3.0.CO;2-G

Bronfenbrenner, U. (1977). Toward an experimental ecology of human development.
Am. Psychol. 32, 513–531. doi: 10.1037/0003-066X.32.7.513

Bronfenbrenner, U. (1979). Ecology of HumanDevelopment: Experiments by Nature and
Design. Cambridge: Harvard University Press.

Buelga, S., Cava, M. J., Ruiz, D. M., and Ortega-Barón, J. (2022). Cyberbullying and
suicidal behavior in adolescent students: a systematic review. Rev. Educ. 397, 43–66.
doi: 10.4438/1988-592X-RE-2022-397-539

Camerini, A. L., Marciano, L., Carrara, A., and Schulz, P. J. (2020). Cyberbullying
perpetration and victimization among children and adolescents: a systematic review of
longitudinal studies. Telemat. Inform. 49, 101362. doi: 10.1016/j.tele.2020.101362

Canestrari, C., Arroyo, G. D. M., Carrieri, A., Muzi, M., and Fermani, A. (2021).
Parental attachment and cyberbullying victims: the mediation effect of gelotophobia.
Curr. Psychol. 1–12. doi: 10.1007/s12144-021-01642-6

Caprara, G. V., Barbaranelli, C., Pastorelli, C., Iafrate, C., Beretta, M., Steca, P., et al.
(2006). La misura del disimpegno morale nel contesto delle trasgressioni dell’agire
quotidiano. Ital. J. Psychol. 33, 83–106. doi: 10.1421/21961

Casas, J. A., Del Rey, R., and Ortega-Ruiz, R. (2013). Bullying and cyberbullying:
convergent and divergent predictor variables. Comput. Hum. Behav. 29, 580–587.
doi: 10.1016/j.chb.2012.11.015

Chang, F. C., Chiu, C. H., Miao, N. F., Chen, P. H., Lee, C. M., Chiang, J. T., et al.
(2015b). The relationship between parental mediation and Internet addiction among
adolescents, and the association with cyberbullying and depression. Compr. Psychiatry
57, 21–28. doi: 10.1016/j.comppsych.2014.11.013

Chang, F. C., Chiu, C. H., Miao, N. F., Chen, P. H., Lee, C. M., Huang, T. F., et al.
(2015a). Online gaming and risks predict cyberbullying perpetration and victimization in
adolescents. Int. J. Pub. Health 60, 257–266. doi: 10.1007/s00038-014-0643-x

Chen, L., Ho, S. S., and Lwin, M. O. (2017). A meta-analysis of factors predicting
cyberbullying perpetration and victimization: from the social cognitive and media effects
approach. New Media Soc. 19, 1194–1213. doi: 10.1177/1461444816634037

Chudal, R., Tiiri, E., Brunstein Klomek, A., Ong, S. H., Fossum, S., Kaneko, H., et al.
(2022). Victimization by traditional bullying and cyberbullying and the combination
of these among adolescents in 13 European and Asian countries. Eur. Child Adolesc.
Psychiatry 31, 1391–1404. doi: 10.1007/s00787-021-01779-6

Connell, N. M., Schell-Busey, N. M., Pearce, A. N., and Negro, P. (2014). Badgrlz?
Exploring sex differences in cyberbullying behaviors. Youth Violence Juv. Justice 12,
209–228. doi: 10.1177/1541204013503889

Cosma, A., Walsh, S. D., Chester, K. L., Callaghan, M., Molcho, M., Craig, W., et al.
(2020). Bullying victimization: time trends and the overlap between traditional and
cyberbullying across countries in Europe and North America. Int. J. Public Health 65,
75–85. doi: 10.1007/s00038-019-01320-2

Craig, W., Boniel-Nissim, M., King, N., Walsh, S. D., Boer, M., Donnelly, P. D., et al.
(2020). Social media use and cyber-bullying: a cross-national analysis of young people in
42 countries. J. Adolesc. Health 66, 100–108. doi: 10.1016/j.jadohealth.2020.03.006

Cuadrado-Gordillo, I., and Fernández-Antelo, I. (2014). Cyberspace as a generator
of changes in the aggressive-victim role. Comput. Hum. Behav. 36, 225–233.
doi: 10.1016/j.chb.2014.03.070

Cuadrado-Gordillo, I., and Fernández-Antelo, I. (2019). Analysis of moral
disengagement as a modulating factor in adolescents’ perception of cyberbullying.
Front. Psychol. 10, 1222. doi: 10.3389/fpsyg.2019.01222

Dancey, C. P., and Reidy, J. (2007). Statistics Without Maths for Psychology. London:
Pearson Education.

Del Rey, R., Lazuras, L., Casas, J. A., Barkoukis, V., Ortega-Ruiz, R., and Tsorbatzoudis,
H. (2016). Does empathy predict (cyber) bullying perpetration, and how do age,
gender and nationality affect this relationship? Learn. Individ. Differ. 45, 275–281.
doi: 10.1016/j.lindif.2015.11.021

Del Rey, R. D., ElipeMuñoz, P., and Ortega Ruiz, R. (2012). Bullying and cyberbullying:
overlapping and predictive value of the co-occurrence. Psicothema 24, 608–613.

Doty, J. L., Gower, A. L., Rudi, J. H., McMorris, B. J., and Borowsky, I. W. (2017).
Patterns of bullying and sexual harassment: connections with parents and teachers as
direct protective factors. J. Youth Adolesc. 46, 2289–2304. doi: 10.1007/s10964-017-0698-0

Doty, J. L., Gower, A. L., Sieving, R. E., Plowman, S. L., and McMorris, B. J. (2018).
Cyberbullying victimization and perpetration, connectedness, and monitoring of online
activities: protection from parental figures. Soc. Sci. 7, 41–53. doi: 10.3390/socsci7120265

Estévez, E., Cañas, E., Estévez, J. F., and Povedano, A. (2020). Continuity and overlap of
roles in victims and aggressors of bullying and cyberbullying in adolescence: a systematic
review. Int. J. Environ. Res. Public Health 17, 7452. doi: 10.3390/ijerph17207452

Eyuboglu, M., Eyuboglu, D., Pala, S. C., Oktar, D., Demirtas, Z., Arslantas, D.,
et al. (2021). Traditional school bullying and cyberbullying: prevalence, the effect
on mental health problems and self-harm behavior. Psychiatry Res. 297, 113730.
doi: 10.1016/j.psychres.2021.113730

Fanti, K. A., Demetriou, A. G., and Hawa, V. V. (2012). A longitudinal study of
cyberbullying: examining risk and protective factors. Eur. J. Dev. Psychol. 9, 168–181.
doi: 10.1080/17405629.2011.643169

Farrington, D. P., and Ttofi, M. M. (2011). Bullying as a predictor of offending, violence
and later life outcomes. Crim. Behav. Ment. Health 21, 90–98. doi: 10.1002/cbm.801

Fein, R., Vossekuil, B., and Holden, G. (1995). Threat Assessment: An Approach to
Prevent Targeted Violence (NCJ 155000). Washington, DC: U.S. Department of Justice,
Office of Justice Programs, National Institute of Justice.

Festl, R. (2016). Perpetrators on the internet: analyzing individual and structural
explanation factors of cyberbullying in school context.Comput. Hum. Behav. 59, 237–248.
doi: 10.1016/j.chb.2016.02.017

Giordano, A. L., Prosek, E. A., and Watson, J. C. (2021). Understanding adolescent
cyberbullies: exploring social media addiction and psychological factors. J. Child Adolesc.
Counsel. 7, 42–55. doi: 10.1080/23727810.2020.1835420

Gliem, J. A., and Gliem, R. R. (2003). Calculating, Interpreting, and Reporting
Cronbach’s Alpha Reliability Coefficient for Likert-Type Scales. Available online at:
https://scholarworks.iupui.edu/bitstream/handle/1805/344/Gliem%20&%20Gliem.pdf?
(accessed December 13, 2022).

Graf, D., Yanagida, T., and Spiel, C. (2019). Through the magnifying glass: empathy’s
differential role in preventing and promoting traditional and cyberbullying. Comput.
Hum. Behav. 96, 186–195. doi: 10.1016/j.chb.2019.02.007

Graham, R., and Wood, F. R. Jr. (2019). Associations between cyberbullying
victimization and deviant health risk behaviors. Soc. Sci. J. 56, 183–188.
doi: 10.1016/j.soscij.2018.05.005

Guo, S. (2016). A meta-analysis of the predictors of cyberbullying perpetration and
victimization. Psychol. Sch. 53, 432–453. doi: 10.1002/pits.21914

Guo, S., Liu, J., and Wang, J. (2021). Cyberbullying roles among
adolescents: a social-ecological theory perspective. J. Sch. Violence 20, 167–181.
doi: 10.1080/15388220.2020.1862674

Hellsten, L. A., Crespi, I., Hendry, B., and Fermani, A. (2021). Extending the current
theorization on cyberbullying: importance of including socio-psychological perspectives.
Ital. J. Sociol. Educ. 13, 85–110. doi: 10.14658/pupj-ijse-2021-3-5

Hemphill, S. A., and Heerde, J. A. (2014). Adolescent predictors of young adult
cyberbullying perpetration and victimization among Australian youth. J. Adolesc. Health
55, 580–587. doi: 10.1016/j.jadohealth.2014.04.014

Hemphill, S. A., Kotevski, A., Tollit, M., Smith, R., Herrenkohl, T. I., Toumbourou,
J. W., et al. (2012). Longitudinal predictors of cyber and traditional bullying
perpetration in Australian secondary school students. J. Adolesc. Health 51, 59–65.
doi: 10.1016/j.jadohealth.2011.11.019

Hemphill, S. A., Tollit, M., Kotevski, A., and Heerde, J. A. (2015). Predictors of
traditional and cyber-bullying victimization: a longitudinal study of Australian secondary
school students. J. Interpers. Violence 30, 2567–2590. doi: 10.1177/0886260514553636

Hong, J. S., Lee, J., Espelage, D. L., Hunter, S. C., Patton, D. U., and Rivers Jr, T.
(2016). Understanding the correlates of face-to-face and cyberbullying victimization
among US adolescents: a social-ecological analysis. Violence Vict. 31, 638–663.
doi: 10.1891/0886-6708.VV-D-15-00014

Hu, Y., Bai, Y., Pan, Y., and Li, S. (2021). Cyberbullying victimization and
depression among adolescents: a meta-analysis. Psychiatry Res. 305, 114198.
doi: 10.1016/j.psychres.2021.114198

Huang, C. L., Yang, S. C., and Hsieh, L. S. (2019). The cyberbullying behavior of
Taiwanese adolescents in an online gaming environment. Child. Youth Serv. Rev. 106,
104461. doi: 10.1016/j.childyouth.2019.104461

Jiménez, R. (2019). Multiple victimization (bullying and cyberbullying) in primary
education in Spain from a gender perspective. Multidiscipl. J. Educ. Res. 9, 169–193.
doi: 10.17583/remie.2019.4272

Frontiers in Psychology 12 frontiersin.org

https://doi.org/10.3389/fpsyg.2022.1090047
https://doi.org/10.1016/j.avb.2015.05.014
https://doi.org/10.1016/j.pse.2016.02.001
https://doi.org/10.1007/s10826-018-1122-4
https://doi.org/10.1037/0022-3514.71.2.364
https://doi.org/10.1002/ab.21923
https://doi.org/10.5964/ejop.v15i3.1742
https://doi.org/10.1177/0272431609350927
https://doi.org/10.1002/(SICI)1099-0798(199907/09)17:3<323::AID-BSL349>3.0.CO;2-G
https://doi.org/10.1037/0003-066X.32.7.513
https://doi.org/10.4438/1988-592X-RE-2022-397-539
https://doi.org/10.1016/j.tele.2020.101362
https://doi.org/10.1007/s12144-021-01642-6
https://doi.org/10.1421/21961
https://doi.org/10.1016/j.chb.2012.11.015
https://doi.org/10.1016/j.comppsych.2014.11.013
https://doi.org/10.1007/s00038-014-0643-x
https://doi.org/10.1177/1461444816634037
https://doi.org/10.1007/s00787-021-01779-6
https://doi.org/10.1177/1541204013503889
https://doi.org/10.1007/s00038-019-01320-2
https://doi.org/10.1016/j.jadohealth.2020.03.006
https://doi.org/10.1016/j.chb.2014.03.070
https://doi.org/10.3389/fpsyg.2019.01222
https://doi.org/10.1016/j.lindif.2015.11.021
https://doi.org/10.1007/s10964-017-0698-0
https://doi.org/10.3390/socsci7120265
https://doi.org/10.3390/ijerph17207452
https://doi.org/10.1016/j.psychres.2021.113730
https://doi.org/10.1080/17405629.2011.643169
https://doi.org/10.1002/cbm.801
https://doi.org/10.1016/j.chb.2016.02.017
https://doi.org/10.1080/23727810.2020.1835420
https://scholarworks.iupui.edu/bitstream/handle/1805/344/Gliem%20&%20Gliem.pdf?
https://doi.org/10.1016/j.chb.2019.02.007
https://doi.org/10.1016/j.soscij.2018.05.005
https://doi.org/10.1002/pits.21914
https://doi.org/10.1080/15388220.2020.1862674
https://doi.org/10.14658/pupj-ijse-2021-3-5
https://doi.org/10.1016/j.jadohealth.2014.04.014
https://doi.org/10.1016/j.jadohealth.2011.11.019
https://doi.org/10.1177/0886260514553636
https://doi.org/10.1891/0886-6708.VV-D-15-00014
https://doi.org/10.1016/j.psychres.2021.114198
https://doi.org/10.1016/j.childyouth.2019.104461
https://doi.org/10.17583/remie.2019.4272
https://www.frontiersin.org/journals/psychology
https://www.frontiersin.org


Sorrentino et al. 10.3389/fpsyg.2022.1090047

John, A., Glendenning, A. C., Marchant, A., Montgomery, P., Stewart, A., Wood, S.,
et al. (2018). Self-harm, suicidal behaviours, and cyberbullying in children and young
people: systematic review. J Med. Internet Res. 20, e129. doi: 10.2196/jmir.9044

Jolliffe, D., and Farrington, D. P. (2006). Development and validation of the basic
empathy scale. J. Adolesc. 29, 589–611. doi: 10.1016/j.adolescence.2005.08.010

Khong, J. Z., Tan, Y. R., Elliott, J. M., Fung, D. S. S., Sourander, A., and Ong, S.
H. (2020). Traditional victims and cybervictims: prevalence, overlap, and association
with mental health among adolescents in Singapore. Sch. Ment. Health 12, 145–155.
doi: 10.1007/s12310-019-09337-x

Khurana, A., Bleakley, A., Jordan, A. B., and Romer, D. (2015). The protective effects of
parental monitoring and internet restriction on adolescents’ risk of online harassment. J.
Youth Adolesc. 44, 1039–1047. doi: 10.1007/s10964-014-0242-4

Kim, J., Song, H., and Jennings, W.G. (2017). A distinct form of deviance or a variation
of bullying? Examining the developmental pathways and motives of cyberbullying
compared with traditional bullying in South Korea. Crime Delinquency. 63, 1600–1625.
doi: 10.1177/0011128716675358

Kim, S., Kimber, M., Boyle, M. H., and Georgiades, K. (2019). Sex differences
in the association between cyberbullying victimization and mental health,
substance use, and suicidal ideation in adolescents. Can. J. Psychiatry 64, 126–135.
doi: 10.1177/0706743718777397

Kowalski, R. M., Giumetti, G. W., Schroeder, A. N., and Lattanner, M. R. (2014).
Bullying in the digital age: a critical review and meta-analysis of cyberbullying research
among youth. Psychol. Bull. 140, 1073–1137. doi: 10.1037/a0035618

Kowalski, R. M., and Limber, S. P. (2007). Electronic bullying among middle school
students. J. Adolesc. Health 41, 22–30. doi: 10.1016/j.jadohealth.2007.08.017

Kowalski, R. M., Limber, S. P., and McCord, A. (2019). A developmental approach
to cyberbullying: prevalence and protective factors. Aggress. Violent Behav. 45, 20–32.
doi: 10.1016/j.avb.2018.02.009

Kowalski, R. M., Morgan, C. A., and Limber, S. P. (2012). Traditional bullying
as a potential warning sign of cyberbullying. Sch. Psychol. Int. 33, 505–519.
doi: 10.1177/0143034312445244

Låftman, S. B., Modin, B., and Östberg, V. (2013). Cyberbullying and subjective health:
a large-scale study of students in Stockholm, Sweden. Child. Youth Serv. Rev. 35, 112–119.
doi: 10.1016/j.childyouth.2012.10.020

Lan, M., Law, N., and Pan, Q. (2022). Effectiveness of anti-cyberbullying educational
programs: a socio-ecologically grounded systematic review and meta-analysis. Comput.
Hum. Behav. 130, 107200. doi: 10.1016/j.chb.2022.107200

Lazuras, L., Barkoukis, V., and Tsorbatzoudis, H. (2017). Face-to-face bullying and
cyberbullying in adolescents: trans-contextual effects and role overlap. Tech. Soc. 48,
97–101. doi: 10.1016/j.techsoc.2016.12.001

Lee, J. M., Hong, J. S., Yoon, J., Peguero, A. A., and Seok, H. J. (2018). Correlates
of adolescent cyberbullying in South Korea in multiple contexts: a review of the
literature and implications for research and school practice. Deviant Behav. 39, 293–308.
doi: 10.1080/01639625.2016.1269568

Leemis, R.W., Espelage, D. L., Basile, K. C., Mercer Kollar, L. M., and Davis, J. P. (2019).
Traditional and cyber bullying and sexual harassment: a longitudinal assessment of risk
and protective factors. Aggress. Behav. 45, 181–192. doi: 10.1002/ab.21808

Li, Q. (2007). Bullying in the new playground: research into cyberbullying and cyber
victimisation. Austral. J. Educ. Tech. 23, 435–454. doi: 10.14742/ajet.1245

Lobe, B., Velicu, A., Staksrud, E., Chaudron, S., and Rosanna, D. G. (2021). How
Children (10–18) Experienced Online Risks During the Covid-19 Lockdown-Spring 2020:
Key Findings From Surveying Families in 11 European Countries. Available online at:
https://publications.jrc.ec.europa.eu/repository/handle/JRC124034 (accessed September
19, 2022).

López-Castro, L., and Priegue, D. (2019). Influence of family variables on cyberbullying
perpetration and victimization: a systematic literature review. Soc. Sci. 8, 98–122.
doi: 10.3390/socsci8030098

Low, S., and Espelage, D. (2013). Differentiating cyber bullying perpetration from non-
physical bullying: commonalities across race, individual, and family predictors. Psychol.
Violence 3, 39–52. doi: 10.1037/a0030308

McCuddy, T., and Esbensen, F. A. (2017). After the bell and into the night: the link
between delinquency and traditional, cyber-, and dual-bullying victimization. J. Res.
Crime Delinq. 54, 409–441. doi: 10.1177/0022427816683515

Menesini, E., Eslea, M., Smith, P. K., Genta, M. L., Giannetti, E.,
Fonzi, A., et al. (1997). Cross-national comparison of children’s attitudes
towards bully/victim problems in school. Aggress. Behav. 23, 245–257.
doi: 10.1002/(SICI)1098-2337(1997)23:4<245::AID-AB3>3.0.CO;2-J

Mkhize, S., and Gopal, N. (2021). Cyberbullying perpetration: children and youth at
risk of victimization during Covid-19 lockdown. Int. J. Criminol. Sociol. 10, 525–537.
doi: 10.6000/1929-4409.2021.10.61

Morin, H. K., Bradshaw, C. P., and Kush, J. M. (2018). Adjustment outcomes of victims
of cyberbullying: the role of personal and contextual factors. J. Sch. Psycol. 70, 74–88.
doi: 10.1016/j.jsp.2018.07.002

Nasaescu, E., Zych, I., Ortega-Ruiz, R., Farrington, D. P., and Llorent, V. J.
(2020). Longitudinal patterns of antisocial behaviors in early adolescence: a latent

class and latent transition analysis. Eur. J. Psychol. Appl. Leg. Context 12, 85–92.
doi: 10.5093/ejpalc2020a10

Olweus, D. (1993). Bullying at School: What We Know and What We Can Do. Malden,
MA: Blackwell Publishing.

Oriol, X., Miranda, R., and Amutio, A. (2021). Correlates of bullying victimization and
sexual harassment: implications for life satisfaction in late adolescents. J. Sch. Nurs.37,
202–208. doi: 10.1177/1059840519863845

Park, S., Na, E. Y., and Kim, E. M. (2014). The relationship between online
activities, netiquette and cyberbullying. Child. Youth Serv. Rev. 42, 74–81.
doi: 10.1016/j.childyouth.2014.04.002

Parlangeli, O., Marchigiani, E., Guidi, S., Bracci, M., Andreadis, A., and Zambon, R.
(2020). “I do it because I feel that. . . moral disengagement and emotions in cyberbullying
and cybervictimization,” in Social Computing and Social Media. Design, Ethics, User
Behavior, and Social Network Analysis, ed G. Meiselwitz (Cham: Springer), 289–304.
doi: 10.1007/978-3-030-49570-1_20

Pettalia, J. L., Levin, E., and Dickinson, J. (2013). Cyberbullying: eliciting harm
without consequence. Comput. Hum. Behav., 29, 2758–2765. doi: 10.1016/j.chb.2013.
07.020

Pichel, R., Feijóo, S., Isorna, M., Varela, J., and Rial, A. (2022). Analysis of the
relationship between school bullying, cyberbullying, and substance use.Child. Youth Serv.
Rev. 134, 106369. doi: 10.1016/j.childyouth.2022.106369

Pichel, R., Foody, M., O’Higgins Norman, J., Feijóo, S., Varela, J., and Rial, A. (2021).
Bullying, cyberbullying and the overlap: what does age have to do with it? Sustainability
13, 8527. doi: 10.3390/su13158527

Polanin, J. R., Espelage, D. L., Grotpeter, J. K., Ingram, K., Michaelson, L.,
Spinney, E., et al. (2021). A systematic review and meta-analysis of interventions
to decrease cyberbullying perpetration and victimization. Prev. Sci. 23, 439–454.
doi: 10.1007/s11121-021-01259-y

Pornari, C. D., and Wood, J. (2010). Peer and cyber aggression in secondary school
students: the role of moral disengagement, hostile attribution bias, and outcome
expectancies. Aggress. Behav. 36, 81–94. doi: 10.1002/ab.20336

Pozzoli, T., Gini, G., and Vieno, A. (2012). Individual and class moral disengagement
in bullying among elementary school children. Aggress. Behav. 38, 378–388.
doi: 10.1002/ab.21442

Rao, J., Wang, H., Pang, M., Yang, J., Zhang, J., Ye, Y., et al. (2019).
Cyberbullying perpetration and victimisation among junior and senior high school
students in Guangzhou, China. Inj. Prev. 25, 13–19. doi: 10.1136/injuryprev-2016-
042210

Raskauskas, J., and Stoltz, A. D. (2007). Involvement in traditional and electronic
bullying among adolescents. Dev. Psychol. 43, 564. doi: 10.1037/0012-1649.43.3.564

Rodríguez-Álvarez, J. M., Yubero, S., Navarro, R., and Larrañaga, E. (2021).
Relationship between socio-emotional competencies and the overlap of bullying and
cyberbullying behaviors in primary school students. Eur. J. Investig. Health Psychol. Educ.
11, 686–696. doi: 10.3390/ejihpe11030049

Romero-Abrio, A., Martínez-Ferrer, B., Musitu-Ferrer, D., León-Moreno, C., Villarreal-
González, M., and Callejas-Jerónimo, J. (2019). Family communication problems,
psychosocial adjustment and cyberbullying. Int. J. Env. Res. Pub. Health 16, 2417–2429.
doi: 10.3390/ijerph16132417

Sampasa-Kanyinga, H., Lalande, K., and Colman, I. (2020). Cyberbullying victimisation
and internalising and externalising problems among adolescents: The moderating
role of parent–child relationship and child’s sex. Epidemiol. Psychiatr. Sci. 29, e8.
doi: 10.1017/S2045796018000653

Sanmartín Feijóo, S., Foody, M., O’Higgins Norman, J., Pichel Mira, R., and Rial
Boubeta, A. (2021). Cyberbullies, the cyberbullied, and problematic internet use: some
reasonable similarities. Psicothema 33, 98–205. doi: 10.7334/psicothema2020.209

Schultze-Krumbholz, A., and Scheithauer, H. (2009). Social-behavioral correlates
of cyberbullying in a German student sample. J. Psychol. 217, 224–226.
doi: 10.1027/0044-3409.217.4.224

Shin, S. Y., and Choi, Y. J. (2021). Comparison of cyberbullying before and
after the COVID-19 pandemic in Korea. Int. J. Env. Res. Pub. Health 18, 10085.
doi: 10.3390/ijerph181910085

Smahel, D., Machackova, H., Mascheroni, G., Dedkova, L., Staksrud, E., Ólafsson,
K., et al. (2020). EU Kids Online 2020: Survey Results From 19 Countries. Available
online at: https://www.eukidsonline.ch/files/Eu-kids-online-2020-international-report.
pdf (accessed September 24, 2022).

Smith, P. K., López-Castro, L., Robinson, S., and Görzig, A. (2019). Consistency of
gender differences in bullying in cross-cultural surveys. Aggress. Violent Behav. 45, 33–40.
doi: 10.1016/j.avb.2018.04.006

Smith, P. K., Mahdavi, J., Carvalho, M., Fisher, S., Russell, S., and Tippett, N. (2008).
Cyberbullying: its nature and impact in secondary school pupils. J. Child Psychol.
Psychiatry 49, 376–385. doi: 10.1111/j.1469-7610.2007.01846.x

Sorrentino, A., Baldry, A. C., and Farrington, D. P. (2018). The efficacy of the
Tabby improved prevention and intervention program in reducing cyberbullying and
cybervictimization among students. Int. J. Environ. Res. Public Health 15, 2536.
doi: 10.3390/ijerph15112536

Frontiers in Psychology 13 frontiersin.org

https://doi.org/10.3389/fpsyg.2022.1090047
https://doi.org/10.2196/jmir.9044
https://doi.org/10.1016/j.adolescence.2005.08.010
https://doi.org/10.1007/s12310-019-09337-x
https://doi.org/10.1007/s10964-014-0242-4
https://doi.org/10.1177/0011128716675358
https://doi.org/10.1177/0706743718777397
https://doi.org/10.1037/a0035618
https://doi.org/10.1016/j.jadohealth.2007.08.017
https://doi.org/10.1016/j.avb.2018.02.009
https://doi.org/10.1177/0143034312445244
https://doi.org/10.1016/j.childyouth.2012.10.020
https://doi.org/10.1016/j.chb.2022.107200
https://doi.org/10.1016/j.techsoc.2016.12.001
https://doi.org/10.1080/01639625.2016.1269568
https://doi.org/10.1002/ab.21808
https://doi.org/10.14742/ajet.1245
https://publications.jrc.ec.europa.eu/repository/handle/JRC124034
https://doi.org/10.3390/socsci8030098
https://doi.org/10.1037/a0030308
https://doi.org/10.1177/0022427816683515
https://doi.org/10.1002/(SICI)1098-2337(1997)23:4<245::AID-AB3>3.0.CO;2-J
https://doi.org/10.6000/1929-4409.2021.10.61
https://doi.org/10.1016/j.jsp.2018.07.002
https://doi.org/10.5093/ejpalc2020a10
https://doi.org/10.1177/1059840519863845
https://doi.org/10.1016/j.childyouth.2014.04.002
https://doi.org/10.1007/978-3-030-49570-1_20
https://doi.org/10.1016/j.chb.2013.07.020
https://doi.org/10.1016/j.childyouth.2022.106369
https://doi.org/10.3390/su13158527
https://doi.org/10.1007/s11121-021-01259-y
https://doi.org/10.1002/ab.20336
https://doi.org/10.1002/ab.21442
https://doi.org/10.1136/injuryprev-2016-042210
https://doi.org/10.1037/0012-1649.43.3.564
https://doi.org/10.3390/ejihpe11030049
https://doi.org/10.3390/ijerph16132417
https://doi.org/10.1017/S2045796018000653
https://doi.org/10.7334/psicothema2020.209
https://doi.org/10.1027/0044-3409.217.4.224
https://doi.org/10.3390/ijerph181910085
https://www.eukidsonline.ch/files/Eu-kids-online-2020-international-report.pdf
https://www.eukidsonline.ch/files/Eu-kids-online-2020-international-report.pdf
https://doi.org/10.1016/j.avb.2018.04.006
https://doi.org/10.1111/j.1469-7610.2007.01846.x
https://doi.org/10.3390/ijerph15112536
https://www.frontiersin.org/journals/psychology
https://www.frontiersin.org


Sorrentino et al. 10.3389/fpsyg.2022.1090047

Sorrentino, A., Baldry, A. C., Farrington, D. P., and Blaya, C. (2019). Epidemiology of
cyberbullying across Europe: differences between countries and genders. Educ. Sci. Theory
Pract. 19, 74–91. doi: 10.12738/estp.2019.2.005

Sorrentino, A., Baldry, A. C., Jolliffe, D., and Farrington, D. P. (2021). “Risk factors for
cyberbullying: the mediating role of empathy in adolescents in Italy in a one-year follow-
up study,” in Empathy Versus Offending, Aggression, and Bullying. Advancing Knowledge
Using the Basic Empathy Scale, eds D. Jolliffe, and D. P. Farrington (Abingdon, VA:
Routledge), 200–210. doi: 10.4324/9780429287459-18

Steffgen, G., and König, A. (2009). “Cyber bullying: the role of traditional bullying and
empathy,” in The good, the Bad and the Challenging. Conference Proceedings, eds B. Sapeo,
L. Haddon, E. Mante-Meijer, L. Fortunati, T. Turk, and E. Loos (Brussels: Cost Office),
1041–1047.

Steffgen, G., König, A., Pfetsch, J., andMelzer, A. (2011). Are cyberbullies less empathic?
Adolescents’ cyberbullying behavior and empathic responsiveness. Cyberpsychol. Behav.
Soc. N. 14, 643–648. doi: 10.1089/cyber.2010.0445

Sticca, F., Ruggieri, S., Alsaker, F., and Perren, S. (2013). Longitudinal risk
factors for cyberbullying in adolescence. J. Community Appl. Soc. Psychol. 23, 52–67.
doi: 10.1002/casp.2136

Topcu, Ç., and Erdur-Baker, Ö. (2012). Affective and cognitive empathy as mediators
of gender differences in cyber and traditional bullying. Sch. Psychol. Int. 33, 550–561.
doi: 10.1177/0143034312446882

Tran, H. G. N., Thai, T. T., Dang, N. T. T., Vo, D. K., and Duong, M. H. T. (2021).
Cyber-victimization and its effect on depression in adolescents: a systematic review and
meta-analysis. Trauma Violence Abuse. doi: 10.1177/15248380211050597. [Epub ahead of
print].

Trompeter, N., Jackson, E., Sheanoda, V., Luo, A., Allison, K., and Bussey, K. (2022).
Cyberbullying prevalence in Australian adolescents: time trends 2015–2020. J. Sch.
Violence 21, 252–265. doi: 10.1080/15388220.2022.2075881

Utemissova, U. G., Danna, S., and Nikolaevna, N. V. (2021). Cyberbullying during
the COVID-19 pandemic. Glob. J. Guid. Couns. Sch. Curr. Perspect. 11, 77–87.
doi: 10.18844/gjgc.v11i2.5471

Vachon, D. D., and Lynam, D. R. (2016). Fixing the problem with empathy:
development and validation of the affective and cognitive measure of empathy.
Assessment 23, 135–149. doi: 10.1177/1073191114567941

Vachon, D. D., Lynam, D. R., and Johnson, J. A. (2014). The (non) relation between
empathy and aggression: surprising results from a meta-analysis. Psychol. Bull. 140, 751.
doi: 10.1037/a0035236

Vandebosch, H., and Van Cleemput, K. (2009). Cyberbullying among
youngsters: Profiles of bullies and victims. New Media Soc. 11, 1349–1371.
doi: 10.1177/1461444809341263

Vismara, M., Girone, N., Conti, D., Nicolini, G., and Dell’Osso, B. (2022). The current
status of Cyberbullying research: a short review of the literature. Curr. Opin. Behav. Sci.
46, 101152. doi: 10.1016/j.cobeha.2022.101152

Waasdorp, T. E., and Bradshaw, C. P. (2015). The overlap between cyberbullying and
traditional bullying. J. Adolesc. Health 56, 483–488. doi: 10.1016/j.jadohealth.2014.12.002

Wang, C. W., Musumari, P. M., Techasrivichien, T., Suguimoto, S. P., Tateyama, Y.,
Chan, C. C., et al. (2019). Overlap of traditional bullying and cyberbullying and correlates
of bullying among Taiwanese adolescents: a cross-sectional study. BMC Public Health 19,
1756. doi: 10.1186/s12889-019-8116-z

Willard, N. E. (2007). Cyberbullying and Cyberthreats: Responding to the Challenge of
Online Social Aggression, Threats, and Distress. Champaign, IL: Research Press.

Wolke, D., Lee, K., and Guy, A. (2017). Cyberbullying: a storm in a teacup? Eur. Child
Adolesc. Psychiatry 26, 899–908. doi: 10.1007/s00787-017-0954-6

Yang, B., Wang, B., Sun, N., Xu, F., Wang, L., Chen, J., et al. (2021). The consequences
of cyberbullying and traditional bullying victimization among adolescents: gender
differences in psychological symptoms, self-harm and suicidality. Psychiatry Res. 306,
114219. doi: 10.1016/j.psychres.2021.114219

Yang, X., Wang, Z., Chen, H. and Liu, D. (2018). Cyberbullying perpetration among
Chinese adolescents: The role of interparental conflict, moral disengagement, and moral
identity. Child. Youth Serv. Rev. 86, 256–263. doi: 10.1016/j.childyouth.2018.02.003

Ybarra, M. L., and Mitchell, K. J. (2004). Online aggressor/targets, aggressors, and
targets: a comparison of associated youth characteristics. J. Child Psychol. Psychiatry 45,
1308–1316. doi: 10.1111/j.1469-7610.2004.00328.x

Yoon, Y., Lee, J. O., Cho, J., Bello, M. S., Khoddam, R., Riggs, N. R., et al.
(2019). Association of cyberbullying involvement with subsequent substance use among
adolescents. J. Adolesc. Health 65, 613–620. doi: 10.1016/j.jadohealth.2019.05.006

You, S., and Lim, S.A. (2016). Longitudinal predictors of cyberbullying perpetration:
Evidence from Korean middle school students. Pers. Indiv. Differ. 89, 172–176.
doi: 10.1016/j.paid.2015.10.019

Zhu, C., Huang, S., Evans, R., and Zhang, W. (2021). Cyberbullying among adolescents
and children: a comprehensive review of the global situation, risk factors, and preventive
measures. Front. Public Health 9, 634909. doi: 10.3389/fpubh.2021.634909

Zimet, G. D., Dahlem, N. W., Zimet, S. G., and Farley, G. K. (1988). The
multidimensional scale of perceived social support. J. Pers. Ass. 52, 30–41.
doi: 10.1207/s15327752jpa5201_2

Zimet, G. D., Powell, S. S., Farley, G. K., Werkman, S., and Berkoff, K. A. (1990).
Psychometric characteristics of the multidimensional scale of perceived social support.
J. Pers. Ass. 55, 610–617. doi: 10.1207/s15327752jpa5503&amp;4_17

Zych, I., Baldry, A. C., Farrington, D. P., and Llorent, V. J. (2019b). Are children
involved in cyberbullying low on empathy? A systematic review and meta-analysis of
research on empathy versus different cyberbullying roles. Aggress. Violent Behav. 45,
83–97. doi: 10.1016/j.avb.2018.03.004

Zych, I., Farrington, D. P., and Ttofi, M. M. (2019a). Protective factors against bullying
and cyberbullying: a systematic review of meta-analyses. Aggress. Violent Behav. 45, 4–19.
doi: 10.1016/j.avb.2018.06.008

Frontiers in Psychology 14 frontiersin.org

https://doi.org/10.3389/fpsyg.2022.1090047
https://doi.org/10.12738/estp.2019.2.005
https://doi.org/10.4324/9780429287459-18
https://doi.org/10.1089/cyber.2010.0445
https://doi.org/10.1002/casp.2136
https://doi.org/10.1177/0143034312446882
https://doi.org/10.1177/15248380211050597
https://doi.org/10.1080/15388220.2022.2075881
https://doi.org/10.18844/gjgc.v11i2.5471
https://doi.org/10.1177/1073191114567941
https://doi.org/10.1037/a0035236
https://doi.org/10.1177/1461444809341263
https://doi.org/10.1016/j.cobeha.2022.101152
https://doi.org/10.1016/j.jadohealth.2014.12.002
https://doi.org/10.1186/s12889-019-8116-z
https://doi.org/10.1007/s00787-017-0954-6
https://doi.org/10.1016/j.psychres.2021.114219
https://doi.org/10.1016/j.childyouth.2018.02.003
https://doi.org/10.1111/j.1469-7610.2004.00328.x
https://doi.org/10.1016/j.jadohealth.2019.05.006
https://doi.org/10.1016/j.paid.2015.10.019
https://doi.org/10.3389/fpubh.2021.634909
https://doi.org/10.1207/s15327752jpa5201_2
https://doi.org/10.1207/s15327752jpa5503&amp
https://doi.org/10.1016/j.avb.2018.03.004
https://doi.org/10.1016/j.avb.2018.06.008
https://www.frontiersin.org/journals/psychology
https://www.frontiersin.org

	Onset risk factors for youth involvement in cyberbullying and cybervictimization: A longitudinal study
	Introduction
	Materials and methods
	Participants
	Measures
	Procedure
	Data analyses

	Results
	Preliminary analyses of onset risk factors for cyberbullying involvement
	Regression analyses: Onset risk factors for cyberbullying involvement
	Prelaminar analyses of onset risk factors for cybervictimization involvement
	Regression analyses: Onset of cybervictimization involvement

	Discussion
	Practical implications
	Limitations and future research
	Conclusion
	Data availability statement
	Ethics statement
	Author contributions
	Funding
	Conflict of interest
	Publisher's note
	References


