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Online moral deviance: an
integrative review of digital
behaviors

Xu Chen, Norzihani Saharuddin*, Maizura Yasin and Meng Wang

Faculty of Educational Studies, Universiti Putra Malaysia, Serdang, Selangor, Malaysia

Previous studies on deviant behaviors in digital environments have

predominantly focused on the concept of cyber deviance, online deviance

and online deviant behavior, a broad behavioral framework encompassing

diverse and varied actions. However, existing research has not systematically

classified these behaviors based on their characteristics, manifestations or the

degree of harm caused to target users within a moral framework. To addresses

this research gap, our study systematically identifies and classifies behaviors

within cyber deviance, online deviance and online deviant behavior that violate

moral expectations accepted by mainstream culture in a specific society, and

develops a conceptual model of online moral deviance. The proposed model

provides valuable insights for e�ectively identifying, preventing, and addressing

such deviant behaviors in digital contexts. Utilizing an integrative literature

review approach, we analyzed research from the Web of Science (2020–2024)

database and Google Scholar, employing core, combined, and related keywords

to identify relevant studies. A total of 190 articles were selected, including key

research from the past 5 years and representative studies beyond this timeframe.

Moreover, our research emphasizes the importance of considering cultural,

regional, and social contextual di�erences in refining the conceptual model.

This study advocates for future research to explore representative theories

that can support the mechanisms or influencing factors underlying online

moral deviance, and to refine the conceptual model by clearly delineating the

conceptual boundaries between di�erent types of online deviant behavior. This

study advances the research on cyber deviance and online deviance, and, in

particular, o�ers a practical conceptual model for policymakers, educators, and

parents to support moral education and foster healthy online behavior.

KEYWORDS

deviant behaviors, digital environments, cyber deviance, conceptual model, online

moral deviance

1 Introduction

The deep application of the Internet has created opportunities for both individuals
and industries, but it has also raised ethical concerns. For instance, Peters et al. (2021)
demonstrate that video ethics has emerged as a recent topic in educational research.
Armond et al. (2021) highlight the increasing focus of academics on research ethics. Huang
et al. (2023) stated that the extensive integration of AI into social and economic domains
is bound to influence broad areas of society and lead to the emergence of ethical issues
related to AI. It is evident that ethical issues have become critical topics in the study of
digital behaviors. This has prompted stakeholders to prioritize ethics-focused research and
respond accordingly (Kazim and Koshiyama, 2021).
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Erikson (1962) proposed that deviance refers to behaviors
generally recognized as requiring the attention of social control
institutions. Deviance is characterized by violations of moral
norms and established rules in mainstream society (Parsons, 1951).
Sociological findings suggest that an actors’ online deviant behavior
and offline deviant behavior may translate into each other (Plé and
Demangeot, 2020). In fact, some deviant behaviors have shifted
from offline to online environment, new deviant behaviorsmay also
arise entirely in the online environment. These deviant behaviors
that occur in the online environment are known as cyber deviance.
The new practices of cyber deviance, such as Internet trolling,
online flaming, and hacking are occurring more frequently (Udris,
2017). Studies have shown that these unethical digital behaviors
can have a negative impact on victims. For instance, Wilson and
Seigfried-Spellar (2023) demonstrated that internet trolling can
lead to psychological harm among its victims. The findings of
Ossa et al. (2023) indicate that cyberbullying exhibits specific
associations with mental health, risk-taking behaviors, and self-
injurious actions among targeted individuals. The findings of Li
et al. (2019) suggest that, compared to non-victimized individuals,
cyber victims exhibit greater prevalence of sleep disorders and
physical discomfort. Relevant research evidence underscores the
necessity and urgency to focus on and study whether individual or
group behaviors in online environments have violated the moral
expectations widely accepted within the mainstream culture of a
given society.

Previous research has shown that the research topic most
closely associated with online moral deviance are cyber deviance,
online deviance and online deviant behavior. Based on a thorough
review, analysis, and synthesis of the existing literature on those
topic of cyber deviance, online deviance and online deviant
behavior, We have identified the following research gaps: First,
in existing studies centered on cyber deviance, online deviance,
and online deviant behavior, a wide range of digital behaviors—
including digital/media piracy, illegal website visits, online flaming,
internet pornography (Chen et al., 2021), online sexual harassment,
cyberbullying, hacking (Zhou et al., 2024), internet rumors,
deception on the internet (Jin et al., 2022), cyber dating abuse,
and social spamming (Cioban et al., 2021)—have been broadly
grouped under these umbrella terms. The spectrum of digital
behaviors that fall under cyber deviance, online deviance, or online
deviant behavior is extensive. In fact, these digital behaviors span
both moral and legal domains. However, under the thematic
focus of cyber deviance, online deviance, and online deviant

behavior, existing literature does not distinguish these behaviors
from either a moral or legal perspective, nor does it examine
them separately through these two lenses. Second, existing research
on cyber deviance, online deviance, and online deviant behavior

predominantly focuses on specific types of digital behavior within
these overarching themes. Based on our systematic analysis of the
existing literature on the above three research themes, most studies
tend to concentrate on only one behavioral type—such as internet
plagiarism (e.g., Eret and Ok, 2014), online trolling (e.g., Thacker
and Griffiths, 2012) or online cheating (e.g., Noorbehbahani et al.,
2022). No study have specifically focused on integrating these
individual digital behaviors from a moral framework perspective.
Researchers have demonstrated a preference for examining specific

phenomena rather than adopting an integrated approach to these
behavioral patterns (Udris, 2017).

To address the above research gaps, it is necessary to identify,
classify, and integrate different categories of digital behaviors from
a moral framework perspective within the broader research themes
of cyber deviance, online deviance, and online deviant behavior,
and to construct a conceptual model of these behaviors based
on that moral framework. The development of the conceptual
model of online moral deviance contributes to deepening research
on cyber deviance, online deviance, and online deviant behavior.
This conceptual model also offers practical value for policymakers,
educators, and parents. First, the model can help policymakers,
educators, and parents develop a deeper understanding of this
emerging behavioral pattern—online moral deviance. In addition,
the model provides a foundation for policymakers to design more
targeted moral education policies in response to digital behaviors,
thereby helping to regulate online conduct, especially among
adolescents and other vulnerable groups. Lastly, particularly in the
fields of school and family education, the proposed conceptual
model can inspire educators and parents to analyze the factors
influencing this behavioral pattern. It also supports schools in
enhancing curriculum design related tomoral education and digital
life, and it helps both schools and parents to reflect on effective
preventive strategies for addressing this type of behavior.

Depending on the methodology required to achieve the
purpose of the review, a literature review may be the most
appropriate methodological tool when it serves as a foundation
for developing a new conceptual model or theory (Snyder, 2019).
The purpose of an integrative review is to evaluate, critique, and
synthesize literature on a specific research topic (Torraco, 2005).
Its search strategy is usually not systematic, and it often integrates
literature using taxonomy or classification approaches (Snyder,
2019). Moreover, it should not be merely descriptive or historical,
but should preferably generate a new conceptual framework or
theory (Snyder, 2019). Considering that the aim of our study
is to identify, categorize, and synthesize digital behaviors across
different disciplines that violate widely acceptedmoral expectations
within a specific society’s dominant culture—and to construct a
conceptual model of such behavioral patterns through classification
and integration—an integrative review is an appropriate review
method, as it aligns with both the purpose and characteristics of
this type of review.

2 Method

2.1 Database selection and theoretical
rationale

Our study utilized both the Web of Science database and
Google Scholar for literature retrieval. Web of Science was selected
as the primary database due to its inclusion of high-impact,
peer-reviewed journals across multiple disciplines, particularly
in behavioral sciences, psychology, education, sociology, and
criminology—fields directly aligned with online moral deviance
research. Based on the literature retrieval results from the Web
of Science database, we further employed Google Scholar for
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literature searching. This decision was made because analysis of the
literature retrieved from Web of Science revealed that the number
of highly relevant articles included in Web of Science over the
past 5 years was limited. Most critically, these retrieved articles
failed to systematically explain why certain online deviant behaviors
can be considered as components of online moral deviance. Given
that Google Scholar has extensive literature coverage and includes
earlier representative works, and considering that our research
objective is to identify representative literature that can explain
why certain digital behaviors can be considered as components of
a conceptual model of online moral deviance, we therefore further
employed Google Scholar for literature retrieval.

2.2 Inclusion and exclusion criteria

To enhance methodological rigor and transparency, predefined
inclusion and exclusion criteria were established:

Inclusion criteria were: ① Topical relevance: focus on digital
behaviors that violate widely accepted moral expectations within
a particular mainstream culture (e.g., online plagiarism, online
cheating, flaming);②Conceptual or empirical contribution: articles
that provided definitions, typologies, consequences, concrete
manifestations, or moral/ethical interpretations of such deviant
behaviors; ③ Peer-reviewed: inclusion of original research articles
or review articles published in peer-reviewed journals; ④ Language
and time frame: English literature published between 2020 and 2024
in Web of Science; broader time frame allowed in Google Scholar
to identify representative literature.

Exclusion criteria included: ① Articles with no explicit
moral or ethical framing—articles that focused solely on online
deviant behaviors without reference to moral, or ethical concerns.
Studies involving online deviant behaviors related to cybercrime
(e.g., hacking, online fraud, digital piracy) rather than a moral
lens; ② Academic format (excluding commentaries, conference
proceedings, editorials, and non-peer-reviewed publications); ③

Duplicate entries.

2.3 Search strategy and keyword design

First, core keywords and combined keywords were employed
to search Web of Science for English-language peer-reviewed
literature published between 2020 and 2024, to identify the most
recent research exploring online deviance, cyber deviance, and
online deviant behavior within moral frameworks over the past 5
years. Second, we systematically analyzed the literature retrieved
with these core keywords and combined keywords to identify
the major categories of online deviant behaviors (e.g., online
plagiarism, flaming, online cheating) that constitute the conceptual
model of online moral deviance. The identified major categories
of online deviant behaviors form the core components of the
conceptual framework of online moral deviance, as these online
deviant behaviors violate widely accepted moral expectations
within specific mainstream cultural contexts in given society. Based
on the above analysis, we identified the relevant keywords used

for literature retrieval in Web of Science. These relevant keywords
represent specific types of online deviant behavior that constitute
onlinemoral deviance, as they are considered components of online
moral deviance or elements of the conceptual framework of online
moral deviance.

The core keywords employed in Web of Science included
online deviance, cyber deviance, and online deviant behavior,
terms that are considered conceptually similar in existing
research. Literature retrieval utilized Boolean logic combinations:
online deviance OR cyber deviance OR online deviant behavior.
The combined keywords used in Web of Science involved
Boolean logic combinations of terms includes cyber deviance,
online deviance, online deviant behavior, digital behavior, and
moral, aimed at achieving more comprehensive coverage of
literature relevant to this research topic. These core keywords
and combined keywords ensure high relevance of selected
literature to the research theme of online moral deviance.
The related keywords used in Web of Science encompassed
Internet plagiarism or online plagiarism, Internet trolling or
online trolling, cyberbullying, online harassment or Internet
harassment, academic misconduct, online cheating, and flaming.
Given the substantial volume of literature on cyberbullying in
Web of Science, and our research focuses on the concepts, nature,
and characteristics of digital behaviors, our study employed a
targeted approach to retrieve research that is closely aligned
with the topic under investigation. The core search categories
included psychology multidisciplinary, psychology developmental,
psychology social, education educational research, sociology,
communication, family studies, and criminology penology. This
focus ensured comprehensive coverage across key disciplines
such as education, psychology, sociology, communication studies,
and criminology.

After applying the above strategy to identify relevant keywords
and conducting searches in the Web of Science, it was found that
the number of articles highly relevant to the research topic was
limited. The literature identified through Web of Science did not
provide a systematic explanation of why the identified categories
of online deviant behaviors could be considered components of
online moral deviance. Considering that Google Scholar indexes a
broader range of sources and includes earlier representative works,
we therefore chose to use Google Scholar to retrieve representative
literature involving the relevant keywords.

This means that the keywords used to search the literature in
Google Scholar were derived from the relevant keywords applied in
the Web of Science. In other words, all keywords used in Google
Scholar were identical to the related keywords used in Web of
Science. The use of related keywords determined inWeb of Science
for literature retrieval in Google Scholar aligns with our research
objectives. This is because our research purpose is to explain
why certain digital behaviors can be considered as components of
online moral deviance or as constituent elements of the conceptual
framework of online moral deviance. This means that our use of
Google Scholar was not intended to retrieve all literature explaining
why certain type of online deviant behaviors can constitute online
moral deviance, but rather to locate representative literature. As
Snyder (2019) noted in a high-quality study on literature review
methodologies, “this type of review often requires a more creative
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collection of data.” The purpose of an integrative review is not
usually to cover all the articles ever published on the topic but
rather to combine perspectives and insights from different fields or
research traditions (Snyder, 2019).

It was precisely because the representative literature retrieved
from Web of Science using the relevant keywords was insufficient
and could not meet our research objectives that we further chose
to use Google Scholar to retrieve only the representative literature
related to those related keywords. Based on the above rationale,
the keywords for literature retrieval in Google Scholar included
Internet plagiarism, online plagiarism, Internet trolling, online
trolling, cyberbullying, online harassment, Internet harassment,
academic misconduct, online cheating, and flaming. Considering
that representative research findings on specific categories of
online deviant behaviors as components of online moral deviance
may extend beyond the five-year timeframe, the temporal scope
of English-language peer-reviewed literature retrieved through
Google Scholar was not restricted to within 5 years.

2.4 The process, criteria, and results of
literature screening

In the WOS database, we selected literature for inclusion
in the final sample following these steps and criteria: first, we
retrieved literature using core keywords and combined keywords
in WOS and read the titles and abstracts of these articles. The
literature evaluation criterion for this step was topical relevance,
meaning that the literature focused on online deviant behaviors
that violate widely accepted moral expectations within specific
mainstream cultural contexts. Second, we further conducted full-
text reading of the literature screened through the first step,
selecting articles that aligned with the research objectives. The
literature evaluation criterion for this step was alignment with
research objectives, namely these studies investigate the definition,
nature, and specific manifestations of one or multiple types
of online deviant behaviors that violate widely accepted moral
expectations within a particular mainstream culture, or examine
the physical, psychological, or emotional harm that certain online
deviant behaviors inflict upon targeted network users. These studies
provide supportive explanations for why certain online deviant
behaviors can constitute a behavioral pattern of online moral
deviance or can be incorporated into the conceptual framework of
online moral deviance.

The specific process we used for searching literature on Google
Scholar was as follows: first, we identified relevant keywords
through Web of Science and used those keywords to search for
literature in Google Scholar. Second, the literature retrieved in
Google Scholar using those keywords was vast. Considering that
the purpose of an integrative review is to synthesize perspectives
and insights from different fields—not to cover all literature related
to the topic—we further filtered the literature by prioritizing
highly cited papers or those indexed in SSCI/SCI, which improved
the representativeness and credibility of the selected articles. We
further determined which literature among highly cited articles
or SSCI/SCI-indexed publications could be included as literature
for the final sample by reading titles and abstracts. The literature

evaluation criterion for Google Scholar was also alignment with
research objectives.

Following the outlined search procedure, 250 papers were
retrieved from the Web of Science database using the core
keywords. From these, 25 papers were identified as relevant to
the research topic, and ultimately, 4 papers were deemed highly
relevant. Using the combined keywords in the Web of Science
database, 13 papers were initially retrieved, with 4 identified as
relevant to the research topic, though none were classified as highly
relevant. When applying the related keywords, 2,972 papers were
retrieved, 508 of which were relevant, and 84 were categorized as
highly relevant to the study. In total, 88 articles highly relevant
to the research topic were identified within the Web of Science
database. Using related keywords in Google Scholar, a total of 105
highly cited articles and peer-reviewed journal articles indexed in
SSCI or SCI were retrieved. Through evaluating the alignment of
these articles with research objectives, 102 articles were ultimately
determined for inclusion in the final sample. In total, this study
obtained 190 reference articles. Figure 1 below shows an overview
of the literature search results conducted using the Web of Science
database, and detailed findings displayed in Table 1 below.

Notably, considering the emerging and diverse nature of
the topics involved in our research, most of the highly cited
literature included in the final sample from Google Scholar had
cumulative citation counts exceeding 20. This aligns with our
research objective of using Google Scholar to retrieve representative
literature involving relevant keywords, where the primary reference
criterion for literature included in the final sample after Google
Scholar retrieval was the literature’s compatibility with the
research objectives, while citation count served as a secondary
reference criterion.

More articles from Google Scholar were included in the final
sample. However, this does not reflect selection bias, as our goal
was not to balance the number of articles by database but rather
to identify representative studies that can inform the conceptual
model of onlinemoral deviance. As Snyder (2019) notes, integrative
reviews are not expected to exhaustively cover all relevant literature
but rather to synthesize insights across disciplines through a
strategic and purposive selection of studies.

To reduce subjectivity in the screening process, we developed a
detailed screening manual. Two reviewers independently evaluated
the titles and abstracts of all retrieved articles against predefined
evaluation criteria. Any discrepancies between the reviewers were
discussed thoroughly until consensus was reached.

3 Research findings

A review of existing literature indicates that, to date, the
term online moral deviance has not been explicitly proposed,
nor does it have a unified definition. In our study, online moral

deviance refers to a range of digital behaviors that violate the
moral expectations widely accepted within the mainstream culture
of a specific society. Based on literature search and analysis, the
digital behaviors constituting online moral deviance primarily
include internet plagiarism, internet trolling, cyberbullying, online
harassment, academic misconduct, online cheating, flaming, and so
forth. These digital behaviors are characterized by unpredictability,
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FIGURE 1

Distribution of literature across keyword categories (web of science).

intentionality, and harmfulness, all of which negatively impact
online target users. Their specific manifestations have been
identified in previous research. Identifying and integrating these
digital behaviors, as well as constructing a conceptual model for
them, contribute to a deeper understanding of and a more effective
response to this complex digital behavior pattern.

Based on the moral framework, our research identified,
categorized, and elucidated the interconnected logical relationships
among digital behaviors involved in cyber deviance, online
deviance, and online deviant behavior across three dimensions: the
moral characteristics exhibited by digital behaviors, the primary
manifestations of violations against moral expectations commonly
recognized in mainstream culture within specific societies, and the
main harm caused to targeted online users. The categorization
of digital behaviors under the research themes of cyber deviance,
online deviance, and online deviant behavior based on these three
dimensions provides explanatory grounds for why certain digital
behaviors can constitute components of online moral deviance
and why certain digital behaviors can be used to construct the
conceptual framework of online moral deviance.

3.1 Components of online moral deviance

Choi and Park (2023) concluded in their study that individuals
with different characteristics exhibit significant differences in the
average levels of Internet ethics. This suggests that individuals
may exhibit varying forms and degrees of unethical deviant
behavior online, contingent upon their distinct levels of internet
ethics. In our research, online moral deviance is conceptualized
as a comprehensive pattern of digital deviant behaviors. These
behaviors encompass, but are not limited to, key elements such
as Internet plagiarism, Internet trolling, cyberbullying, online
harassment, academic misconduct, online cheating, and flaming.
Each of these elements represents a unique form of deviant
behavior within the digital space. After outlining the components of

online moral deviance, our research will also develop a conceptual
model to facilitate a clearer understanding of this integrated pattern
of digital behavior.

3.1.1 Internet plagiarism
Prior research has thoroughly investigated the traditional

definitions, specific behaviors, and underlying causes of
plagiarism. Some studies are particularly representative. Roig
(2012) emphasized that plagiarism refers to the dishonest use of
another individual’s intellectual property without authorization. It
encompasses original works such as texts, charts, graphics, research
methodologies, theoretical concepts, and other intellectual
contributions. According to Howard (1999, p. 25), plagiarism
may take the form of “patchwriting,” which involves rewriting
and paraphrasing, where source texts are reproduced with
modifications to their content and structure. Results of previous
studies have shown that common causes of plagiarism include lack
of time (Memon and Mavrinac, 2020), lack of methodology, lack of
awareness, neglect of citation requirements, insufficient specialized
training, absence or ineffective enforcement of penalties, anxiety
about failure, low self-confidence, laziness, a norm of academic
dishonesty (Malik et al., 2021), lack of search skills, pressure from
publication requirements, pressure from assessment (Osuchukwu
et al., 2022), and the tendency to use online platform materials
unethically (Sorea and Repanovici, 2020). However, this behavior
is generally viewed as immoral regardless of who commits it
(Shahabuddin, 2009).

Accompanied by the convenience of accessing online resources,
the act of plagiarism has extended into the realms of online
learning and research, a digital behavior has arisen—Internet
plagiarism. It is a form of dishonest digital behavior that relies on
emerging technologies and digital devices. According to Scanlon
and Neumann (2002), internet plagiarism refers to the act of copy
and paste text from the internet into academic papers without
proper citation, as well as purchase papers online. Sisti (2007)
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TABLE 1 Summary of literature search results from the Web of Science database using core, combined, and related keywords.

Data base: Web of Science

Core keywords Number of papers in
the database

Papers matching the
research topic

Literature that is highly
relevant to the research

topic

Top 1: online deviance OR cyber deviance OR
online deviant behavior

250 25 4

Combined keywords Number of papers in
the database

Papers matching the
research topic

Literature that is highly
relevant to the research

topic

Topic 1: cyber deviance AND digital behavior
AND moral

0 0 0

Topic 2: online deviance AND digital behavior
AND moral

1 1 0

Topic 3: online deviance OR cyber deviance,
digital behavior AND moral

1 (the same article as topic 2) 1 (the same article as topic 2) 0

Topic 4: online deviant behavior AND moral 12 3 0

Related keywords Number of papers in
the database

Papers matching the
research topic

Literature that is highly
relevant to the research

topic

Internet plagiarism OR Online plagiarism 104 19 5

Internet trolling OR Online trolling 229 52 2

Cyberbullying 937 286 26

Online harassment OR Internet harassment 796 65 38

Academic misconduct 263 40 8

Online cheating 182 34 4

Flaming 461 12 1

contend that internet plagiarism involves using the internet to
copy assignments or purchase completed work. Internet plagiarism
encompasses various practices, include copying digital materials,
paraphrasing original texts, translating original texts into other
languages, trancoping or paracopying original texts, and combining
or splitting digital materials without acknowledging the original
authors (Eret and Ok, 2014). Additionally, also includes fabricating
information. Relevant research findings also indicate a close
connection between online plagiarism and offline plagiarism as
self-reported by individuals (Selwyn, 2008).

Based on previous literature findings, Internet plagiarism
exhibits characteristics of dishonesty, unpredictability, and
intentionality. It is evident that Internet plagiarism is an unethical
digital behavior involving the use of the Internet to copy, modify,
or purchase others’ works or ideas after copying or purchasing,
and then presenting them as one’s own achievements. The
characteristics and specific manifestations of Internet plagiarism
indicate that it violates the widely accepted moral expectation of
honesty within the academic and intellectual property domains, as
upheld by the dominant culture of a given society.

3.1.2 Internet trolling
At present, scholars have not reached an agreement on the

definition of trolling (Ortiz, 2020). Some researchers suggest that
“trolling” refers to a collection of hostile, antisocial, and deviant

behaviors and motivations (e.g., Buckels et al., 2014; Phillips, 2015;
Sanfilippo et al., 2018; Paakki et al., 2021). However, there are some
scholars who believe that the purpose of trolling may be to provoke
conflict, or it may be to elicit interactions that the pranksters find
amusing. For instance, Coles and West (2016) argue that current
trolling is perceived as “nasty,” whereas in the past, it was regarded
as elegant. Therefore, some scholars argue that trolling behavior is
context-dependent (Hardaker, 2010). In this regard, some scholars
suggest that trolling should be defined based on user discussions
(e.g., Culpeper, 2011; Hardaker, 2010).

Currently, the prevailing view among researchers is the
definition of trolling should primarily be based on the information
provided by users or respondents. Ortiz (2020) claims that surveys
reveal that respondents generally believe trolling is not an attempt
to joke with targets in a humorous manner, nor merely an effort
to divert conversations from general matters, but rather a form
of collective harassment. Trolls are perceived as instruments of
provocation, employed by perpetrators to derail targets from
meaningful public discourse, with the intention of inducing anger,
frustration, or silence, thereby causing harm to the targets (Ortiz,
2020). The most commonly described feelings words of trolling
victims are feel, annoyed, effect, upset, and angry (March and
Marrington, 2019). Trolling is widely perceived as an insulting,
bullying, and deliberate behavior (March and Marrington, 2019).
Intentionality and deception are defining characteristics of trolling
(Golf-Papez and Veer, 2017). This reflects the feelings and
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understanding of trolling among respondents in some empirical
studies. Research trends indicate that trolling has evolved from
mutual enjoyment or entertainment-oriented act to a form of
aggressive abusive behavior (Bishop, 2014).

Internet trolling, also known as online trolling, or simply
trolling, occurs in online social environments. Relevant research
findings are primarily concentrated in the discipline of psychology.
Through word frequency analysis, March and Marrington (2019)
confirmed that Internet trolling is an aggressive behavior
characterized by abusiveness. Previous research has demonstrated
that trolling encompasses a wide spectrum of behaviors. Thacker
and Griffiths (2012) found that this type of behavior encompasses
irritating behavior, gender discrimination, intentional falsification,
and misleading claims. Ortiz (2020) emphasize that this type
of behavior also include hacking, disclosing personal details,
posting sarcastic remarks, submitting redundant material, and
hate speech.

Based on the literature review, the dominant perspective is that
the aim of internet trolling is to stir up conflict and provoke anger
in the target. Internet trolling may be considered both unpleasant
and unethical (Coles and West, 2016). It has a profound adverse
impact on the mental health of the individuals targeted (Wu et al.,
2022). The results of previous studies have revealed the nature of
Internet trolling to be unethical and harmful. Building on previous
research, internet trolling can be considered a form of intentional,
unethical, negative and deviant digital behavior in online social
environments—such behavior has a provocative character that
negatively affects the perceiver. It aims to stir up conflict, provoke
anger and even harm the target. It should be noted that this depends
on the perpetrator’s intentions, the context in which the term is
used, and the reactions of users or respondents. Based on the
existing definitions, characteristics, purposes of Internet trolling,
and the harm it causes to online target users, it violates the moral
expectations of respect and empathy.

3.1.3 Cyberbullying
Smith et al. (2008) define cyberbullying as a type of deliberate,

long-term, and repeated aggressive behavior inflicted by individuals
or groups through digital means on victims who are unable to fully
protect themselves. This definition is representative, it is widely
regarded as an adaptation of the definition originally proposed
by Dan (1993) for traditional bullying. It is characterized by
intentionality and repetition (e.g., Erdur-Baker, 2010), compared
to traditional bullying, it also highlights characteristics such as
anonymity, spatiotemporal flexibility, and high transmissibility
(Dou et al., 2020). Its purpose is to cause harm or discomfort on
targeted Internet users (Kowalski et al., 2008; Hinduja and Patchin,
2012; Olweus and Limber, 2018; Huang et al., 2019; Dou et al.,
2020; Wang and Ngai, 2021; Chan et al., 2021). Compared to
traditional bullying, cyberbullying poses a more severe threat to
targeted Internet users due to its lack of spatiotemporal constraints.
The harmful consequences of experiencing cyberbullying include
various psychological and behavioral outcomes. For instance, the
research by Farrington et al. (2023), revealed that notable impacts
encompass anxiety, depression, drug use, suicidal tendencies,
and academic underperformance. Similarly, Celuch et al. (2024)

highlighted stress, technical pressure, work-related burnout, and
decreased work motivation as key consequences.

Perspectives based on social psychology, in the case of bullying
and cyberbullying, conflict is at the root of that behavior, and it
involves individuals who have chosen an aggressive strategy to deal
with it (Summers, 2017). Sureda Garcia et al. (2020), for example,
emphasize that interpersonal conflicts stemming from excessive
internet use may result in cyberbullying. Recent psychological
findings suggest that cyberbullying is associated with strain and
levels of self-control (Li and Peng, 2022), low self-control (Cho and
Glassner, 2021), social status among peers (Wang and Ngai, 2021),
paranoid tendency (Lin and Xiao, 2023), childhood emotional
abuse and Problematic Social Media Use (Xu and Zheng, 2022),
trait anger (Yang et al., 2022a), encounter stressful situations in life
(Geng and Lei, 2021), violent video game exposure (Teng et al.,
2020), problematic Internet use (Yudes et al., 2022), childhood
cyberbullying victimization (Lee, 2021), having a conflict with
parents (Xue et al., 2022), materialism and parental psychological
control (Geng et al., 2022). It is also positively associated with
workplace bullying, role confusion, daily stress, and turnover
intention (Czakert et al., 2021).

Some researchers have also argued that cyberbullying is often
driven by moral anomie. Internet users often use “justice” as a
standard for moral judgment, but if moral judgment is irrational,
it may cause cyberbullying (Zhan et al., 2022). Cyberbullying
manifests in various forms. The main forms of cyberbullying
include transmitting malicious digital text content, disseminating
offensive visual materials, spreading online rumors, online social
exclusion, unauthorized disclosure of personal information online,
and online identity deception (Patchin and Hinduja, 2010; Perren
et al., 2012; Zych et al., 2020), online harassment (Olweus and
Limber, 2018), flaming, outing, miss information and cyberstalking
(Newey and Magson, 2010). In addition, online trolling or Internet
trolling is also viewed a form of cyberbullying (e.g., Morissey, 2010;
Griffiths, 2014; March and Marrington, 2019).

Past studies have consistently held that ethical factors are
interrelated with cyberbullying. Current studies have established
that moral disengagement as a crucial factor in predicting
cyberbullying conduct (Luo and Bussey, 2019; Bussey et al., 2020;
Cricenti et al., 2022). Lo Cricchio et al. (2020), for example,
underscored that among adolescents, the disposition toward
moral disengagement represents the most salient personality trait
that contributes to youth engage in cyberbullying. According to
Llorent et al. (2021), weak moral emotions are a risk factor
for committing cyberbullying. Zhang et al. (2020) validated
that positive moral personality traits were significantly inversely
correlated with attitudes toward cyberbullying perpetration. Recent
findings suggest that the moral disengagement was positive
associated with cyberbullying (e.g., Paciello et al., 2020; Wang and
Ngai, 2020; Gao et al., 2020; Lo Cricchio et al., 2020; Lin and
Xiao, 2023; Zhao and Yu, 2021). Recent studies have also shown
that ethical factors can influence cyberbullying between different
roles. Li (2023), for instance, mentioned that moral disengagement
could be a key factor influencing the shift from being a victim
of cyberbullying to becoming a perpetrator. Moreover, moral
disengagement also serves as amediator in the relationship between
specific factors and cyberbullying (Liang et al., 2022), such as
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paranoid tendencies (Lin and Xiao, 2023) and peer pressure (Yang
et al., 2022b). Previous literature also suggests that the motivation
behind individual deviant behaviormay be associated with personal
moral inclinations (Luo et al., 2023).

Cyberbullying is one type of deviant behaviors and its
intentions may be affected by moral factors (Luo et al., 2023). The
literature review indicates that cyberbullying is a form of malicious
digital behavior that is intentional, repeated, and prolonged,
targeting victims who are unable to defend themselves through
electronic means. It is associated with moral factors and possesses
hostile or hurtful attributes. Based on existing research findings
on the definition, manifestations, and harm to online target users
of cyberbullying, cyberbullying violates the moral expectations of
kindness, empathy, and respect.

3.1.4 Online harassment
Previous literature has provided the following representative

explanations of online harassment, mainly from a social
psychological perspective. Summers (2017) argue that online
harassment is a form of conflict behavior driven by incompatible
or opposing interests, goals, or needs. Conflicts in the online
environment are one of the causes of online harassment (Lee
et al., 2022). Nadim and Fladmoe (2021) contended that online
harassment is an overarching behavioral concept that encompasses
a range of negative online behaviors, including mild negative
comments, severe hate speech, and threats. The core characteristics
of online harassment are anonymity, long-term effects, and
widespread negative impacts (Gagliardone et al., 2015; Cricenti
et al., 2022).

The main victims of online harassment are young people
and women. Typically, men are more likely to perpetrate
online harassment, while women experience it more severely
(van Baak et al., 2023). Posited that name-calling and physical
threats are the main forms of cyberbullying experienced by
men, while women are primarily affected by sexual harassment.
Lee et al. (2022) illustrated that significant predictors of
online harassment include premeditated aggression, impulsivity,
impulsive aggression, and age.

Furthermore, according to Nadim and Fladmoe’s (2021)
framework, online harassment can be categorized based on two
key aspects. The first one is the level of aggressiveness in the tone
or style of the comment. The second one is what the comment
targets. The first dimension reveals the aggressiveness of online
harassment. It encompasses a range of comments, from mild
remarks that make the recipient feel uncomfortable to more severe
and malicious hate speech. The second dimension pertains to the
content of the comments, including but not limited to the target
user’s opinions, appearance, and ideological stance.

Different targets of online harassment have been distinguished
by some scholars. The targets of group-based online harassment
encompass: age, race, gender, color, religion, ethnicity, nationality,
disability, or sexual orientation. The targets of individual-
based online harassment include: individual’s personality and/or
individual’s appearance, attitudes or arguments (Nadim and
Fladmoe, 2021). Recently, group-based online harassment has seen
scholars focus their research primarily on these groups: journalist

(e.g., Lewis et al., 2020; Kantola and Harju, 2023; Holton et al.,
2023; Sammut et al., 2023; Li et al., 2023; Uwalaka and Amadi, 2023;
Uwalaka et al., 2023; Bhat, 2024; Dodds et al., 2024; Shah et al., 2024;
Lee and Park, 2024; Yeon Lee and Park, 2024), especially female
journalists (e.g., Koirala, 2020; Chen et al., 2020; Miller and Lewis,
2022; Siddiqua et al., 2023; Tandoc et al., 2023; Zviyita and Mare,
2024; Sampaio-Dias et al., 2024), media professionals (e.g., Celuch
et al., 2023), adolescents (e.g., Vale et al., 2022; Choi et al., 2022;
Pazhouhi, 2023; Waechter and Meschik, 2023), academics (e.g.,
Gosse et al., 2021; Houlden et al., 2022; Oksanen et al., 2022; Eslen-
Ziya et al., 2024), feminist academics (e.g., Dej and Kilty, 2024),
women of color (e.g., Francisco and Felmlee, 2022), politicians (e.g.,
Wagner, 2022), bystander (e.g., Brody, 2021; Spaccatini et al., 2023),
audience member (e.g., Lu and Luqiu, 2023) and famous people
(e.g., Takano et al., 2024).

Online harassment, which aims to annoy, abuse, and
torment individuals in cyberspace, can lead to significant
negative consequences. The potential consequences, particularly
psychological ones, include victims becoming unwilling to
participate in public discussions and express their views (Nadim
and Fladmoe, 2021), depression, anxiety, suicidal thoughts, panic
attacks (Stevens et al., 2021), psychological distress, low trust, and
decreased perception of social support (Oksanen et al., 2022). Prior
research findings also indicated that the consequences of group
harassment are broader and more damaging (Nadim and Fladmoe,
2021), with the perceived harm from repeated harassment being
more pronounced (Schoenebeck et al., 2023).

A literature review indicates that online harassment lacks
a universally accepted definition. However, from the proposed
definitions, some predictors of online harassment and negative
impact of being subjected to cyber harassment, there is evidence
to suggest that it is an unethical digital behavior within a
moral framework. Based on research findings on the behavioral
manifestations of online harassment, online harassment violates
the moral expectations of empathy, respect for individual rights,
respect for personal privacy, and non-discrimination.

3.1.5 Academic misconduct
It was discovered that there is no consensus definition of

academic misconduct after a review of previous research. Stephens
et al. (2021), for example, proposed that academic misconduct
refers to engaging in behaviors such as plagiarism and cheating,
which are explicitly prohibited by institutions. Krou et al. (2021)
mentioned that academic misconduct is a motivated behavior
that is deeply influenced by a sense of purpose. The common
academic misconduct includes copying, cheating, plagiarism,
collaboration, distorted information (Ramim, 2005), employing
unauthorized materials, acquiring exam questions or answers
through unethical methods prior to the examination (Keresztury
and Cser, 2013), illicit collusion, impersonation, fabrication or
falsification (Siddhpura and Siddhpura, 2020), communicating
with external helpers during an exam (Keresztury and Cser, 2013),
fake acceptance letter and financial fraud (Stockemer and Reidy,
2024).

Academic misconduct related to digital technology can take
many forms or operational behaviors, it includes unauthorized
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using of digital resources, cheating or plagiarizing using digital
technology, online collusion, and online deception using someone
else’s username and password (Ramim, 2005), misuse of portable
storage devices, viewing answers displayed on different computer
monitors (Keresztury and Cser, 2013), screen sharing (Siddhpura
and Siddhpura, 2020), improper citation practices, tampering with
text-matching software (Luck et al., 2022), Internet plagiarism (e.g.,
Huang et al., 2024), duplicate publication, self-plagiarism, self-
citation, quote manipulation (Feenstra et al., 2021), Internet-based
assignment outsourcing (Awdry, 2021).

Contract cheating is considered one of the most challenging
issues faced by academic professionals (Amigud, 2020). It is also a
widely studied form of academic misconduct. Clarke and Lancaster
(2006) defined contract cheating as the act of students paying
contractors to complete assignments on their behalf in exchange for
academic credit. Ison (2020) defined contract cheating as students
hiring external individuals to complete their academic assignments.
Walker and Townley (2012) noted that contract cheating refers to
the act of students outsourcing their coursework to writers and
submitting the purchased work as their own through the internet,
which raises ethical concerns. Due to advancements in end-to-end
encryption technology in digital communication, contract cheating
has become increasingly prevalent and more difficult to detect
(Siddhpura and Siddhpura, 2020). Contract cheating is evolving
and spreading in the context of the internet. It is clear that contract
cheating, within the internet environment, constitutes a significant
component of online academic misconduct.

The rising number of academic misconduct cases not only
negatively impacts academic integrity but is also becoming a
moral issue worthy of attention (Siddhpura and Siddhpura,
2020). Academic misconduct is a concrete manifestation of
negative morality (Stephens and Bertram Gallant, 2024). Zhang
et al. (2024), for example, concluded that individuals who have
experienced moral disengagement are more likely to exhibit
plagiarism using AI tools. It can be seen that academic misconduct
is a notable digital behavior that goes against ethical norms.
The specific manifestations of academic misconduct indicate
that it violates the moral expectations of honesty, responsibility,
and trustworthiness.

3.1.6 Online cheating
It is known from previous studies that cheating is an unethical

behavior. Srikanth and Asmatulu (2014), for example, posited
that cheating is an unethical behavior that violates rules and
regulations and aims to gain an advantage in competition by
unfair means. Traditional cheating is manifested as copying
information from paper, using disabled notes in exams, copying
someone else’s answers (McCabe, 1999), Cheating behavior is
usually found in homework tasks, exams, essay writing, project
reports, presentations (Srikanth and Asmatulu, 2014). The progress
of internet technology has enabled the widespread use of online
learning and research. Traditional offline cheating has transitioned
to the online setting, manifesting in new and more complex
behaviors. This has given rise to a form of unethical digital
behavior—online cheating. Online cheating also known as cyber-
cheating or digital cheating.

Copying online electronic resources, plagiarizing others’ online
work, buying essays or homework answers online (Young, 2001),
using remote desktop, searching for solutions using the Internet
(Noorbehbahani et al., 2022), credential sharing (Dobrovska,
2017), using problem solving apps or websites for plagiarism,
sending and having others assist in completing test questions
or tasks (Bawarith et al., 2017), and using offline electronic
resources (Holden et al., 2021) are all ways of digital cheating.
According to Srikanth and Asmatulu (2014), the tools used for
digital cheating arephones, earphones, MP3 players, graphing
calculators, iPads, texting devices multifunctional watches and
other digital communication devices. According to Zayed (2023),
digital collective cheating is also a category of digital cheating
which deals with the ethics of cooperation. Noorbehbahani et al.
(2022) conducted a systematic review focused on online cheating,
evaluating and synthesizing relevant literature from 2010 to
2021. Their review offers comprehensive insights into cheating
motivations, types, detection methods, and preventive measures
within online educational environments.

Contract cheating has been recognized in academia as a
significant form of online cheating, for it has distinct online
transaction characteristic. According to Clarke and Lancaster
(2006), contract cheating is the act of an individual outsourcing
coursework, papers, or other tasks that need to be completed to
a third party via the Internet. The method of contract cheating
is outsourcing assignments. According to Awdry (2021), contract
cheating is done through essay mills, custom assignment services,
essay bidding services, and peer sharing sites.

Previous literature has analyzed the impact factors or
motivations for individual or collective involvement in cheating.
According to Wang and Xu (2021), expectations regarding
academic performance, satisfaction with assignments, and
anticipated learning outcomes are all factors that influence whether
students engage in cheating behaviors. Research findings by Yazici
et al. (2023) demonstrated a significant relationship between
gender, academic discipline, and cheating behaviors. The study
conducted by Navidinia et al. (2024) revealed that stress and time
constraints were the primary motivations for cheating.

According to a review of existing literature, the types of
online cheating are diverse. Such behavior negatively impacts the
authentic and fair evaluation of students’ academic achievements
and researchers’ scholarly performance. It is a deceptive digital
behavior rooted in the convenience of accessing online resources
and their unethical use, violating ethical standards. The definition
and operational behaviors of online cheating demonstrate that it
violates the moral values of fairness and integrity.

3.1.7 Flaming
The meaning of Flaming has been well explained in previous

literature, and some scholars’ explanations are representative.
According to Kayany (1998), flame is an uninhibited expression
of hostility. Petit et al. (2021) proposed that flaming refers to a
strong and hostile expression of emotions and feelings online.
Bell et al. (2004) stated that flaming is a variety of messages in
cyberspace that use abusive language. Based on those concepts
given by previous scholars, Ardi et al. (2020) posited that flaming
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can be concluded as an utterance that expresses insults, swear
words, and hateful, intense language in hostile online interaction.
Flaming is described as a highly negative message (O’Sullivan and
Flanagin, 2003). Hostile expression of strong emotions and feelings
are the conditions under which flaming occurs (Lea et al., 1992).
The primary behaviors of flaming operations include swearing,
calling names, mocking or insulting others’ appearance, religious
beliefs, intellectual level, ethnicity, and physical or mental abilities
(Kayany, 1998).

In the discussion of the definition of flaming, Thompsen (1993)
stated that a ’true flame’ refers to a message intentionally sent by
the sender that violates interaction norms, and is perceived by the
receiver as a transgression of these norms. Some scholars such
as O’Sullivan and Flanagin (2003) support this view, emphasized
that in determining whether behavior is flaming, we need to
consider both the sender’s intent and the receiver’s perception.
By combing through the literature on the conceptualization of
flaming, Andersen (2021) affirmed that early definitions of flaming
were typically based on textual elements, but later approaches
emphasized the speaker’s intent and the target user’s experience
as the core components of the definition. Based on previous
discussions of the concept of flaming in the literature, flaming
is intentional, norm-violating, and unrestrained in nature, and
emphasizes the intent of the perpetrator and the experience of the
perceiver of the act.

Flaming has different characteristics, and linguistic approaches
can be combined when it comes to recognizing or determining
whether a behavior is associated with flaming. Andersen (2021)
suggested that combining features of the text and the context
of the text to test whether flaming is involved. Zhang (2021)
advocated that implicit invisible flaming can be recognized in
terms of keywords, semantic prosodies and speech acts. From
a linguistic point of view, most studies claim that the features
of flaming mainly contain “hostility, aggression, intimidation,
insults, offensiveness, unfriendly tone, uninhibited language, and
sarcasm” (Turnage, 2007, p. 44). Linguistic approach can help in
recognizing flaming.

The category of Flaming has been divided by some scholars
in their studies. Depending on the nature of the act and the
manner, flaming is generally categorized as direct and intentional
flaming and indirect flaming (e.g., Bansal et al., 2012; Ardi et al.,
2020). Based on the findings of Lingam and Aripin (2017),
and taking into account operational behavior, Ardi et al. (2020)
categorizes flaming into 14 subcategories: “stereotype; speculation;
comparison; degrading; defamation; sedition; sarcasm; threaten;
challenge; criticism; name-calling; sexual harassment; satirical; and
straightforwardness” (p. 120). The main mediums of Flaming
include email, news sites, Twitter, message boards and YouTube
(Petit et al., 2021). Through empirical studies, several researchers
have found that some of the motivations that contribute to flaming
includes: “excessive fanaticism, self-interest, spontaneous emotions
and anxiety, low digital literacy, the anonymity of netizens on social
media through second accounts, and lack of empathy” (Arisanty
andWiradharma, 2022, p. 215), personality traits, pass time, escape,
relaxation and entertainment (Alonzo and Aiken, 2004).

Prior research has shown that Flaming has a variety of
manifestations and a wide range of operational behavior. It

encompasses behaviors ranging from minor breaches of norms,
such as impolite comments, to more severe forms of insults,
such as abusive remarks (Papacharissi, 2004). Its operational
behavior mainly includes sending messages indiscriminately that
are characterized by hostility, aggression, intimidation, and insults
(Turnage, 2007), uncivil or offensive comments and discussions in
online conversations or online discussions (Petit et al., 2021), using
offensive language, making vulgar jokes, and delivering sarcastic
remarks (Leite et al., 2023).

Previous literature suggests that flaming violates the moral
norms of mainstream society, and it is a form of cyber deviance.
For instance, the results of a study on cyber deviance among
adolescents conducted by Chen et al. (2021) showed that online
flaming is prevalent among adolescents and constitutes a form
of cyber deviance. Grounded in linguistics, Ardi et al. (2020)
conducted a study focused on the speech act of flaming, analyzing
this phenomenon within Twitter statuses in the Malaysian context.
The research findings indicate that the language used by the
adolescent group of Twitter users does not align with the values
and moral standards promoted by culture and society.

By considering the definitions, characteristics, categories, and
forms of flaming, it becomes clear that these speech acts, which
deviates from the moral standards recognized by mainstream
culture, represent a form of moral deviance. This digital behavior
violates the moral values of politeness, respect for others, and
rational communication. Therefore, we categorize flaming as a
digital behavior that falls within the realm of onlinemoral deviance,
viewing it as a specific type of online moral deviance.

Table 2 below provides a more intuitive overview of the core
aspects of each component within the concept of online moral
deviance. These aspects illustrate the rationale for categorizing
these behavioral types as integral elements of online moral
deviance.

Table 2 illustrates that the behaviors constituting the
core components of online moral deviance exhibit typical
manifestations of violating the moral norms recognized by
mainstream culture. These behaviors are not accepted or
endorsed by mainstream cultural values. The key components
of online moral deviance are characterized by distinct negative
attributes, including intentionality, unpredictability, repetitiveness,
deception, and aggression. Such behaviors can inflict varying
degrees of physical, emotional, or psychological harm on online
targets. Therefore, these behaviors are identified as fundamental
elements of online moral deviance.

3.2 Conceptual model

Deviance refers to behavior that deviates from social norms,
which can lead to public disapproval and potentially result in
negative consequences or punishment (Clinard and Meier, 2011).
According to Plé and Demangeot (2020), deviant behavior can
be viewed as any behavior by an individual or a member of
an organization that is perceived as violating social norms,
organizational policies, or laws, or disrupting their own or
others’ functional experiences, regardless of intent, falls within
this scope.
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TABLE 2 The core content framework of each component of online moral deviance.

Components of
online moral
deviance

Some typical manifestations of violating
mainstream cultural moral norms

Characteristic Primary harm caused to
the target user

Internet plagiarism Unattributed online copy-paste, purchase papers online
(Scanlon and Neumann, 2002), copy assignments online or
purchase completed work online (Sisti, 2007), and breaking
down digital materials (Eret and Ok, 2014).

Unpredictability,
intentionality, and dishonesty
(Roig, 2012).

It can infringe on the intellectual
property rights of the original author’s
digital work.

Internet trolling Gender discrimination, misleading claims (Thacker and
Griffiths, 2012), hacking, disclosing personal details, posting
sarcastic remarks, submitting redundant material, and hate
speech (Ortiz, 2020).

Antagonism (Buckels et al.,
2014), intentionality and
deception (Golf-Papez and
Veer, 2017).

①Cause the target users to experience
anger, frustration, or silence (Ortiz,
2020). ②Cause severe negative impacts
on the target individual’s mental health
(Wu et al., 2022).

Cyberbullying Transmitting malicious digital text content, disseminating
offensive visual materials, spreading online rumors, online
social exclusion, unauthorized disclosure of personal
information online, and online identity deception (Patchin
and Hinduja, 2010; Perren et al., 2012; Zych et al., 2020).

Intentionality, repetition
(Erdur-Baker, 2010),
anonymity, spatiotemporal
flexibility, and high
transmissibility (Dou et al.,
2020).

Notable impacts encompass anxiety,
depression, drug use, suicidal
tendencies, and academic
underperformance (Farrington et al.,
2023); distress, technical pressure,
work-related burnout, and decreased
work motivation (Celuch et al., 2024).

Online harassment Mild negative comments, severe hate speech, and threats
(Nadim and Fladmoe, 2021). Name-calling, physical threats
and sexual harassment (Powell and Henry, 2015).

Anonymity, long-term effects,
and widespread negative
impacts (Gagliardone et al.,
2015; Cricenti et al., 2022).

Depression, anxiety, suicidal thoughts,
and panic attacks (Stevens et al., 2021).
psychological distress, low trust, and
decreased perception of social support
(Oksanen et al., 2022).

Academic misconduct Duplicate publication, self-plagiarism, self-citation, quote
manipulation (Feenstra et al., 2021), Internet-based
assignment outsourcing (Awdry, 2021).

Prevalence, pervasiveness,
concealment (Siddhpura and
Siddhpura, 2020) and
deceptiveness.

Negatively impacts academic integrity
(Siddhpura and Siddhpura, 2020).

Online cheating Copying online electronic resources, plagiarizing others’
online work, buying essays or homework answers online
(Young, 2001), using remote desktop (Noorbehbahani et al.,
2022).

Online transaction,
concealment and
deceptiveness.

It undermines personal integrity,
diminishes independent thinking and
problem-solving abilities, and may
negatively impact mental health. It
disrupts a fair competitive environment.

Flaming Swearing, calling names, mocking or insulting others’
appearance, religious beliefs, intellectual level, ethnicity, and
physical or mental abilities (Kayany, 1998).

Offensiveness (Turnage,
2007), intentionality, norm
violation and lack of
constraints.

Uncivil or offensive comments and
discussions in online conversations or
online discussions (Petit et al., 2021).

The deviance discussed in our study specifically focuses on the
moral domain, and these deviant behaviors occur online. Based on
Parsons’ (1951) research on the characteristics of deviance, the term
deviance in the present study refers to behaviors occurring in online
environments that violate the moral norms of mainstream culture.
The different types of deviant behaviors included in our research are
supported by a substantial research foundation, as they have been
widely addressed in fields such as education, psychology, sociology,
and management, providing a scientific basis for the present study.

Building on the definitions of deviance and deviant behavior
outlined in the existing literature, the present study categorizes
internet plagiarism, internet trolling, cyberbullying, online
harassment, academic misconduct, online cheating, and flaming
as different types or components of online moral deviance. This
categorization is based on the following criteria: (1) these behaviors
diverge from the moral and social norms of mainstream culture,
significantly reflecting the characteristics of deviance. (2) these
behaviors violate widely accepted moral standards or socially
normative expectations within an online community. (3) whether
intentional or unintentional, these behaviors possess negative
attributes such as conflict, harm, and aggression, which can
negatively impact individuals and others or disrupt functional

experiences (Plé and Demangeot, 2020). These criteria are
grounded in representative definitions of deviance and deviant
behavior from previous literature.

To understand the multifaceted nature of online moral
deviance, our study proposes a conceptual model that encompasses
several key elements: internet plagiarism, Internet trolling,
cyberbullying, online harassment, academic misconduct, online
cheating, and flaming. However, this model is not limited to these
specific components. It not only describes these elements but also
emphasizes their interconnections, indicating that individuals may
engage in multiple forms of online moral deviance. Understanding
these components and their relationships is crucial for developing
effective interventions aimed at mitigating online deviant behaviors
and fostering a healthier digital environment. Figure 2 below is
a conceptual model of online moral deviance constructed from a
review of previous literature.

In the conceptual model of online moral deviance is open
to integrative expansion and comprises not only elements such
as internet plagiarism, trolling, cyberbullying, online harassment,
academic misconduct, online cheating, flaming, and other
criteria-based digital behaviors mentioned above can be added.
Within this model, the various elements—or components—exhibit

Frontiers in Psychology 11 frontiersin.org

https://doi.org/10.3389/fpsyg.2025.1573164
https://www.frontiersin.org/journals/psychology
https://www.frontiersin.org


Chen et al. 10.3389/fpsyg.2025.1573164

FIGURE 2

The conceptual model of online moral deviance.

relationships of inclusion or coexistence, where one element may
encompass multiple others. For example, some scholars have
consistently agreed that elements constituting online cheating also
include screen sharing (e.g., Noorbehbahani et al., 2022), illicit

collusion (e.g., Siddhpura and Siddhpura, 2020), impersonation
(e.g., Dobrovska, 2017), and other supplementary components.
Prior studies (e.g., Nwosu and Chukwuere, 2020; Stephens
et al., 2007; Clarke and Lancaster, 2006) have also identified

Frontiers in Psychology 12 frontiersin.org

https://doi.org/10.3389/fpsyg.2025.1573164
https://www.frontiersin.org/journals/psychology
https://www.frontiersin.org


Chen et al. 10.3389/fpsyg.2025.1573164

online plagiarism and contract cheating as distinct forms of
online cheating. Previous studies have also shown that academic
misconduct encompasses online cheating (e.g., Siddhpura and
Siddhpura, 2020). Additionally, a growing body of research has
consistently identified internet trolling can be viewed as a type
of online harassment (e.g., Gray, 2012; Gray et al., 2017; Vera-
Gray, 2017; Manuoglu and Öner-Özkan, 2022), or a specific subset
of online harassment (e.g., Ortiz, 2020; Manuoglu and Öner-
Özkan, 2022). Some studies also highlight that Internet trolling
may also be categorized as a type of cyberbullying (e.g., Morissey,
2010; Griffiths, 2014). Several studies have consistently recognized
that flaming (e.g., Johnson et al., 2008; Zhang, 2021) and online
harassment (e.g., Newey and Magson, 2010) are likewise forms of
cyberbullying. Clearly, subsets of cyberbullying also include other
integrative components.

In the conceptual model of online moral deviance, the primary
categories can expand further, allowing for the inclusion of
additional digital behaviors that meet the criteria for deviance. This
indicates that the model of online moral deviance is not static;
rather, it evolves in response to the changing landscape of digital
behaviors that align with the criteria for deviance.

4 Discussion

Existing literature on cyber deviance or online deviance
has primarily focused on identifying the factors that influence
participation in online deviant behaviors (e.g., Holt et al., 2012;
Lee, 2018; Chen et al., 2021; Virgara and Whitten, 2023; Whitten
et al., 2024) and the relationship between cyber deviance and
these influencing factors (e.g., Holt et al., 2012; Chen et al., 2021;
Louderback and Antonaccio, 2021;Whitten et al., 2024). As Cioban
et al. (2021) noted that social scientists often utilize classical
theories of deviance to analyze this phenomenon, focusing on
identifying key predictors and examining their interactions across
both online and offline environments.

However, when it comes to online deviance or cyber deviance,
most systematic reviews focus on specific types of behaviors
(Cioban et al., 2021). Indeed, deviant behaviors range from serious
crimes classified as delinquent to minor antisocial behaviors that
are not punishable by the criminal justice system (Gorman-Smith
et al., 1998). While a substantial amount of research has been
conducted on deviance, the focus of existing research is often
narrow. It is necessary to provide a more structured and systematic
introduction to the common themes in this field (Cioban et al.,
2021). A key gap in prior research is the lack of a comprehensive
framework that considers these morally deviant digital behaviors as
part of a broader, integrated social phenomenon. Our study makes
several novel contributions to the existing literature:

First, it fills a critical research gap by identifying and
systematically categorizing the constituent elements of online
moral deviance for the first time. On one hand, within the research
themes of cyber deviance, online deviance, and online deviant

behavior, digital behaviors such as internet plagiarism, online
trolling, cyberbullying, online harassment, academic misconduct,
online cheating, hacking, digital piracy, and internet pornography
have often been broadly grouped under these umbrella terms.

However, prior literature on these themes has not differentiated
these digital behaviors through both moral and legal lenses—
this lack of distinction constitutes a major gap in the existing
research. Our study excludes digital behaviors that may be
viewed as violations of legal standards and instead focuses on
identifying and categorizing digital behaviors that, from a moral
framework perspective, are seen as violating widely accepted moral
expectations within a specific society’s dominant culture.

On the other hand, existing research on cyber deviance,
online deviance, and online deviant behavior has predominantly
focused on individual types of digital behavior. For instance,
studies typically center on one specific form, such as internet
plagiarism, online harassment, or online flaming. As Udris (2017)
emphasized, researchers have demonstrated a preference for
examining specific phenomena rather than adopting an integrated
approach to these behavioral patterns. Our study addresses this gap
by integrating these independent digital behaviors from a moral
framework perspective.

Second, our study is the first to construct a conceptual model
of online moral deviance that incorporates a moral explanatory
dimension grounded in specific socio-cultural contexts. The
integration of digital behaviors identified in prior studies under
the themes of cyber deviance, online deviance, and online deviant

behavior is based on three criteria: (1) the moral characteristics of
these behaviors, (2) the typical ways they violate widely accepted
moral expectations in a given society, and (3) the major harm
they cause to online target users. Based on analysis across these
dimensions, the identified online behaviors were found to violate
moral values such as honesty, fairness, respect, empathy, and
responsibility, which are widely accepted within the dominant
culture of specific societies. It is important to clarify that the
concept of morality in our study is not abstract or universalist
but is instead situated within specific cultural and social contexts.
Therefore, the construction of our model is also based on culturally
and contextually embedded moral conceptions. In our model,
moral deviance is evaluated not on the basis of abstract universal
norms, but rather through the lens of what has been documented
in the existing literature as reflecting what is perceived to be a
violation of accepted moral expectations in the dominant culture
of a given society.

Third, the findings support the promotion of moral education
and the development of healthy online behavior. By identifying,
categorizing, and integrating representative online behaviors that
violate widely accepted moral expectations within specific social
and cultural contexts, this conceptual model can be used to
guide future research, policy, and moral education interventions.
As discussed in the Introduction section, our study provides a
practically valuable conceptual model for policymakers, educators,
and parents.

It is also worth noting that much of the current research
on cyber deviance has focused on adolescents as the primary
sample group (e.g., Holt et al., 2012; Lee, 2018; Udris, 2017; Chen
et al., 2021; Virgara and Whitten, 2023; Whitten et al., 2024). A
few studies have examined adult employees (e.g. Louderback and
Antonaccio, 2021). In contrast, our study includes a broader range
of populations, such as adolescents, adults, academic researchers,
and workplace employees. It highlights that members of these
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diverse groups are all capable of engaging in morally deviant
behaviors in online spaces. This broader inclusion strengthens the
generalizability of the study’s findings by emphasizing that online
moral deviance is not confined to a particular demographic.

To further advance research on online moral deviance,
it remains necessary to explore whether behavior-related
theories—such as power-control theory, self-control theory,
and social cognitive theory—can support investigations into
the formation mechanisms and influencing factors of online
moral deviance. Additionally, questions concerning how to
refine the inclusion criteria for incorporating behaviors into the
conceptual model, and how to clearly delineate and clarify the
conceptual boundaries among the constituent elements of the
model based on those criteria, warrant further reflection and
scholarly inquiry.Considering the current research findings and
constraints, the present study puts forward an agenda.

• What other representative forms of online deviant behavior,
beyond the components proposed in our research, could
be incorporated into the conceptual model of online
moral deviance?

• How can the inclusion criteria for online deviant behaviors as
components or constitutive elements of online moral deviance
be refined and improved?

• What are the causes and regulatory mechanisms of online
moral deviance?

• Which theories can provide support for exploring and
identifying the underlying mechanisms or influencing factors
of online moral deviance?

• How to clearly delineate the conceptual boundaries among
different types of online deviant behaviors within the
conceptual model?

• How can intervention strategies be developed based on the
conceptual model of online moral deviance to prevent and
reduce the occurrence of such behavioral patterns?

5 Limitations

Several limitations of our study should be acknowledged.
Firstly, as Bordua (1967) noted that if we were to consider the field
of deviant behavior and social control as merely an aggregation
of all special studies of norm-violating behavior, a comprehensive
summary would be unfeasible. The specific empirical research
conducted in any given period substantially reflects societal
interest in particular forms of deviance. Consequently, our study’s
conception of deviance does not encompass the entire spectrum of
behaviors ranging from minor antisocial acts to illegal activities.

Regarding the categories of online moral deviance, existing
studies have identified various forms of online deviant behavior,
including but not limited to Internet trolling, online flaming,
cyberbullying, digital piracy, online pornography, and hacking
(Udris, 2017). However, our study is not confined to these behaviors
alone. Given that behaviors like online pornography, digital piracy,
and hacking are generally classified as illegal activities rather than
moral transgressions in various cultures, nations, and regions,
we excluded these digital behaviors from our analysis. Instead,
we focused on digital behaviors that primarily involve moral

considerations and have been extensively studied. Nonetheless,
despite this focused approach, our study cannot claim to encompass
all morally-related online deviant behaviors, particularly as rapid
technological advancements continue to produce new forms of
online deviance.

Secondly, unlike a systematic review, an integrative review
does not necessarily follow predetermined processes for literature
selection and data analysis. The present study builds upon prior
research on deviance and online deviance, which necessitated the
inclusion of representative works beyond the last 5 years, rather
than limiting the review to more recent literature. Consequently,
our literature selection extends beyond the past 5 years to ensure
that critical, representative studies were considered.

Thirdly, “the relativistic criterion of deviation introduced by
the new perspective is in keeping with contemporary sociological
principles” (Gibbs, 1966, p. 14). This suggests that the standards
for defining deviance may differ across cultures, countries, regions,
and groups. As a result, the conceptual model of online moral
deviance proposed here may not be universally applicable across
all cultural contexts. Researchers applying this model must account
for cultural, regional, and societal differences and adjust the
model accordingly.

Based on the integration of current research findings on various
forms of online deviant behavior, the delineation of conceptual
boundaries among different types of online deviant behaviors in
our conceptual model may not be entirely precise. This is because
overlaps, intersections, or inclusion relationships may exist among
these behaviors. In particular, as research on the themes of online
deviance, cyber deviance, and online deviant behavior continues
to advance, the conceptual distinctions between various forms of
online deviant behavior will need to be further clarified and refined
in future studies.

6 Conclusion

The widespread adoption of the Internet has significantly
expanded opportunities for morally deviant behaviors in digital
spaces. A deeper understanding of online behavioral patterns that
violate mainstream societal moral norms and the construction of a
conceptual model of these behaviors can help stakeholders better
comprehend and address such behaviors. It also facilitates the
development of targeted digital moral education initiatives aimed
at enhancing individuals’ moral cognition and self-regulation
abilities, therebymitigating the potential psychological and physical
harm caused by these behaviors. Furthermore, the research
findings can provide a scientific basis for policymakers, educators,
and technology platforms to optimize strategies for managing
online behavior.

The key components of this model include behaviors such
as Internet plagiarism, trolling, cyberbullying, online harassment,
academic misconduct, online cheating, and flaming. We argue
that this model of online moral deviance is not rigid but rather
adaptable, allowing for the inclusion, merger, or exclusion of
various forms of deviance as needed. For example, behaviors such
as spreading rumors and online exclusion can be understood
as subsets of cyberbullying. Any digital behavior that meets the
established criteria for moral deviance can be incorporated into this
evolving conceptual model.
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In conclusion, this adaptable model offers a valuable tool
for analyzing and addressing online moral deviance. It not only
facilitates a better understanding of how these behaviors manifest
but also provides a foundation for developing interventions to
reduce their prevalence. Future research should continue to refine
this model and ensuring that it remains relevant in an ever-
evolving digital landscape. Future research should also bring in
cross-cultural perspectives if applicable. For example, how might
online moral deviance vary across different cultural contexts?
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