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The COVID-19 pandemic and the draconian measures applied to limit its spread have accelerated the process of digitalizing many activities, including those within the health sector. In Morocco, a developing country in northern Africa, digital health has been deployed extensively, and in a remarkable way, to support the management of the current health crisis. Morocco is taking significant measures to become a key player in the process of achieving Sustainable Development Goals (SDG) goal 3. The government has comprehensively integrated digital technology throughout its coordinated containment and mitigation processes. These processes encompass testing and diagnostics; virus genomic surveillance; telecare of suspected and chronic patients; COVID-19 patient contact tracing and tracking; a laboratory information system for medical material dispatching, biological sample collection, and data processing nationwide; and smart vaccination management. Moreover, the pace of amending legislation for enabling efficient telemedicine practice has been achieved at a record-breaking. The successful implementation of all of these digital health strategies testify to the effectiveness of digitalization for managing the health aspects of the pandemic and for the future development of health systems in Morocco and in the African continent, where digital health and telemedicine is set to become the cornerstone of medical practice.
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INTRODUCTION

Many developing countries, including Morocco, are facing the challenge of ensuring that their health services are affordable, accessible, equitable, and of high quality (1). Although Morocco's health indicators have evidenced steady improvement, there is scope for improvement. Digital health provision may enhance the quality of health care by increasing the efficiency and quality of its delivery (2), while making medicine more personalized and precise. The desire to use new information and communication technologies (ICTs) to enable a maximal number of citizens to access quality care quickly, easily, from any place, and at any time among health professionals was the motivating factor behind the development of telemedicine (3). Sustainability goals have arisen as a global strategy for addressing major universal issues (4). Digital health has been proposed to perform better and larger healthcare deployment in societies, and its implementation has the promise to contribute to SDG3 achievement (5).

Morocco recorded its first case of COVID-19 on March 2, 2020 (6). Subsequently, the authorities declared a state of health emergency on March 20 (7) even though the number of daily cases in the country was only about 10 at this time. Since then, the pandemic's evolution in Morocco has evidenced a controlled trend, with an average daily growth rate of around 5.5%, a prevalence of <1%, and an average fatality rate of 4% during the lockdown period from March to May 2020 (8). At the end of 3 months of strict confinement, the epidemiological indicators favored a progressive zone-wise process of deconfinement that commenced on June 10, 2020. However, immediately after this process began, the pandemic escalated rapidly, with multiple industrial and family clusters emerging, which increased the incidence and prevalence rate. In early April of 2021, with more than 496,676 cases of COVID-19 recorded, the challenge facing the country was unprecedented, while the situation remained unclear and frustrating. The turn to digitalization has been a pertinent strategy for facilitating access to reliable health information, enabling convenient provision of clinical reports, and enhancing the capacities of health workers to provide timely and quality care (9).

Digital health implementation faces many challenges in most developing countries (10) due to a variety of factors, such as a lack of powerful ICT infrastructure (11), or stable electric power supply, digital divide, logistical and cultural issues, and a general lack of efficient data collection tools and resources in healthcare facilities (12). Fortunately, digital health professionals in Morocco can count on a relatively skillful digital infrastructure and information structure (10). Morocco was ranked fourth (13) among countries in Africa both for its internet connectivity—which includes fiber optic, 3G, 4G, and ongoing 5G deployment—and for its mobile connectivity in 2017 (14). In addition, electrification extends across almost the entire country, including the most remote and rural areas (15). Moreover, the National Digital Development Agency (ADD) (16) has been created, tasked with the responsibility for accelerating and managing the digital transformation of public services. The global COVID-19 health crisis has dramatically accelerated a digital shift, including in the health sector. Morocco's latest ranking published in the “Digital Riser Report of 2020” (17) testifies to the Moroccan government's determination, commitment, and support relating to the achievement of a digital transformation in the country.

In the covid-19 era, worldwide nations relied on well-established public health concepts and procedures such as early monitoring, testing, contact tracing, quarantine, and clinical management and smart vaccination strategy (18). Countries that effectively handled the pandemic appear to have implemented and integrated digital technologies and telemedicine in healthcare (10, 19). Morocco rapidly adopted a similar integrated digital health strategy since the early stages of the pandemic to manage and mitigate its consequences.



THE ACCELERATED ROAD TOWARD A DIGITAL HEALTH TRANSFORMATION

The current health crisis has foregrounded the need to integrate digital technologies within health systems, given their potential for combating the pandemic in the short term and strengthening health systems in the long term (20). Although the COVID-19 pandemic has placed a strain on health systems globally, it has also served as a catalyst for transforming digital health in Morocco, increasing the awareness of practitioners and decision-makers regarding the importance of digitalization, which has accelerated its incorporation within health services. The “Moroccan Ministry of Health (MoH) Strategy 2025” (21) is aimed at reorganizing and developing the healthcare sector to ensure improved access to health services, improved management, and optimized allocation and use of resources. The digital shift is an ambitious approach for achieving these goals, making this strategy the most far-reaching Moroccan healthcare-IT approach. It avails of the strength of the existing IT-infrastructure, taking it to the next level by promoting the establishment of information systems in public hospitals and electronic medical records (22). To preserve individual data privacy, this expanded usage of digital health data requires a higher level of data security and proper handling (23), while the security structure needs to be approved by authorities. Telemedicine is also a major component of the MoH Digital Development Strategy 2025 (24), which focuses on the implementation of an assisted living technology to enable people with chronic diseases to be continuously monitored in their own homes, thereby improving their life quality, and providing them with necessary healthcare in order to achieve the health-related SDG (SDG 3) (25), and particularly Target 3.8 (26, 27).

Given their advantages, digital health, and telemedicine are increasingly being requested by patients and used by medical professionals to facilitate their health journeys, enabling patients to bypass hospitals, avoid infections, and implement social distancing (28).



DIGITAL HEALTH MANAGEMENT OF BIOLOGICAL SAMPLES, MEDICAL MATERIAL, AND EPIDEMIOLOGICAL DATA

The MoH has introduced a Laboratory Information System (LIS) for the public and private sectors. Accordingly, a software program is used for rapidly and efficiently managing and analyzing data. Thus, data are efficiently managed during different steps of the process, and numerous features are available for ensuring the smooth running of operations among the concerned agencies (29) (e.g., a hospital, laboratory, and the health department). The implementation of the LIS enables efficient operations extending from the collection of patient samples to the tracking of a vast number of patient samples through all the analytical procedures as well as report generation. This system significantly reduces paper-based workloads and provides the capability for organizing data rapidly and correctly. LIS is critical for managing COVID-19 tests, including the acquisition and dispatching of the medical material and kits and real-time epidemiological data generation, collection, processing, and sharing during the pandemic (30).



DIGITAL HEALTH CLINICAL MANAGEMENT OF COVID-19 AND CHRONIC PATIENTS

As an inaugural event associated with the introduction of the health management strategy, the MoH launched a free medical “tele-advice” digital platform (www.tbib24.com) (31) in which doctors representing all medical specialties participated during the general lockdown for the benefit of citizens. The platform, which is also available as a mobile app, remains operational, bringing together more than 100 doctors. Patients can make appointments with a specialist depending on their needs, and they can also choose between a physical consultation in the hospital/doctor's office, or a teleconference conducted via the digital platform.

Dozens of other “teleconsultation” platforms mushroomed immediately after the lockdown, functioning somewhat “outside of the law” because of the impossible requirement of the physical presence of a health professional at the patient's side for medical consultations during and after the lockdown. Consequently, many patients, especially those with chronic diseases, have benefited from video-conducted follow-up interviews with their physicians (32). The MoH allowed a certain amount of flexibility given the emergency situation. During the lockdown, the decree on telemedicine was in full force, requiring a health professional to be physically present next to the telepatients and their prior consent, which proved highly unsatisfactory. To overcome these regulatory constraints, the National Council of the Order of Physicians (CNOM) has set up a “telemedicine commission” (33), the first of its kind, to facilitate the implementation of telemedicine practice that is accessible to the public and physicians and is in compliance with the law. The Council aims to ensure that telemedicine and the use of ICTs within the health sector lead to a real improvement in the quality of health services, while ensuring the protection of the professionals, patients, and their health data. One of the immediate achievements of the CNOM has been the introduction of the amended telemedicine decree in coordination with the MoH, as described below.



SPEEDY AMENDMENT OF THE TELEMEDICINE LEGAL FRAMEWORK

Legislation and policies need to be put in place to define conditions of digital healthcare provision that are characterized by efficacy, quality, safety, privacy, and security. In Morocco, telemedicine is gradually but steadily penetrating the healthcare landscape. Morocco is one of the few African countries that have instituted legislative frameworks for the practice of telemedicine (34). The integration of telemedicine as an essential component of health care has already been established through the law related to the practice of medicine “131-13 law” (35). This legal framework is supplemented by an “application decree” (36), which delimits the regulatory contours of all telemedical acts. Further, given the sensitive nature of health data, the Official Bulletin N°5714 “09-08 law” (37), which relates to the protection of personal data, is applied within telemedical practice.

While the primary legislative framework has enabled the inauguration of a vast telemedicine project targeting marginalized rural and remote areas, a new amendment was introduced to address a major constraint relating the unregulated telemedical acts during the COVID-19 lockdown, namely the mandatory physical presence of a health professional by the bedside of the patient during teleconsultation. The COVID-19 crisis compelled the revision of a small number of provisions in the above-mentioned telemedicine decree, including the definition of a medical teleconsultation and the components of the telemedicine license application (38). The amendment also stipulates the obligation to provide applicants with a copy of their prior authorization delivered by the National Commission for the Protection of Personal Data (CNDP) (39), for processing personal data. Notwithstanding these legal amendments, other improvements, and modifications are necessary for the optimal deployment of telemedicine, especially those concerned with the financial coverage of telemedical acts and definitions of the rights, obligations, and responsibilities of the multiple and multidisciplinary telemedical actors (40).



TRACKING THE VIRUS AND TRACING COVID-19 PATIENTS' CONTACT NETWORKS

In June 2020, a freely provided app named Wiqaytna, which means “our security” in Arabic, was generated by the MoH, the Ministry of the Interior, the ADD and the National Telecommunications Regulatory Agency (ANRT), working in partnership. This app, which uses Bluetooth technology on mobile devices, provides COVID-19 exposure notifications to facilitate COVID-19 contact tracing and tracking efforts (41). The app gathers information from infected individuals about the people they have previously been in contact with over a 21-day period. These individuals are then notified that they have been in contact with an infected person, and are asked to take appropriate safety measures, such as quarantine and getting tested to break the transmission chain. The use of this app also encourages citizens to continue to apply the recommended preventive measures to limit the spread of the virus. With the introduction of the “Wiqaytna” app, the Moroccan authorities are able to trace possible cases of COVID-19 and thus implement measures to ensure public safety and help to prevent spread of this rapidly transmitted virus. As of April 2021, around two million citizens have been using the app (42), with explicit privacy terms. The app has been evaluated and approved by the CNDP (42). However, the uptake of the app on a mass scale has been impeded by the lack of prior sensitization and motivation campaigns.



DIGITAL GENOMIC SURVEILLANCE

Research has been carried out to gain a better understanding of the importation, transmission, and evolution of SARS-CoV2 in Morocco (43) following the prompt detection of the first case of infection. Specifically, a phylogenetic tree and variant network were constructed to analyze the complete genome sequences of virus strains in Moroccan carriers. It has been confirmed that the first COVID-19 infections were imported mainly from Europe. A total of 13 novel mutations, all of which were found to have the recurrent missense variant associated with severe disease, were identified from SARS-CoV2 isolates obtained within local communities and were cataloged. Early local transmission has also been confirmed. Consequently, genomic surveillance is an important strategy adopted by the MoH to develop a better understanding of the transmission of the virus and to track its evolution and variants in the country.



A SMART VACCINATION CAMPAIGN

Morocco ordered a total of 66 million vaccine doses to cover 33 million beneficiaries representing more than 80% of the population, and the country is preparing for a large-scale national operation to administer the vaccinations. The vaccination campaign was officially launched on January 28, 2021. An extensive operational system is being mobilized comprising 2,880 designated primary healthcare establishments as well as a large number of associated vaccine stations (44). A total of 25,631 individuals have been mobilized on the ground, mainly through 3,047 fixed stations and more than 10,000 mobile points in the 12 regions of the kingdom (45).

To prepare for this complex and large-scale vaccination campaign and to implement follow-up activities, the MoH has setup a multiple-component digital system comprising a vaccination registry, stock, and logistics management facilities, and a portal for tracking side effects (Figure 1). A platform named “liqah” (“vaccine” in Arabic) has concurrently been set up (www.liqahcorona.ma), which allows doctors to have direct contact with citizens. The website disseminates comprehensive information on the vaccines, and answers to any questions that citizens may have. The authorities have initiated the process of implementing vaccinations by organizing appointments for individuals based on pre-set priority lists. A facility for safe remote monitoring of vaccinated individuals' safety has been instituted through the introduction of a mobile map that enables these individuals to declare any undesirable event observed after the first and/or second dose of vaccine. The app, named Yakadaliqah/Jawaz Asseha (“vaccine vigilance”/“Health passport” in Arabic) is available in the Google and Apple app stores or as a web-based version (at jawaz-essaha.com). Thus, a vaccinated individual can maintain continuous contact with doctors who are close at hand.


[image: Figure 1]
FIGURE 1. Morocco's digital health strategy for implementing its smart vaccination campaign.


The MoH has also given most of the population a voice by simultaneously launching a campaign via text messaging. Before the arrival of the first vaccine doses, citizens had already started receiving text messages clarifying the appointment procedure. Each individual is simply asked to provide their ID card number to register and is subsequently notified of the date and place of the vaccination using the “Uber model,” according to which the medical center closest to the individual's location is selected. Vaccinated individuals -who have received their second COVID-19 vaccine dose- can obtain a printable copy of their certificate of vaccination if they so desire from the “liqah” platform. This digitally-based strategy fosters a higher level of public engagement with the vaccination plan because the registration, appointment scheduling, and the certificate delivery are all effortless and based on modern technology unlike the traditional approach, which compels people to move to medical centers several times and wait in lines. It also facilitates the creation of a vaccination database, enabling the government to remain continually informed and updated regarding the progress of the vaccination campaign and to respond to any adverse effects of the vaccination. These digital health strategies contribute to achieving Target 3.D (46) of the SDG 3 by enhancing the country's ability to effectively manage and mitigate the health risks (47) related to the pandemic.

The strategy has evidently been successful; as of June 2021, 9,594,360 individuals have received their first vaccine dose, and 8,451,201 individuals have received both vaccine doses (48). Consequently, Morocco ranks among the first countries in terms of the number of vaccine doses administered (49, 50).



DISCUSSION

Morocco has pioneered the introduction of telemedicine and digital health in Africa. A large national telemedicine initiative has been launched by the MoH, with ambitions of covering most of the country's rural and remote areas. The COVID-19 situation has propelled the acceleration of the digitalization process, which is strengthening the health system in Morocco by making digital health accessible throughout the entire country and the national health system. Regional, rural/urban, and within major cities socioeconomic and technological disparities create barriers to equal access to telemedicine by clinicians and patients (51). These impediments may exacerbate health inequities and jeopardize global efforts to reduce COVID-19's impact (52, 53). Table 1 presents a summary of most of the digital health-related actions that were taken following the declaration of the pandemic in the country and their evaluation. One year after the onset of the pandemic, the health situation differs greatly worldwide according to the responses of individual countries. Morocco's efforts are evidently bearing fruits and can serve as a role model for African and other developing countries. These efforts can facilitate the preparation for a full-scale implementation of the digital strategy within the healthcare sector in the near future and will therefore help meeting SDG 3 by 2030.


Table 1. Summary of digital health initiatives used in Morocco to respond to the COVD-19 pandemic.

[image: Table 1]

Telemedicine is being technologically, materially and socially implemented and legally revisited to enable adjustments to be made that contribute to efficient long-term use. This process will likely transform what was anticipated to be a temporary change into a permanent reality that will be established as the norm. Overall, progress in digital health will be staggered, and data-based solutions that were developed under pressure can be of considerable value beyond the context of a calamity. Importantly, they can have a boomerang effect, facilitating digital health transformation and deployment. All of the digital health strategies described in this paper foreground the importance of digitalization in the management and mitigation of the pandemic crisis and in the future development of the health system in Morocco and on the African continent where digital health and telemedicine will be the cornerstone of health care. Morocco's successful telemedicine application experience (54) can serve as a model for Africa to follow in order to improve and sustain health care delivery. Integrating ICTs (55) and fighting digital literacy are major steps toward efficient implementation of telemedicine and increasing accessibility to healthcare services (10). The Moroccan digital health and telemedicine feedback in particular during and in response to the pandemics might inspire and promote telemedicine implementation in other African countries with similar socioeconomic and technological situation.

However, the actual impact of the cited digital health strategies on the public health response to the Covid-19 crisis in Morocco remains to be assessed. Indeed, evaluation is becoming a critical component of decision-making for continuing or modifying actions in the public sphere. Following the World Health Organization (WHO) recommendations (56), Morocco included evaluation methods in its public health governance system (57), and many national health programs are being evaluated (58, 59).
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