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Social distancing due to the COVID-19 pandemic has driven some consumers to online shopping, and concerns about pandemic risks and personal hygiene have increased the demand for e-commerce. Providing personalized recommendations seems quite profitable for e-commerce platforms, and consumers also benefit from personalized content with the advancement of AI technologies. However, this possible win-win situation is marred by the increase in consumers' privacy concerns. Technical solutions have been widely studied to protect consumer privacy, while few analyses have been conducted from the perspective of psychological and behavioral implications. In this paper, an evolutionary game model of privacy protection between e-commerce platforms and consumers is established to determine the mechanisms by which various factors exert influence, and evolutionary stable strategies are obtained from equilibrium points. Then, the strategy selections are simulated with MATLAB 2020 software. Based on the results, the following conclusions are drawn: (1) the application of AI technologies in e-commerce will fundamentally benefit consumers, which makes them actively share personal information with e-commerce platforms with incentives for generous rewards; (2) it is profitable for e-commerce platforms to conduct data mining by improving the ability to use AI technologies and making efforts to reduce technical costs; and (3) regulators should improve the level of supervision instead of imposing a large penalty to enhance consumer trust, which could effectively increase the profits of e-commerce platforms and protect consumers' privacy.
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INTRODUCTION

As an important and effective measure to combat the COVID-19 pandemic, social distancing has encouraged consumers to use online shopping, which increases the demand for e-commerce (1–4). Continued social distancing results from the risk of adverse consequences of the COVID-19 pandemic, and increased concerns over personal hygiene will promote continued online shopping, reinforcing long-term changes in consumption patterns (5). E-commerce transactions involve transferring information online (6). Benefiting from the rapid growth of consumer data, the improved accuracy of artificial intelligence algorithms, the increased operational capability of computers, and advances in AI technologies such as machine learning, computer vision, and natural language processing, private information is collected, stored and processed on an unprecedented scale (7). This enables e-commerce platforms to accurately forecast customer demand. However, information asymmetry, externalities and commitment concerns can all be exacerbated by AI (8), and e-commerce challenges appear, including cybersecurity concerns and difficulties in gaining consumer trust (9). Consumers are paying increasing attention to their private information and becoming increasingly concerned about how data on shopping and transactions are collected and used (10–13). Thus, it is necessary to explore the relationship between e-commerce platforms and consumers in terms of privacy protection and accordingly take effective measures to balance the interests of both sides.

Studies on privacy protection mainly focus on ensuring the security of private information in the process of customer use. Technical management research is the main perspective and can be categorized into three aspects: an anonymity framework for privacy protection [e.g., (14–16)], privacy access control [e.g., (17–19)], and differential privacy (20, 21). Overall, most of the studies are general, and privacy preservation in medical care and online social networks (OSNs) are receiving increasing attention. Online shopping has received little attention, and there are few studies investigating privacy protection from the perspective of psychological and behavioral implications. Game theory is considered one of the most promising methodologies to investigate participants' incentives, responses, and behaviors (22). Many scholars investigate the behaviors of participants under the assumption of perfect rationality, which ignores the limitations of game players in reality due to limited cognitive abilities and complex decision-making situations [e.g., (23–25)]. Some scholars have introduced evolutionary game theory to overcome such limitations in recent years, and privacy protection in fields such as social networks (26) and e-commerce (27) and technologies such as the Internet of things (IOT) and cloud services have been the primary subjects investigated [e.g., (22, 28)].

In this paper, evolutionary game theory is applied to privacy protection in online shopping due to the rapidly increasing application of AI technologies in e-commerce platforms. An evolutionary game model of privacy protection between consumers and e-commerce platforms based on bounded rationality is established in Section Materials and Methods. In Section Evolutionary Game Analysis, the game mechanism is analyzed, and evolutionary stable strategies (ESSs) are obtained from equilibrium points. Section Simulation Results and Analysis presents the results of simulation experiments, which can directly display the decision-making results and the mechanisms by which various factors exert influence. Finally, targeted and practical measures and suggestions are proposed.



MATERIALS AND METHODS


Evolutionary Game Theory

Compared with non-cooperative game theory, evolutionary game theory abandons the assumption of perfect rationality and incorporates a formation mechanism from individual behavior to group behavior and various factors involved in the evolutionary game model. Evolutionary game theory is based on the bounded rationality of group players and on the premise of incomplete information. The behavioral rules and strategies of game participants are modified and improved through continuous learning and imitation in the process of evolution, and decisions are made according to the benefits delivered by the strategies under comparison.

The evolutionary game process includes two stages: selection and mutation, which could be applied to privacy protection in online shopping. Selection means that a strategy that can deliver substantial benefits would be selected by more consumers and e-commerce platforms based on the benefit maximization principle. Mutation means that a consumer or e-commerce platform will choose strategies different from those adopted by the group due to random factors such as the introduction of third-party regulators. Mutation is often treated as a crucial aspect of the process of evolution since it can change the strategy choices of participants and eventually affect the equilibrium of the system.

As a tool of theoretical analysis that combines game theory with a dynamic evolution process, evolutionary games can well explain decision-making behaviors that change over time. Therefore, this study uses evolutionary game theory to explore the relationship between consumer privacy concerns and the behavioral decision-making of e-commerce platforms. Consumers and e-commerce platforms are boundedly rational, and their decisions are independent and made under asymmetric information; that is, the two players do not know each other's strategies at a given stage of the game, and their strategy choices are affected by the results of the previous stage.



Problem Description

E-commerce platforms and all registered consumers using e-commerce platforms are the two players in the evolutionary game model of privacy protection. Based on previous studies on consumer privacy (29–32) and AI technologies in e-commerce (33), private information in this study includes demographic information (e.g., age, nationality, gender), personal financial information, personal identity information (e.g., username, gender, occupation, address), online shopping behavior (e.g., browsing history, browsing time, shopping habits), etc.

Consumers are normally required to allow access to personal information when they register an account for online shopping on e-commerce platforms. Some online consumers who value personalized content are willing to share personal data in return for price discounts, products or services, a small incentive or personalization (34–39), while others will not share information due to privacy concerns. Thus, the privacy protection strategy of consumers concerns whether to share private information.

Providing personalization is highly profitable for e-commerce platforms (40) since the mining of personal data can help e-commerce platforms better understand consumer preferences and promote marketing transformation. Therefore, e-commerce platforms may conduct data mining when consumers choose to share personal information or conduct illegal data mining to pursue their economic interests despite lacking consumers' permission. However, e-commerce platforms may not engage in data mining due to the imperfection of information shared by consumers or the low use value of such information. Based on the analysis above, the behavioral strategy of e-commerce platforms concerns whether to engage in mining.

History suggests that industry self-regulation may not occur absent the threat of government regulation in terms of privacy protection (41). Third-party regulators need to supervise the privacy protection measures of e-commerce platforms due to the information asymmetry between consumers and e-commerce platforms (8). Hence, third-party supervision is considered in this paper.



Assumptions
 
Consumers

Consumers obtain fixed benefits (such as expanding the range of goods to choose, improving the convenience of price comparison, reducing transportation costs, etc.) regardless of whether they choose to share personal information when shopping on e-commerce platforms. However, by “transferring” a certain amount of personal privacy, consumers can, on the one hand, receive personalized recommendations or intelligent advertisements by e-commerce platforms, which could reduce item search costs and improve shopping efficiency, and thus obtain extra benefits. On the other hand, transferring personal information may also lead to spam and other problems, resulting in losses. Based on the above analysis, the following assumptions concerning the profits of consumers with third-party regulators are made:

H1: B1 (B1 > 0) represents the fixed benefits obtained by consumers who choose the strategy of “not sharing” when they shop online, and B2 (B2 > 0) represents the fixed benefits obtained by consumers who choose the strategy of “sharing” when they shop online. We assume that B2 > B1.

H2: N1 (N1 > 0) is the maximum extra benefits generated for consumers by the data mining behavior of e-commerce platforms. The positive utility coefficient of data mining for consumers is α (α > 0). Thus, the extra benefits brought by data mining are αN1.

H3: N2 (N2 > 0) is the maximum extra losses brought to consumers by the data mining behavior of e-commerce platforms. The negative utility coefficient of data mining for consumers is β (β < 0). Thus, the extra losses brought by data mining are βN2.

H4: Y (Y ≥ 0) is the reward obtained by consumers from e-commerce platforms for sharing personal information (such as high-level membership rights, coupons, etc.).



E-Commerce Platforms

When consumers register an account to engage in online shopping on e-commerce platforms, regardless of whether they choose to share personal information, e-commerce platforms can obtain fixed benefits through the expansion of user scale, increased transaction volume and the enhancement of attractiveness to brand advertisers. Moreover, e-commerce platforms can also obtain extra benefits. The application of AI technologies in personal data mining and consumer behavior analysis will help platforms achieve precision marketing and provide personalized decision support, which can improve recommendation quality and promote marketing transformation. Based on the above analysis, hypothesis 5 and hypothesis 6 are proposed:

H5: F (F > 0) represents the fixed benefits obtained by e-commerce platforms when providing services to consumers, M1 (M1 > 0) is the maximum extra benefits that e-commerce platforms can obtain from consumers through data mining when the latter choose the strategy of “sharing”; M2 (0 < M2 < M1) is the maximum extra benefit obtained by e-commerce platforms from consumers through illegal data mining when the latter choose the strategy of “not sharing.”

H6: μ (0 < μ < 1) is the ability of e-commerce platforms to apply AI technologies. The value of μ is positively related to the ability to mine data and the efficiency of precision marketing. The higher the value is, the greater the extra benefits that will be obtained by e-commerce platforms.

With third-party regulatory agencies supervising the compliance of the data mining behavior of e-commerce platforms, consumers are more likely to share personal information out of trust in e-commerce platforms, and e-commerce platforms will receive extra benefits, which can be considered trust benefits. If e-commerce platforms mine the personal information of consumers when the latter choose the “not sharing” strategy, illegal behavior may be detected by third-party regulators. In this case, e-commerce platforms would lose the trust benefits of consumers and thus suffer extra losses. In addition, these platforms would be punished by third-party regulators. Based on the above analysis, hypotheses 7 and 8 are proposed.

H7: The possibility that the illegal data mining behavior of e-commerce platforms is discovered when consumers choose the behavior strategy of “not sharing” is δ (0 ≤ δ ≤ 1), which reflects the supervision level of third-party regulators. The penalty for illegal data mining on e-commerce platforms is f.

H8: t is the trust coefficient of consumers for the e-commerce platform under the supervision of third-party regulatory agencies. Then, δ * tM1 represents the trust benefits obtained by e-commerce platforms, and these benefits will be lost when illegal data mining behavior is detected by regulatory agencies.

H9: C1 (C1 = Y) is the reward cost of e-commerce platforms when consumers choose to share personal information; C2 (C2 > 0) is the technical cost of data mining for e-commerce platforms, such as the cost of information maintenance and information processing.

H10: Consumers choose to share personal information with probability p (0 ≤ p ≤ 1), and the probability of consumers not sharing personal information is 1 − p. E-commerce platforms choose data mining with probability q (0 ≤ q ≤ 1) and not to mine with probability 1 − q.

Based on the hypotheses above, the notations for the model are displayed in Table 1, and the payoff matrix involving consumers and e-commerce platforms is shown in Table 2.


Table 1. Notations for the model.

[image: Table 1]


Table 2. Payoff matrix of consumers and e-commerce platforms in privacy protection.
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EVOLUTIONARY GAME ANALYSIS


Equilibrium Points of the Evolutionary Game

The expected profits of “sharing” and “not sharing” are E1y and E1n, respectively. The average profit is [image: image]. Then,
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The replicator dynamic equation of consumers is as follows:

[image: image]

The expected profits when e-commerce platforms choose “data mining” and “not data mining” are E2y and E2n, respectively. The average profit is [image: image]. Then,
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The replicator dynamic equation of e-commerce platforms is as follows:
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According to Equations (4) and (8), the replicator dynamic equations for a two-player game of privacy protection between consumers and e-commerce platforms are

[image: image]

Let F(p) = 0 and F(q) = 0, and the equilibrium point of the evolutionary game can be obtained by solving Equation (10):

[image: image]

The equilibrium points are E1 = (0, 0), E2 = (0, 1), E3 = (1, 0), E4 = (1, 1).



Stability of Equilibrium Points

According to Friedman (42), the stability of equilibrium points can be deduced by analyzing the local stability of the Jacobian matrix. The Jacobian matrix is expressed as [image: image], in which a11 = (1 − 2p)(B2 − B1 + Y), a12 = 0, [image: image], and [image: image].

The equilibrium point will be the evolutionary stable strategy when:

[image: image]

At [image: image]. a11 = B2 − B1+Y > 0, and formula (11-1) would be satisfied when a22 < 0, while formula (11-2) can be satisfied by requiring a22 > 0, which is impossible. Thus, E1 is unstable.

At [image: image]. a11 = B2 − B1+Y > 0, and formula (11-1) would be satisfied when a22 < 0, while formula (11-2) can be satisfied when a22 > 0, which is impossible. Thus, E2 is unstable.

At [image: image]. B1 − B2 − Y < 0, and when [image: image], E3 = (1, 0) is stable. This indicates that when the sum of fixed benefits and reward benefits obtained by consumers due to sharing personal information (B2 + Y) is greater than the fixed benefits of not sharing personal information (B1) and when the extra benefits including consumer trust and application ability of AI technologies ([image: image]) are less than the technical cost of data mining (C2), the evolutionary stable strategy will be (1, 0); that is, consumers choose to share personal information when p = 1, and e-commerce platforms do not carry out data mining when q = 0.

At [image: image]. B1 − B2 − Y < 0, and when [image: image], E4 = (1, 1) is the stable equilibrium point. This shows that when the sum of fixed benefits and reward benefits obtained by consumers from sharing personal information (B2 + Y) is greater than the fixed benefits of not sharing personal information (B1) and when the extra benefits coming from consumer trust and the applicability of AI technologies ([image: image]) are greater than the technical cost of data mining (C2), the evolutionary stable strategy will be (1, 1); that is, consumers choose the strategy of “sharing” when p = 1, and e-commerce platforms choose data mining when q = 1.

Based on the results, the influencing factors of the strategy selection of e-commerce platforms and consumers are illustrated in Figure 1. From the perspective of consumers, the fixed benefits of online shopping and rewards create incentives to share personal information, and the extra benefits related to the benefit and loss coefficient will not affect consumers' strategy selection. From the perspective of e-commerce platforms, extra benefits, which could be adjusted by consumers' trust and the applicability of AI technologies, are crucial for data mining. Additionally, the technical cost of data mining should be taken into consideration since an increase in the technical cost will prevent e-commerce platforms from expanding their profits, while the reward cost has no impact. Note that the penalty has no influence on e-commerce platforms' data mining behavior, while the supervision level plays an important role since it affects the extra benefits by influencing consumer trust. This may because e-commerce platforms' data mining practice changes frequently in light of technological advance in AI, and thus it is challenging for third-party supervision organizations to find comprehensive and updated information firm by firm and accordingly impose penalties. Another reason might be the lags in direct regulation on e-commerce platforms' data mining action. It is difficult to ensure that the regulation is updated with every round of technological advance, which makes penalty infeasible. Therefore, improving supervision level to promote industry self-regulation could be feasible and effective for privacy protection. E-commerce platforms know more about AI technology and data practice, and therefore are better positioned to identify best practices (8). This suggests that the supervision of third-party regulators could be complementary to industry attempts to self-regulate.


[image: Figure 1]
FIGURE 1. Influencing factors and their relevance.


Conclusions could be initially drawn that (1) the improvement of online shopping benefits due to the advancements of AI technologies could fundamentally encourage consumers to share personal information; (2) e-commerce platforms are supposed to provide various and generous reward incentives to consumers to encouraging the sharing of personal information, since the reward cost does not decrease the profits of data mining; (3) it is profitable for e-commerce platforms to use AI technologies to determine people's shopping habits, but they should make efforts to reduce the cost of technology adoption; and (4) when the probability of the illegal data mining being discovered is large enough, third-party supervision could serve as a strong deterrent for e-commerce platforms, which can effectively enable consumers to trust e-commerce platforms and share personal information.




SIMULATION RESULTS AND ANALYSIS

To more intuitively reflect the evolutionary game process and the evolutionary stability equilibrium strategy between consumers and e-commerce platforms in different situations, a simulation analysis of the stability strategy results of the two subjects under different parameters was carried out using MATLAB. The parameters were set based on model assumptions that are in line with economic reality. As for parameter settings of consumers, the value of Y is set to be no larger than that of B1 to ensure consumers to share personal information. In terms of parameter settings of e-commerce platforms, the value of f is supposed to be smaller than that of F so as to ensure the operation of the e-commerce platform; the value of C1 + C2 should not exceed the sum of F and M2. Moreover, the parameter of α, β, δ, t, and μ are set to be 0.5 to maintain neutrality. Although few simulation experiments have been conducted to investigate privacy protection in the context of online shopping against the background of AI technology advancements, parameter settings in other fields, such as online advertising (43), are available for reference. The specific parameter settings are listed in Tables 3, 4.


Table 3. Parameter settings of consumers.

[image: Table 3]


Table 4. Parameter settings of e-commerce platforms.

[image: Table 4]

The evolutionary stability strategy of consumers and e-commerce platforms when [image: image] is shown in Figures 2, 3, respectively.


[image: Figure 2]
FIGURE 2. Evolutionary stability strategy of consumers when [image: image].



[image: Figure 3]
FIGURE 3. Evolutionary stability strategy of e-commerce platforms when [image: image].


Figure 2 shows that when [image: image], the probability of sharing personal information increases rapidly under different circumstances, and p* = 1 is the evolutionary stability strategy. This indicates that consumers will ultimately choose to share personal information. In Figure 3, the probabilities of data mining decline rapidly under different circumstances, and q* = 0 is the evolutionary stability strategy, which means that e-commerce platforms prefer “not mining.” The simulation results confirm that if e-commerce platforms have no extra benefits after deducting the technical cost of data mining, they will not choose to conduct data mining even if consumers share personal information.

The evolutionary stability strategy of consumers and e-commerce platforms when [image: image] is shown in Figures 4, 5, respectively.


[image: Figure 4]
FIGURE 4. Evolutionary stability strategy of consumers when [image: image].



[image: Figure 5]
FIGURE 5. Evolutionary stability strategy of e-commerce platforms when [image: image].


Figure 4 illustrates that when [image: image], the probability of sharing personal information increases rapidly under different circumstances, and p* = 1 is the evolutionary stability strategy. Figure 5 shows that the probabilities of data mining rise quickly to the value of 1 under different circumstances, which means that q* = 1 is the evolutionary stability strategy and e-commerce platforms would prefer “mining.” The simulation results verify that e-commerce platforms can increase extra benefits through AI technologies and consumer trust or reduce technical costs to achieve the result of data mining when consumers choose to share personal information, and the model can eventually evolve toward a win-win situation.



DISCUSSION

In the context of AI technology empowering the retail industry, especially e-commerce, it will become normal for consumers to actively share personal information. Based on the results of this study, some suggestions are proposed to achieve a win-win situation with benefit maximization for both consumers and e-commerce platforms under the condition that consumers' privacy is well protected.

For e-commerce platforms, effectively using AI technologies at a lower cost will be more profitable when mining the personal data of consumers. Therefore, e-commerce platforms should make efforts to adopt AI technologies to improve the quality of recommendations, for instance, providing personalized information services and decision support based on recommendation system algorithms and deep learning technologies. In addition, accurate advertising and AI video marketing can be achieved with the application of video structuring and image retrieval technology in addition to machine learning, deep learning, and computer vision techniques. Furthermore, it is important to reduce the cost of using AI technologies. Purchasing AI services in the form of cloud services or software can be combined with independent research and development. Since consumer trust will influence the profits of data mining, e-commerce platforms need to protect consumers' privacy through a combination of appropriate control, security, transparency and consent mechanisms related to the collection and use of their personal data (2) to increase consumer trust, and privacy policy statements should be actively provided and updated in a timely manner to increase the possibility of consumers sharing personal information. For example, e-commerce platforms are supposed to thoroughly describe their internal guidelines on procedural, organizational and technical requirements for the collection, storage and processing of personal data.

Results show that consumers are willing to share personal information without the influence of the extra benefits brought by data mining when they are shopping online. This indicates that data use is likely to grow with data mining technology such as AI in the future. However, it is important to be aware that sophisticated consumers may anticipate the uncertainty of illegal data mining and hesitate to give away personal data. They would trade off between immediate gains from the online transaction and potential loss from future data use. Some people argue that data mining and future data use are new attributes of online shopping, and e-commerce platforms in a competitive market will respect consumers' preference for limited data mining and use as long as the attributes are clearly conveyed between consumers and e-commerce platforms via a well-written privacy policy (8). However, these attributes are not currently well-defined at the time of online shopping, and they can evolve over time in ways that depend on the e-commerce platform's data policy but are completely out of consumers' control, ability to predict or ability to value. Therefore, consumers need to enhance their awareness of privacy protection despite the incentives for sharing personal information being attractive. According to McDonald and Cranor (44), most consumers do not read privacy notices. First, consumers should be aware of inadequate privacy protection by e-commerce platforms. Access to personal information should be allowed after the perusal of privacy notices provided by e-commerce platforms. Additionally, consumers are expected to realize that the actual data practices of some firms will deviate from the privacy notice they disclose. Therefore, they need to avoid the excessive transfer of personal information for the purpose of rewards and reduce unnecessary personal information sharing.

From the perspective of third-party supervision institutions, professional competence should be improved, and supervision should be enhanced through digital tools so that illegal data mining by e-commerce platforms can be detected in a timely manner. It is necessary for regulators to focus on whether e-commerce platforms guarantee data security on the basis of providing sufficient information to consumers since most data security practices are not visible until someone exposes the data vulnerability. For example, a rating system on data practices could be developed to monitor e-commerce platforms. Moreover, accountability systems could be established. Blockchains could be adopted to track every piece of data and develop AI to predict the likelihood of every adverse event. Last, governments should encourage responsible data practices and foster consumer-friendly innovations.

Referring to future research, regulators will play more important roles in consumer privacy protection with the rapid advancements of AI technologies and their wide application in the e-commerce industry. The costs and benefits of supervision could be further analyzed, and a three-party evolutionary game model could be structured to investigate the influencing mechanisms in the future.



CONCLUSIONS

This work studies the strategy selections of consumers and e-commerce platforms in privacy protection based on evolutionary game theory. The results show that the privacy protection strategies of consumers and e-commerce platforms are closely related to the benefits they could obtain and that the model can eventually evolve toward a win-win situation. Based on the analysis, the following conclusions can be drawn.

First, the application of AI technologies to e-commerce will fundamentally change the consumption habits of customers. It is normal for consumers to actively share personal information when they shop online since the fixed benefit is the only decisive factor and generous rewards are incentives to share personal information.

Second, it is profitable for e-commerce platforms to mine consumer data by improving the ability to use AI technologies and making efforts to lower the technical cost. The evolution game will evolve toward a win-win situation as long as e-platforms can maintain positive earnings by adjusting the extra benefits and technical costs of data mining.

Third, third-party supervision will bring about differences in consumer trust, which influences the extra benefits of e-commerce platforms. In this case, the government should improve the level of supervision instead of imposing a high penalty to enhance consumer trust, which could protect consumers' privacy.
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