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Access to health data, important for population health planning, basic and clinical research and health industry utilization, remains problematic. Legislation intended to improve access to personal data across national borders has proven to be a double-edged sword, where complexity and implications from misinterpretations have paradoxically resulted in data becoming more siloed. As a result, the potential for development of health specific AI and clinical decision support tools built on real-world data have yet to be fully realized. In this perspective, we propose federated networks as a solution to enable access to diverse data sets and tackle known and emerging health problems. The perspective draws on experience from the World Economic Forum Breaking Barriers to Health Data project, the Personal Health Train and Vantage6 infrastructures, and industry insights. We first define the concept of federated networks in a healthcare context, present the value they can bring to multiple stakeholders, and discuss their establishment, operation and implementation. Challenges of federated networks in healthcare are highlighted, as well as the resulting need for and value of an independent orchestrator for their safe, sustainable and scalable implementation.
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INTRODUCTION

Healthcare institutions generate and store health-related data from the patients in their care; in 2018 an estimated 8.41 petabytes of health data was managed by healthcare institutions (1). This data has great potential for improving diagnostic accuracy and treatment outcomes of both common and rare diseases, yet access or sharing of this data outside the host institution is often very limited (2).



THE PROBLEM: HEALTH DATA IS SILOED

Multiple factors contribute to the siloing of health data, including unclear ownership, inadequate consent to sharing or use of data, and terms of use in data sharing/use agreements (2). Privacy concerns play a major role, where institutional and departmental interpretation of national privacy laws and the General Data Protection Regulation (GDPR) in Europe leave many clinicians and researchers unsure of the legality of sharing or providing access to patient data for primary or secondary analyses (3), and without clarity if data would be considered anonymous data in many cases.

Additionally, the custom system architectures and infrastructures, data formats, standards and cybersecurity protocols that healthcare institutions typically operate with, result in poor interoperability between different healthcare institutions. Pooling of data into centralized health databases is one approach employed to circumvent interoperability issues such as for US National Institutes of Health's Database of Genotypes and Phenotypes (4) or the European Genome-phenome Archive (5). However, concerns are growing as to the sustainability of duplicating data and the necessary storage capacity, and the increasing number of competing initiatives which in turn again fragment the data (2).

Breaking down silos of health data was the starting point of a seminar on federated analytics hosted by BigMed (6), Norway's largest precision medicine initiative. While this has long been a recognized need (7), access to relevant health data for clinical decision making and development of new treatments remains challenging (8). The implications of this are particularly relevant in precision medicine, which relies upon knowledge generated from individual patients to enable discovery for diagnosis and customization of treatment strategies, both for the current as well as future patients.



A SOLUTION: FEDERATED NETWORKS

Federated networks (FN) or data systems have been proposed as a solution to address the siloing of health data and current barriers to data sharing. While these have been differently defined in various contexts using different terms i.e., federated model (9) and federated data system (10), we propose the following definition: a FN is a series of decentralized, interconnected nodes, which allows data to be queried or otherwise analyzed by other nodes in the network without the data leaving the node it is located at. As opposed to data sharing, transfer or pooling, FNs facilitate data access or data visiting, meaning queries and algorithms can be sent to and applied on the (typically) pseudonymized data. In this paper we aim to define the hallmarks and common denominators of FNs, thus allowing for the wide range of technical solutions and architectures that fulfill these criteria to respond to the needs and requirements of their individual consortia. With that, FNs can be said to share the following common characteristics:

• Each node is semi-autonomous as they can make their own decisions on granting data access, however nodes are governed by a common framework agreed upon by all member nodes.

• FNs are supported by a common infrastructure with harmonized interoperability standards and tools.

• Each member node requires local computing capabilities to enable querying or processing to be performed locally. This is especially relevant when training AI and ML models through FNs i.e., federated learning, which may require high-performance computing.

Specifically for healthcare, Federated Health Data Networks (FHDNs) can facilitate access to sensitive health data, and have the potential to enable large cohort analysis across healthcare institutions, regional, and national borders (10, 11). Within the precision medicine paradigm and for the development of clinical decision support software in particular, FHDNs have the potential to facilitate the exchange of algorithms and queries between nodes to be executed on a set of cohort data, with the query results being returned to the requesting node, and/or algorithms being refined. The latter is termed federated learning (12), and has particular relevance in healthcare by allowing the training of a shared global algorithm on distributed sets of sensitive health data which typically does not leave their home nodes. Examples of existing clinical applications of federated learning networks include the Federated Tumor Segmentation network of 30 healthcare institutes working to improve tumor boundary detection (13), the AI4VBH (AI for value based healthcare) project, focusing on improving patient pathways in cancer, coronary artery disease, stroke, and COVID-19 using federated learning across 12 NHS trusts (UK hospitals) (14), and the Kaapana project, working through the Joint Imaging Platform across 36 German university hospitals with a focus on radiological and radiotherapeutical imaging data analysis to enable compliant and standardized approaches to imaging analysis within large-scale multi-center studies (15). A deeper look at FHDNs through the examination of the Personal Health Train and Vantage6 implementations is described below.

Multiple initiatives building on this concept have been launched, including GAIA-X, which aims to create a federated system based on common standards which connects centralized and decentralized infrastructures across industries in Europe to make data and services available (16). The proposed European Health Data Space (EHDS) which aims to promote better exchange and access to health data for primary healthcare delivery, research, and health policy (17), is one such space which GAIA-X could leverage, yet exactly how these and other related initiatives will scale and interact remains to be seen.



ESTABLISHING A FHDN

As part of the “Breaking Barriers to Health Data” initiative (18), the World Economic Forum (WEF) published a whitepaper articulating the necessary steps to build an effective FHDN. The creation of FHDNs was found to require three core constituents to be in place; economics, governance, and technology, split between eight sequential steps (19). Notably, only two of these steps are focused on technical needs and standards i.e., structuring the data and API deployment; however this should not be underestimated, as the usability of FHDNs are limited if data and metadata interoperability (e.g., harmonization of data concepts, structures, or ontologies) is not addressed. The preceding six steps focus on relationship building i.e., trust, and policy. Alignment of incentives and recognition of available resources help to define FHDN scope, and a governance model specific to the FHDN will address common operating standards relating to inclusion criteria of data, intellectual property and responsibilities. The creation of a governance model may require substantial resources for the technical, legal, and leadership alignment within and between organizations. This should ensure patient trust, ethical use of sensitive data and trustworthiness between members before a FHDN consortium can be operationalized.

The establishment of FHDNs was recognized to offer economic return on investment in terms of diagnostic, clinical, clinical trials, and personal benefits. Although the incentivization from the economic value of these will vary between different countries, their societal value, as measurable through improved quality of life, productivity, and lifestyle of individual citizens, potentially resulting in a decreased burden on healthcare, is common to all countries.



OPERATING A FHDN

Once a FHDN has been established, the focus must switch to its operation, with its own set of requirements, specifically relating to delivering and maintaining infrastructure, cybersecurity, implementation and enforcement of governance and standards, and management of data (see Figure 1). Lightweight infrastructure that is compatible with potentially unreliable, slow and overwhelmed network connections (12), is a requirement for nodes to be able to exchange queries and execute algorithms, for example APIs set up when establishing the FHDN, the last step in the WEF eight-step guide (19), which must be maintained throughout the FHDN's life-cycle. Protection of sensitive difficult-to-obtain health data sets through Cybersecurity and privacy enhancing technologies, including network protection and robust authentication and authorization, is needed to verify nodes and potentially varying levels of access control. Encryption prior to accessing data may be needed depending on the sensitivity and anonymity of the data. Whilst in principle cybersecurity can be managed by each node separately, there is a need to mitigate the risk of differing levels of cybersecurity at each node and engender trust, which can be accomplished by an orchestrator.
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FIGURE 1. A generalized depiction of a federated health data network (FHDN), where semi-autonomous, interconnected healthcare entities act as nodes to contribute (upper green panel) and/or consume (lower blue panel) data. The infrastructure facilitates sending queries and/or algorithms (depicted here as moving robots) between nodes to visit the data stored locally, and returning, and aggregation of results. A central orchestrator can provide this infrastructure, coordinate, harmonize, and govern these activities, including in more complex set-ups, the aggregation and further distribution of results and models for their iterative improvement. The values provided to various stakeholders within a FHDN are listed by stakeholder category.


Both common operating standards, for example relevant common data formats and structures, quality thresholds, biases, technical imbalances and agreed data definitions required to allow interoperability between nodes (11), and the governance framework agreed upon during the establishment of a FHDN, need to be implemented, enforced, and monitored across all participating nodes. This can be achieved either through autonomous adoption by the individual nodes, or through a more managed approach by incorporating use and compliance of standards and governance into the architecture of the FHDN. Additionally, during the lifetime of a FHDN, traceability, accountability and reproducibility need to be reflected in operating standards and governance which are expected to evolve to respond to new and developing needs, underlining the necessity of monitoring, adapting and refining activities to keep both standards and governance relevant and fit-for-purpose.

Depending on how the FHDN is structured, there can also be a need for active oversight and management of potentially incomplete, unsynchronized and heterogenous data, queries, and algorithms being exchanged within the network, and of how these queries and algorithms interact and operate with the data at the individual nodes. This includes for example the management of iterations, model compression (e.g., averaging and consensus training), and computation when the FHDN is used for federated learning, and the collation and availability of metadata about the datasets which would additionally improve their accessibility for all relevant users.

Figure 1 depicts a FHDN, the value they provide to stakeholders across the healthcare landscape and the role of the “orchestrator,” who can fulfill the responsibilities and activities detailed above.

The challenges both of establishing and sharing data within a FHDN should not be underestimated. Here we consider the role of both public and private partners contributing to the development and efficient leveraging of necessary new technologies such as cloud and machine learning for FHDNs, where industry can bring practical expertise on implementation from other sectors. Investing, co-developing and building upon low-barrier entry tools such as open-source software and standards will incentivize data sharing and the shift away from today's unsustainable paradigm of building custom solutions from scratch for each new application.

In particular, an independent body can provide expertise in aligning multiple stakeholders for a common goal, and the activities and needs pertaining to the operation of a FHDN, through the role of an orchestrator. Whilst orchestration activities can be distributed amongst nodes in smaller networks, the increased burden in larger and more complex networks could benefit from an orchestrator, who can deliver equally to all individual nodes of the FHDN and meet their standards, trust and needs requirements. An independent body can also fulfill a critical need for trust through a range of specific mechanisms, including standards development, risk management, accreditation, verification, validation and governance of data, algorithms, security, and quality, while developing new financial models that support both sustainable and scalable operation of FHDNs. In this way they can facilitate the sharing of publicly held data; as suggested in the proposed EU Data Governance Act (20), where a “data intermediary” could accelerate secondary use of health data.



EXAMPLE INITIATIVES AND IMPLEMENTATION: PERSONAL HEALTH TRAIN AND VANTAGE6

Personal Health Train (PHT) (21) is a FHDN that allows for federation to the most granular level, that of the individual citizen. PHT uses the metaphor of trains; queries or algorithms (“trains”) travel to nodes (“stations”) that contain health data, where nodes can be not just hospital information systems or institutional databases, but also personal health records from individual citizens, as exemplified by cross-institutional patient matching (22) and identification of risk of cardiac-related hospitalizations (23) from electronic health records. Tracks define the technical specifications, standards and minimum requirements that PHT nodes and queries or algorithms should adhere to. Data remains at the nodes they were generated and are visited by queries or algorithms from data consumers i.e., healthcare providers, quality auditors, fellow citizens, or researchers. The orchestrator (“handling station”) acts as a centralized point of trust between data consumers and data contributors, and can evaluate and monitor queries and routing, and also maintain metadata and aggregate results. In the PHT architecture, copying of data is prevented and only anonymous results are returned, although it may currently be necessary to copy data into a temporary cloud-based environment for more complicated algorithms like deep learning.

PHT nodes conform with the more general FAIR Data Point (FDP) architecture (24). A FDP is an API that allows creating, storing and querying FAIR metadata about the node, and provides access to data sets within the node that should also be FAIR (25, 26), or described through semantic models that are based on ontologies in which each data element is described through a stable Uniform Resource Identifier (URI). This generalized interoperability layer makes the data at the nodes computer-readable and interpretable; an advantage of the PHT architecture over other FHDNs.

PHT started as a Dutch initiative but soon gained European and global traction through the establishment of an international GO-FAIR PHT implementation network (24). Dutch and international PHT networks consist of a wide range of public and private parties, including pharma and IT companies, health insurers, governmental and contract research organizations, hospitals, and universities, who co-develop the general architecture and implement PHT for specific use cases.

The Covid-19 pandemic accelerated the development of the PHT infrastructure. It quickly became clear that data interoperability and access represented major barriers for understanding the mechanisms of viral spread and hindered the development of new vaccines and therapeutics. The GO-FAIR Virus Outbreak Data Network (27) created a computer-readable, semantic representation of the World Health Organization (WHO) case report form and made data from Covid-19 patients available through a network of FDPs, with the first FDPs in Europe and Africa (28). This made it possible to analyze patient characteristics and the efficacy of medicines without the need to centralize data, whilst maintaining privacy for patients. A selection of clinical data projects implementing PHT have been reported in the literature (29–33).

One final example of a technical implementation of PHT is the open-source platform Vantage6 (34). Vantage6 uses a client-server model, where a researcher can pose a question and, using their preferred programming language or statistical program, send it as a query (“task”; such as a computation request) to the orchestrator (“central server”). The orchestrator oversees processing the query and handling administrative functions such as authentication and authorization. The requested query is delivered as a Docker image to the nodes. The nodes have access to their own local data. When the query has obtained a response, the result is sent via the orchestrator back to the researcher (see Figure 1).

Large-scale deployment of existing FHDNs will require the further development and deployment of existing governance frameworks to make them more relevant and scalable. In the case of PHT for example, this would involve advanced protocols for certification and auditing systems for queries or algorithms and nodes, and automated checks on security issues, potential data leaks and privacy violations.



IMPLEMENTING FHDNS MORE WIDELY: POTENTIAL CHALLENGES AND ENABLERS

Despite these obvious benefits, challenges during and following implementation of FHDNs can and do arise even between partners with shared ambitions, and must be addressed before FHDNs can be implemented more widely, especially across national borders. Based on parallel challenges identified in BigMed with the clinical implantation of precision medicine (35), we have grouped the challenges of implementing FHDNs into the following categories: cultural and organizational, technological, data standards, legal and regulatory, knowledge and competence, ethical and social, and financial and political. A set of potential challenges mapping to these categories, and enablers that can help overcome them are listed in Table 1. Both the panel discussion during the BigMed federated analytics seminar and further discussions between the panelists indicate that rather than technical challenges, the most difficult challenges to overcome for FHDNs are: organizational, such as resistance to transitioning from the status quo; legal and regulatory, such as compliance with GDPR and relevant requirements; financial, such as sustainable and incentivized business models; and knowledge and competence, such as training and maintaining necessary skills. Finally, the potential challenges to implementation detailed in Table 1 will affect partners in different FHDNs to varying extents, due to variations in operations and mandates, and therefore a one-sized solution will not suit all. The feasibility of addressing such challenges depends upon the overlap and sustainability of incentives, and ideals between partners.


Table 1. Potential challenges that can arise during and following implementation of federated health data networks, and enablers to help overcome them.

[image: Table 1]

Despite implementation challenges, FHDNs provide an innovative and sustainable solution to overcome the barriers of data sharing in healthcare. As outlined in the WEF eight-step guide, establishment of FHDNs largely involves relationship building steps such as establishing trust, aligning incentives, and identifying resources. For the successful implementation of FHDNs, a structured approach that ensures many of the challenges listed in Table 1 is sufficiently considered and addressed, is recommended. Best practices from pioneering public and private initiatives can provide approaches for solving common challenges, where an independent orchestrator can support the sustainable operation of the FHDN, especially in ensuring interoperability, cybersecurity, infrastructure, and enforcement of governance. How successfully wide-scale access to health data can be achieved will be the determining factor in development of data-driven technologies in the future, and it is hoped that papers like this one will both raise awareness of the possibilities afforded by FHDNs and ignite efforts to initiate and sustain them.
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has already been collected and structured according to
diferent standards

* Unclear or unachievable requirements for documented
compliance with legal and regulatory obligations.

« Lack of clarity how the GDPR and the proposed Data
Governance Act (DGA) impact FDHNs

« Need to iniiate, develop and maintain necessary competence
o establish and operate FHDNs.

* Insufficient education and training of researchers, clinicians and
the general public about consent and personal health data.

« Lengthy and sometimes disjointed approval procedures with
ethics committees and data protection officers, to allow others
acoess to one’s database.

« Informed consent from patients. Determining preferences
through dynamic consent technologies is possible within limited
environments [e.g., within PHT (39)}, however wide scale
implementation of these has its own barriers (40)

« Limited clear and successful business, incentive, and
reimbursement models.

« Insufficient large-scale funding initiatives, such as Horizon
Europe, supporting FHDNS.

Potential enablers

Open addressing and overcoming of resistance at different levels

of an organization.

+ Alignment along the value chain between data contributors and
consumers to ensure incentives and expectations about
responsible data use and ownership of results are aligned (36),

« Integration with existing _ infrastructure and  cybersecurity
practices of healthcare organizations.

« Asynchronous federated learning methods to overcome
heterogeneity between computing resources at nodes and
avoid bottlenecks in real-time training (37, 38).

« Agreement between nodes on standards to curate and
harmonize data, metadata concepts, structures and ontologies
(11).

+ Resource prioritization for harmonization of legacy data

© Agreement between partners on common, compliant
governance structures of the health data and FHDNS.

+ Adhering to the GDPR or equivalent data protection legislation:
data consent and revocation, transparency, security and
privacy, and the DGA when it comes into effect.

« Advocating ease of use principles

+ Recognition of best practices.

+ Shared learnings across local and international networks.

« Education and training of all stakeholders about consent.

+ Education and training of all stakeholders about FHDNS.

 Standardized data access models to engender trust and maintain
data protection.

+ Assurance that participation in a FHDN occurs within long-term
ethical guiding principles.

+ Learning from public and private initiatives for sharing of health
data across borders such as 1+ Milion Genomes (and beyond)
(#1), the European Health Data Space (17) the European Open
Science Cloud (42) and GAIA-X (16).
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