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Electronic Health Records (EHR) are critical tools for advancing digital health
worldwide. In Brazil, EHR development must follow specific standards, laws,
and guidelines that contribute to implementing beneficial resources for
population health monitoring. This paper presents an audit of the main
approaches used for EHR development in Brazil, thus highlighting prospects,
challenges, and existing gaps in the field. We applied a systematic review
protocol to search for articles published from 2011 to 2021 in seven databases
(Science Direct, Web of Science, PubMed, Springer, IEEE Xplore, ACM Digital
Library, and SciELO). Subsequently, we analyzed 14 articles that met the
inclusion and quality criteria and answered our research questions. According
to this analysis, 78.58% (11) of the articles state that interoperability between
systems is essential for improving patient care. Moreover, many resources
are being designed and deployed to achieve this communication between
EHRs and other healthcare systems in the Brazilian landscape. Besides
interoperability, the articles report other considerable elements: (i) the need for
increased security with the deployment of permission resources for viewing
patient data, (i) the absence of accurate data for testing EHRs, and (iii)
the relevance of defining a methodology for EHR development. Our review
provides an overview of EHR development in Brazil and discusses current
gaps, innovative approaches, and technological solutions that could potentially
address the related challenges. Lastly, our study also addresses primary
elements that could contribute to relevant components of EHR development
in the context of Brazil's public health system.

Systematic review registration: PROSPERO, identifier CRD42021233219,
https://www.crd.york.ac.uk/prospero/display_record.php?ID=
CRD42021233219.
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Introduction

Brazil has made sustained efforts to develop and implement
information and communications technologies (ICTs) to
meet health policy, network, and service needs ever since
the first Health Information Systems (HIS) began to emerge
in the country (1). Globally, related initiatives have been
conventionally referred to as digital health (2) or digital health
transformation (3). Current research in this line explores
transdisciplinary health knowledge, artificial intelligence,
biomedical engineering, bioengineering, and bioinformatics to
seek solutions and optimize health processes and services. These
include clinical studies, diagnostic and prognostic support,
therapeutic and treatment regimens, surgery, and health data
management (4).

Developing digital health solutions is a demanding task (5-
8). Several countries, meanwhile, have been formulating and
implementing their own initiatives as a resource for adding
value to health care services (9, 10). Historically, the Brazilian
government assumed that role by creating a HIS of national
scope (11), and more recently, by implementing technological
solutions focused on health data integration and interoperability
(12). Renewed emphasis has placed on the development of
solutions after the National Health Informatics and Information
Policy (PNIIS, its Portuguese acronym) was introduced, an
instrument that strongly promotes both aspects (13).

Against this background, electronic health records (EHR)
are alternative solutions with the potential to improve care
and support public health intervention planning. They permit
the collection and exchange of information under specific
pre-established semantic and technological standards (14, 15).
In addition, EHRs allow the organized collection of patient
information and are beneficial for future care provision (16, 17).

EHRs are repositories storing personal health information
in an electronically processable form (18, 19) and can either
receive data from medical records or from other HIS (e.g.,
surveillance, laboratory report, medical imaging, and care
regulation systems) (20). Such repositories are valuable to
healthcare facilities since physicians and other practitioners can
benefit from their functionalities (21), which include grouping
together the information necessary to ensure patient care and
treatment continuity (22-25). In sum, the main goal of EHRs
is to provide health care providers, whenever needed, with the
patient’s clinical data systematized.

EHRs
information sharing among the several practitioners operating

Moreover, are designed to facilitate secure
in different settings (primary health care and medium and
high complexity services) (26). EHR information can be readily
accessed and updated by authorized personnel, for instance,
when a patient undergoes a medical procedure and their
information is recorded in the repository (27). Of important
note, patient information (e.g., laboratory tests, physical

examinations, diagnostic, treatment regimen, etc.) are sensitive

Frontiersin Public Health

02

10.3389/fpubh.2022.963841

and confidential (28). Therefore, allocating resources to protect
patient information and prevent data breaches is indispensable.
That way, patients will remain reassured about the availability
of their health data (29, 30).

Perhaps the main challenge for EHR implementation is
integrating legacy systems that, albeit created in a fragmented
and unstandardized fashion, store data of services delivered to
each patient in health centers throughout their lifetime. The lack
of interoperability standards implementation in EHRs adopted
makes it complex to centralize or know the patient’s medical
history data, thus hindering its continuous construction (31).
And this issue is compounded by situations in which patients
needing multidisciplinary monitoring have their information
collated by several practitioners. Hence, monitoring disease
courses becomes even more detrimental (32, 33).

Data fragmentation due to (non-

legacy systems

interoperable) also hampers epidemiological assessment,
which is critically important under outbreak, epidemic, and
pandemic scenarios (13). Albeit standards to maintain optimal
interoperability with EHRs have been defined, achieving a
satisfactory level of integration remains a demanding task
(34, 35). Pfeuffer et al. (36) claim that interoperability, security,
privacy, low acceptance by physicians, and issues alike constitute
the main obstacles to implementing an EHR.

From that standpoint, mobilizing technological resources
to overcome such barriers is essential to achieving a plausible
scenario in which patients” health information is securely stored
and shared (37, 38). The implementation of digital health
strategies can strengthen the health system and provide desired
benefits in terms of care, management, and organization at
the existing levels (39-41). In that respect, Brazil has made
significant advances during the COVID-19 pandemic after
implementing the National Health Data Network (RNDS,
its Portuguese acronym), thereby creating a more favorable
environment for interoperability (42). Yet several challenges
loom as several outdated and fragmented systems continue to be
part of the Brazilian National Health System (SUS, its Portuguese
acronym) structure (11).

In this context, we conducted a Systematic Literature Review
(SLR) on the main approaches applied to EHR development
in Brazil. Our paper presents (i) the technological resources,
architectures, and standards used for EHRs development, (ii)
the organization and structuring of EHRs for data collection;
(iii) a brief discussion of the contributions and evolution of
EHRs development in Brazil. In addition, we highlight current
perspectives, challenges, and gaps in this field.

Digital health in Brazil

Although Brazil has a history of bureaucratic development
of health (43),
this countrys health facilities have undergone a digital

and deployment information systems
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transformation (44, 45). Data available from the survey on
ICT in Brazilian facilities, conducted annually by the Brazilian
Network Information Center (Nic.Br), provides results that
allow to map out digital health in Brazil and prepare the health
system for ICT incorporation in the sector (43).

Indicators from 2019 show that 82% of health facilities have
adopted electronic systems for recording information. In 2018,
this number was 73%. The country has available the resources
required to optimize technological platforms’ production and
therefore raise those figures. The PNIIS is an initiative of the
Brazilian Ministry of Health (MoH) to promote ICT adoption
and, as a result, enhance work processes in health. Its key
focus is to offer a National Health Information System (SNIS,
for its acronym in Portuguese) capable of providing citizens
with information and managing and producing knowledge
and social control. Moreover, a system that foments equitable,
comprehensive, and humanized health services and promotes
health system effectiveness and quality by expanding access to
health (19). HIS are powerful tools that allow for timely decision-
making by the several management levels; however, data must be
first qualified by robust models of integrity.

The Federal Government’s support has greatly underpinned
this digital transformation by making available large-scale
HIS used by state and local health departments. The Health
Information System for Primary Care (SISAB, its Portuguese
acronym) (46), established through a 2013 ministerial decree,
electronically records data on consultations and activities.
Presently, SISAB constitutes the predominant HIS in Primary
Health Care (PHC) in Brazil. Available in virtually every
Brazilian municipality, it has been used for funding and
adherence purposes concerning the programs and strategies
laid out in the National Primary Care Policy (PNAB, its
Portuguese acronym).

The Brazilian National Regulatory System (SISREG, its
Portuguese acronym) (47), which manages the flow of SUS
users in health care networks (e.g., scheduling specialty care
appointments), is used in more than 2,000 municipalities on
a daily basis. The National Pharmaceutical Assistance System
(known by its Portuguese acronym, Horus system), responsible
for the logistics of controlling pharmaceutical stocks and drug
dispensing, is used in more than 1.5 public pharmacies. Such
systems, however, are generally not integrated among them or
with states, municipalities, and the private sector (48).
the MoH has established
technological and semantic standards. Hence, Ministerial Order
No. 2,073 of 2011 (49) regulates the use of interoperability
standards and health information for those systems, indicating

To overcome this issue,

the main standards that can or should be adopted. Table 1 lists
such standards and their respective descriptions (50).

Aiming to improve HIS standardization, especially with
respect to EHRs, the Federal Council of Medicine (CFM,
its Portuguese acronym) and the Brazilian Society of Health
Informatics (SBIS, its Portuguese acronym) established a
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TABLE 1 Interoperability standards set forth in the Ministerial Order
No. 2,073 of 2011.

Standard Description

OpenEHR Reference model for EHR definition

HL7 Standard for maintaining system interoperability

HL7 CDA Clinical document architecture

SNOMED-CT Nomenclature of clinical terms

LOINC Nomenclature and coding of laboratory tests

TISS Interoperability among supplementary health systems
DICOM Standard for imaging exams-related information

1SO 13606-2 Knowledge models under archetype and template form, and

management methodologies

HL?7, Health Level 7; CDA, Clinical Document Architecture; SNOMED-CT, Systematized
Nomenclature of Medicine-Clinical Terms; LOINC, Logical Observation Identifiers
Names and Codes; TISS, Exchange of Information in Supplementary Health; DICOM,
Digital Imaging and Communications in Medicine; ISO, International Organization
for Standardization.

technical and scientific cooperation agreement in force since
2002. Such cooperation set forth norms, standards, and
regulations for EHR development (51) and has led to the
creation of an EHR Systems Certification process. By defining
compulsory requirements under the federal legislation for
electronic documents, such a process reinforced the mandatory
use of digital certification (electronic signature) for EHRs ethical
and legal validity (52).

Other Brazilian organizations are also interested in and
contribute to developing and implementing EHRs. These
include the Brazilian Health System Informatics Department
(DATASUS, its Portuguese acronym) of the Brazil's MoH,
the National Council of Health Secretaries (CONASS, its
Portuguese acronym), the National Council of Municipal
Health Secretariats (CONASEMS, its Portuguese acronym), the
National Health Council (CNS, its Portuguese acronym), the
Department of Digital Health (DESD, its Portuguese acronym),
the Brazilian Telehealth Center, among others. In recent years,
such organizations have been engaged in discussions about the
impact and importance of adopting EHRs for advancing digital
public health in the country.

In 2019, Brazil implemented the RDNS, a health data
interoperability platform designed to promote information
exchange between services across health care networks. Besides
creating an integrated ecosystem for SUS health information
systems, the RNDS enables the transition and continuity of care
between public and private sectors (12). This strategy includes
the concept of a modern platform with norms providing
innovative interoperability and connectivity between systems. In
addition, since 2011, the MoH has been exploring alternative
ways (53) to improve the integration of data operated by end-
users, i.e., the citizen/patient, through “single window” type
solutions (54). And “Connect SUS” is a case in point.
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TABLE 2 Research questions.

RQs Description

01 What is the approach being discussed?

02 What is the research problem mentioned?

03 Does the presented EHR follow the Brazilian Ministry of Health
protocols?

04 What technology/resource was used to solve the problem under
discussion?

05 Does the paper address any standards Brazil has adopted for EHR
development?

Connect SUS is a national health platform for citizens, health
practitioners, and managers (55). Its purpose is to integrate
the citizen’s health information into an extensive data network,
thus providing health practitioners and managers with access
to a wide range of health data with the potential to improve
the continuity of care and decision-making (42, 56). It is a
platform for citizens to access their health information based
on their health care records in the SUS and private services,
including tests, appointments, vaccinations, and medication
discontinuation. Connect SUS implementation is expected to
improve health services delivered to the population.

Given this scenario, it becomes noticeable that many digital
health solutions are already in force, and many others are being
strategically planned in search of improving health services. To
validate the implemented modifications, such solutions must be
monitored, evaluated, and restructured to meet the workflow
needs better, thus making this process long and continuous.
Ultimately, investments in work processes, technologies, people,
policy-making, and equipment are vital to maximizing the
positive impacts of digital health (57-59).

Methods

This SLR is based on the systematic review guidelines
proposed by Kitchenham (60) and follows the Preferred
Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) checklist (61). Moreover, we registered
this review in the International prospective register of
systematic reviews (PROSPERO) (62), under registration No.
CRD42021233219 (63).

This study sought to investigate EHR development in
Brazil and identify major approaches and gaps in this context.
Given this premise, we designed Research Questions (RQs) (see
Table 2) to compile relevant information.

We searched and selected papers published between 2011
and 2021 in Science Direct, Web of Science, PubMed, Springer,
IEEE Xplore, ACM Digital Library, and SciELO databases using
the search terms (“electronic medical record” OR “electronic
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TABLE 3 Inclusion and exclusion criteria.

N IC EC

01 Articles published between Duplicate articles

2011 and 2021

02 Research articles published in Secondary articles, review
journals articles, or articles published
in conference proceedings
03 Articles in the fields of Articles covering

technology, engineering epidemiological studies or

and/or computer science using electronic health record
data
Studies unrelated to EHR

development in Brazil

patient record” OR “electronic health record”) AND (Brazil OR
Brasil). Thus, it consisted of three steps: (i) paper identification
and organization, (ii) paper triage through quality screening
(inclusion and exclusion criteria), and (iii) paper analysis
according to quality criteria. In step (i), we selected the first set
of articles the database search returned.

In step (ii), we defined and applied three inclusion criteria
(IC) and four exclusion criteria (EC) (see Table 3) to the initial
set of papers selected in step (i). Then, those articles directly
related to this systematic review’s focus area were chosen for
analysis. Before the protocol for this review was set, we analyzed
the conference papers. Study maturity level and methodological
and technological approach considered, we opted only to explore
articles published in journals. After paper screening based on the
IC, we applied the EC, thus checking for and removing duplicate
papers. We conducted a further filtering process by screening
the title, abstract, and keywords to remove ineligible papers, i.e.,
any papers without specific terms of interest for this review. In
addition, studies not relating to EHR development in Brazil were
not considered. This screening was performed using the Rayyan
(64) web application. After this step, all articles were reviewed by
three authors.

In step (iii), the eligible articles were fully read according
to the Quality Assessment (QA) protocol and its criteria (see
Table 4). During QA, a score measuring the paper’s relevance
to this review was assigned for each criterion. This score is
distributed in weights for possible answers to the QA criteria
included in the primary studies, with 1.0 being the most relevant
weight and 0 being the least.

1.0, yes, it fully describes,
QA = {0.5,yes, it partially describes,

0, it does not describe.

For each paper, a score (Equation 1) was calculated using
the arithmetic mean of the QA criteria scores (Table 4). Thus,
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TABLE 4 Quality criteria.

QA Description

01 Does the paper clearly state the research purpose?

02 Does the study address issues involving EHRs development in
Brazil?

03 Does the paper examine technologies used in the development of
EHRs?

04 Does the paper address the contribution to the development of
EHRs?

all papers scoring greater than or equal to 0.5 (0.5 < score) were
selected for this research and now comprise the last set of papers.
1 n
oD QA
n-

i=1

1

score =

The records relative to each step, along with the data
extracted from the papers, were adequately registered in a
spreadsheet and stored on Rayyan. Details such as publication
year, authors, and potential answers to the RQs were extracted
from the set of papers selected in step (iii). Such answers allowed
us to perform the final analysis and achieve this systematic

review’s purpose.

Results

The results obtained through the search protocol are shown
in Figure 1. As of November 2021, when step (i) was performed,
5,863 papers were retrieved from the consulted databases
according to the search terms selected. Subsequently, this set
of papers underwent quality screening. In this step, there was
a refinement after applying the CI-based items (Table 3), which
excluded 5,494 articles for not meeting such criteria. After this
refinement, 369 articles were considered suitable for the next
step. In this analysis, the CE-based filters (Table 3) excluded 327
articles, totaling 42 articles for the entire reading and evaluation
based on the AQs. The detailed analysis and assignment of the
AQ values were discarded in 28 papers from the search for not
reaching the defined score (>0.5).

Regarding the articles excluded, 60.71% (17) did not address
technical concepts about the development of EHR, 25% (7) had
content related only to the use of EHR, and 10.71% (3) were not
associated with research on EHR in Brazil, and 3.58% (1) were
not available for reading. Finally, 14 articles were assessed for
this systematic review’s final analysis and investigation.

Thus, engaging in a more comprehensive analysis of the
14 selected articles, it was possible to highlight four different
approaches related to the development of EHR in Brazil,
as shown in Figure 2A. Most articles report the need to
implement interoperability between EHR and other HIS. Besides
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5863 papers found
=
=3
o Science Direct = 2265
2 IEEE Xplore = 46
- Web of Science =218 N
8 ACM Digital Library = 62
= PubMed =97
Scielo = 19
Springer = 3156
S 721
5142 excluded for not meeting 1C01
relevant papers after ICO1
I — 2795
2347 excluded for not meeting 1C02
relevant papers after 1C02
I 1978
369 excluded for not meeting 1C03
relevant papers after IC03
33
En excluded for meeting ECO1
|
g 336
A relevant papers after ECO1 187
71 excluded for meeting EC02
149
relevant papers after EC02 -
: excluded for meeting EC03
76
relevant papers after EC03
 — 34
2 excluded for meeting EC04
relevant papers after EC04
28
papers excluded for not
reaching a score > 0.5
2 14
= papers are relevant after the
’E quality criteria evaluation
e step.
FIGURE 1
Flowchart adapted from the PRISMA with result of the execution
of the systematic review protocol.

interoperability, the other publications report the need for
permission functionalities to visualize patient data, the absence
of real data to perform data persistence tests in EHR, and the
importance of defining a methodology for the development
of EHR.

Of the studies analyzed, 57.14% (8) present the development
of the EHR based on the documentation used by the
Ministry of Health for conducting consultations and/or patient
follow-up (Figure 2C) and 64.29% (9) of the EHRs analyzed
were developed using some of the standards established by
the Brazilian guidelines addressed in Ordinance N° 2.073
(Figure 2D). Figure 2B presents the leading technologies and
standards used for the development of EHR. Other significant
features extracted from the 14 articles included in this study are
summarized in Table 5 to support the analysis and answer the
research questions. The included articles were published during
the following years: 2012 (n = 1), 2015 (n = 1), 2017 (n = 2),
2018 (n =2), 2019 (n = 6), and 2020 (n = 2).
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7.14%

0 Security

B Test

B Development
I Interoperability

P Yes
B No

42.86%

57.14%

FIGURE 2

Brazilian guidelines.

Analysis of accepted articles after performing the systematic review protocol. (A) Approach discussed; (B) Standards and technologies used; (C)
Percentage of EHR developed according to the Brazilian Ministry of Health; (D) Percentage of EHR developed using standards established by

Yes
No

Interoperability

Currently, there is a strong trend toward using clinical
information models to promote interoperability between EHR.
This modeling consists of defining specific concepts and
archetypes promoted by healthcare professionals. The process
of developing archetypes is a type of knowledge management
that aims to facilitate the understanding and development
of EHR systems that meet the needs of health professionals
and the continued care of the citizen. Santos et al. (65)
assert that archetypes are important semantic artifacts for
achieving semantic interoperability between EHR systems. To
prove such an assertion, the authors present the steps of the
archetype modeling process to support the construction of
an interoperable regional EHR system. The decision to use
archetypes was based on the flexibility and easiness these
artifacts can offer when reusing medical knowledge. The authors
judge that the ISO 13606 reference model, together with the
definition of archetypes, is sufficient to meet the specificities
for creating a regional EHR system for primary health care in

Frontiersin Public Health

06

a federative unit of Brazil. These are only examples of possible
headings. Please feel free to use different headings to best
describe your results.

A few years later, Maia et al. (66) presented a similar study,
proposing a model for the process of creating archetypes that can
subsidize the development of EHR, considering the legislation
of the Unified Health System in Brazil. The model has steps,
functions, and primary artifacts for the governance process of
the archetype to be used in the interoperable EHR of health
care networks. In addition, quality requirements were defined to
address the clinical, public health management, technical, and
governance information of the archetype development process
used when creating the model. This process can significantly
increase the coherence between EHR systems and the public
policies established in Brazil, supporting the organization
of public health information in a scenario with the initial
implementation of EHR.

Pahl et al. (67) investigated the feasibility of using openEHR
for the digital representation of demographic and clinical data
required by the Ministry of Health regarding obstetric follow-up
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TABLE 5 Characteristics of the selected set of article.

10.3389/fpubh.2022.963841

Reference Score Approach Problem Goal QP04 QP05
Santos et at. 1 Interoperability Diversity of data models and Introduce the archetype OpenEHR, Yes
(65) terminologies and concepts modeling process to support ISO 13606
adopted in EHR development the building of your regional
EHR system
Maia et al. (66) 0.5 Interoperability Lack of development Define the steps, functions, ISO 13606 Yes
methodology for the and artifacts of the archetype
archetypes used in the EHR governance process used in
medical record in SUS local EHR
Pahl et al. (67) 0.875 Interoperability The currently existing Investigating whether OpenEHR Yes
archetypes do not cover openEHR is a possible
clinical and demographic data approach for modeling HIS at
related to obstetrics the regional level
Souza et al. 1 Interoperability Absence of technical Propose an architecture to SOA, HL7 Yes
(68) interoperability solutions provide technical
between EHR systems for interoperability between EHR
public health associations in systems in Brazilian public
Brazil health organizations
Pellison et al. 0.875 Interoperability Need for data integration and Describe the research Semantic Web No
(69) integrity for optimal and methods used to develop a
desirable health care system that uses
interoperability techniques
based on the Semantic Web
Lima et al. (70) 0.75 Interoperability Lack of features to protect Implement security Semantic Web No
unauthorized users from mechanisms for an API that
accessing patient data allows data extraction from a
regional healthcare system
Crepaldi et al. 0.625 Interoperability The diversity of Development of an Semantic Web No
(71) non-interoperable systems to interoperable ecosystem and a and Ontology
aid in the treatment of a decision support model to aid
disease in the treatment of
tuberculosis
Roehrs et al. 1 Interoperability Having a unified view of Provide a distributed, OpenEHR Yes
(72) patients’ health history interoperable architecture
model for PHR that addresses
a unified point of view for
patients and healthcare
professionals
Roehrs et al. 1 Interoperability Get a unified view of health Implement and evaluate a Blockchain Yes
(73) data distributed among PHR model that integrates
different healthcare providers distributed health records
Roehrs et al. 1 Interoperability Difficulty of integrating PHR Evaluate the semantic OpenEHR, Yes
(74) delimiting a unified view of interoperability structuring HL7 FHIR,
patient data in the face of and integration of different ontology, NLP
multiple existing patient healthcare standards
health data standards
Rubi and 1 Interoperability Lack of interoperability Definition of an interoperable Ontology Yes
Gondim (75) standards between IToMT ToMT platform through the (openEHR and
platform and RES joint use of openEHR SSN)
semantics and SSN
(Continued)
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TABLE 5 (Continued)

10.3389/fpubh.2022.963841

Reference Score Approach Problem Goal QP04 QP05
Quincozes and 0.75 Secure data Provide secure access to Use ubiquitous computing to NEC No
Kazienko (76) access patient information on improve EHR access

ubiquitous EHR systems management
Teodoro et al. 1 Test with real Test with real data & Absence Present a large set of real data OpenEHR Yes
(77) data of publicly available health from DATASUS for more

data to test, compare and robust testing in EHR based

validate different data on the openEHR model

persistence mechanisms in the

openEHR formalism
France et al. 0.875 Software Legacy integration and the Develop an EHR system using SOAQM No
(78) Development absence of a system SOA principles and

architecture view

techniques to gather
important information from

legacy systems

QP04, What technology/resource was used to solve the problem under discussion?; QP05, Does the paper address any standards Brazil has adopted for EHR development?

in Brazilian health units. The investigation, modification, and
implementation of new archetypes, according to the openEHR
formalism, were performed on the Clinical Knowledge Manager
(CKM) platform using the LinkEHR archetype editor. The
study highlights that CKM provides archetypes to represent a
particular data snippet and can represent missing information
in a given context. The results further reinforce confidence
that the openEHR approach is highly usable for international
representation of clinical and demographic data and also
confirm that openEHR is sufficient for national-level data
representation in the context of the digital transformation of
primary health care in Brazil.

Souza et al. (68) stated that even with the definition
of standards, there is still a deficiency when it comes to
technical interoperability solutions between EHR systems for
public health organizations in Brazil. The authors present
an architecture capable of providing technical interoperability
between EHR systems in public health organizations based
on an evaluation of different interoperability architectures
proposed in the literature. The proposed architecture was
based on the Social and Health Information System of the
Lombardy Region, in Italy, and some adaptations were made
to meet Brazilian requirements and legislation. The adoption
of an SOA-based architecture promoted interoperability among
electronic record systems. In addition, this architecture
integrates different applications using the HL7 message
exchange standard. The main purpose of this suggestion
was to ensure that administrative data at the healthcare
organization level is synchronized with a central citizen registry,
which contains up-to-date information on all citizens in the
region, to avoid erroneous or duplicate data. A use case
scenario was also presented, where it was possible to see
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the feasibility of applying architecture in organizations using
different EHR.

The lack of standardization in patient data collection
considerably hinders the continuation of adequate care,
especially for patients who pass through different levels of
care. To improve the quality of this process in the context of
tuberculosis, Pellison et al. (69) proposed an architecture that
uses semantic web standards recommended by W3C (World
Wide Web Consortium) as interoperability tools for reducing
the costs of records storage and management. The proposed
architecture expects to provide a single, organized, and complete
database of the assisted population. The authors intend to
evaluate the impact of integration and interoperability methods
between systems from e-SUS Primary Care (e-SUS AB, in
Portuguese: e-SUS Aten¢do Basica), System for Tuberculosis
(SisTB), Notification and Monitoring System for Cases of
Tuberculosis in the State of Sao Paulo (TBWEB, its Portuguese
acronym) and information systems from other hospitals. The
evaluation metrics related to data quality include completeness,
consistency, duplicity, accuracy, and management metrics.

The semantic web was also a topic of research in the
work conducted by Lima et al. (70). They presented the
implementation of security mechanisms for a semantic API
that allows the extraction of health data related to tuberculosis
cases from a regional health information system called SisTB,
designed to generate notifications and track patients diagnosed
with tuberculosis. The proposal establishes access levels for
exchanging health data between systems using the semantic APL
Through the established access levels, the authors believe it will
be possible to semantically segment the tagged content in SisTB
to allow access only to specific systems with an appropriate
access level. Systems that do not meet the access level defined
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by the API will not be allowed to view the information at that
level. Systems that do not integrate the ecosystem will be able
to access the data through identification and authentication
through public/private keys. Thus, the proposal presents an
alternative for data sharing, considering aspects related to
semantic interoperability, security, and access authorization to
the data stored in the system.

Crepaldi et al. (71) presented the project of the SisTB
ecosystem, which is formed by a set of systems and applications
designed to assist in the treatment of tuberculosis and improve
the routine of health professionals regarding the monitoring of
their patients. The ecosystem was designed based on the need
to store and consult information and make it available quickly
and easily for reporting, as recommended by the Brazilian
Ministry of Health. The SisTB ecosystem has layers to manage
and interpret the information available from the other systems.
The interoperability and security layers are responsible for
the ability to exchange data between SisTB and other systems
securely. The interoperability layer has its base on standards
recommended by the W3C and the semantic web paradigm.
The semantic interoperability can be achieved by defining and
using a domain-specific ontology. This ontology represents the
concepts and specificities of tuberculosis in the Brazilian context.
On the other hand, reaching functional interoperability through
communication protocols, APIs, and semantic query endpoints,
such as SPARQL endpoints. The security layer provides robust
methods for transferring data between authorized applications
over the Internet. With this, the development of the SisTB
ecosystem intends to minimize the problem related to the use
of several isolated information systems without interoperability,
which can impair patient follow-up.

From the perspective of improving access to patient data
stored in multiple locations, Roehrs et al. (72) proposed
a distributed and interoperable architecture model, called
OmniPHR, which uses blockchain technology and the openEHR
interoperability standard to integrate patient health records.
One of the main goals of this architecture is to provide
interoperability between different healthcare providers by
enabling access to patient health records. OmniPHR proposes
using a P2P network to represent a hierarchically organized,
encrypted, and distributed Personal Health Record (PHR) in
data blocks chained over the network. The proposed architecture
contributes to secure sharing since the authors present strategies
to promote the unification of patient health data.

The evaluation of the information exchange security of the
architecture proposed by Roehrs et al. (72) was performed from
the implementation of OmniPHR Roehrs et al. (73). The authors
used real data to test the blockchain network implementation
to achieve this goal, measuring the architecture’s performance
in several concurrent access scenarios. The evaluation sought
to reflect the splitting, replication, and communication of data
blocks in the network. The results indicated that combining
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the openEHR standard with blockchain technologies created
a unified and interoperable view of healthcare data. Thus,
the implementation of the OmniPHR model showed that it
is possible to integrate distributed data into a unified view
of patient health records, making up-to-date patient health
information available to improve the quality of care.

Still using the same proposal, Roehrs et al. (74) evaluate
the interoperability and integration structure of the OmniPHR
prototype using different healthcare standards currently
adopted. The analyzed model has the organizational domain,
which aims to maintain the original data contained in the
healthcare providers' databases, and the personal domain
consists of a middleware with the inclusion of repositories
where the PHR is stored. The organizational domain provides
for the input of open and legacy standards. To represent the
open standards, openEHR and HL7 FHIR were used. The
reference model Medical Information Mart for Intensive Care
(MIMIC-III) was used to evaluate the legacy standards. The
middleware is composed of a translator component in the
personal domain, making it possible to receive data in any of
the three formats mentioned above. Upon receiving the data,
the translator component reads and converts this data into the
openEHR ontology through a Natural Language Processing
(NLP) algorithm. The authors state that it is possible to integrate
different patterns by using the ontology, allowing inferences
to be made from this data. The research results demonstrated
the possibility of a unified and updated view of PHR data for
patients and healthcare professionals, presenting a solution
based on artificial intelligence with NLP, ontology, and an
open healthcare standard to achieve semantic interoperability.
Moreover, this proposal contributes to obtaining original data
from different standards in a single format.

In addition to the use of EHR, the Internet of Medical Things
(IoMT) platform is revolutionizing patient care and monitoring.
The continuous and detailed information enables healthcare
professionals to provide more accurate services, improving
patients’ quality of life. However, it is necessary for the data
produced by IoMT devices to be sent to the respective patient’s
EHR. However, integrating data from IoMT platforms with EHR
is not a simple task and presents some challenges, such as the
communication standards and data models that are produced.
Trying to solve this problem, Rubi and Gondim (75) proposed
the joint use of openEHR semantics with Semantic Sensor
Network (SSN) to achieve interoperability at the semantic
level and the use of a machine-to-machine (M2M) architecture
for the definition of an interoperable IoMT platform. The
main contribution of the platform is the development of an
ontology that aligns the healthcare domain (openEHR) with
the ToMT technical domain (SSN). This ontology serves as
a model for data storage following a semantic web approach
capable of identifying sensors and automatically translating the
detected data into Web Ontology Language (OWL) individuals,
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thus ensuring semantic coherence between the two domains.
Another relevant aspect, concerns the semantic extension of the
openEHR model to the M2M domain, which enabled definitions
of heterogeneous IoMT devices within a single data model. The
study favors the development of modern healthcare services,
with interoperability between different devices that compose an
IoMT platform and the EHR.

Data visualization security

Providing secure access to patient information in ubiquitous
EHR systems is not a simple task. It is essential that the
OR has features to prevent intruders, through impersonation,
from gaining access to the devices used to access and update
patient data. One of the biggest challenges is to ensure
device authentication by avoiding impersonation. To address
this problem, Quincozes and Kazienko (76) analyze a secure
architecture based on ubiquitous computing, proposed by
Quincozes and Kazienko (79), for retrieving and maintaining
medical records. The authors show the feasibility of using
devices (smartphones, laptops, and tags) for patient monitoring
while maintaining secure access to EHR information on a
local network. The analyzed architecture uses Near Field
Communication (NFC) technology for patient identification.
The healthcare professional uses a device to scan the NFC tag
under the patient’s possession to access patient information. The
experiments performed show that the system implemented had
high usability among healthcare professionals and demonstrated
that the architecture is a viable alternative to prevent intruders
from accessing the devices and, consequently, the patients

confidential information.

Testing with real data

The testing stage is fundamental in any software
development process, especially for systems intended to
store health data. Due to the sensitive content, accessing
this data for research purposes, while necessary, is often a
complex procedure. Even with a large number of studies,
it is currently still difficult to find publicly available health
datasets in openEHR format that can be used to test, compare
and validate different data persistence mechanisms. To
minimize this problem, Teodoro et al. (77) presents a large
dataset, called openEHR Benchmark Dataset (ORBDA),
coded according to openEHR formalism to promote research
and fostering development, offer subsidies for more robust
and reliable testing of EHR systems based on the openEHR
model. This foundation has the potential to contribute to
the engineering, quality improvement, and consequently
widespread adoption of openEHR-based electronic health
record systems.
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Software development

The insertion of EHR for patient follow-up has been
used for a few years now. These systems, considered legacy,
have a lot of important information and somehow must
keep up with the evolution of technology. Franca et al. (78)
describes the development of an EHR system focused on
data integration against a series of legacy systems that store
important information about patients, exams, appointments and
other data from a public hospital in Brazil. These systems are
not integrated, and the need for data replication in different
systems is recurrent. Due to the restrictions found in this
scenario, the proposed solution consists of using Service-
Oriented Architecture (SOA) principles and techniques to
gather all the important information from the legacy systems
and map them into services to be consumed by the EHR system.
In this perspective, the authors propose using a quality model,
inspired by ISO/IEC 25010 called Service-Oriented Architecture
Quality Model (SOAQM), with multiple views of architecture
and software design to guide the EHR system’s development
process. The proposed model defines the actual applicability of
ISO/IEC 25010 quality characteristics and the essential attributes
for applications in the SOA context. According to the analysis
performed, the EHR development process is guided by the
quality of the SOAQM values attributes in software development
from the early stages. The model approached emphasizes the
importance of the comprehensive definition of the architecture,
enabling the definition of essential artifacts to understand and
maintain the developed system.

Discussion

This SLR investigated articles that address technological
resources and standards used for EHR development in Brazil.
Fourteen articles were included and analyzed after performing
the SLR protocol. It was possible to observe the main approaches
related to the theme, the technologies and standards used to
overcome the existing problems, and the list of documents,
norms, and guidelines defined by the Brazilian Ministry of
Health to develop EHR.

As the main approach discussed, interoperability is present
in 78.58% (11) of the analyzed articles. The exchange of
information between HIS is a desirable scenario not only
in Brazil, but all over the world (80, 81). Even with
standards that securely enable this exchange of information,
implementing interoperability is still a challenging task.
Semantic interoperability, for example, requires mechanisms
that enable the exchange of information and the understanding
of information between systems. For this, Santos et al. (65),
Pahl et al. (67), Roehrs et al. (72), Roehrs et al. (74), and
Rubi and Gondim (75) used the formalism of the openEHR
standard to represent, in digital form, the information needed
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for the development of the EHR. The openEHR consists of open
specifications, clinical knowledge models, and software that can
be used to create standards and build healthcare information
and interoperability solutions (82). Some authors have used
openEHR in conjunction with other technologies/resources
to promote interoperability (Table5). On the other hand,
openEHR has also been used to formalize a large health database
(77). This formalization allows, to the dataset, a generalization in
which several systems bound to this modeling can use this base
for testing, reducing problems related to the absence of accurate
data for testing. Given the results presented, the technology
meets those needs related to implementing interoperability
in EHR.

In Brazil, to achieve a high level of interoperability, the
RNDS was produced. It is a mechanism that allows health
information systems to exchange information. None of the
articles analyzed uses or addresses the RNDS, whose creation
is recent. With the perspective of optimizing digital health in
the country, the adherence to the RNDS mechanisms in all EHR
present in health facilities in Brazil is expected. Figure 2C shows
that 64.29% of the articles analyzed used some of the standards
adopted by Brazil for the development of EHR. HL7, even
being the standard adopted by Brazil to promote interoperability
between the EHR, was used only by Roehrs et al. (74) and Souza
et al. (68).

Another relevant aspect in view of the analyses performed
consists in the adoption of a minimum data set with the main
information that must be collected from each patient. Pellison
et al. (69) show in their work that the ecosystem developed is
composed of forms made available by the Ministry of Health for
the detailed follow-up of tuberculosis patients. The adoption of a
minimum data set assists in the standardization of data and can
minimize the difficulty of collecting the essential information
for the follow-up and evolution of the disease, an aspect that
avoids duplicity, inconsistencies, and loss of patient information.
This information enables a more comprehensive scenario for the
decision-making process.

The adoption of technological resources at the various levels
of health care, along with the training of health professionals
to use these technologies, can promote an improvement in
services, as well as promote a rational and qualified application
of resources and management of inputs. These technologies are
capable of promoting the sharing of information in a safe way,
as a way to unify the patient’s medical record and the automatic
collection of data. Nowadays, healthcare services rely on the
implementation of modern tools that provide several benefits for
both healthcare professionals and patients. Smart devices collect
data through body sensors that allow remote and continuous
monitoring of the patient with more convenience (83-85).
When connected to IoMT platforms, these devices generate a
large volume of data and a rich set of details about patient
health. However, as discussed in Rubi and Gondim (75), the lack
of semantic interoperability between EHR and IoMT platforms
negatively impacts the development of these services since
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measurements collected by IoMT platforms can comprise a large
volume of heterogeneous data. This information is essential for
proper patient follow-up and disease monitoring, especially for
rare and poorly understood diseases (86). This aspect becomes
increasingly necessary, especially by the impositions in the face
of digital health transformation in Brazil and global health.

In cases of complex diseases, the patient must have a
multidisciplinary follow-up, which requires secure patient data
with the team’s professionals. Due to patient data sensitivity,
sharing this information must be done through protection
mechanisms that ensure access only to authorized users. Security
aspects such as authentication, authorization, and encryption
must be considered in data sharing. In addition to addressing
interoperability, Lima et al. (70), Roehrs et al. (72), and
Roehrs et al. (73) presented relevant concepts used to promote
security in the face of sharing patient information. Blockchain
technology, used in Roehrs et al. (72) and Roehrs et al. (73), are
being widely used in healthcare to promote decentralization and
secure data sharing (87-92).

Secure visualization of patient data, availability of real data
for testing, storage of health data across different organizations,
and standardization of data in health records are important
factors to look at for the development of EHRs. In the current
scenario, the main objective is to make patient health data
securely available to promote quality in ongoing clinical care.
The lack of implementation of these factors can create challenges
for the advancement of digital health, such as the unfeasibility of
care provided by a variety of professionals in different health care
institutions; the complexity of a unified and comprehensive view
of the patient due to data fragmentation among different health
care providers; and, the unavailability of data for continuity of
care in case of change of health care service. In this context,
the analyzed characteristics contribute to the need for an
interoperability architecture, presenting relevant aspects that
can achieve objectives related to the development of EHR.

For the most part, the works studied and analyzed in
this systematic review pointed to the interoperability problem
in terms of HIS in Brazil—notably, an aspect that directly
impacts the fragmentation and quality of health information.
This pressing problem poses many challenges to Brazil because
the quality, traceability, monitoring, and evaluation of patient
data and information plays a pivotal role in guiding public health
policies. Moreover, this phenomenon is directly related to the
integration not only of HIS but mainly of two crucial areas for
the SUS, which are Health Surveillance and Health Care.

In this there
interoperability. In Brazil, there is currently a large number

context, are numerous obstacles to
of health information systems, many of them obsolete. For
instance, the Notifiable Diseases Information System (SINAN)
is not available in the RNDS, nor has it been integrated with
the systems developed by the Brazilian MoH and many others
(11, 48). This scenario is even more critical because the MoH,
which is, in the SUS, the reference for the proposals of HIS,
often does not recognize the conditions of the technological
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infrastructure in a country where there is enormous cultural,
territorial, social, and economic diversity. The country’s political
instability and the lack of stable job positions for information
technology professionals is also a big issue and therefore
constitutes a strenuous challenge.

Such challenges can be overcome over the medium and
long term, but for this, it is necessary to guarantee the full
participation of states and municipalities. It is fundamentally
necessary to include them not only in the planning for the use of
new technologies after they are ready but in a top-down model.
It is essential to develop a logic of incorporating technologies
from the territories. That is, states and municipalities must
have the autonomy to create, incorporate their technologies,
and then integrate their health information systems with the
federal government in a down-top model. An important step
has already been taken in this direction through the RNDS.
However, it is still necessary to define the minimum data models
for the diverse demands of the SUS, this is not a trivial task in a
country as complex as Brazil, but it is necessary.

Finally, it is essential to highlight poor communication
between information technology professionals, policy-makers,
and health professionals in Brazil. Articulated and synergistic
communication within this triad is necessary for including
new interoperable technologies that can meet the needs of the
SUS more effectively, especially for managing more qualified
information. It is noteworthy that the poor communication
among these actors is a recurrent problem in the country, often
compromising some initiatives, however brilliant they may be
from a computational perspective.

The problems faced when producing accurate, complete,
and real-time information during the COVID-19 pandemic
are a good example of these significant obstacles. However,
these issues could be overcome by developing, incorporating
and integrating technologies into the SUS and with well-
articulated technical cooperation among the various actors. The
Technological Ecosystem for COVID-19 Response in the SUS is
a case in point. It was developed and implemented in the State of
Rio Grande do Norte in Brazil, during the COVID-19 pandemic
(13). In this instance, in addition to technical cooperation
actions and effective communication, the parties involved also
prioritized transparency and social control, which served as
inductive mechanisms for adhering (mitigated resistance) to
online technologies capable of providing more timely data
and information.

Conclusions

The addressed in this paper
comprehensive overview of the use and development of
EHR in Brazil, highlighted and discussed the problems
related to the theme, and possible solutions. The results point

study presented a

to interoperability as a necessary aspect. In fact, this is a
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fundamental point, especially in the global health context,
which will require a greater interaction HIS by sharing data
safely and reliably. Other important factors for the development
of EHRs are related to the application of technology to improve
the security of data visualization and sharing, the use of real data
for testing, the development methodology, and the appropriate
definition of the EHR architecture. In addition, these studies
present characteristics and the main technologies that can
contribute to research on the development of EHR, taking into
account the Brazilian scenario.

In this context, the implementation of EHR adhering to
the most comprehensive interoperability standards will increase
the capacity of health services regarding the basic principles
of PHC, such as access, longitudinality, integrality, and care
coordination. Nevertheless, Brazil needs to accelerate and
support initiatives that are developing actions to promote the
deployment of EHR in a coordinated manner, in the three
spheres of executive power, as well as interoperability between
public and private services.

Data availability statement

The original contributions presented in the study are
included in the article/supplementary material, further inquiries
can be directed to the corresponding author/s.

Author contributions

IB, FE and DB: collection, organizing, and review of the
literature. IB, FE, and RV: preparing the manuscript and editing
and revision. DB, JP, JH, AM, KC, GC, and AC: manuscript
review and modification. All authors contributed to the review
of the paper and approved the submitted version.

Funding

This study was supported by Brazil’s Ministry of Health.

Acknowledgments

We kindly thank the Laboratory for Technological
Innovation in Health (LAIS) of the Federal University of Rio
Grande do Norte (UFRN) and the Brazilian Ministry of Health
for supporting the research.

Conflict of interest

The authors declare that the research was conducted in the
absence of any commercial or financial relationships that could
be construed as a potential conflict of interest.

frontiersin.org


https://doi.org/10.3389/fpubh.2022.963841
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org

Barbalho et al.

Publisher’s note

All claims expressed in this article are solely those of the
authors and do not necessarily represent those of their affiliated

References

1. Forazin M, Joia LA. Dimensions of analysis for health informatics in Brazil.
Proc Technol. (2013) 9:1344-50. doi: 10.1016/j.protcy.2013.12.151

2. WHO - World Health Organization. Digital Health. (2021). Available online
at: https://www.who.int/health- topics/digital- health#tab=tab_1 (accessed June 07,
2022).

3. Kickbusch I, Piselli D, Agrawal A, Balicer R, Banner O, Adelhardt M,
et al. The Lancet and Financial Times Commission on governing health
futures 2030: growing up in a digital world. Lancet. (2021) 398:1727-
76. doi: 10.1016/S0140-6736(21)01824-9

4. Hodson R. Digital
573:597. doi: 10.1038/d41586-019-02869-x

5. Kim E, Rubinstein SM, Nead KT, Wojcieszynski AP, Gabriel PE, Warner JL.
The evolving use of electronic health records (EHR) for research. Semin Radiat
Oncol. (2019) 29:354-61. doi: 10.1016/j.semradonc.2019.05.010

6. Ronchi DCM, Spigolon DN, Garcia D, Cicogna PESL, Bulegon H, Moro CMC.
Desafios no desenvolvimento de prontudrios eletronicos baseados em arquétipos:
avaliagdo fisioterapéutica funcional. Fisioterapia em Movimento. (2012) 25:497-
506. doi: 10.1590/S0103-51502012000300005

health. Nature. (2019)

7. Braga RD, de Lucena FN, de Sa Leitao-Junior P. Registro Eletronico em Saude
Interoperavel: os desafios do padrio OpenEHR. ] Health Inform. (2016) 8:103-
9. Available online at: https://jhi.sbis.org.br/index.php/jhi-sbis/article/view/405
(accessed May 15, 2022).

8. Blobel B. Interoperable EHR systems—challenges, standards and solutions. Eur
] Biomed Inform. (2018) 14:10-9. doi: 10.24105/¢jbi.2018.14.2.3

9. Dumortier ], Verhenneman G. Legal regulation of electronic health records:
a comparative analysis of Europe and the US. In: George C, Whitehouse D,
Duquenoy P, editors. eHealth: Legal, Ethical and Governance Challenges. Berlin,
Heidelberg: Springer Berlin Heidelberg (2013). p. 25-56.

10. Pohlmann S, Kunz A, Ose D, Winkler EC, Brandner A, Poss-Doering R, et al.
Digitalizing health services by implementing a personal electronic health record in
Germany: qualitative analysis of fundamental prerequisites from the perspective of
selected experts. ] Med Internet Res. (2020) 22:e15102. doi: 10.2196/15102

11. Coelho Neto GC, Chioro A. Afinal, quantos Sistemas de Informagdo
em Satde de base nacional existem no Brasil? Cad Saude Publica. (2021)
37:¢00182119. doi: 10.1590/0102-311x00182119

12. Brasil. A RNDS - Rede Nacional de Dados em Satude. Ministério da Satide.
(2021). Available online at: https://rnds.saude.gov.br/ (accessed June 07, 2022).

13. Valentim RA, Lima TS, Cortez LR, Barros DM, Silva RD, Paiva JC, et al. The
relevance a technology ecosystem in the Brazilian National Health Service’s Covid-
19 response: the case of Rio Grande do Norte, Brazil. Cien Saude Colet. (2021)
26:2035-52. doi: 10.1590/1413-81232021266.44122020

14. Fennelly O, Cunningham C, Grogan L, Cronin H, O’Shea C, Roche M, et al.
Successfully implementing a national electronic health record: a rapid umbrella
review. Int ] Med Inform. (2020) 144:104281. doi: 10.1016/j.ijmedinf.2020.104281

15. Cowie MR, Blomster JI, Curtis LH, Duclaux S, Ford I, Fritz E et al.
Electronic health records to facilitate clinical research. Clin Res Cardiol. (2017)
106:1-9. doi: 10.1007/s00392-016-1025-6

16. Hayrinen K, Saranto K, Nykinen P. Definition, structure, content, use and
impacts of electronic health records: a review of the research literature. Int ] Med
Inform. (2008) 77:291-304. doi: 10.1016/j.ijmedinf.2007.09.001

17. Bezerra SM. Prontudrio Eletronico do Paciente: uma ferramenta para
aprimorar a qualidade dos Servigos de Saude. Revista Meta Avaliagdo. (2009)
1:73. doi: 10.22347/2175-2753v1il.12

18. Verheij RA, Curcin V, Delaney BC, McGilchrist MM. Possible sources of bias
in primary care electronic health record data use and reuse. ] Med Internet Res.
(2018) 20:€185. doi: 10.2196/jmir.9134

19. Brasil. “Politica Nacional de Informagio e Informatica em Satude (PNIIS),
Secretaria-Executiva. Departamento de Monitoramento e Avaliagio do SUS.
Brasilia, DF (2016).

Frontiersin Public Health

13

10.3389/fpubh.2022.963841

organizations, or those of the publisher, the editors and the
reviewers. Any product that may be evaluated in this article, or
claim that may be made by its manufacturer, is not guaranteed
or endorsed by the publisher.

20. Zanaboni P, Kummervold PE, Serensen T, Johansen MA. Patient use and
experience with online access to electronic health records in norway: results from
an online survey. ] Med Internet Res. (2020) 22:e16144. doi: 10.2196/16144

21. Valentim RA, Coutinho KD, Morais AH, Lima TS, Guimariaes MC, Silva
Neto JH, et al. Conectividade e Digitalizagio no Contexto da Saude Global: um
Olhar para o Futuro Inspirado na Saude 4.0. In: Avangos, desafos e oportunidades
no complexo industrial da satide em servigos tecnoldgicos. Brasilia - DF: Ministério
da Satide (2018). p. 254-273 Available online at: https://bvsms.saude.gov.br/bvs/
publicacoes/livro_complexo_industrial_servicos_tecnologicos_web.pdf (accessed
June 07, 2022).

22. Baudendistel I, Winkler E, Kamradt M, Lingst G, Eckrich E Heinze O, et al.
Personal electronic health records: understanding user requirements and needs in
chronic cancer care. ] Med Internet Res. (2015) 17:e121. doi: 10.2196/jmir.3884

23. Lown BA, Rodriguez D. Commentary: lost in translation? How electronic
health records structure communication, relationships, and meaning. Acad Med.
(2012) 87:392-4. doi: 10.1097/ACM.0b013e318248e5ae

24.Li B, Li ], Lan X, An Y, Gao W, Jiang Y. Experiences of building a medical
data acquisition system based on two-level modeling. Int ] Med Inform. (2018)
112:114-22. doi: 10.1016/j.ijmedinf.2018.01.016

25. Kooij L, Groen WG, Van Harten WH. The effectiveness of information
technology-supported shared care for patients with chronic disease: a systematic
review. ] Med Internet Res. (2017) 19:221. doi: 10.2196/jmir.7405

26. McMullen PC, Howie WO, Philipsen N, Bryant VC, Setlow PD,
Calhoun M, et al. Electronic medical records and electronic health
records: overview for nurse practitioners. J Nurse Practitioners. (2014)
10:660-5. doi: 10.1016/j.nurpra.2014.07.013

27. Keshta I, Odeh A. Security and privacy of electronic health records: concerns
and challenges. Egyptian Inform J. (2020) 22:177-83. doi: 10.1016/j.€ij.2020.07.003

28. Chen CL, Huang PT, Deng YY, Chen HC, Wang YC. A secure
electronic medical record authorization system for smart device application
in cloud computing environments. Hum Centric Comput Inform Sci. (2020)
10:21. doi: 10.1186/s13673-020-00221-1

29. de Carvalho Junior MA, Bandiera-Paiva P. Strengthen electronic health
records system (EHR-S) access-control to cope with GDPR explicit consent. ] Med
Syst. (2020) 44:1-7. doi: 10.1007/s10916-020-01631-5

30. de Carvalho Junior MA, Bandiera-Paiva P. Implications of loosened role-
based access control session control implementation for the enforcement of
dynamic mutually exclusive roles properties on health information systems. Inform
Med Unlocked. (2021) 27:100780. doi: 10.1016/j.imu.2021.100780

31. Kelly YP, Kuperman GJ, Steele DJR, Mendu ML. Interoperability
and patient electronic health record accessibility: opportunities to
improve care delivery for dialysis patients. Am ] Kidney Dis. (2020)
76:427-30. doi: 10.1053/j.ajkd.2019.11.001

32. Barbalho I, Valentim R, Junior MD, Barros D, Junior HP, Fernandes F,
et al. National registry for amyotrophic lateral sclerosis: a systematic review for
structuring population registries of motor neuron diseases. BMC Neurol. (2021)
21:269. doi: 10.1186/5s12883-021-02298-2

33. Fernandes F Barbalho I, Barros D, Valentim R, Teixeira C,
Henriques J, et al. Biomedical signals and machine learning in amyotrophic
lateral ~sclerosis: a systematic review. Biomed Eng Online. (2021)
20:61. doi: 10.1186/s12938-021-00896-2

34. Sorace J, Wong H-H, DeLeire T, Xu D, Handler S, Garcia B,
et al. Quantifying the competitiveness of the electronic health record
market and its implications for interoperability. Int J Med Inform. (2020)
136:104037. doi: 10.1016/j.ijmedinf.2019.104037

35. Bhartiya S, Mehrotra D, Girdhar A. Issues in achieving complete
interoperability while sharing electronic health records. Procedia Comput Sci.
(2016) 78:192-8. doi: 10.1016/j.procs.2016.02.033

36. Pfeuffer N, Penndorf P, Hoffmann W, van
Current developments in electronic health records. In:

den Berg N.
Wolkenhauer

frontiersin.org


https://doi.org/10.3389/fpubh.2022.963841
https://doi.org/10.1016/j.protcy.2013.12.151
https://www.who.int/health-topics/digital-health#tab=tab_1
https://doi.org/10.1016/S0140-6736(21)01824-9
https://doi.org/10.1038/d41586-019-02869-x
https://doi.org/10.1016/j.semradonc.2019.05.010
https://doi.org/10.1590/S0103-51502012000300005
https://jhi.sbis.org.br/index.php/jhi-sbis/article/view/405
https://doi.org/10.24105/ejbi.2018.14.2.3
https://doi.org/10.2196/15102
https://doi.org/10.1590/0102-311x00182119
https://rnds.saude.gov.br/
https://doi.org/10.1590/1413-81232021266.44122020
https://doi.org/10.1016/j.ijmedinf.2020.104281
https://doi.org/10.1007/s00392-016-1025-6
https://doi.org/10.1016/j.ijmedinf.2007.09.001
https://doi.org/10.22347/2175-2753v1i1.12
https://doi.org/10.2196/jmir.9134
https://doi.org/10.2196/16144
https://bvsms.saude.gov.br/bvs/publicacoes/livro_complexo_industrial_servicos_tecnologicos_web.pdf
https://bvsms.saude.gov.br/bvs/publicacoes/livro_complexo_industrial_servicos_tecnologicos_web.pdf
https://doi.org/10.2196/jmir.3884
https://doi.org/10.1097/ACM.0b013e318248e5ae
https://doi.org/10.1016/j.ijmedinf.2018.01.016
https://doi.org/10.2196/jmir.7405
https://doi.org/10.1016/j.nurpra.2014.07.013
https://doi.org/10.1016/j.eij.2020.07.003
https://doi.org/10.1186/s13673-020-00221-1
https://doi.org/10.1007/s10916-020-01631-5
https://doi.org/10.1016/j.imu.2021.100780
https://doi.org/10.1053/j.ajkd.2019.11.001
https://doi.org/10.1186/s12883-021-02298-2
https://doi.org/10.1186/s12938-021-00896-2
https://doi.org/10.1016/j.ijmedinf.2019.104037
https://doi.org/10.1016/j.procs.2016.02.033
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org

Barbalho et al.

O, editor.  Systems  Medicine. ~Oxford: Academic Press (2021).
p. 557-66.

37. Aerts A, Bogdan-Martin D. Leveraging data and AI to
deliver on the promise of digital health. Int ] Med Inform. (2021)
150:1-6. doi: 10.1016/j.ijmedinf.2021.104456

38. de Moraes IHS, dos Santos SRFR. Informagio em
Saude: Os Desafios Continuam. Cien Saude Colet. (1998) 3:37-
51. doi: 10.1590/1413-812319983102772014

39. de Fatima Marin H, de Souza Zinader JP, da Silva Pires FJ, de Barros JV.
The Brazilian digital health system: building the digital transformation to engage
country citizens. In: Hovenga E, Grain H, editors. Roadmap to Successful Digital
Health Ecosystems. Cambridge, MA: Elsevier (2022). p. 473-87.

40. Rodrigues DL, Belber GS, Borysow ID, Maeyama MA, Pinho AP. Description
of e-Health initiatives to reduce chronic non-communicable disease burden
on Brazilian health system. Int J Environ Res Public Health. (2021) 18:1-
11. doi: 10.3390/ijerph181910218

41. da Cruz TP, Silva AB, de Lima Lopes PR, Pisa IT. Brazilian Digital Health
Index (BDHI): avaliagio da maturidade da saude digital do Brasil. J Health
Inform. (2022) 14:64-9. Available online at: https://jhi.sbis.org.br/index.php/jhi-
sbis/article/view/978 (accessed May 15, 2022).

42. Donida B, da Costa CA, Scherer JN. Making the COVID-19 pandemic a
driver for digital health: Brazilian strategies. JMIR Public Health Surveill. (2021)
7:€28643. doi: 10.2196/28643

43. NIC.br. Pesquisa sobre o uso das tecnologias de informagdo e comunicagio
nos estabelecimentos de satde brasileiros: TIC Satide 2019. In: de Informagéo N,
Coordenagdo Ponto BR, editors (Sdo Paulo, SP: Comité Gestor da Internet no
Brasil) (2020). Available online at: https://www.cgi.br/media/docs/publicacoes/2/
20201123084414/tic_saude_2019_livro_eletronico.pdf (accessed June 07, 2022).

44. Brasil. O que ¢ a Saude Digital? Ministério da Satide. (2021). Available
online at: https://www.gov.br/saude/pt-br/assuntos/saude-digital (accessed June
07,2022).

45. Brasil. Estratégia de Saiide Digital para o Brasil 2020-2028. Brasilia: Ministério
da Satde. Secretaria-Executiva. Departamento de Informdtica do SUS (2020).

46. Brasil. SISAB - Sistema de informagdo em Satde para a Atengdo Bésica.
Ministério da Satide. (2022). Available online at: https://sisab.saude.gov.br/
(accessed June 07, 2022).

47. Brasil. SISREG - Sistema Nacional de Regulagao. Ministério da Saude. (2022).
Available online at: https://sisregiii.saude.gov.br/cgi-bin/index (accessed June 07,
2022).

48. Coelho Neto GC, Andreazza R, Chioro A. Integration among national health
information systems in Brazil: the case of e-SUS Primary Care. Rev Saude Publica.
(2021) 55:93. doi: 10.11606/s1518-8787.2021055002931

49. Brasil. PORTARIA N° 2.073, DE 31 DE AGOSTO DE 2011. Didrio Oficial da
Reptiblica Federativa do Brasil. (2011). Available online at: https://bvsms.saude.gov.
br/bvs/saudelegis/gm/2011/prt2073_31_08_2011.html (accessed June 07, 2022).

50. Araujo TV, Pires SR, Bandiera-Paiva P. Adogdo de padrdes para Registro
Eletronico em Saude no Brasil. Revista Eletronica de Comunicagdo, Informagio e
Inovagao em Satide. (2014) 8:554-66. doi: 10.3395/reciis.v8i4.895.pt

51. da Silva ML. Manual de certificagdo para sistemas de registro eletrénico em
satide (S-RES). Sdo Paulo, SP: Sociedade Brasileira de Informatica em Saude and
Conselho Federal de Medicina (2011).

52. Costa CGA da. Cartilha sobre Prontudrio Eletronico-A Certificagio de
Sistemas de Registro Eletronico de Satide. CFM/SBIS. Sao Paulo, SP: Sociedade
Brasileira de Informética em Saude and Conselho Federal de Medicina (2012).

53. Brasil. “Proposta de consolidagio do cartao nacional de saude - ‘cartio
sus’ - atualizagdo das notas técnicas 29/2010 e 32/2010 de 06 de agosto e 13
de setembro de 2010.” Conselho Nacional de Secretdrios de Satide. Brasilia, DF
(2011).

54. Rana NP, Dwivedi YK, Lal B, Williams MD, Clement M. Citizens  adoption of
an electronic government system: towards a unified view. Inform Syst Front. (2017)
19:549-68. doi: 10.1007/s10796-015-9613-y

55. Brasil. Conecte SUS. Ministério da Satide. (2021). Available online at: https://
conectesus-paciente.saude.gov.br/ (accessed June 07, 2022).

56. Brasil. O Programa Conecte SUS. Ministério da Saiide. (2021). Available
online at: https://www.gov.br/saude/pt-br/assuntos/saude-digital/o- programa-
conecte-sus/o-programa-conecte-sus (accessed June 07, 2022).

57. Brasil. Estratégia de Saiide Digital para o Brasil 2020-2028. Brasilia: Ministério
da Satde. Secretaria-Executiva. Departamento de Informatica do SUS (2020).

58. Drury P, Roth S, Jones T, Stahl M, Medeiros D. Guidance for Investing in
Digital Health. Manila, Philippines: ADB - Asian Development Bank (2018).

Frontiersin Public Health

10.3389/fpubh.2022.963841

59. Brasileiro Lermen ADF. Saude digital: interse¢des entre a pesquisa cientifica
e sua midiatizagio. Revista Eletronica de Comunicagio, Informagio e Inovagdo em
Satide. (2019) 13:341-50. doi: 10.29397/reciis.v13i2.1572

60. Kitchenham B. Procedures for Performing Systematic Reviews. Keele, Staffs,
ST5 5BG, UK (2004).

61. Page MJ, McKenzie JE, Bossuyt PM, Boutron I, Hoffmann TC, Mulrow CD,
et al. The PRISMA 2020 statement: an updated guideline for reporting systematic
reviews. BMJ. (2021) 372:n71. doi: 10.1136/bmj.n71

62. Prospero. PROSPERO - International Prospective Register of Systematic
Reviews. (2021). Available online at: https://www.crd.york.ac.uk/prospero/
(accessed June 07, 2022).

63. Barbalho I, Fernandes F. Electronic Health Record in Brazil: Prospects
and Technological Challenges. PROSPERO 2021 CRD42021233219 (2021).
Available online at: https://www.crd.york.ac.uk/prospero/display_record.php?ID=
CRD42021233219 (accessed June 07, 2022).

64. Ouzzani M, Hammady H, Fedorowicz Z, Elmagarmid A. Rayyan—
a web and mobile app for systematic reviews. Syst Rev. (2016)
5:210. doi: 10.1186/s13643-016-0384-4

65. Santos MR, Bax MP, Kalra D. Dealing with the archetypes
development process for a regional EHR system. Appl Clin Inform. (2012)
3:258-75. doi: 10.4338/ACI-2011-12-RA-0074

66. Maia TA, Muylder CF, Reis ZS. Archetype development process: a case study
of support interoperability among electronic health record in the State of Minas
Gerais, Brazil. ] Med Syst. (2019) 43:57. doi: 10.1007/s10916-019-1179-7

67. Pahl C, Zare M, Nilashi M, de Faria Borges MA, Weingaertner D,
Detschew V, et al. Role of OpenEHR as an open source solution for the
regional modelling of patient data in obstetrics. J Biomed Inform. (2015) 55:174-
187. doi: 10.1016/j.jb1.2015.04.004

68. Souza AC, de Medeiros AP, Martins CB. Technical interoperability among
EHR systems in Brazilian public health organizations. Rev Brasil Comput Aplicada.
(2019) 11:42-55. doi: 10.5335/rbca.v11i2.8651

69. Pellison FC, Lopes Rijo RPC, Lima VC, de Lima RR, Martinho R, Cruz
Correia R]J, et al. Development and evaluation of an interoperable system based
on the semantic web to enhance the management of patients’ tuberculosis data.
Procedia Comput Sci. (2017) 121:791-6. doi: 10.1016/j.procs.2017.11.102

70. Lima VC, Alves D, Pellison FC, Yoshiura VT, Crepaldi NY, Chartes
Lopes Rijo RP. Establishment of access levels for health sensitive data
exchange through semantic web. Procedia Comput Sci. (2018) 138:191-
6. doi: 10.1016/j.procs.2018.10.027

71. Crepaldi NY, Lima VC, Bernardi FA, Albano Santos LR, Yamaguti VH,
Pellison FC, et al. SISTB: an ecosystem for monitoring TB. Procedia Comput Sci.
(2019) 164:587-94. doi: 10.1016/j.procs.2019.12.224

72. Roehrs A, da Costa CA, da Rosa Righi R. OmniPHR: a distributed
architecture model to integrate personal health records. J Biomed Inform. (2017)
71:70-81. doi: 10.1016/j.jbi.2017.05.012

73. Roehrs A, da Costa CA, da Rosa Righi R, da Silva VE Goldim JR, Schmidt
DC. Analyzing the performance of a blockchain-based personal health record
implementation. ] Biomed Inform. (2019) 92:103140. doi: 10.1016/j.jb1.2019.103140

74. Roehrs A, da Costa CA, da Rosa Righi R, Rigo SJ, Wichman MH. Toward a
model for personal health record interoperability. IEEE ] Biomed Health Inform.
(2019) 23:867-73. doi: 10.1109/JBHI.2018.2836138

75. Rubi JN, Gondim PR. Interoperable Internet of Medical Things
platform for e-Health applications. Int ] Distrib Sens Netw. (2020)
16:155014771988959. doi: 10.1177/1550147719889591

76. Quincozes SE, Kazienko JF. Experimental evaluation of a secure and
ubiquitous architecture for electronic health records retrieval. Int ] E-Health Med
Commun. (2019) 10:39-53. doi: 10.4018/IJEHMC.2019100104

77. Teodoro D, Sundvall E, Jodo Junior M, Ruch P, Miranda Freire S. ORBDA:
an openEHR benchmark dataset for performance assessment of electronic health
record servers. PLoS ONE. (2018) 13:e0190028. doi: 10.1371/journal.pone.0190028

78. Franga J, da Costa Junior AA, Soares MS. Architecture-driven development
of an electronic health record considering the SOAQM quality model. SN Comput
Sci. (2020) 1:140. doi: 10.1007/s42979-020-00150-x

79. Quincozes SE, Kazienko JF. A secure architecture based on ubiquitous
computing for medical records retrieval. In: 2016 8th Euro American Conference
on Telematics and Information Systems (EATIS). (2016). p. 1-8.

80. Karhade AV, Schwab JH, del Fiol G, Kawamoto K. SMART on
FHIR in spine: integrating clinical prediction models into electronic health
records for precision medicine at the point of care. Spine J. (2020) 21:1649-
51. doi: 10.1016/j.spinee.2020.06.014

frontiersin.org


https://doi.org/10.3389/fpubh.2022.963841
https://doi.org/10.1016/j.ijmedinf.2021.104456
https://doi.org/10.1590/1413-812319983102772014
https://doi.org/10.3390/ijerph181910218
https://jhi.sbis.org.br/index.php/jhi-sbis/article/view/978
https://jhi.sbis.org.br/index.php/jhi-sbis/article/view/978
https://doi.org/10.2196/28643
https://www.cgi.br/media/docs/publicacoes/2/20201123084414/tic_saude_2019_livro_eletronico.pdf
https://www.cgi.br/media/docs/publicacoes/2/20201123084414/tic_saude_2019_livro_eletronico.pdf
https://www.gov.br/saude/pt-br/assuntos/saude-digital
https://sisab.saude.gov.br/
https://sisregiii.saude.gov.br/cgi-bin/index
https://doi.org/10.11606/s1518-8787.2021055002931
https://bvsms.saude.gov.br/bvs/saudelegis/gm/2011/prt2073_31_08_2011.html
https://bvsms.saude.gov.br/bvs/saudelegis/gm/2011/prt2073_31_08_2011.html
https://doi.org/10.3395/reciis.v8i4.895.pt
https://doi.org/10.1007/s10796-015-9613-y
https://conectesus-paciente.saude.gov.br/
https://conectesus-paciente.saude.gov.br/
https://www.gov.br/saude/pt-br/assuntos/saude-digital/o-programa-conecte-sus/o-programa-conecte-sus
https://www.gov.br/saude/pt-br/assuntos/saude-digital/o-programa-conecte-sus/o-programa-conecte-sus
https://doi.org/10.29397/reciis.v13i2.1572
https://doi.org/10.1136/bmj.n71
https://www.crd.york.ac.uk/prospero/
https://www.crd.york.ac.uk/prospero/display_record.php?ID=CRD42021233219
https://www.crd.york.ac.uk/prospero/display_record.php?ID=CRD42021233219
https://doi.org/10.1186/s13643-016-0384-4
https://doi.org/10.4338/ACI-2011-12-RA-0074
https://doi.org/10.1007/s10916-019-1179-7
https://doi.org/10.1016/j.jbi.2015.04.004
https://doi.org/10.5335/rbca.v11i2.8651
https://doi.org/10.1016/j.procs.2017.11.102
https://doi.org/10.1016/j.procs.2018.10.027
https://doi.org/10.1016/j.procs.2019.12.224
https://doi.org/10.1016/j.jbi.2017.05.012
https://doi.org/10.1016/j.jbi.2019.103140
https://doi.org/10.1109/JBHI.2018.2836138
https://doi.org/10.1177/1550147719889591
https://doi.org/10.4018/IJEHMC.2019100104
https://doi.org/10.1371/journal.pone.0190028
https://doi.org/10.1007/s42979-020-00150-x
https://doi.org/10.1016/j.spinee.2020.06.014
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org

Barbalho et al.

81. Jardim SVB. The electronic health record and its contribution to
healthcare information systems interoperability. Proc Technol. (2013) 9:940-
8. doi: 10.1016/j.protcy.2013.12.105

82. OpenEHR. What Is openEHR? (2021). Available online at: https://www.
openehr.org/about/what_is_openehr (accessed June 07, 2022).

83. Barbalho IMP, Silva PDA, Maia CM, Leite CRM. A system for continuous
monitoring of food intake in patients with dysphagia. Int ] Bioinform Res Appl.
(2021) 17:303-23. doi: 10.1504/IJBRA.2021.117931

84. de Lima Medeiros PA, da Silva GVS, dos Santos Fernandes FR, Sanchez-
Gendriz I, Lins HWC, da Silva Barros DM, et al. Efficient machine learning
approach for volunteer eye-blink detection in real-time using webcam. Expert Syst
Appl. (2022) 188:116073. doi: 10.1016/j.eswa.2021.116073

85. Shaw R, Stroo M, Fiander C, McMillan K. Selecting mobile health
technologies for electronic health record integration: case study. ] Med Internet
Res. (2020) 22:e23314. doi: 10.2196/23314

86. Silva GH, Morais AH, Valentim RA, Dantas RR, Cavalcanti LR, Dourado
Jinior ME. An angel for ALS: architecture based on computer vision applied
for on-line monitoring respiratory parameters of patients with Amyotrophic
Lateral Sclerosis (ALS) in hospital environment. Revista Brasileira de Engenharia
Biomédica. (2013) 29:206-10. doi: 10.4322/rbeb.2013.018

Frontiersin Public Health

15

10.3389/fpubh.2022.963841

87. Hasselgren A, Kralevska K, Gligoroski D, Pedersen SA, Faxvaag A. Blockchain
in healthcare and health sciences—A scoping review. Int | Med Inform. (2020)
134:104040. doi: 10.1016/j.ijmedinf.2019.104040

88. McGhin T, Choo K-KR, Liu CZ, He D. Blockchain in healthcare applications:
research challenges and opportunities. ] Network Comput Appl. (2019) 135:62-
75. doi: 10.1016/j.jnca.2019.02.027

89. Lee HA, Kung HH, Udayasankaran ]G, Kijsanayotin B, Marcelo AB, Chao
LR, etal. An architecture and management platform for blockchain-based personal
health record exchange: development and usability study. ] Med Internet Res.
(2020) 22:¢16748. doi: 10.2196/16748

90. Shahnaz A, Qamar U, Khalid A. Using blockchain for electronic health
records. IEEE Access. (2019) 7:147782-95. doi: 10.1109/ACCESS.2019.2946373

91. Vora ], Nayyar A, Tanwar S, Tyagi S, Kumar N, Obaidat MS, et al. BHEEM: a
blockchain-based framework for securing electronic health records. In: 2018 IEEE
Globecom Workshops (GC Wkshps). (2018). p. 1-6.

92. Barbalho IMP, de Silva PA, dos Fernandes FRS, Neto FMM, Leite CRM. An
investigation on the use of ontologies for pattern classification - study applied to
the monitoring of food intake. In: Proceedings of the Euro American Conference
on Telematics and Information Systems. New York, NY, USA: ACM. (2018). p.
1-8. doi: 10.1145/3293614.3293627

frontiersin.org


https://doi.org/10.3389/fpubh.2022.963841
https://doi.org/10.1016/j.protcy.2013.12.105
https://www.openehr.org/about/what_is_openehr
https://www.openehr.org/about/what_is_openehr
https://doi.org/10.1504/IJBRA.2021.117931
https://doi.org/10.1016/j.eswa.2021.116073
https://doi.org/10.2196/23314
https://doi.org/10.4322/rbeb.2013.018
https://doi.org/10.1016/j.ijmedinf.2019.104040
https://doi.org/10.1016/j.jnca.2019.02.027
https://doi.org/10.2196/16748
https://doi.org/10.1109/ACCESS.2019.2946373
https://doi.org/10.1145/3293614.3293627
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org

	Electronic health records in Brazil: Prospects and technological challenges
	Introduction
	Digital health in Brazil

	Methods
	Results
	Interoperability
	Data visualization security
	Testing with real data
	Software development

	Discussion
	Conclusions

	Data availability statement
	Author contributions
	Funding
	Acknowledgments
	Conflict of interest
	Publisher's note
	References


