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Big data originating from user interactions on social media play an essential 
role in infodemiology and infoveillance outcomes, supporting the planning and 
implementation of public health actions. Notably, the extrapolation of these 
data requires an awareness of different ethical elements. Previous studies have 
investigated and discussed the adoption of conventional ethical approaches in 
the contemporary public health digital surveillance space. However, there is a 
lack of specific ethical guidelines to orient infodemiology and infoveillance 
studies concerning infodemic on social media, making it challenging to design 
digital strategies to combat this phenomenon. Hence, it is necessary to explore if 
traditional ethical pillars can support digital purposes or whether new ones must 
be  proposed since we  are confronted with a complex online misinformation 
scenario. Therefore, this perspective provides an overview of the current scenario 
of ethics-related issues of infodemiology and infoveillance on social media for 
infodemic studies.
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Introduction

Social media are web-based interactive communication channels that enable the creation, 
sharing, and discussion of content by people and online communities (1). There are ~4.59 billion 
users on these platforms worldwide who interact on everyday topics such as health (2, 3). In this 
context, social media was a primary source of information on COVID-19 in China at the outset 
of the pandemic, while four-in-ten Americans considered them essential to follow vaccine-
related news (4, 5). Additionally, 81.4% of Saudis users believed that health-related information 
acquired from social media increased their healthcare awareness, with 73.3% perceiving positive 
impacts on their health status (6). The literature also shows that many people use these platforms 
to connect with their peers and exchange their experiences about health conditions (7).
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Indeed, the big data originating from these types of user 
interactions play an essential role in developing infodemiology and 
infoveillance studies (8, 9). According to Eysenbach (10), 
“infodemiology is the science of distribution and determinants of 
information in an electronic medium, specifically the Internet, with 
the ultimate aim of informing public health and public policy,” while 
“infoveillance refers to using infodemiology data for digital 
surveillance purposes.” Although both sciences are essential to 
support the planning and implementation of public health actions, 
researchers must make ethical considerations when collecting, 
analyzing, and presenting digital data derived from people’s activity 
on social media.

However, the differences in social media data create challenges 
for experts to adhere to the principles set out by the Declaration 
of Helsinki (11). For example, acquiring informed consent from 
each user is unfeasible for large-scale social network datasets, 
which may contain hundreds of thousands of metadata units (12). 
As a result, notable aspects concerning informed consent are 
intangible in social media research, such as the right to withdraw 
from a study (13). Specifically, it is necessary to propose technics 
to smooth the discrepancies that emerged from this absence of 
informed consent since the “participants’ are rarely informed that 
their data were collected, stored, and analyzed for research 
purposes. In this sense, researchers can list current studies 
regarding social network platforms on open data storage to inform 
communities how their data is being used for public health 
studies. Additionally, the exponential evolution of social media 
functionalities exacerbates the difficulties associated with defining 
ethical research guidelines, which can often be function-specific. 
Although these concerns motivated several studies to investigate 
and discuss the adaptation of the conventional ethical approaches 
to contemporary public health digital surveillance perspectives 
(14–16), there is a lack of specific ethical guidelines to orient 
infodemiology and infoveillance studies concerning infodemic on 
social media, making it challenging to design digital strategies to 
combat it. Notably, mitigating false or misleading content on 
social media requires differentiated data treatment since they 
spread faster than trustworthy ones (17). As a result, it is necessary 
to clarify if infodemic-related studies’ scope and type of data 
justify revisions of well-known ethical guidelines regarding digital 
surveillance, or if their extrapolation is enough to orient 
investigations in this field.

Infodemic can be defined as an overabundance of information, 
including false or misleading information, circulating in digital and 
physical environments during a disease outbreak, such as the 
COVID-19 pandemic (18). It was the first time that diverse actors 
employed different communication technologies and social media to 
inform and connect with people about a common worldwide disease, 
which generated a massive spreading of content online (19, 20). 
Although the initial goal of people was to be better informed about 
COVID-19 toward better health decision-making, the content 
overload on social media ecosystems hampered users’ selection of 
trustworthy information (21). Then, misinformation negatively 
impacted the acceptability of the various COVID-19 vaccines in 
different countries, contributing to an increased prevalence and 
severity of cases in some countries (22).

In this context, misinformation is conceptualized as an umbrella 
term that embraces different types of information disorders, such as 

misinformation, disinformation, and mal-information (17, 23–27). 
While misinformation is defined as false informationally-oriented 
content grounded on truth (25–27), disinformation is intentional false 
content to purposively harm a person, social group, organization, or 
country motivated by specific interests, such as social, financial, 
psychological, and political ones (25–27). Furthermore, 
mal-information is content based on reality but is used willfully and 
intentionally to inflict harm on a person, social group, organization, or 
country (26). It is noteworthy that despite the divergence in the 
definitions concerning the author’s intentionality, both can result in 
adverse consequences for health consumers, e.g., developing and 
reinforcing damaging beliefs (28).

Therefore, this perspective aimed to provide an overview of the 
current scenario on ethics-related issues regarding infodemiology and 
infoveillance, proposing directions for infodemic management studies.

Ethical aspects concerning digital 
health studies

The most challenging ethical issue concerning public health is 
suitably balancing possible risks and harms to people and 
communities while protecting and promoting their health (29). This 
challenge also impacts infodemiology and infoveillance social media 
studies since their ultimate aim is supporting public health 
outcomes. In fact, principles-based ethics is internationally 
recognized as a coherent and justified set of moral issues for the field 
of biomedicine (30, 31). More recently, high-impact systematic 
reviews used ethical principles to describe the best moral practices 
involving public health studies on social media, and, thus, supported 
the present perspective (14, 32). Accordingly, we have presented the 
five principles of beneficence, nonmaleficence, autonomy, equity, 
and efficiency, highlighting their respective relevance to infodemic 
studies below.

Beneficence

Beneficence is the obligation of health providers to act for the 
benefit of people based on moral rules, such as charity, mercy, and 
kindness (33, 34). Therefore, beneficence supports the prevention 
and control of conditions that cause harm to people (33). Regarding 
this pillar, infodemiology and infoveillance projects should 
be  designed to promote populational health improvements 
regarding specific conditions. In this sense, social media 
interventions must support the healthcare needs of the target 
population, supporting the improvement of limitations of 
traditional epidemiological methods, such as extrapolating data 
generated outside the public health systems, i.e., data that was not 
originated primarily for epidemiology goals (35). For instance, 
screening out misinformation promotes beneficence to communities 
because it facilitates the selection of trustworthy information and, 
thus, better decision-making concerning current health, social-
political, and economic conditions. Furthermore, these strategies 
may provide advantages to people in different ways, including real-
time monitoring of people’s digital activity on specific issues and 
educational health policies endorsement grounded on users’ 
behaviors (33, 36–38).
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Nonmaleficence

Nonmaleficence is the responsibility attributed to professionals who 
do not inflict harm on individuals, resulting in the need to weigh the 
benefits against the burdens of public health outcomes (33). Indeed, 
carefully planned and people-centered health outcomes are essential to 
achieving community trust and developing significant health actions for 
everyone (39). In this way, the use of non-health data, the stigmatization 
of risk factors, and the violation of privacy may lead to the mistrust of 
public health intentions, thus undermining nonmaleficence principles 
(14). Hence, researchers of misinformation studies should clearly define 
actions to reduce the potential harms of data collection and analysis, 
such as adopting a data management plan and restricting their studies 
to only using publicly available social media data. Notably, previous 
infodemic-related investigations have presented significant findings 
using public social networking content (8, 40).

Autonomy

Autonomy is the state or condition of individuals leading their life 
according to authentically personal reasons, values, and desires (41). 
As a result, this principle recognizes people’s right to self-
determination and represents the determinants proposed to minimize 
possible violations (14). Individuals should be allowed to exercise their 
capacity for self-determination; all people have an intrinsic and 
unconditional worth that influences their personal and moral choices 
(42). People often do not expect their data to be employed in public 
health surveillance since there is no specification for health data 
reporting in user agreements, even though they cover consent from 
legal aspects. Nevertheless, some governments are actively 
implementing initiatives to give users autonomy over their data, such 
as the European Union General Data Protection Regulation (GDPR), 
which would allow public health authorities to directly request that 
people share their social media data when needed (35).

Consequently, anonymizing or aggregating data is fundamental for 
applying social media data in infodemic-related studies to respect the 
users’ privacy (14, 43). Although the anonymization process sometimes 
may not be sufficient to protect the users’ privacy in a social media 
environment (demonstrating the importance of using public data), it 
is imperative that researchers remove data and metadata that allow the 
identification of individuals (16). In parallel, it is possible to aggregate 
similar social networking publications and present them together, 
mitigating the identification of the original content. Moreover, users’ 
authenticity is also essential to ensure a genuine narrative of findings, 
respecting their autonomy (16). On the other hand, the high prevalence 
of fake and bots profiles on social network hamper ensuring users’ 
identities. Specifically, health misinformation is frequently spread by 
these profiles, denoting the importance of users’ authenticity for 
infodemic studies. For example, 66% of known bots disclosed 
COVID-19 information and misinformation on Twitter during the 
pandemic (44). Interestingly, new authentication user tools emerged as 
an option to detect automated bots present on social networks (45).

Equity

Equity is the absence of systematic disparities between groups 
with different underlying social advantage/disadvantage levels (46). In 

this regard, most definitions of health equity are based on ethical 
judgments and commitment to social justice, requiring that a target 
population be afforded fair, equitable, and appropriate opportunities 
regarding public health interventions (33, 47). Thus, it is essential to 
determine whether the short-and long-term benefits and burdens are 
fairly distributed between different socio-demographic groups (48). 
Although social media-grounded studies allow researchers and 
managers to access a huge volume of data and, thus, strategies that 
involve many users, it is noteworthy that a worldwide population 
portion still does not have access to home and mobile Internet. In this 
way, the extrapolation of infodemiology and infoveillance data 
concerning infodemic for offline measures (e.g., developing health 
promotion policies and disclosure of educational campaigns) is 
desirable for covering communities indistinctly (including those 
without access to the Internet). Further, planning social media studies 
that tackle health equity involves identifying and acting on the root 
causes of structural forms of oppression and also investigating health 
misinformation topics that impact the diverse layers of society 
differently (48).

Efficiency

Efficiency is fundamentally based on the ability to measure and 
assess the improvement of resources, i.e., this pillar is directly related 
to the cost-effectiveness of digital health systems (14). Certainly, 
grounding these measures on scientific evidence is necessary since 
researchers and public health agencies often have limited resources 
(49). Hence, implementing cost-effective-oriented infodemic control 
systems requires, (a) applying automated applications to manage and 
analyze data (focusing on regular maintenance software developer 
work to prevent the algorithms from becoming obsolete) and (b) 
designing and implementing misinformation tracking and feasibility 
studies. Additionally, public health managers should be aware of the 
continuous updating of these data and propose partnerships with 
social media companies to avoid the discontinuation of access (50). 
More importantly, this principle is particularly interesting when 
extrapolating these digital approaches to developing countries while 
promoting the democratization of healthcare.

Table 1 summarizes the above-described ethical principles about 
the infodemic scenario.

Discussion

The five principles of beneficence, nonmaleficence, autonomy, 
equity, and efficiency can aid the decision-making process of public 
health authorities and researchers concerning ethics issues on social 
media in infodemic contexts. Notwithstanding, they should 
be harmoniously weighted and balanced to achieve effective digital 
strategies for different communities. Accordingly, the principles must 
be fulfilled as a prima facie obligation unless they conflict with each 
other in a specific instance (33). Although some of these principles 
share similar action points (e.g., preserving users’ privacy in the 
nonmaleficence and autonomy dimensions), the misinformation 
scenario makes it difficult to employ these ethical points in the same 
way as for other infodemiology and infoveillance purposes. For 
instance, the promotion of equity vis-à-vis the viral spreading of 
misinformation is still a challenge for public health managers, 

https://doi.org/10.3389/fpubh.2023.1130079
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org


Lotto et al. 10.3389/fpubh.2023.1130079

Frontiers in Public Health 04 frontiersin.org

however, their active engagement with the major false or misleading 
information is necessary to formulate public policies and strategies for 
disadvantaged communities. To address this dilemma, the World 
Health Organization recently proposed a deliberation of the issues 
among a panel of experts, i.e., to discuss the ethical framework and 
tools for infodemic management (51). Meanwhile, the extrapolation 
of previously described ethical issues can suffice as a complementary 
solution to the WHO’s current agenda.

The control of the negative impacts of online misinformation 
depends on platforms’ cooperative actions with public health 
authorities, such as screening and removing false or misleading 
information based on the best scientific evidence (40, 52). Then, 
companies need to be  more transparent about developing their 
algorithms from users’ activities, concomitantly demonstrating their 
efforts to prevent the spreading health misinformation. In parallel, 
health managers and policymakers need to discuss in-depth the 
ethical and legal implications for potential propagators (users who 
spread misinformation) and facilitators (social media companies) to 
formulate regulatory principles that can address this phenomenon 
more effectively (53).

Simultaneously, it is necessary to clarify the limits of data privacy 
and freedom of speech in infodemic contexts that have the potential 
to generate a high humanitarian cost. Personal independence and 
freedom of speech are highly valued in Western societies and viewed 
as essential values of free and democratic nations. However, the 
unlimited perception of the achievement of freedom of speech can 
cause harm to individuals, communities, and nations, e.g., by 
promoting drugs or herbals known as ineffective in treating a specific 
disease only by profit (54, 55). Moreover, users are typically concerned 

about sharing their private information for digital health purposes due 
to perceiving implications on insurance coverage, medical care, and 
data security (56). However, strategies to counter negative infodemic 
primarily use the information available to the public on social media 
and only disclose the information anonymously, still 
safeguarding autonomy.

People must be aware of the importance of sharing their social 
media information to support the development of strategies to 
control health misinformation. Thus, data literacy is an essential skill 
that could be  developed during primary and secondary school 
education in both developing and developed countries. Likewise, 
other literacies are also necessary to support individuals in 
consuming trustworthy information on social media and ensure 
equity between communities through the smoothing out of 
disparities, such as digital literacy, media literacy, and scientific 
literacy (57–59). Conversely, low and middle-income countries tend 
to suffer more prominently from the impacts of online 
misinformation since the levels of these constructs are usually 
greater in high-income countries. As a result, the actions involving 
infodemic management demand more global initiatives. Regrettably, 
the lack of unified communication about health data between 
countries and international organizations amplifies the health 
inequities associated within the infodemic scenario. Notably, a 
significant role of global health governance (GHG) is to help 
countries to achieve health equity through managing external 
threats, stronger international solidarity, and more inclusive 
guidelines and policies (60). GHG is defined as “the use of formal 
and informal institutions, rules, and processes by states, 
intergovernmental organizations, and non-state actors to deal with 

TABLE 1 Ethical principles to orient infodemiology and infoveillance studies for infodemic perspectives.

Principles Short definition Examples of actions concerning infodemic

Beneficence Obligation of health providers to act for the benefit of 

people based on moral rules, such as charity, mercy, and 

kindness. Beneficence supports the prevention and 

control of conditions that cause harm to people

(1) Real-time monitoring of people’s online activity on specific misinformation 

issues, endorsing educational health policies based on users’ seeking behavior.

(2) Screening out of misinformation on social media, promoting better individual 

decision-making concerning current health, social-political, and economic 

conditions.

Nonmaleficence Responsibility attributed to professionals who do not 

inflict harm on individuals, resulting in the need to 

weigh the benefits against the burdens of public health 

outcomes

(1) Collecting only publicly available social media data.

(2) Adopting a data management plan to orient the collection and analysis of data.

Autonomy State or condition of individuals leading their life 

according to authentically personal reasons, values, and 

desires. Autonomy recognizes people’s right to self-

determination and represents the determinants proposed 

to minimize possible violations

(1) Anonymizing social media data and metadata to preserve users’ privacy.

(2) Aggregating similar social media data to avoid the users’ identification.

Equity The absence of systematic health disparities between 

groups with different underlying social advantage/

disadvantage levels. Equity requires that a target 

population be afforded equal opportunities regarding 

public health interventions, including fair distribution of 

the benefits

(1) Extrapolating infodemiology and infoveillance data for offline measures, such as 

proposing health promotion campaigns and disclosing educational campaigns.

(2) Implementing digital health systems accessible for developing and developed 

countries, propitiating the democratization of misinformation control approaches.

Efficiency It measures and assesses the improvement of resources, 

relating directly to the cost-effectiveness of digital health 

systems

(1) Applying automated algorithms to manage and analyze social media data.

(2) Developing digital systems and solutions based on misinformation-related 

characterization, tracking, and feasibility studies.
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challenges to health that require cross-border collective action to 
address effectively” (61). Hence, effective responses to the infodemic 
require cooperation between states, social media companies, and 
global health governance to share data and regulate information. 
Specifically, although many countries have the autonomy and 
capacity to manage their own health data, ethical guidelines via 
GHG should orient and support the control of 
misinformation globally.

Conclusion

Considering the current lack of ethical guidelines for 
infodemiology and infoveillance research concerning infodemic, the 
principles presented in this perspective considered the specificities of 
data acquisition, storage, analysis, and application to contribute to the 
design and development of health misinformation studies on social 
media. In light of this perspective, public health authorities, 
researchers, policymakers, and society should seriously discuss and 
consider a new ethical framework to cover all details respecting 
infodemic-related studies.

Data availability statement

The original contributions presented in the study are included in 
the article/supplementary material, further inquiries can be directed 
to the corresponding author.

Author contributions

ML, TH-P, HP, and AO wrote the first draft of the manuscript. ZB, 
JB, JM, TC, and PM provided critical review of the manuscript and 
project conceptualization. All authors contributed to manuscript 
revision, read, and approved the submitted version.

Funding

This work was supported by the São Paulo Research Foundation 
(grant #2021/10732-5).

Conflict of interest

The authors declare that the research was conducted in the 
absence of any commercial or financial relationships that could 
be construed as a potential conflict of interest.

Publisher’s note

All claims expressed in this article are solely those of the authors 
and do not necessarily represent those of their affiliated organizations, 
or those of the publisher, the editors and the reviewers. Any product 
that may be evaluated in this article, or claim that may be made by its 
manufacturer, is not guaranteed or endorsed by the publisher.

References
 1. Kietzmann JH, Hermkens K, McCarthy IP, Silvestre BS. Social media? Get serious! 

Understanding the functional building blocks of social media. Bus Horiz. (2011) 
54:241–51. doi: 10.1016/j.bushor.2011.01.005

 2. Statista. Number of social media users worldwide from 2018 to 2027 (2022). 
Available at: https://www.statista.com/statistics/278414/number-of-worldwide-social-
network-users/ (Accessed December 13, 2022).

 3. Zhao Y, Zhang J. Consumer health information seeking in social media: a literature 
review. Health Inf Libr J. (2017) 34:268–83. doi: 10.1111/hir.12192

 4. Zhong Y, Liu W, Lee TY, Zhao H, Ji J. Risk perception, knowledge, information 
sources and emotional states among COVID-19 patients in Wuhan. China Nurs Outlook. 
(2021) 69:13–21. doi: 10.1016/j.outlook.2020.08.005

 5. Pew Research Center. About four-in-ten Americans say social media is an 
important way of following COVID-19 vaccine news (2021). Available at: https://www.
pewresearch.org/fact-tank/2021/08/24/about-four-in-ten-americans-say-social-media-
is-an-important-way-of-following-covid-19-vaccine-news/ (Accessed December 13, 
2022).

 6. Marar SD, Al-Madaney MM, Almousawi FH. Health information on social media. 
Saudi Med J. (2019) 40:1294–8. doi: 10.15537/smj.2019.12.24682

 7. Braun LA, Zomorodbakhsch B, Keinki C, Huebner J. Information needs, 
communication and usage of social media by cancer patients and their relatives. J Cancer 
Res Clin Oncol. (2019) 145:1865–75. doi: 10.1007/s00432-019-02929-9

 8. Boon-Itt S, Skunkan Y. Public perception of the COVID-19 pandemic on twitter: 
sentiment analysis and topic modeling study. JMIR Public Health Surveill. (2020) 
6:e21978. doi: 10.2196/21978

 9. Lotto M, Sá Menezes T, Zakir Hussain I, Tsao SF, Ahmad Butt Z, P Morita P, et al. 
Characterization of false or misleading fluoride content on Instagram: Infodemiology 
study. J Med Internet Res. (2022) 24:e37519. doi: 10.2196/37519

 10. Eysenbach G. Infodemiology and Infoveillance: framework for an emerging set of 
public health informatics methods to analyze search, communication and publication 
behavior on the internet. J Med Internet Res. (2009) 11:e11. doi: 10.2196/jmir.1157

 11. World Medical Association. World medical association declaration of Helsinki. 
Ethical principles for medical research involving human subjects. Bull World Health 
Organ. (2001) 79:373–4.

 12. Townsend L, Wallace C. Social media research: A guide to ethics (2016). Available 
at: https://www.gla.ac.uk/media/Media_487729_smxx.pdf (Accessed February 16, 
2023).

 13. The British Psychological Association. (2013) Ethics guidelines for internet-mediated 
research. Available at: https://www.dcu.ie/sites/default/files/research_support/pdfs/inf206-
guidelines-for-internet-mediated-research.pdf (Accessed February 16, 2023).

 14. Aiello AE, Renson A, Zivich PN. Social media-and internet-based disease 
surveillance for public health. Annu Rev Public Health. (2020) 41:101–18. doi: 10.1146/
annurev-publhealth-040119-094402

 15. Golder S, Ahmed S, Norman G, Booth A. Attitudes toward the ethics of research 
using social media: A systematic review. J Med Internet Res. (2017) 19:e195. doi: 10.2196/
jmir.7082

 16. Hunter RF, Gough A, O'kane N, McKeown G, Fitzpatrick A, Walker T, et al. Ethical 
issues in social media research for public health. Am J Public Health. (2018) 108:343–8. 
doi: 10.2105/AJPH.2017.304249

 17. Wang Y, McKee M, Torbica A, Stuckler D. Systematic literature review on the 
spread of health-related misinformation on social media. Soc Sci Med. (2019) 
240:112552. doi: 10.1016/j.socscimed.2019.112552

 18. World Health Organization. Infodemic (2022). Available at: https://www.who.int/
health-topics/infodemic#tab=tab_1 (Accessed December 13, 2022).

 19. The Lancet Infectious Diseases. The COVID-19 infodemic. Lancet Infect Dis. 
(2020) 20:875. doi: 10.1016/S1473-3099(20)30565-X

 20. Rathore F, Farooq F. Information overload and Infodemic in the COVID-19 
pandemic. J Pak Med Assoc. (2020) 70:1–S165. doi: 10.5455/JPMA.38

 21. Giglietto F, Iannelli L, Valeriani A, Rossi L. ‘Fake news’ is the invention of a liar: 
how false information circulates within the hybrid news system. Cur Sociol. (2019) 
67:625–42. doi: 10.1177/0011392119837536

 22. Loomba S, de Figueiredo A, Piatek SJ, de Graaf K, Larson HJ. Measuring the 
impact of COVID-19 vaccine misinformation on vaccination intent in the UK and USA. 
Nat Hum Behav. (2021) 5:337–48. doi: 10.1038/s41562-021-01056-1

 23. Douglas KM, Uscinski JE, Sutton RM, Cichocka A, Nefes T, Ang CS, et al. 
Understanding conspiracy theories. Polit Psychol. (2019) 40:3–35. doi: 10.1111/
pops.12568

https://doi.org/10.3389/fpubh.2023.1130079
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org
https://doi.org/10.1016/j.bushor.2011.01.005
https://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/
https://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/
https://doi.org/10.1111/hir.12192
https://doi.org/10.1016/j.outlook.2020.08.005
https://www.pewresearch.org/fact-tank/2021/08/24/about-four-in-ten-americans-say-social-media-is-an-important-way-of-following-covid-19-vaccine-news/
https://www.pewresearch.org/fact-tank/2021/08/24/about-four-in-ten-americans-say-social-media-is-an-important-way-of-following-covid-19-vaccine-news/
https://www.pewresearch.org/fact-tank/2021/08/24/about-four-in-ten-americans-say-social-media-is-an-important-way-of-following-covid-19-vaccine-news/
https://doi.org/10.15537/smj.2019.12.24682
https://doi.org/10.1007/s00432-019-02929-9
https://doi.org/10.2196/21978
https://doi.org/10.2196/37519
https://doi.org/10.2196/jmir.1157
https://www.gla.ac.uk/media/Media_487729_smxx.pdf
https://www.dcu.ie/sites/default/files/research_support/pdfs/inf206-guidelines-for-internet-mediated-research.pdf
https://www.dcu.ie/sites/default/files/research_support/pdfs/inf206-guidelines-for-internet-mediated-research.pdf
https://doi.org/10.1146/annurev-publhealth-040119-094402
https://doi.org/10.1146/annurev-publhealth-040119-094402
https://doi.org/10.2196/jmir.7082
https://doi.org/10.2196/jmir.7082
https://doi.org/10.2105/AJPH.2017.304249
https://doi.org/10.1016/j.socscimed.2019.112552
https://www.who.int/health-topics/infodemic#tab=tab_1
https://www.who.int/health-topics/infodemic#tab=tab_1
https://doi.org/10.1016/S1473-3099(20)30565-X
https://doi.org/10.5455/JPMA.38
https://doi.org/10.1177/0011392119837536
https://doi.org/10.1038/s41562-021-01056-1
https://doi.org/10.1111/pops.12568
https://doi.org/10.1111/pops.12568


Lotto et al. 10.3389/fpubh.2023.1130079

Frontiers in Public Health 06 frontiersin.org

 24. Molina MD, Sundar SS, Le T, Lee D. “Fake news” is not simply false information: 
a concept explication and taxonomy of online content. Am Behav Sci. (2021) 65:180–212. 
doi: 10.1177/0002764219878224

 25. Wardle C, Derakhshan D. Information disorder: toward an interdisciplinary 
framework for research and policy making. Strasbourg Cedex: Council of Europe (2017). 
109 p.

 26. UNESCO. “Fake news” and disinformation: A handbook for journalism education 
and training (2018). Available at: https://en.unesco.org/fightfakenews (Accessed 
December 13, 2022).

 27. Canadian Centre for Cyber Security. How to identify misinformation, 
disinformation, and malinformation (ITSAP.00.300) (2022). Available at: https://cyber.
gc.ca/en/guidance/how-identify-misinformation-disinformation-and-malinformation-
itsap00300 (Accessed December 13, 2022).

 28. Lee JJ, Kang KA, Wang MP, Zhao SZ, Wong JYH, O'Connor S, et al. Associations 
between COVID-19 misinformation exposure and belief with COVID-19 knowledge 
and preventive behaviors: cross-sectional online study. J Med Internet Res. (2020) 
22:e22205. doi: 10.2196/22205

 29. Holland S. Public health ethics. Cambridge, UK: Polity (2015). 288 p.

 30. Beauchamp TL, Childress JF. Principles of biomedical ethics. New York: Oxford 
University Press (2013). 512 p.

 31. Marckmann G, Schimidt H, Sofaer N, Strech D. Putting public health ethics into 
practice: A systematic review. Front Public Health. (2015) 3:23. doi: 10.3389/
fpubh.2015.00023

 32. Klingler C, Silva DS, Schuermann C, Reis AA, Saxena A, Strech D. Ethical issues 
in public health surveillance: A systematic qualitative review. BMC Public Health. (2017) 
17:295. doi: 10.1186/s12889-017-4200-4

 33. Varkey B. Principles of clinical ethics and their application to practice. Med Princ 
Pract. (2021) 30:17–28. doi: 10.1159/000509119

 34. Kinsinger FS. Beneficence and the professional’s moral imperative. J Chiropr 
Humanit. (2009) 16:44–6. doi: 10.1016/j.echu.2010.02.006

 35. Salathé M. Digital epidemiology: what is it, and where is it going? Life Sci Soc 
Policy. (2018) 14:1. doi: 10.1186/s40504-017-0065-7

 36. Lotto M, Strieder AP, Ayala Aguirre PE, Oliveira TM, Andrade Moreira Machado 
MA, Rios D, et al. Parental-oriented educational mobile messages to aid in the control 
of early childhood caries in low socioeconomic children: A randomized controlled trial. 
J Dent. (2020) 101:103456. doi: 10.1016/j.jdent.2020.103456

 37. Eibensteiner F, Ritschl V, Nawaz FA, Fazel SS, Tsagkaris C, Kulnik ST, et al. People’s 
willingness to vaccinate against COVID-19 despite their safety concerns: twitter poll 
analysis. J Med Internet Res. (2021) 23:e28973. doi: 10.2196/28973

 38. Dong E, Du H, Gardner L. An interactive web-based dashboard to track 
COVID-19  in real time. Lancet Infect Dis. (2020) 20:533–4. doi: 10.1016/
S1473-3099(20)30120-1

 39. World Health Organization. Towards people-centered health systems: An 
innovative approach for better health outcomes (2013). Available at: https://www.euro.
who.int/__data/assets/pdf_file/0006/186756/Towards-people-centred-health-systems-
an-innovative-approach-for-better-health-outcomes.pdf (Accessed December 13, 2022).

 40. Alenezi MN, Alqenaei ZM. Machine learning in detecting covid-19 
misinformation on twitter. Future Internet. (2021) 13:244. doi: 10.3390/fi13100244

 41. Gómez-Vírseda C, de Maeseneer Y, Gastmans C. Relational autonomy: what does 
it mean and how is it used in end-of-life care? A systematic review of argument-based 
ethics literature. BMC Med Ethics. (2019) 20:76. doi: 10.1186/s12910-019-0417-3

 42. Guyer P. Kant on the theory and practice of autonomy. Soc Philos Policy. (2003) 
20:70–98. doi: 10.1017/S026505250320203X

 43. Mittelstadt B, Benzler J, Engelmann L, Prainsack B, Vayena E. Is there a duty to 
participate in digital epidemiology? Life Sci Soc Policy. (2018) 14:9. doi: 10.1186/
s40504-018-0074-1

 44. Himelein-Wachowiak M, Giorgi S, Devoto A, Rahman M, Ungar L, Schwartz HA, 
et al. Bots and misinformation spread on social media: implications for COVID-19. J 
Med Internet Res. (2021) 23:e26933. doi: 10.2196/26933

 45. Davis CA, Varol O, Ferrara E, Flammini A, Menczer F. Bot OrNot: A system to 
evaluate social bots. Proceeding of the 25th International Conference Companion on 
World Wide Web (2016). 273–274.

 46. Braveman P. Defining equity in health. J Epidemiol Community Health. (2003) 
57:254–8. doi: 10.1136/jech.57.4.254

 47. Liburd LC, Hall JE, Mpofu JJ, Williams SM, Bouye K, Penman-Aguilar A. 
Addressing health equity in public health practice: frameworks, promising strategies, 
and measurement considerations. Annu Rev Public Health. (2020) 41:417–32. doi: 
10.1146/annurev-publhealth-040119-094119

 48. Gómez-Ramírez O, Iyamu I, Ablona A, Watt S, Xu AXT, Chang HJ, et al. On the 
imperative of thinking through the ethical, health equity, and social justice possibilities 
and limits of digital technologies in public health. Can J Public Health. (2021) 112:412–6. 
doi: 10.17269/s41997-021-00487-7

 49. Schröder-Bäck P, Duncan P, Sherlaw W, Brall C, Czabanowska K. Teaching seven 
principles for public health ethics: towards a curriculum for a short course on ethics in 
public health programmes. BMC Med Ethics. (2014) 15:73. doi: 10.1186/1472-6939-15-73

 50. Heitmueller A, Henderson S, Warburton W, Elmagarmid A, Pentland AS, Darzi 
A. Developing public policy to advance the use of big data in health care. Health Aff. 
(2014) 33:1523–30. doi: 10.1377/hlthaff.2014.0771

 51. World Health Organization. WHO kicks off deliberations on ethical framework 
and tools for social listening and infodemic management (2023). Available at: https://
www.who.int/news/item/10-02-2023-who-kicks-off-deliberations-on-ethical-
framework-and-tools-for-social-listening-and-infodemic-management (Accessed 
February 16, 2023).

 52. Gisondi MA, Barber R, Faust JS, Raja A, Strehlow MC, Westafer LM, et al. A 
deadly Infodemic: social media and the power of COVID-19 misinformation. J Med 
Internet Res. (2022) 24:e35552. doi: 10.2196/35552

 53. Rubinelli S, Purnat TD, Wihelm E, Traicoff D, Namageyo-Funa A, Thomson A, 
et al. WHO competency framework for health authorities and institutions to manage 
infodemics: its development and features. Hum ResourHealth. (2022) 20:35. doi: 
10.1186/s12960-022-00733-0

 54. Suarez-Lledo V, Alvarez-Galvez J. Prevalence of health misinformation on social 
media: systematic review. J Med Internet Res. (2021) 23:e17187. doi: 10.2196/17187

 55. Silva HM. The danger of denialism: lessons from the Brazilian pandemic. Bull Natl 
Res Cent. (2021) 45:55. doi: 10.1186/s42269-021-00516-y

 56. Romero RA, Young SD. Ethical perspectives in sharing digital data for public 
health surveillance before and shortly after the onset of the Covid-19 pandemic. Ethics 
Behav. (2022) 32:22–31. doi: 10.1080/10508422.2021.1884079

 57. Zielinski C. Infodemics and infodemiology: a short history, a long future. Rev 
Panam Salud Publica. (2021) 45:e40. doi: 10.26633/RPSP.2021.40

 58. Hameleers M. Separating truth from lies: comparing the effects of news media 
literacy interventions and fac-checkers in response to political misinformation in the 
US and Netherlands. Inform Commun Soc. (2022) 25:110–26. doi: 
10.1080/1369118X.2020.1764603

 59. Harvard Kennedy School Misinformation Review. Digital literacy is associated 
with more discerning accuracy judgments but not sharing intentions (2021). Available 
at: https://misinforeview.hks.harvard.edu/article/digital-literacy-is-associated-with-
more-discerning-accuracy-judgments-but-not-sharing-intentions/ (Accessed February 
16, 2023).

 60. Kheir-Mataria WA, El-Fawal H, Bhuiyan S, Chun S. Global health governance and 
health equity in the context of COVID-19: a scoping review. Healthcare. (2022) 10:540. 
doi: 10.3390/healthcare10030540

 61. Fidler DP. The challenges of Global Health governance. New York: Council on 
Foreign Relations (2010). 33 p.

https://doi.org/10.3389/fpubh.2023.1130079
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org
https://doi.org/10.1177/0002764219878224
https://en.unesco.org/fightfakenews
https://cyber.gc.ca/en/guidance/how-identify-misinformation-disinformation-and-malinformation-itsap00300
https://cyber.gc.ca/en/guidance/how-identify-misinformation-disinformation-and-malinformation-itsap00300
https://cyber.gc.ca/en/guidance/how-identify-misinformation-disinformation-and-malinformation-itsap00300
https://doi.org/10.2196/22205
https://doi.org/10.3389/fpubh.2015.00023
https://doi.org/10.3389/fpubh.2015.00023
https://doi.org/10.1186/s12889-017-4200-4
https://doi.org/10.1159/000509119
https://doi.org/10.1016/j.echu.2010.02.006
https://doi.org/10.1186/s40504-017-0065-7
https://doi.org/10.1016/j.jdent.2020.103456
https://doi.org/10.2196/28973
https://doi.org/10.1016/S1473-3099(20)30120-1
https://doi.org/10.1016/S1473-3099(20)30120-1
https://www.euro.who.int/__data/assets/pdf_file/0006/186756/Towards-people-centred-health-systems-an-innovative-approach-for-better-health-outcomes.pdf
https://www.euro.who.int/__data/assets/pdf_file/0006/186756/Towards-people-centred-health-systems-an-innovative-approach-for-better-health-outcomes.pdf
https://www.euro.who.int/__data/assets/pdf_file/0006/186756/Towards-people-centred-health-systems-an-innovative-approach-for-better-health-outcomes.pdf
https://doi.org/10.3390/fi13100244
https://doi.org/10.1186/s12910-019-0417-3
https://doi.org/10.1017/S026505250320203X
https://doi.org/10.1186/s40504-018-0074-1
https://doi.org/10.1186/s40504-018-0074-1
https://doi.org/10.2196/26933
https://doi.org/10.1136/jech.57.4.254
https://doi.org/10.1146/annurev-publhealth-040119-094119
https://doi.org/10.17269/s41997-021-00487-7
https://doi.org/10.1186/1472-6939-15-73
https://doi.org/10.1377/hlthaff.2014.0771
https://www.who.int/news/item/10-02-2023-who-kicks-off-deliberations-on-ethical-framework-and-tools-for-social-listening-and-infodemic-management
https://www.who.int/news/item/10-02-2023-who-kicks-off-deliberations-on-ethical-framework-and-tools-for-social-listening-and-infodemic-management
https://www.who.int/news/item/10-02-2023-who-kicks-off-deliberations-on-ethical-framework-and-tools-for-social-listening-and-infodemic-management
https://doi.org/10.2196/35552
https://doi.org/10.1186/s12960-022-00733-0
https://doi.org/10.2196/17187
https://doi.org/10.1186/s42269-021-00516-y
https://doi.org/10.1080/10508422.2021.1884079
https://doi.org/10.26633/RPSP.2021.40
https://doi.org/10.1080/1369118X.2020.1764603
https://misinforeview.hks.harvard.edu/article/digital-literacy-is-associated-with-more-discerning-accuracy-judgments-but-not-sharing-intentions/
https://misinforeview.hks.harvard.edu/article/digital-literacy-is-associated-with-more-discerning-accuracy-judgments-but-not-sharing-intentions/
https://doi.org/10.3390/healthcare10030540

	Ethical principles for infodemiology and infoveillance studies concerning infodemic management on social media
	Introduction
	Ethical aspects concerning digital health studies
	Beneficence
	Nonmaleficence
	Autonomy
	Equity
	Efficiency

	Discussion
	Conclusion
	Data availability statement
	Author contributions
	Funding
	Conflict of interest
	Publisher’s note

	﻿References

