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Background and objective: The capacity to promote and disseminate the best evidence-based practices in terms of digital health innovations and technologies represents an important goal for countries and governments. To support the digital health maturity across countries the Global Digital Health Partnership (GDHP) was established in 2019. The mission of the GDHP is to facilitate global collaboration and knowledge-sharing in the design of digital health services, through the administration of surveys and white papers.

Objective: The scope of this study is to critically analyze and discuss results from the Evidence and Evaluation GDHP Work Stream’s survey, understand how governments and countries intend to address main obstacles to the digital health implementation, identify their strategies for a communication of effective digital health services, and promote the sharing of international based best practices on digital health.

Methods: This survey followed a cross-sectional study approach. A multiple-choice questionnaire was designed to gather data. Choices were extracted from research publications retrieved through a rapid review.

Results: Out of 29 countries receiving the survey, 10 returned it. On a scale from 1 to 5, eHealth systems/platforms (mean = 3.56) were indicated as the most important tool for centralized infrastructure to collect information on digital health, while primary care (mean = 4.0) represented the most voted item for healthcare services to collect information on digital health. Seven Countries out of 10 identified lack of organization, skepticism of clinicians, and accessibility of the population as a barriers to adopt digital health implementation, resulting to be the most voted items. Finally, the most endorsed priorities in digital health for Countries were the adoption of data-driven approaches (6 Countries), and telehealth (5 Countries).

Conclusion: This survey highlighted the main tools and obstacles for countries to promote the implementation of evidence-based digital health innovations. Identifying strategies that would communicate the value of health care information technology to healthcare professionals are particularly imperative. Effective communication programs for clinicians and the general population in addition to improved digital health literacy (both for clinicians and citizens) will be the key for the real implementation of future digital health technologies.
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Introduction

The Fourth Industrial Revolution and the transition from mechanical and analog to digital technology, has changed “the way humans create, exchange, and distribute value” (1).

The Digital Health concept was first introduced in 2000 by Seth Frank (2) and today encompasses fields such as wearable technology, telehealth and telemedicine, customized medicine, mobile health (mHealth), health information technology (IT), artificial intelligence (AI), Internet of things, virtual care, remote monitoring, big data analytics, blockchain platforms, tools enabling remote data capture, storage, and the exchange of data and sharing of relevant information across the health ecosystem (3).

In the healthcare sector, the introduction of digital health has created opportunities at the global level. The World Health Organization has addressed the topic with the release of a “Global strategy on digital health 2020–2025” that aims to “enhance health outcomes by improving medical diagnosis, data-based treatment decisions, digital therapeutics, clinical trials, self-management of care and person-centered care as well as creating more evidence-based knowledge, skills and competence for professionals to support health care” through the implementation of information and communication technology tools worldwide (4).

In recent years, the effects of those disruptive technologies have been transversally investigated on several aspects. The impact of electronic tools (such as patient portals, mHealth, wearable devices, and telemedicine) on health outcomes and system efficiency has showed a generally favorable effect (5–7). Literature regarding the cost-effectiveness of digital health innovations is still limited, but it showed to be cost-effective, especially when it concerns a new mobile application or a web portal intervention (8, 9). Artificial intelligence and machine learning have been used to identify healthcare pathways to citizens and patients, reporting to improve the safety and quality of patient care, enabling the evaluation of clinical risks at each step of the patient journey (10).

With the aim to support the effective implementation of digital health, exchange global best practices, and to provide opportunities for policy co-production and knowledge transfer, the global summit for digital health, named the Global Digital Health Partnership (GDHP), was internationally launched in 2018 (11). It is a collaboration of 33 countries and territories, the World Health Organization (WHO), the Organization for Economic Co-operation and Development (OECD), and the International Digital Health & AI Research Collaborative (IDAIR) (12). Through this collaboration, the GDHP hopes to improve the safety, quality, and effectiveness of healthcare, to support earlier diagnosis of disease, and to promote the development of new medicines and treatments, through the use of digital health services (13).

One of the workstreams within the GDHP is the Evidence and Evaluation Workstream and it aims to share methods of digital health evaluation frameworks and concrete examples of lessons learned from digital health benefits evaluations and strategies. It has already published several whitepapers:

• In February 2019, GDHP released “Measuring Benefits,” an international overview of approaches for evaluating digital health technologies and services (14).

• In July 2020, GDHP released “Benefits Realization: sharing insights,” with the aim to identify a common framework for the evaluation of digital health services and technologies among different countries (15).

• In December 2022, GDHP released “Practicing the evidence,” an international survey aiming to understand which evidence-based practice in digital health is effectively implemented in various countries and regions of the partnership.

During the COVID-19 pandemic, digital health innovations and technologies have emerged worldwide as indispensable resources. They work to guarantee the continuity of care of patients, especially among frail patients with multiple chronic diseases, to improve the surveillance and the control of patients and of communicable diseases and to enhance the adherence to therapy of older adult people (16, 17).

This paper addresses the results derived from the answers of 10 different member countries of the GDHP to our survey. The main tools used by governments and countries to disseminate and communicate effective results of digital health services have been determined. Special attention was also given to the identification of the main barriers to the implementation of digital health services, and to the identification of the top three priority areas to be addressed by countries in the future. A top-down method by directly collecting representative bodies’ answers has been followed (18).

The scope of this paper is to critically analyze how governments and countries intend to address main obstacles to the digital health implementation, identify their strategies for productive communication on the topic of digital health services, report similarities and differences, and promote the sharing of international best practices for the dissemination of effective digital health technologies and innovations.



Methods


Rapid review of literature

A rapid review of literature was performed between March and April 2021 in order to identify studies addressing the evaluation of digital health technologies and innovations, to methodologically measure the use and acceptability of digital health interventions.



Search strategy and data sources

PubMed, Web of Science, and Scopus were the academic databases and search engines used, while “Digital health,” “health digitalisation,” “national plan,” “WHO framework,” “The digital competence framework,” “questionnaire,” “survey,” and “acceptability” are a few of the terms that were included in the search string and linked by Boolean operators. To identify relevant missing records, grey literature research was then carried out utilizing both Google search tool and Google Scholar.

A questionnaire was produced to be presented to the representative of each GDHP nation.



Inclusion and exclusion criteria

Only original, English-language studies that have accessible full texts, were included. Publications that contained a questionnaire, were published in a peer-reviewed scientific journal and on the evaluation, the usage and the acceptance of digital health services and technology as well as the digital transition of health, were selected.



Study selection and data extraction

Articles were screened by title and abstract, then by full-text analysis. A spreadsheet on Microsoft Excel® for Windows was used to extract the data. The team established a standard spreadsheet with preset fields to unify the data extraction procedure. From the original studies, several qualitative and quantitative data were gathered. The first author’s name, the year, the kind of questionnaire, the nation, and the digital field were all recorded as qualitative data. Quantitative information was retrieved on the number of recorded responses, reader compliance, evaluated fields, and survey duration.



Survey development

To collect data, a structured multiple-choice survey/questionnaire was prepared. The research papers acquired during the rapid review were used to extrapolate the survey options. Respondents were encouraged to provide comments in addition to completing the structured questions. Government agencies were regarded as the major stakeholders in this GDHP survey. Supplementary Table S1 contains a list of the participating respondents. Countries, organizations, and territories who are members of the GDHP, were invited to reply to the survey. Only one answer was permitted per question. Six main categories were covered by the survey’s questions: “Priorities identification,” “Relationship between national health plans and criteria for funds allocation,” “Evidence about the development of digital health services,” “Providing digital health evidence,” “Collecting data,” and “Strengthening and promoting digital health.” This article focuses on the category of “Strengthening and promoting digital health.”



Strengthening and promoting digital health

This section of the research enquires about countries’ communication strategies. It examines the relevant engagement and recruiting approaches for digital health interventions (DHIs), highlighting the current state of communication in each nation and the challenges they face. The 40 different items in this section were divided into five distinct questions (see Table 1), described as follows:

• Question 1: What kind of sources and tools are mainly used in your country to collect information on digital health? (15 items to be evaluated on a scale from 1 to 5).

• Question 2: What has been done at a national level to develop a consolidated communication of digital health technologies? (9 items to be answered with yes or no).

• Question 3: What are the tools your government/country uses for the communication/dissemination of results of digital health services? (7 items to be evaluated on a scale from 1 to 5).

• Question 4: Please indicate if, in your experience, any of the following are barriers to implement digital health use: (9 items to be answered with yes or no).

• Question 5: Which are the three priorities areas that you would like to see future digital health directed towards? (To be answered with an open answer).



TABLE 1 Topics, identification codes, and items of the different questions.
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Statistical analysis

A descriptive analysis was performed on the items resulting from the selected questions. Data analysis was performed using the STATA 16® software. For each question and each country, we calculated the mean score as a synthetic measure to compare the different items and countries. In addition, overall scores were calculated for each single item and country. To assess similarities and differences between countries, a dendrogram was created using the STATA® software. Furthermore, Cronbach’s alpha was evaluated. Significant reliability values for Cronbach’s alpha are to be considered those >0.70.




Results: GDHP promotion and communication of digital health

Out of the 29 countries who received the survey, 10 returned it: Australia, Brazil, Canada, Hong Kong, India, Italy, Netherlands, Poland, South Korea, and the United States. Most countries belong to Europe (n = 3) and Asia (n = 3), followed by North America (n = 2), South America (n = 1), and Oceania (n = 1).

The number of items from closed-ended questions is 40. These are divided as follows:

• The first group of questions included 22 items to be evaluated on a scale from 1 to 5, divided into three questions (What kinds of sources and tools are mainly used in your country to collect information on digital health?)

• What are the tools your government/country uses for the communication/dissemination of results of digital health services?

• The second group of questions included 18 items to assess the presence/absence of actions and barriers to implementing digital health (What has been done at a national level to develop a consolidated communication of digital health technologies? – Please indicate if, in your experience, any of the following are barriers to implementing digital health use). The total number of quantitatively analyzed elements is 555, resulting from 387 elements in section 1 (three answers missing from Netherlands) and 168 in section 2 (two answers missing from Netherlands).

• In the third section, open questions were asked. The data processed in this section refer to four proposed items: one 5-point Likert question, two multiple-choice questions, and one open-ended question. In addition, a 5-point Likert question on sources and tools mainly used to collect information on digital health (in the section “Providing digital health evidence”) was considered.

The first group of questions: questions to be evaluated on a scale from 1 to 5.


Tools to collect digital health information

When asked about the role of centralized infrastructures in their country in collecting information on digital health (What kinds of sources and tools are mainly used in your country to collect information on digital health? Centralized infrastructure), respondents indicated national eHealth systems/platforms (mean = 3.56) as the most used on average, followed by institutions/organizations for digital health (mean = 3.44), national digital health agencies (mean = 3.33) and national digital networking systems (mean = 2.2).

India scored the highest (mean = 5), whereas the US scored the lowest (mean = 1). This is reflected by the overall score the individual countries achieved on item 1, where India leads (n = 20), followed by South Korea (n = 17), Hong Kong (n = 16), and Canada (n = 14). The countries performing the worst are the US (n = 4), followed by Italy (n = 8), Brazil (n = 10), Australia (n = 11), and Poland (n = 12). Only Netherlands (n = 3) achieved a lower score than the US, because there was only a response to one of four elements.

Detailed scores are reported in Supplementary Table S2.

When asked about the healthcare services most used in their country to collect information on digital health (What kinds of sources and tools are mainly used in your country to collect information on digital health? Healthcare services), respondents indicated primary care (mean = 4) as the most used on average, followed by pharmacies (mean = 3.6), emergency support information systems (mean = 3.5), drug monitoring systems (mean = 3.4), local health monitoring systems (mean = 3.34), smart hospitals and providers and mobile-health applications (mean = 3.3 each); the ones scoring the lowest were online payments for healthcare services (mean = 2.6), online bookings for healthcare services and Ambulance monitoring systems (mean = 3 each), electronic patient web portals (mean = 3.2).

India scored the highest (mean = 4.91), whereas Australia scored the lowest (mean = 2.36). This is reflected in the overall scores, where India continues leading (n = 54), followed by Hong Kong and South Korea (n = 42 each), then Canada and the US (n = 36 each). The countries performing the worst are Australia (n = 26), Italy (n = 29), Brazil (n = 30), Netherlands (n = 31), and Poland (n = 33).

Analyzing the cumulative scores achieved by the single items, it can be noted that primary care (n = 40), pharmacies (n = 36), and emergency support information systems (n = 35) achieve the highest scores. In contrast, national digital networking systems (n = 22), online payment for healthcare services (n = 26), and national digital health agencies (n = 30) performed the worst. The cumulative scores obtained by every single item are shown in Figure 1. Detailed scores are reported in Supplementary Tables S2, S3.

[image: Figure 1]

FIGURE 1
 Cumulative scores on items from the question “What kinds of sources and tools are mainly used in your country to collect information on digital health? Centralized infrastructure and Healthcare services.”




Actions taken to consolidate digital health communication

When asked about the tools most used in their country to communicate and disseminate results of digital health services (What are the tools your government/country uses for the communication/dissemination of results of digital health services?), respondents indicated institutional websites (mean = 4.4) as the most used on average, followed by video interviews of institutional representatives (mean = 3.9), the media and social media (mean = 3.8 each); the tools scoring the lowest were newspaper articles (mean = 3.67) and scientific publications (mean = 3.78).

The US and India scored the highest (mean = 5 each), whereas Australia scored the lowest (mean = 3.17). This is reflected in the overall scores, where the US and India keep leading (30 each), followed by South Korea (25), Hong Kong (24) and Brazil (21). The countries performing the worst are Australia (19), Hong Kong and Italy (20 each). Only Netherlands (15) performed worse than Australia, having responded to four out of six available items. Considering the cumulative scores, achieved by the single items, it can be noted that institutional websites (n = 44) and video interviews of institutional representatives (n = 39) achieve the highest scores, whereas newspaper articles (n = 33) and scientific publications (n = 34) performed the worst. The cumulative scores obtained by each single item is shown in Figure 2.

[image: Figure 2]

FIGURE 2
 Cumulative scores on items from the question “What are the tools your Government/Country uses for the communication/dissemination of results of digital health services?”


Detailed scores are reported in Supplementary Table S4.

Overall, India was the country with the highest mean score (mean = 4.95), followed by South Korea (mean = 4.00), Hong Kong (mean = 3.71), Canada (mean = 3.52), and the US (mean = 3.50). The countries scoring the lowest were Australia (mean = 2.67), Italy (mean = 2.67), Brazil (mean = 2.90), Netherlands (mean = 3.06), and Poland (mean = 3.19). A graphical representation on a world map can be seen in Figure 3.

[image: Figure 3]

FIGURE 3
 Mean score attributed to all items by each country.


Finally, we performed a cross-country analysis on 220 survey outcomes (22 items in 10 countries) to sort the different countries according to similarities in how they responded to the questions. Two major clusters emerged, one containing six countries (Australia, Poland, Brazil, Italy, Netherlands, and the United States) and four countries (Canada, South Korea, India, and Hong Kong), respectively. The resulting dendrogram can be seen in Figure 4.

[image: Figure 4]

FIGURE 4
 Dendrogram for multivariate analysis.


The overall Cronbach’s alpha showed a high concordance (scale reliability coefficient: 0.91; p < 0.05).



Tools for communication/dissemination of results

Concerning the tools used for communication/dissemination of results (What has been done at a national level to develop a consolidated communication of digital health technologies?), the most adopted strategy was the training and engagement of healthcare professionals (n = 10), followed by information and advertising campaigns on the importance of digital health, communication campaigns on the usefulness, usability, and availability of digital health, professional courses promoted by universities, increasing the awareness of the population through media and press, and patient engagement (n = 8 each). The least adopted strategies were advanced university courses (n = 6) and programs for schools on digital health (n = 4). The countries having the most programs in place were the US and Canada (n = 8 each), followed by Hong Kong and South Korea (n = 7 each), India, Australia, and Netherlands (n = 6 each). The countries performing the worst were Italy (n = 3), Brazil (n = 4), and Poland (n = 5). The detailed results are shown in Figure 5.

[image: Figure 5]

FIGURE 5
 Cumulative scores on items for communication/dissemination of results.




Barriers to implement digital health use

From this item, the barriers most perceived as an obstacle to implementing digital health (Please indicate if, in your experience, any of the following are barriers to implementing digital health use) were the lack of organization, the skepticism of clinicians, and the accessibility of the population (n = 7 each), followed by the lack of infrastructures and the lack of economic resources (n = 6 each). The least perceived barriers were the lack of political will (n = 3), the limited skills of the population (n = 4), and the lack of technological equipment (n = 5). The lack of financial incentives and the payment model for healthcare professionals were also indicated as barriers in the “Others” section. Figure 6 provides an overview of cumulative scores on barriers to implement digital health use, sorted by item.

[image: Figure 6]

FIGURE 6
 Cumulative scores on barriers to implement digital health use.


Detailed scores are reported in Supplementary Table S5.

In the third section, an open-ended question addressed the priorities of intervention in digital health. Brazil and the United States referred to their national plans or strategy (National Digital Health Strategy and Federal Health IT Strategic Plan, respectively). The most endorsed priorities are the adoption of data-driven approaches and models (n = 6), telehealth (n = 5), data interoperability, healthcare workers & citizens, and clinical AI (each n = 4). Other priorities include the evaluation and uptake of innovation and biosurveillance (both n = 3), Electronic Health Records (EHRs) and population health (both n = 2).

The detailed results are reported in Table 2.



TABLE 2 Priorities indicated by national states representatives in open questions.
[image: Table2]




Discussion

GDHP is constantly investigating the evolution of healthcare digitalization, focusing on competencies in these areas and identifying factors relating to them (13). This survey section aimed to understand attitudes towards promotion and communication. Important differences among countries were already described in the literature, highlighting how self-rated promotion efforts might disregard national policies (19), thus the need to consult policymakers about their vision. Moreover, the heterogeneity characterizing the responding countries allows for hypothesizing what might possibly be the impact of the socio-economic condition of the operators on their work (20). This statement is backed by the dendrogram distribution of involved countries, which evidenced two main groups and variously distributed subgroups. Nevertheless, the interest in guaranteeing adequate communication in health keeps growing worldwide, based on the evidence that “informing, influencing, and motivating individual, institutional, and public audiences about important health issues” might steer the care process itself (21). Despite their differences, countries demonstrated a high internal consistency, which implies an adequate selection of survey items (22). Based on variance, the most heterogeneous group of answers was related to the question “What kind of sources and tools are mainly used in your country to collect information on digital health?,” highlighting how countries take care of data gathering differently.

Health data poverty is among the major obstacles to digital health evolution and, simultaneously, among the most effective tools for reporting and, thus, reducing inequities (23). Primary care and pharmacies were identified as the most frequently used settings for collecting data. This outcome has already been confirmed by literature, by reporting territorial facilities’ potential during the COVID-19 pandemic, through contact tracing and follow-up visits (24). The great literature production derived from gathered data is an example of how these settings helped support health systems evolution (25), with a recognized importance of collected information for the evolution of clinical knowledge and a step forward for the global knowledge ecosystem (26).

eHealth systems/platforms (mean score of 3.56) were identified as the best tools to collect information in digital health. Europe already recognized their potential to improve health by developing the European Health Data Space, which aims to support their evolution to make full use of the potential offered by a safe and secure exchange, use and reuse of health data (27, 28). Moreover, with the evolution of Big Data, the fields of precision medicine and public health will converge into precision public health, the study of biological and genetic factors supported by large amounts of population data (29). The use of big data gives the opportunity to for institutional bodies to draw on huge databases such as the European Union aims to do with the Digital Europe Program (30). Indeed, institutional websites (mean score of 4.4) were identified as the main means to communicate digital health results, whereas newspaper articles (3.67), and scientific publications (3.78) were those that work less.

The problem of health literacy, considered as the patients’ ability to face technical medicine topics, is controversial since technical language and sectorial knowledge might generate confusion and misunderstandings, slowing the care process (31). Patients’ engagement falls under the theme of personalized medicine, as well as among the main barriers highlighted through this GDHP survey (accessibility of the population). Previous studies have already showed how considering patients’ points of view and integrating social sciences and medical humanities to diagnose, define, design, and test communication interventions might optimize interventions’ effectiveness and impact (32, 33). Thus, there is a need for policymakers to take this theme into account.

Most countries identified the lack of organization as the biggest barrier to digital health use implementation. Vaughn et al. in 2019 carried out a systematic review on this theme and identified five main domains characterizing struggling healthcare organizations: poor organizational culture, inadequate infrastructure, lack of a cohesive mission, system shocks (i.e., events such as leadership turnover, new electronic health record system or organizational scandals that detract from daily operations), and dysfunctional external relations with other hospitals, stakeholders, or governing bodies (34). There is no simple solution to a problem deriving from multiple variables, although a systematization of coordination strategies and mechanisms might reduce its negative impact of it. A possible solution might be a supranational coordination of processes and systems, aiming at improving and achieving universal standards, as shared by the GDHP vision.

Another hot topic regarding obstacles to progress is the skepticism of clinicians towards digitalization. As reported by various sources, digital health implementation is a process whose development is rooted in bureaucracy, such as constraints in reimbursement and credentialing and administrative and training burdens (35, 36).

In addition to policy barriers, clinicians usually report three main areas of misbelief on the matter, namely error risk, lack of interaction and fear of becoming not necessary for the process of care (37). Finally, older adults as a group are on the negative side of the digital divide, which brings a mistrust towards new technologies of older doctors (38). The conservatism of the medical community might reduce the possibility of including mentoring in adapting young professionals to the use of eHealth solutions (37). Once again, the COVID-19 pandemic forced health professionals to adapt their work routine to the required situation, following learning through exposure strategy and breaking down generational barriers (37). The effectiveness of this shock therapy is supported by the collected open-ended answers to the third question, “priorities of intervention in digital health,” where a data-driven approach and telehealth were identified as the most endorsed priorities, both widely adopted during the pandemic, respectively for risk assessment and tele-visits. The opportunity to take advantage of an emergency situation, such as COVID-19, to support the change of health structures is one of the building pillars of Next Generation EU, the European project aiming to support the digital transition of health (39).

This paper aims to serve as a guide to policymakers involved in this project in terms of evidence on how to distribute resources. The main strength of this study is the novelty of its subject. There is currently no similar international forum to share best practices and enable co-working in digital health. Sharing this survey with political representatives guarantees the value of the received feedback. The publication of a whitepaper on the development of standard benefits and outcome measurements guided the researchers in following the footsteps of the previous GDHP literature (15). Finally, the heterogeneous sample derived from distinct geographical regions represents the topics worldwide.

There are limitations to our study as well. First, GDHP produces voluntary surveys, implying that there might be participation or non-response bias. Moreover, responders particularly interested to the proposed topic may have been more likely to send feedback to the survey than those who did not strongly feel the matter. This study had a low response rate of 34.5% (n = 10). Dividing the reached countries with a geographical method, the response of African countries was the lowest (0 out of 2 countries). The response of North America was the highest (2 out of 2 countries), followed by Oceania (1 out of 2 countries), Asia (3 out of 9 countries), Europe (3 out of 10 countries), and South America (1 out of 4 countries). The uneven representation of the geographical regions in the partnership does not allow us to statistically evaluate these numbers.

Finally, no significant differences were reported when we stratified answers by socio-cultural aspect (Western world, Eastern world) and by health care system model (Beveridge model, Bismarck model, National Health Insurance model, Out-Of-Pocket model). This may be due to the low response rate that does not allow statistical evaluations, but it may be also related to the fact that those countries and territories shared common agreements on digital health development and innovations (40).

This section of the survey included 5 questions and required a pragmatic study of national needs to be answered. The survey length may have discouraged responses, limiting the sample size to those with adequate time. This survey also lacked a scientifically validated method during its development due to the novelty of this topic. More studies are needed to confirm the current data. Finally, the low response number did not allow a generalization of results.



Conclusion

This study highlights the major tools and instruments used among different GDHP Countries to the implementation of digital health innovations. The skepticism among clinicians and lack of accessibility for the general population have been detected as major barriers to the use of digital health technologies. For that reason, identifying strategies that would communicate the value of health care information technology to healthcare professionals and identify ways to increase accessibility of digital health technology to populations is a particular imperative. Lack of communication creates situations where medical errors can occur, undermining the foundations of the doctor-patient relationships. Medical errors, especially those caused by a failure to communicate, are a pervasive problem in today’s health care organizations. Effective communication programs for clinicians and the general population and an improved digital health literacy (both for clinicians and citizens) will be the key for the real implementation of future digital health technologies.
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