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The COVID-19 pandemic brought the world to a standstill, posing unprecedented challenges for healthcare systems worldwide. The overwhelming number of patients infected with the virus placed an enormous burden on healthcare providers, who struggled to cope with the sheer volume of cases. Furthermore, the lack of effective treatments or vaccines means that quarantining has become a necessary measure to slow the spread of the virus. However, quarantining places a significant burden on healthcare providers, who often lack the resources to monitor patients with mild symptoms or asymptomatic patients. In this study, we propose an Internet of Things (IoT)-based wearable health monitoring system that can remotely monitor the exact locations and physiological parameters of quarantined individuals in real time. The system utilizes a combination of highly miniaturized optoelectronic and electronic technologies, an anti-epidemic watch, a mini-computer, and a monitor terminal to provide real-time updates on physiological parameters. Body temperature, peripheral oxygen saturation (SpO2), and heart rate are recorded as the most important measurements for critical care. If these three physiological parameters are aberrant, then it could represent a life-endangering situation and/or a short period over which irreversible damage may occur. Therefore, these parameters are automatically uploaded to a cloud database for remote monitoring by healthcare providers. The monitor terminal can display real-time health data for multiple patients and provide early warning functions for medical staff. The system significantly reduces the burden on healthcare providers, as it eliminates the need for manual monitoring of patients in quarantine. Moreover, it can help healthcare providers manage the COVID-19 pandemic more effectively by identifying patients who require medical attention in real time. We have validated the system and demonstrated that it is well suited to practical application, making it a promising solution for managing future pandemics. In summary, our IoT-based wearable health monitoring system has the potential to revolutionize healthcare by providing a cost-effective, remote monitoring solution for patients in quarantine. By allowing healthcare providers to monitor patients remotely in real time, the burden on medical resources is reduced, and more efficient use of limited resources is achieved. Furthermore, the system can be easily scaled to manage future pandemics, making it an ideal solution for managing the health challenges of the future.
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1. Introduction

COVID-19 spread rapidly to all parts of the world and was out of control due to its strong ability to spread and widespread global trade and travel (1). Almost no country was spared from this disaster. Especially in Italy, the number of patients increased at a breakneck speed, and there was no drug or therapy against the virus when the pandemic first occurred (2). The exceptionally high rate of severe illness and death resulted in a completely overwhelming and almost complete collapse in medical treatment. The number of fatalities increased rapidly, and the world fell into extreme panic.

Since the virus mainly infects the lungs, the primary transmission method is through the respiratory tract. As a result, the transmission tracks include air, droplets, and body contact. Therefore, the transmission tracks must be prevented from being polluted by the virus. Until effective vaccines and treatments are developed, the easiest and quickest solution is to block the virus transmission chain. For people who have not been infected, wearing appropriate protective tools, such as masks, is the essential equipment and requirement to stop the virus from spreading (3, 4). The best way to treat and control infection for infected people is to isolate and observe (5–7). Specialized hospitals with professional medical equipment are necessary for severe patients. The physiological states should be stabilized through supportive therapy and strictly monitored, with the hope that the immune system of a patient can eventually overcome the virus and gradually recover. However, due to the number of patients skyrocketing in the short term, hospitals did not have enough equipment and human resources to fulfill the difficult situation. Therefore, the government could only arrange locations and simple food supplements as basic isolation needs for patients with mild or asymptomatic symptoms. Because of privacy issues, camera equipment cannot be used, and patient situations can be evaluated through only intermittent voice or short face-to-face checkups and confirmation. Currently, using a smartphone as a monitoring tool is a practical method. However, accuracy and effectiveness are challenged by the use of smartphones, particularly with respect to ensuring that quarantined people stay within their allowed places. The advantages and limitations of this method will be further explained in Chapter 2.2. These passive and indirect methods cannot immediately acquire and monitor physical or health status. Quarantined persons will not only suffer emotionally during the quarantine period, but their physical and mental health will be exposed to extremely high risks (8).

Due to the practical problems above, the primary purpose of this research is to develop a system consisting of a wearable device as well as a backend monitoring and warning application that can monitor, upload and warn of the exact locations and essential physiological parameters of mildly symptomatic and asymptomatic patients who are quarantined. To be efficiently carried, miniaturized optoelectronics were used. IoT technology and a mature network environment are embedded for wireless usage, and a backend server and user interface are used to demonstrate the physical status of people who are quarantined (9, 10). The body temperature, oxygenation, and heart rate are monitored because the virus mainly infects the lungs, which can cause lung inflammation and fever. Malfunctions of the lung can also result in lower oxygen levels and a heart rate increase (11). Furthermore, abnormal observations of body temperature, peripheral oxygen saturation (SpO2), and heart rate necessitate immediate medical attention. Otherwise, a life-endangering event or irreversible damage may occur.

The system includes a wearable prototype anti-epidemic watch and a set of monitoring systems. Figure 1 shows the overall structure diagram of the system developed in this research. The system consists of three parts. The first part is the anti-epidemic watch, a wearable device worn on the hands of quarantined people, and a mini-computer fixedly installed in a quarantined location, which can receive and show the user status and data, as shown in Figure 1A. Figure 1B shows the anti-epidemic watch combined with the mini-computer as the essential equipment for location detection and the important present physiological state of the person. The second part of the system includes a cloud server for transferring and processing related data and a database system for storing and obtaining all associated data (Figure 1C). The final part of this system, shown in Figure 1D, is the terminal equipment for monitoring the status of isolated individuals. Medical staff can browse an individual’s health status on any device connected to the internet, such as a computer, laptop, or smartphone. If the benefits and expectations of this system can be met, the shortcomings mentioned above can be addressed. Not only can the system provide more effective health management for quarantined individuals in real time, but automatic data uploading to the database and early warning functions will also reduce pressure and burden on health managers and medical staff. A system coupled with statistical data on physiological information can provide an accurate and conducive data set for decision-makers to dynamically adjust the direction of pandemic prevention policy.

[image: Figure 1]

FIGURE 1
 The one-to-many IoT-based wearable health monitoring device system. (A) The wearable anti-epidemic watch is on the user, and a mini-computer is fixed in the quarantined place for data collection, receiving, and uploading. (B) The combination of an anti-epidemic watch and a mini-computer can detect the location of the user. (C) A cloud server and database can receive and store user data. (D) The terminal webpage can be displayed on any device.


This research emphasizes rapid prototyping, thus integrating ready-to-use components and technologies, such as Arduino series microcontroller modules and peripheral sensor modules, PPG sensors, thermistor temperature sensors, a Raspberry Pi single-board mini-computer, local area network connection equipment, free cloud server and cloud database. Self-written software and firmware programs are used together in the prototypes and application designs to meet actual needs as much as possible, as well as a wearable watch with a suitable size, rechargeable and sufficient continuous usage time, and automatic measurement of the critical physiological parameters, location details, and physiological status warnings, and most importantly, economic materials and production costs. Details of the implementation method are discussed in the following chapters. Under these conditions, a prototype of the anti-epidemic watch and IoT environment settings we designed, which we compared to existing simple anti-epidemic devices in the market and other research laboratories, is already very close to practical application, not just in a laboratory research stage, except for a few parts that still need to be strengthened and improved. These are the reasons that this research direction is feasible. It will be possible to convert this system into a commercial transfer model in the future with further optimization in terms of performance, size, and cost.



2. Materials and methods


2.1. System structure

Figure 2 shows the comprehensive structure of the one-to-many wearable health monitor system, which is composed of an anti-epidemic watch, a desktop mini-computer, and terminal equipment. Figure 2A shows the wearable anti-epidemic watch, with wireless location monitoring and physiological parameter measurement functions. Figure 2B shows the mini-computer with a small screen that can receive wireless signals from the anti-epidemic watch and connect to the internet to upload data to a cloud server and database, shown in Figure 2C, dedicated to the cloud IoT and shows the user’s physical status visualization. Smartphones, tablets, laptops, computers, and large-screen devices in a central control room can be terminal equipment when connected to the internet (Figure 2D). The following factors have been considered from the beginning of the system design. Without redesign or significant modification and with only slight adjustments to the software configuration parameters, the scale of devices and equipment can be flexibly varied according to actual needs. If there are only a few people in quarantine, the correspondingly required quantity of anti-epidemic watches can be operated. In contrast, if more people need to be quarantined, the system can increase the number of anti-epidemic watches in operation and expand the breadth of their deployment. The following chapters introduce how each part is implemented.
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FIGURE 2
 The comprehensive structure of the one-to-many wearable health monitor system. (A) An anti-epidemic watch for physiological parameter measurement. (B) A mini-computer as a relay station. (C) An IoT cloud server and database. (D) The terminal webpage can be displayed on different devices.




2.2. Quarantine status monitoring

There must be a particular positioning method to confirm whether an individual has left the quarantine place when under quarantine. Wireless monitoring is inevitable in an isolation room. The most common method in Taiwan is the global system for mobile communications (GSM) signal of a smartphone through multiple base stations to determine the location of an individual (12), which offers advantages and limitations. The advantage is that the GSM signal uses off-the-shelf technology, only requiring a specific software program design, not additional hardware equipment. However, the positioning accuracy is very low due to the limited innate conditions. It can only mark a large-scale rough area, and it is impossible to distinguish whether the current location is indoors or outdoors. A more feasible approach for accurate position control is to use short-distance transmission data communication technology, such as Wi-Fi (13) or Bluetooth (14, 15). These technologies can identify minor distance differences of approximately a half meter (16). However, additional dedicated devices are needed, such as a wearable device to transmit the signals and a host device to receive Wi-Fi or Bluetooth signals and upload the data to the network cloud.

The design concept includes location monitoring and physiological health status measurement functions. More than a pure software application is required to achieve this purpose. The development of exclusive anti-epidemic watches is an inevitable option. The power consumption in anti-epidemic watches is the main influencing factor. Therefore, low-power Bluetooth technology is chosen as the positioning medium. For rapid demonstration, an Arduino Nano 33 BLE (Bluetooth Low Energy, BLE) was used as the main circuit board of the watch because it has built-in low-power Bluetooth circuits and functions, so no additional Bluetooth modules are needed. Arduino’s standard Arduino BLE library was used in writing the firmware program. The BLE module sends an advertising packet every 200 ms. The received signal strength indication (RSSI) of the advertising packet corresponds to the distance from the Bluetooth signal transmitter to the receiver (17). The RSSI can be used to detect the location of a quarantined user indoors or outdoors because the RSSI strength will be reduced significantly by wall attenuation. Moreover, the content of the broadcast packet also includes the BLE Media Access Control (MAC) address, which is a unique value for each BLE module and can be used as a unique identifier for each watch. Therefore, it can detect the specific location of a particular user if multiple devices exist nearby.



2.3. Physiological parameter measurement

The aim of this study is to monitor the status of anti-epidemic watch users, and continuously monitoring the physiological index of quarantined users is essential. When health parameters such as body temperature, heart rate, and saturation of peripheral oxygen (SpO2) (18, 19) change, the medical staff can observe the status closely and determine the treatment in time. This system, which can simultaneously monitor more than one location state and the physiological state of the users, provides extra protection for the quarantined users. Moreover, the system ensures that the anti-epidemic watch is worn on the wrist of the quarantined person. Therefore, when the patient removes the anti-epidemic watch, data stop being transmitted to the system, and healthcare providers can easily follow up on the reason for removal to fulfill the patient’s needs. Hence, the physiological data cannot be measured once the watch is taken off, achieving a double monitoring function.

A thermal sensor on the watch is embedded to measure the wrist’s warmth. A negative temperature coefficient chip thermistor MF5B with a B value of 3,950 is standard calibrated. The thermistor value measured by the chip is then transmitted to the mini-computer via the Bluetooth signal of the watch (20). The mini-computer host converts the temperature into the corresponding Celsius temperature with a Python program and displays it on the liquid crystal display (LCD) screen. Although the thermistor response speed is relatively slow, it is not a major problem. The wrist is an extremity of the body and is usually colder than the usual locations for this measurement. However, the watch is worn continuously on the wrist, and the continuous body temperature change trend is measured, allowing the health manager to observe the user’s health condition. The trend of body temperature change can sufficiently represent the physiological characteristics of interest. Moreover, it can help to reasonably judge whether the watch is actually worn on the hand, thereby avoiding the disadvantage of using a smartphone as a location monitor. To prevent the user from leaving his or her phone in a room and exiting the allowed region, multiple geolocation confirmations are essential. Therefore, in this system, the changes in body temperature are emphasized rather than the actual body temperature values.

A photoplethysmography (PPG) sensor on the back of the anti-epidemic watch, with red light and infrared light waveforms, can detect the heart rate and blood oxygen concentration (SpO2) of the user (21). The data are calculated using a C++ program in the Arduino Nano 33 BLE on the watch and transmitted to the mini-computer via the Bluetooth signal of the watch. The mini-computer can display the heart rate and blood oxygen concentration values on the LCD screen in a visualization line graph. The PPG sensor module in the anti-epidemic watch is a MAX30102 heart rate and blood oxygen concentration sensor produced by Maxim Integrated. There is a program in the Arduino library that provides corresponding support for calculating the heart rate and blood oxygen concentration. Although the correct blood oxygen concentration value still needs to be calibrated, the presentation of the blood oxygen concentration in this plan is mainly to verify the feasibility of the study.



2.4. IoT environment

An IoT device should have adequate properties. First, it should be able to pair with the anti-epidemic watch. Second, the data should be received from the watch and uploaded wirelessly to the cloud server and database. Finally, proper display equipment is required to demonstrate the data receiving and transmitting status. Therefore, the mini-computer in the system is an appropriate device. It can be paired with the watch for BLE wireless signal transmission. Furthermore, it has a small LCD screen that can display the Bluetooth connection status and the current physiological parameters. Moreover, it can connect via wireless Wi-Fi or wired LAN to upload the user health index to the cloud database. The mini-computer is a relay platform between the anti-epidemic watch and the cloud server and database, which focuses on a compact size, low price, high reliability, low power consumption, and suitability for long-term operation. Thus, a Raspberry Pi 3B with a 16 GB microSD memory card is selected as the main central processing unit and the computer memory. A Waveshare 3.5-inch RPi LCD is employed as the LCD screen. The combination of these components fully meets the requirements. The software program is written in Python to shorten the development timeframe, and the GUI display interface is developed with the PyQt library. The operating system is Raspberry Pi v10 Buster OS because the v11 Bullseye OS has compatibility issues with the Bluetooth library. The mini-computer can be operated by connecting and turning on the power. It can execute relevant monitoring programs coupled with an anti-epidemic watch in advance and establish a connection spontaneously. There is no need for a manual keyboard or mouse operation. When power is restored after a failure, it can resume work automatically. The mini-computer is a successful IoT device due to its easy control as an ordinary electrical unit.

The cloud server and database need to meet various requirements. When the whole system is operated, the server is not only for a simulation and display within the local network and host. Thus, a powerful server is necessary. However, this paper is still in the development and assessment stage, and free resources available on the internet are utilized. The FastAPI programming framework is used as the development tool for cloud servers because FastAPI is embedded in Python and can operate in a Python virtual environment. Moreover, Python is a programming language with high scalability, convenience, and rapid development. FastAPI must be executed as a platform as a service (PaaS). We explored some free cloud resources, but they failed to meet the specified requirements. Therefore, a self-built server is employed as the IoT environment server. In addition, a web browser user interface (UI) client is built using standard HTML and CSS, and a self-written JavaScript program is added to meet the data requests and respond to the server. The existing UI design is relatively simple, and the purpose is to examine the feasibility and functionality. When this system is officially operational, the virtual environment will be built properly. The browser UI will beautify and strengthen its integrity, and a dedicated server for privacy and stability considerations will be employed.




3. Results and discussion


3.1. Completed IoT-based wearable health monitoring device and system

A prototype of the one-to-many IoT-based wearable health monitoring device system has been completed according to the design concept introduced above. An anti-epidemic watch, a mini-computer, and a web system have been established. The system can be connected to the network to allow the location and physiological status to be collected from the anti-epidemic watch, which is only for measurement and has no display or storage function. Then, the mini-computer can collect data from the anti-epidemic watch, calculate the raw data to obtain the actual physiological parameters, and show them as line graphs on the LCD. The mini-computer can also upload the preprocessed data to the cloud database. The cloud database can properly store relative data. Finally, the terminal website can request data from various anti-epidemic watch users from the cloud server and display the location and health status to the administrator, who can use the data for health management or further research use.

The appearance of the anti-epidemic watch prototype in Figure 3 is straightforward and elegant. It has hidden three-color LED lights on the front to display the current operating status, representing the charging status, connected or disconnected, and standby or measuring. There is a Micro USB charging port and a power switch on the side of the anti-epidemic watch. Figure 3A shows the internal hardware structure of the anti-epidemic watch. It consists of a micro control unit (MCU) module, Bluetooth module, power switch, charging module, and rechargeable 750 mAh lithium-ion battery. At the bottom of the device is a PPG and temperature sensor module to measure body temperature, heart rate, and blood oxygen concentration (Figure 3B). The shell of the anti-epidemic watch is self-designed and constructed using a 3D printer with white polylactic acid (PLA). As shown in Figure 3C, the shell is a 255 mm square, similar to a sports watch, and can be comfortably worn on the wrist.
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FIGURE 3
 The detailed structure of the anti-epidemic watch. (A) The internal hardware structure of the anti-epidemic watch. (B) The bottom view of the anti-epidemic watch. (C) The appearance of the anti-epidemic watch.


The structure and functions of the mini-computer are shown in Figure 4. The size of the whole mini-computer is only 90 mm x 60 mm x 40 mm, which is slightly thicker than the Raspberry Pi 3B single motherboard, which is 85 mm x 55 mm x 30 mm. The mainframe case of the mini-computer is the same as the anti-epidemic watch, which is tailor-made using a PLA 3D printer, with an RJ45 network connector hole for wired LAN and an M2 screw hole to fix the motherboard and the LCD display (Figure 4A). The case encloses the mini-computer, as shown in Figure 4B, which can be installed in the quarantine room for data transmission. The operating system of the mini-computer is Linux for Raspberry Pi–the Buster OS, the software is written in Python, and the GUI is developed with the PyQt library. The operating system is sufficiently stable and does not easily crash. A microSD replaces the hard disk because it consumes less power and is much tougher. It can pair with the anti-epidemic watch automatically through Bluetooth and receive data from it. The LCD of the mini-computer can display the current health and location status of the watch user and show the body health index in a visualized pattern in real time (Figure 4C). Furthermore, the data are automatically uploaded and stored in the database of the cloud server through Wi-Fi or LAN at regular intervals, as shown in Figure 4D. Therefore, the mini-computer is very reliable for continuous operation. Moreover, the watch user can observe the physiology index from the mini-computer for psychological comfort.

[image: Figure 4]

FIGURE 4
 The detailed structure of the mini-computer. (A) The mainframe case and the single motherboard of the mini-computer with an LCD. (B) The operating mini-computer is encapsulated in the case. (C) The LCD of the mini-computer displays the current health and location status of the watch user in real time. (D) The data can be uploaded to a cloud database through Wi-Fi.


The webpages on the terminal can be displayed on a desktop computer, a laptop (Figure 5), a mobile phone (Figure 6), and any device with an internet browser. Responsive web design (RWD) technology has been embedded in the webpages, making the webpages fit into any browser and automatically typeset. The RWD can display web pages with a dynamic adjustment to the various components according to the different screen sizes and provide the best user experience. The essential user functions, such as registration and login, have been completed. Therefore, a user can have a better experience with this UI. The login page shown in Figures 5A, 6A of the system can only be accessed through authorized health managers with passwords, which effectively protects personal data privacy.

[image: Figure 5]

FIGURE 5
 The structure of the terminal webpage on a desktop computer or a laptop. (A) The home page of the terminal webpage with login function. (B) The user interface (UI) of the terminal webpage. (C) The real-time line graph of various physiological indices of a specific user. (D) The datasheet of the location and different physiological indices of a particular user.


[image: Figure 6]

FIGURE 6
 The structure of the terminal webpage on a mobile device. (A) The home page of the terminal webpage with login function. (B) The user interface (UI) of the terminal webpage. (C) The real-time line graph of various physiological indices of a specific user. (D) The datasheet of the location and different physiological indices of a particular user.


The webpage UI has three main functions, tabs for the anti-epidemic watch user, a real-time dynamic chart, and a real-time user physiological index, which are shown in Figures 5B, 6B. The tabs of the anti-epidemic watch user can display the situation of every anti-epidemic watch user. The real-time physiological index shows the locations, body temperature, heart rate, and SpO2 level of a specific anti-epidemic watch user. The real-time dynamic chart default is the body temperature. However, after clicking the index button, the dynamic chart will change to fit the relative index. Except for the location information, other indices can be visualized as a line graph (Figures 5C, 6C). All user information is stored in a cloud database as a datasheet, as demonstrated in Figures 5D, 6D, and can be checked and analyzed when necessary.

A health manager can monitor the anti-epidemic watch user tabs, as shown in Figure 7. Every anti-epidemic watch has a number, which matches a tab on the terminal webpage. When a user watch is paired with the mini-computer in the room, the data are detected and transmitted. Suppose the user is indoors and in a healthy condition. In that case, the window background color of the terminal webpage in the tab is green, and every background color of the health index button is green, as illustrated in Figure 7A. If there is no watch paired with the mini-computer and no data accessed from the anti-epidemic watch, the window will turn dark, and none of the buttons can be clicked (Figure 7B). However, if the anti-epidemic watch user has some health issues, such as a fever, lower oxygen level, or abnormal heart rate, the green background on the tab will turn red, as shown in Figure 7C. Therefore, authorized health managers can rapidly check the current physiological status related to the personal health of every quarantined person at any time. It is easier for the health manager to quickly note who has an undesired situation. Then, the relative buttons can be clicked, the real-time data will be shown, and the status of the specific user can be confirmed and the abnormal period tracked. For example, if an anti-epidemic watch user has a fever, the background of the user tabs and the body temperature index turn red. Real-time body temperature will be displayed, and the health manager can check how long the user has had a fever and prepare suitable medicine for treatment. This system can help solve problems expeditiously to prevent regrets and decrease the pressures on health managers through an easy-to-understand system webpage UI.

[image: Figure 7]

FIGURE 7
 The UI of the terminal webpage. (A) The user of the anti-epidemic watch is in a normal situation. The background color is all green. (B) There is no user for the anti-epidemic watch. The background color is black, and no data are shown. (C) The user of the anti-epidemic watch is in an abnormal situation, such as outdoors. The background color in the abnormal status turns red.


The PPG sensor on the anti-epidemic watch can detect the body temperature, heart rate, and blood oxygen concentration, which is a reliable method for measuring the physical metrics of a watch user. The thermistor MF5B sensor can precisely measure body temperature in this wearable health monitoring device. The temperature range displayed on the mini-computer and the terminal is set from 30.0°C to 42.0°C, and normal body temperature is from 34.7°C to 38.0°C, depending on which part of the body is measured (20, 22). In addition, the PPG sensing element can measure the heart rate and SpO2. The data can be transmitted once per second from the anti-epidemic watch to the mini-computer and then to the database, and then the data can be requested from the server and shown on the system webpage. The heart rate range on the anti-epidemic watch sensor is 50 to 200 times per minute, while the standard resting heart rate is only 60 to 85 times per minute and is no more than 100 times per minute when people are at rest (23). The normal SpO2 range is approximately 75 to 100%. A patient should be treated immediately when the SpO2 is lower than 60% (24).

All the physical sensors embedded in the anti-epidemic watch function in a reasonable range. The actual operation of the overall system is shown in Figure 8 and recorded in Supplementary Video S1. The anti-epidemic watch is worn on the wrist of a quarantined user, and the mini-computer is connected to the watch through Bluetooth to transmit instructions and data. The LCD screen of the mini-computer displays the current isolation status and physiological parameters. The mini-computer sends these data sets to a dedicated server through Wi-Fi, which stores them in a database. The monitoring terminal system webpage UI on a browser dynamically displays all relevant information of each current watch user. The heart rate and SpO2 of a user are approximately 85 times per minute and 99%, respectively, meaning that the user is in a regular physical status. The background of the windows, which represent all physical indices and the location, is green. The body temperature of the user is approximately 36.5°C to 37.2°C, which is illustrated as a linear graphic on the LCD of the mini-computer, and from the terminal website, the body temperature of the user can be observed in real time.

[image: Figure 8]

FIGURE 8
 Demonstration of the one-to-many IoT-based wearable health monitoring device system. The data were collected by the anti-epidemic watch, and the mini-computer received the data and then uploaded it to the cloud server and database. The terminal webpage requested the data from a specific user and displayed it in real time. The demonstration is recorded in Supplementary Video S1.


System testing of the one-to-many wearable health monitor is demonstrated in Figure 9 and recorded in Supplementary Videos S2, S3. When the anti-epidemic watch user is indoors, as shown in Figure 9A and Supplementary Video S2, the mini-computer in the quarantined room can receive the personal user information from the anti-epidemic watch accurately and show a line graph of the body temperature and the other physiological indices in numbers in real time on its LCD. Watch users can also observe health information themselves from the LCD of the mini-computer. The terminal webpage also shows that all user statuses are healthy by displaying a green background. In contrast, when the watch user goes outside, as shown in Figure 9B and Supplementary Video S2, the situation makes the mini-computer unable to receive a sufficiently strong signal. The location status of the watch user, shown on the mini-computer, changes from indoors to outdoors, and the information is transferred to the terminal. The method of judging whether the current location of the monitored person is indoors or outdoors considers whether Bluetooth can be used to transmit data. When the user is active and indoors, the Bluetooth signal strength is generally above −60 dbm, enabling smooth connection with the mini-computer for the exchange of data and messages. When the user is outdoors, due to the strong attenuation of the Bluetooth signal caused by building walls, its strength will quickly drop below −90 dbm. At this time, connecting and transmitting data is impossible, so it is judged that the user has stepped outside. The tag of the terminal webpage, which is related to the specific number of the watch user, turns red directly. When the tag is clicked, the background of the location index will display outdoors. If something goes wrong, the health manager receives the information that something has happened to the user and can check it quickly and easily. Thus, the medical staff can respond to the situation promptly. Overall, the original goal of this plan has been achieved.
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FIGURE 9
 Demonstration of the actual use of the anti-epidemic watch. (A) When the user of the anti-epidemic watch is indoors and healthy, the mini-computer and the terminal webpage show everything is in order. The demonstration is recorded in Supplementary Video S2. (B) When the user of the anti-epidemic watch is outdoors, the mini-computer and the terminal webpage immediately show the abnormal situation, and the related index is red. The demonstration is recorded in Supplementary Video S3.




3.2. Parts to be improved and future directions

There are a few problems we need to address. One problem is that the watch’s power consumption and continuous use time are insufficient. The Arduino IDE is used to develop the watch firmware, which leads the Arduino Nano 33 BLE microcontroller board not to enter the power-saving mode that the control board initially has under this platform environment. This situation makes the actual power consumption approximately 9.5 mA when only turning on the BLE and temperature sensor with the PPG module is turned off. The operating time of the watch is only approximately 78 h for a 750 mAh battery before recharging. When the PPG sensor is turned on intermittently, the available time may only be approximately 2 days. When the PPG sensor is turned on, it requires approximately 20 mA. The problem can be solved by using the native Arduino Nano 33 BLE development tool to enable the power-saving mode. However, more effort must be put into programming design, and subsequent versions will improve the results.

Another difficulty is that the PPG sensor module, which is for heart rate and blood oxygen concentration measurements, cannot fit the needs of a wristwatch. The existing PPG sensor module is designed for red light and infrared light measurement, which is more precise for SpO2 and heart rate measurement. Compared to other commercially used wrist-type PPG sensors, which use green light reflections, the absorptivity of hemoglobin in green light needs to be higher and more accurate (25). However, both PPG sensor signals are minor but still usable for measuring when the sensor is worn on the inside of the wrist. The signal is weaker when the watch is worn in the proper position. The combination of green light and infrared light can be adopted to solve this problem. The reason might be the insufficient brightness of the red and infrared light in the modules, and there is no ready-made high-brightness PPG module for purchase and testing (26, 27). Thus, the present speculation cannot be confirmed. The high-brightness PPG module development process must be improved.

The current communication method” n th’ network between the browser and the terminal server equipment is implemented using a polling server, which is inefficient and wasteful of network transmission resources. Nonetheless, it is acceptable for a few monitoring individuals and verifying feasibility. However, when the number of monitoring patients continually increases and polling is too frequent in a short period, the server will inevitably be exhausted and overwhelmed. Eventually, the server will lag and then crash. The only solution is to adopt a new communication architecture, such as Web Socket, which will significantly reduce the server bandwidth requirement and burden. Thus, a dedicated server and a new communication protocol are needed.



3.3. Comparison with results obtained using other methods

This one-to-many wearable health monitoring system is innovative because no existing health monitoring system can monitor the location and multiple physiological parameters of a patient simultaneously and support a monitoring terminal through IoT technology. Several existing systems can track the health statuses of quarantined individuals. One system was designed by Hoang (28), and another was designed by Lim (29). Compared to the device from Hoang, the body temperature and user activities can be detected. Although the IoT technology is embedded, only an easy point-to-point function is applied in the system. There is no dedicated cloud server with a database to provide monitoring functions for multiple users. The wearable device only lasts for 45 min when fully charged. It can lose the capability to monitor the location state if the appliance cannot be worn for a long time. However, the design of the device is regarded as the original level due to the irregular jumper wires in the machine. Therefore, although the IoT part of the system is well designed, the whole system is still an experimental mockup. Therefore, there is a considerable distance from an actual application (30). Furthermore, the wearable watches created by Lim can only detect user location information.

In addition, the system designed by Cruz (31) has the functions of detecting location, body temperature, and blood oxygen concentration in addition to cough detection, making it highly practical. A combination of Global Positioning System (GPS) and LoRa technology is used in this system for data transmission, enabling the transmission of information over long distances. However, GPS can only be used outdoors, and its accuracy can be low indoors. Furthermore, when quarantined, a user will stay in the same room for several days. Thus, the location monitoring function of this system could be less suitable for quarantine; indeed, the intended use of this system differs from the intention in our study, for which indoor location monitoring is needed. Agriesti (32) also designed a device that detects heart rate, blood oxygen concentration, and posture. The location monitoring function, which is critical during a pandemic, is absent. This system is more like a health bracelet. In contrast, the system we designed is fundamentally based on position monitoring and additionally includes the function of monitoring critical physiological parameters. Therefore, there are apparent differences between Agriesti’s system and ours. Furthermore, there are considerable similarities between the systems created by Jie Wan (33) and Agriesti. Both system design concepts focus on health status detection and monitoring. Because these systems follow older designs and are not explicitly intended for isolated location monitoring, the sensors are not integrated into a single wearable but rather are scattered across different body parts, which may be inconvenient for users. Finally, the system designed by Nizar (34) is similar to the system from Cruz. Body temperature, heart rate, blood oxygen concentration, cough, and location are detected by both systems, but user location detection is again based on GPS technology. Therefore, both systems are more applicable for outdoor usage. These systems are less suited to the situation in which individuals are quarantined at home. Compared with the devices and the system designed in this article, which focuses on the centralized isolation and monitoring principles of the public health system, the construction methods for users are enormously different.

In contrast, the system designed in this study considers many necessary factors, and the need is as close as possible to the actual application. Wearables with an IoT environment and a cloud-monitoring terminal, which can control the location and health status of many users, are the most significant difference between other designs and ours (30). Therefore, our project seems more practical than other existing systems.




4. Conclusion

In conclusion, the COVID-19 pandemic has highlighted the urgent need for more advanced tools and technologies to manage future outbreaks. This study proposes an Internet of Things (IoT)-based wearable health monitoring system that can remotely monitor the physiological parameters of quarantined individuals in real time. The system can significantly reduce the burden on healthcare providers and help manage the COVID-19 pandemic more effectively. It can also be used as a proactive measure to prevent the spread of future pandemics. A one-to-many system, comprising an anti-epidemic watch and a mini-computer, has been designed to fulfill the insufficiency of existing epidemic prevention tools. It can passively prevent quarantined individuals from going out, block the virus tracks, and avoid the spread of the virus, thereby protecting public health. The system checks the body temperature, heart rate, and blood oxygen concentration at any time, and both a healthcare provider and the anti-epidemic watch user can observe the status. While the world gradually lifts the blockade, quarantine demands have been dramatically reduced. However, this project of a one-to-many monitor system will continue to be developed and improved to overcome known problems and difficulties. For instance, the battery capacity of the anti-epidemic watch, the PPG module, and the IoT design, which are factors of the next-generation design, must be considered. Therefore, requesting a dedicated server or virtual environment is urgent to provide more flexible server programming requirements. Although funds and human resources are limited, work on the second-generation anti-epidemic watch is focused on software and hardware design, and the functions of the cloud part of the IoT are also gradually expanding. A system will be developed to transfer data to multiple types of smartwatches and view information straight forward on the watch in the future. In addition, abnormal state warning functions will be enhanced, such as better monitoring of physiological indices, printing reports, historical data queries, and data analysis. The primary purpose of this ongoing project is to create a system that will eventually become a mature product that can be used for managing not only COVID-19 but also future pandemics effectively.



Data availability statement

The original contributions presented in the study are included in the article/Supplementary material, further inquiries can be directed to the corresponding author.



Author contributions

L-DL conceptualized the research. J-YW, YW, CC, H-MW, and L-DL designed the experiments and interpreted the data and wrote the manuscript. J-YW and YW contributed to developing the system and conducted the tests. CC, H-MW, and L-DL supervised the study. All authors contributed to the article and approved the submitted version.



Funding

This research was supported in part by the National Science and Technology Council of Taiwan under grant numbers 110-2221-E-400-003-MY3, 111-3114-8-400-001, 111-2314-B-075-006, 111-2221-E-035-015, and 111-2218-E-007-019; and by the National Health Research Institutes of Taiwan under grant numbers NHRI-EX108-10829EI, NHRI-EX111-11111EI, and NHRI-EX111-11129EI and by the Ministry of Health and Welfare of Taiwan under grant numbers MOHW 112-0324-01-30-06 and MOHW 113-0324-01-30-11.



Acknowledgments

J-YW carried out this research with funding support in part from the PhD Program in Tissue Engineering and Regenerative Medicine of National Chung Hsing University and the National Health Research Institutes. All authors would like to thank Chin-Jung Ku from the National Health Research Institutes for his kind help with this study.



Conflict of interest

The authors declare that the research was conducted in the absence of any commercial or financial relationships that could be construed as a potential conflict of interest.



Publisher’s note

All claims expressed in this article are solely those of the authors and do not necessarily represent those of their affiliated organizations, or those of the publisher, the editors and the reviewers. Any product that may be evaluated in this article, or claim that may be made by its manufacturer, is not guaranteed or endorsed by the publisher.



Supplementary material

The Supplementary material for this article can be found online at: https://www.frontiersin.org/articles/10.3389/fpubh.2023.1188304/full#supplementary-material



References

 1. Lin,Y-H, Liu,C-H, and Chiu,Y-C. Google searches for the keywords of “wash hands” predict the speed of national spread of COVID-19 outbreak among 21 countries. Brain Behav Immun. (2020) 87:30–2. doi: 10.1016/j.bbi.2020.04.020 

 2. Izzetti,R, Nisi,M, Gabriele,M, and Graziani,F. COVID-19 transmission in dental practice: brief review of preventive measures in Italy. J Dent Res. (2020) 99:1030–8. doi: 10.1177/0022034520920580 

 3. Eikenberry,SE, Mancuso,M, Iboi,E, Phan,T, Eikenberry,K, Kuang,Y , et al. To mask or not to mask: modeling the potential for face mask use by the general public to curtail the COVID-19 pandemic. Infect Dis Model. (2020) 5:293–308. doi: 10.1016/j.idm.2020.04.001 

 4. Lin,YR, Zhong,NR, Huang,CC, Su,CP, Shen,CY, and Liao,LD. Modification of a COVID-19 patient testing station with a semiautomatic sanitization system. Ann Work Expo Health. (2023) 67:160–2. doi: 10.1093/annweh/wxac036

 5. Güner,HR, Hasanoğlu,İ, and Aktaş,F. COVID-19: prevention and control measures in community. Turk J Med Sci. (2020) 50:571–7. doi: 10.3906/sag-2004-146 

 6. Ashraf,MU, Hannan,A, Cheema,SM, Ali,Z, and Alofi,A. Detection and tracking contagion using IoT-edge technologies: confronting COVID-19 pandemic. In 2020 International conference on electrical, communication, and computer engineering (ICECCE). IEEE, (2020), pp. 1–6.

 7. Sharma,A, Bahl,S, Bagha,AK, Javaid,M, Shukla,DK, and Haleem,A. Blockchain technology and its applications to combat COVID-19 pandemic. Res Biomed Eng. (2020) 38:173–80. doi: 10.1007/s42600-020-00106-3

 8. Krishnamoorthy,Y, Nagarajan,R, Saya,GK, and Menon,V. Prevalence of psychological morbidities among general population, healthcare workers and COVID-19 patients amidst the COVID-19 pandemic: a systematic review and meta-analysis. Psychiatry Res. (2020) 293:113382. doi: 10.1016/j.psychres.2020.113382 

 9. Kuo,YW, Tsao,YC, Chien,WC, Huang,YM, and Liao,LD. Smart health monitoring and management system for organizations using radio-frequency identification (RFID) technology in hospitals or emergency applications. Emerg Med Int. (2022) 2022:2177548. doi: 10.3390/app10207113

 10. Ku,C-J, Wang,Y, Chang,C-Y, Wu,M-T, Dai,S-T, and Liao,L-D. Noninvasive blood oxygen, heartbeat rate, and blood pressure parameter monitoring by photoplethysmography signals. Heliyon. (2022) 8:e11698. doi: 10.1016/j.heliyon.2022.e11698 

 11. Fridman,SE, di Giampietro,P, Sensoli,A, Beleffi,M, Bucce,C, Salvatore,V , et al. Prediction of conventional oxygen therapy failure in COVID-19 patients with acute respiratory failure by assessing serum lactate concentration, PaO2/FiO2 ratio, and body temperature. Cureus. (2022) 14:e21987. doi: 10.7759/cureus.21987

 12. Alqrnawi,N, and Myderrizi,I. COVID-19 quarantine monitoring based on Geofencing technique. Int J Eng Technol. (2021) 7:39–46. doi: 10.19072/ijet.953560

 13. Swayamsiddha,S, and Mohanty,C. Application of cognitive internet of medical things for COVID-19 pandemic. Diabetes Metab Syndr Clin Res Rev. (2020) 14:911–5. doi: 10.1016/j.dsx.2020.06.014 

 14. Shen,M, Wei,Y, and Li,T. Bluetooth-based COVID-19 proximity tracing proposals: an overview. arXiv. (2020) 2020:12469. doi: 10.48550/arXiv.2008.12469

 15. Gorji,H, Arnoldini,M, Jenny,DF, Duc,A, Hardt,W-D, and Jenny,P. Stecc: Smart testing with contact counting enhances covid-19 mitigation by bluetooth app based contact tracing. Medrxiv. (2020) 2020:5237. doi: 10.1101/2020.03.27.20045237

 16. Hernández-Orallo,E, Calafate,CT, Cano,J-C, and Manzoni,P. Evaluating the effectiveness of COVID-19 Bluetooth-based smartphone contact tracing applications. Appl Sci. (2020) 10:7113. doi: 10.3390/app10207113

 17. Kolakowski,J, Djaja-Josko,V, Kolakowski,M, and Broczek,K. UWB/BLE tracking system for elderly people monitoring. Sensors. (2020) 20:1574. doi: 10.3390/s20061574 

 18. Khan,Y, Ostfeld,AE, Lochner,CM, Pierre,A, and Arias,AC. Monitoring of vital signs with flexible and wearable medical devices. Adv Mater. (2016) 28:4373–95. doi: 10.1002/adma.201504366

 19. Wu,JY, Ching,CTS, Wang,HMD, and Liao,LD. Emerging wearable biosensor Technologies for Stress Monitoring and Their Real-World Applications, vol. 12. Basel, Switzerland: Multidisciplinary Digital Publishing Institute (2022). 1097 p.

 20. Lim,CL, Byrne,C, and Lee,JK. Human thermoregulation and measurement of body temperature in exercise and clinical settings. Ann Acad Med Singap. (2008) 37:347–53. doi: 10.47102/annals-acadmedsg.V37N4p347 

 21. Bagha,S, and Shaw,L. A real time analysis of PPG signal for measurement of SpO2 and pulse rate. Int J Comput Appl. (2011) 36:45–50.

 22. Bartholomew,GA. Physiological control of body temperature In: C Gans and FH Pough, editors. Biology of the Reptilia, vol. 12. New York: Academic Press (1982). 167–211.

 23. Zhang,Z. Heart rate monitoring from wrist-type photoplethysmographic (PPG) signals during intensive physical exercise. In 2014 IEEE global conference on signal and information processing (GlobalSIP), IEEE, (2014), pp. 698–702.

 24. Yang,D, Zhu,J, and Zhu,P. SpO2 and heart rate measurement with wearable watch based on PPG. Beijing: IET (2015).

 25. Lee,S, Shin,H, and Hahm,C. Effective PPG sensor placement for reflected red and green light, and infrared wristband-type photoplethysmography. In 2016 18th international conference on advanced communication technology (ICACT), IEEE. (2016), pp. 556–558.

 26. Zhao,T, Liu,J, Wang,Y, Liu,H, and Chen,Y. PPG-based finger-level gesture recognition leveraging wearables. In: IEEE INFOCOM 2018-IEEE conference on computer communications. IEEE, (2018), pp. 1457–1465.

 27. Jarchi,D, and Casson,AJ. Description of a database containing wrist PPG signals recorded during physical exercise with both accelerometer and gyroscope measures of motion. Data. (2016) 2:1. doi: 10.3390/data2010001

 28. Hoang,ML, Carratù,M, Paciello,V, and Pietrosanto,A. Body temperature–indoor condition monitor and activity recognition by MEMS accelerometer based on IoT-alert system for people in quarantine due to COVID-19. Sensors. (2021) 21:2313. doi: 10.3390/s21072313 

 29. Lim,WJ, and Abdul Ghani,N. COVID-19 mandatory self-quarantine wearable device for authority monitoring with edge AI reporting and flagging system. Health Technol. (2022) 12:215–26. doi: 10.1007/s12553-021-00631-w 

 30. Tsao,Y-C, Cheng,F-J, Li,Y-H, and Liao,L-D. An IoT-based smart system with an MQTT broker for individual patient vital sign monitoring in potential emergency or prehospital applications. Emerg Med Int. (2022) 2022:1–13. doi: 10.1155/2022/7245650 

 31. Cruz,A, Villena,ML, Castro,IM, Cervantes,JP, Ondra,SA, Quijano,R , et al. Vitaband: IoT-driven health monitoring system for home quarantine COVID-19 patient using LoRaWAN. In: 2022 IEEE international conference on internet of things and intelligence systems (IoTaIS). IEEE (2022), pp. 351–357.

 32. Agriesti,C, De Cinque,MI, Carloni,F, and Santambrogio,MD. ROH-BOT: an IoT wearable and inclusive health device for remote patient monitoring with different alarm systems. In: 2022 IEEE 7th forum on research and Technologies for Society and Industry Innovation (RTSI). IEEE (2022), pp. 68–73.

 33. Wan,J, Al-Awlaqi,MA, Li,MS, O’Grady,M, Gu,X, Wang,J , et al. Wearable IoT enabled real-time health monitoring system. EURASIP J Wirel Commun Netw. (2018) 2018:298. doi: 10.1186/s13638-018-1308-x

 34. Al Bassam,N, Hussain,SA, Al Qaraghuli,A, Khan,J, Sumesh,E, and Lavanya,V. IoT based wearable device to monitor the signs of quarantined remote patients of COVID-19. Inf Med Unlocked. (2021) 24:100588. doi: 10.1016/j.imu.2021.100588 


OPS/xhtml/Nav.xhtml




Contents





		Cover



		IoT-based wearable health monitoring device and its validation for potential critical and emergency applications



		1. Introduction



		2. Materials and methods



		2.1. System structure



		2.2. Quarantine status monitoring



		2.3. Physiological parameter measurement



		2.4. IoT environment









		3. Results and discussion



		3.1. Completed IoT-based wearable health monitoring device and system



		3.2. Parts to be improved and future directions



		3.3. Comparison with results obtained using other methods









		4. Conclusion



		Data availability statement



		Author contributions



		Funding



		Acknowledgments



		Conflict of interest



		Publisher’s note



		Supplementary Material



		References



















OPS/images/cover.jpg
& frontiers | Frontiers in Public Health

loT-based wearable health
monitoring device and its
validation for potential critical and
emergency applications












OPS/images/crossmark.jpg
(®) Check for updates







OPS/images/logo.jpg
& frontiers Frontiers in Public Health






OPS/images/fpubh-11-1188304-g005.jpg
e

[ The number of the anti-cpidemic watch —

‘The line graph of body temperature

The line graph of heart rate

Real-time dynamic chart .

epidemic watch user

Datasheet

D B | | WS

T[T v] 6

PR
55 5

[y e
prrevmey e,

2
s s |
s

s s
ey e

(oo ezt
12001 uansi
x20p01 wssrsimo
120501 wamiseses
12001 uapcvsont

] 5 s 4

2 2w

smaso

[rzcsorezeemn:
s mose

IR 5 s s

=

The line graph of SpO;

f+= Real-time physiological index of the user #1

T
2615451
e
e
s

se5es

oy e
bz ez,
ozao0r wpsiesne
boczao01 uzmorom
050 1z
w0 uzELmEN

awaRI  oTERINO,

e v

e
2emmsionntol
“opsinesl
sammsinisl

H

01 25805





OPS/images/fpubh-11-1188304-g006.jpg
UI for mobile The line graph of o Datasheet
Web display Tabs of the anti-cpidemic watch user body temperature

ETV

‘The line graph of heart rate

~ Login form

ELN Real-time
dynamic —| |, p——
ey hart
ELLSCA] <
Real-time The line graph of SpO,
physiolog o
ical index. === -
DR RGNS i e e— ==
— - . . |






OPS/images/fpubh-11-1188304-g003.jpg
The internal hardware
structure of the

anti-epidemic watch
Charging
module

Bluetooth
module

The bottom of the
anti-epidemic watch

PPG module

l 45mm|

The appearance of the anti-epidemic watch

3D printing PLA shell





OPS/images/fpubh-11-1188304-g004.jpg
B
Mini-computer and Operating the
its 3D printed case Mini-computer

Encapsulating a
mini-computer
into a 3D-printed

case 60 mm
M2 screw hole
RJ45 network
connector 7740 mm
55 mm White PLA =
| Mini-computer e Execute
D c the target </ >
program
85 mm Live situation . .
Physiological status
Cloud server

transmission

via Wi-Fi |






OPS/images/fpubh-11-1188304-g009.jpg
Mini-computer

36.4

Indoors

98%

2

BBl xx
“IRE=N
Et-ll






OPS/images/fpubh-11-1188304-g007.jpg
outdoors 364

o [ o [—

928 Wi - - 928 ol

i p— [ o o it






OPS/images/fpubh-11-1188304-g008.jpg





OPS/images/fpubh-11-1188304-g001.jpg
Location detection

The user is
indoors
The user is
outdoors
” |
|il

Use WI-FI to upload
physiological parameters
and location data to the
cloud database.

- c l
= Cloud
5= | (= n‘ P server and
B & =1 =
— database
Any device connected to the internet could be a Store data and
monitoring equipment provide queries






OPS/images/fpubh-11-1188304-g002.jpg
B
The front view of the
mini-computer

The side view of the
anti-epidemic watch

A
The top view of the
anti-epidemic watch

=D
1

Chargmg port

Linux system ),

Databases and server used in IoT Computer monitoring

equipment

The side view of
the mini-computer

e S Audio output

port
Mobile monitoring
equipment

HEROKU






