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Introduction: Medical tourism has grown significantly, raising critical concerns about the privacy of medical tourists. This study investigates privacy issues in medical tourism from a game theoretic perspective, focusing on how stakeholders’ strategies impact privacy protection.

Methods: We employed an evolutionary game model to explore the interactions between medical institutions, medical tourists, and government departments. The model identifies stable strategies that stakeholders may adopt to protect the privacy of medical tourists.

Results: Two primary stable strategies were identified, with E6(1,0,1) emerging as the optimal strategy. This strategy involves active protection measures by medical institutions, the decision by tourists to forgo accountability, and strict supervision by government departments. The evolution of the system’s strategy is significantly influenced by the government’s penalty intensity, subsidies, incentives, and the compensatory measures of medical institutions.

Discussion: The findings suggest that medical institutions are quick to make decisions favoring privacy protection, while medical tourists tend to follow learning and conformity. Government strategy remains consistent, with increased subsidies and penalties encouraging medical institutions towards proactive privacy protection strategies. We recommend policies to enhance privacy protection in medical tourism, contributing to the industry’s sustainable growth.
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1 Introduction

Medical tourism has evolved into a global phenomenon, characterized by patients seeking medical procedures across borders, motivated by factors such as cost-efficiency, timely care, and access to specialized services (1–3). According to Market.us Media, the industry is expanding at a rate of 15–25% annually, with countries like India, Thailand, and Singapore leading as preferred destinations due to their combination of advanced healthcare facilities and competitive pricing (4). However, the burgeoning growth raises questions about the sustainability of such practices in the face of increasing demand for cross-border medical services and the corresponding need for international healthcare policy harmonization (5).

Privacy in the medical tourism industry is not merely a legal requirement but also a fundamental patient right and a critical component of quality care (6). Confidentiality concerns are heightened in this context due to diverse cultural expectations, legal systems, and potential language barriers that can result in misunderstandings and breaches of privacy (7). Ensuring the security of sensitive personal health information becomes paramount as it can impact patient well-being and trust in the healthcare system (8).

Protecting the privacy of medical tourists is fraught with challenges that range from regulatory disparities to technological vulnerabilities (9). Variances in national laws regarding data protection can lead to inconsistencies in personal health information handling and increase the complexity of legal recourse for patients in the event of a privacy breach (10). The inter-jurisdictional transfer of health data often lacks a unified legal framework to guide practice and policy (11). Furthermore, the rise of digital health records and telemedicine consultations necessitates stringent cybersecurity protocols to mitigate risks such as unauthorized access and data theft (12). Such complexities underscore the need for an international consensus on privacy standards in medical tourism.

Despite burgeoning literature on medical tourism, significant gaps remain in understanding how privacy protection is operationalized across different jurisdictions. While some nations have robust data protection laws, others offer little to no protection for medical tourists, leading to an uneven patchwork of regulations that do not adequately address the transnational nature of medical tourism (13, 14). Further research is needed to identify specific weaknesses in existing privacy protection frameworks and to propose solutions that can work across borders.

Privacy breaches in medical tourism can have severe consequences for both patients and service providers. For patients, breaches can lead to discrimination, financial loss, and emotional distress, while for service providers, they can result in reputational damage, loss of business, and legal liabilities (15, 16). The global nature of medical tourism calls for a strategic approach to privacy protection that is multi-faceted and international in scope. Existing strategies often focus on national regulations, which are insufficient given the cross-border flow of health information (17). A comprehensive strategy must include international legal frameworks, standardized protocols for data security, and cooperation between destination and source countries to ensure that the rights of medical tourists are safeguarded (18, 19). Only through such a strategic approach can privacy risks be mitigated and the sustainable growth of the medical tourism industry be supported.

In summation, concerning the realm of privacy protection within medical tourism, existing literature, though progressive, presents certain persisting quandaries and challenges. Specifically: (1) How can an evolutionary game-theoretic model be constructed to incorporate interactions among government departments, medical institutions, and medical tourists? (2) What delineates the optimal evolutionary strategies among pivotal stakeholders? (3) What characteristics define the decision-making processes of these evolutionary game participants? (4) Which determinants, when modulated, expedite the attainment of the optimal evolutionary stability strategy?

This study highlights significant advancements in understanding the dynamic nature of privacy strategies in medical tourism, offering benefits in theory, industry practice, and policy-making. Theoretically, it moves beyond static models, providing a more intricate view of real-world healthcare interactions and improving the predictive capabilities of these models. Practically, it presents strategies that can help medical tourism providers gain a competitive advantage through enhanced trust and patient loyalty, emphasizing that effective privacy management is key to quality care and the industry’s sustainable growth. Finally, the study forms a base for policy development, suggesting a flexible framework informed by evolutionary game theory, promoting international cooperation, and positioning privacy as crucial in medical tourism. Governments are encouraged to support institutions following these privacy norms, fostering innovation while ensuring industry growth and protecting patient privacy.



2 Literature review


2.1 Origin and background of privacy issues in medical tourism

The convergence of medical tourism and technological advancements has reshaped the healthcare landscape, introducing both transformative benefits and novel challenges (20). The adoption of information technology (IT) in the medical field has revolutionized patient care, offering streamlined operations, real-time communication, and enhanced diagnosis and treatment (21). Electronic health records (EHRs), telemedicine, and mobile health apps have brought unprecedented convenience and efficiency (22, 23). However, the digital nature of these tools also introduces vulnerabilities. Unauthorized access, data breaches, and cybersecurity threats pose significant risks to the confidentiality and integrity of patient information, especially when data crosses borders in medical tourism scenarios (24).

Medical tourism’s rise has been inextricably tied to globalization, characterized by the free flow of people, information, and technology across borders (25). While this interconnectivity has facilitated access to world-class healthcare, it has also exposed medical tourists to heterogeneous data protection standards. Several incidents, particularly in emerging medical tourism hubs, have spotlighted the repercussions of lax privacy protocols and diverse regulatory frameworks. During the period from 2015 to 2019, approximately 250 million individuals experienced breaches in healthcare privacy (16). Hackers and other IT incidents accounted for the largest proportion of healthcare data breaches reported in 2020. During the year, there were 429 reported incidents related to hacking/IT incidents, making up 66.82% of all breach events, with the number of records affected by these breaches reaching an even higher percentage of 91.99% (26). From inadvertent data leaks to orchestrated cyber-attacks (27, 28), medical tourists have become targets, underscoring the imperative of establishing robust, universally acknowledged privacy norms (29).

In summary, the emergence of medical tourism as a formidable sector in global healthcare is a double-edged sword. While it offers myriad opportunities for economic growth and global collaboration, it also surfaces challenges related to patient data privacy, cultural congruence, and equitable access to healthcare resources.



2.2 Behavioral patterns of medical tourists in privacy protection

Understanding the motivations and behaviors of medical tourists is pivotal when addressing privacy concerns, which stand out among the numerous factors influencing their decisions to seek treatment abroad (30). Privacy concerns are not just theoretical but have real-world implications, as evidenced by recent studies showing a trend of increased privacy awareness among medical tourists, a consequence of the digitization boom in healthcare (31). This vigilance is rooted in high-profile incidents of data breaches and the unauthorized sharing of sensitive health information, which have not only legal ramifications but also profound personal impacts, such as the threat of stigmatization or discrimination following the disclosure of certain health conditions (32).

The influence of cultural background on privacy concerns is notable and diverse (33). For example, Western patients often demand high levels of anonymity and stringent data protection, a stance likely influenced by a regulatory environment that emphasizes individual privacy rights. On the contrary, in certain Asian cultures, where communal decision-making is prevalent, there might be a more relaxed attitude toward data sharing within the extended family network (34). However, this cultural tendency does not diminish the necessity for privacy protection but rather emphasizes the need for culturally sensitive privacy protocols that cater to the expectations of medical tourists from different backgrounds (35).

Medical institutions must recognize and respond to these cultural subtleties by tailoring their privacy protocols. Incorporating evolutionary game theory, we can anticipate and model these varied behavioral patterns as strategies that evolve over time. Medical tourists adapt their privacy demands based on experiences and information about past privacy breaches, and medical providers, in turn, evolve their privacy protections to meet these expectations and to maintain their reputational standing in a competitive market. As such, the cultural and behavioral dimensions of privacy concerns become dynamic factors in the game-theoretical analysis of medical tourism, informing the evolution of privacy protection strategies and policy development.



2.3 Evolutionary game theory in privacy protection

Evolutionary game theory (EGT) offers a pertinent model for addressing privacy issues in medical tourism due to its ability to capture the dynamic nature of interactions among diverse stakeholders (36). Unlike classical game theory, which assumes perfect rationality, EGT assumes that players adapt their strategies over time based on their experiences (37). This is especially relevant in medical tourism, where providers and consumers continuously adjust their behavior in response to privacy concerns and policy changes.

In the realm of healthcare, privacy protection is a dynamic process involving multiple stakeholders—patients, healthcare providers, and policy-makers—who interact repeatedly. These interactions often resemble a complex adaptive system where strategies evolve based on past outcomes and anticipated future risks (38). EGT encapsulates this process by modeling how stakeholders may adapt their privacy strategies in response to the evolving digital landscape and its associated threats, such as data breaches (39, 40). For example, the shift toward digital health records has heightened the risk of privacy breaches. This has led healthcare providers to engage in an evolutionary “arms race,” constantly developing and adopting more advanced privacy protection measures to safeguard patient data and comply with tightening regulations (41).

In medical tourism, the temporary and overlapping relationships between medical tourists, healthcare providers, and regulators across borders create a complex network of interactions. EGT serves as a useful analytical tool to understand and predict how privacy norms and protection strategies may evolve in this context (42). For instance, as healthcare providers strive to attract international patients, they are motivated to enhance their privacy protections. In turn, patients seek out destinations that not only provide high-quality medical services but also ensure the confidentiality of their health information (43).

Evolutionary Game Theory (EGT) provides a useful framework for understanding privacy protection strategies in medical tourism, but it has limitations. It may not fully capture the impact of diverse cultural values and regulatory environments on stakeholders’ decisions. Therefore, empirical research, such as case studies and surveys, is essential to validate EGT’s effectiveness in real-world healthcare settings. Additionally, concrete policy recommendations are needed to apply EGT effectively in medical tourism. This involves integrating EGT insights into policy-making, considering cultural differences and international regulatory complexities. Bridging the gap between EGT’s theoretical aspects and practical applications in medical tourism is crucial. This can be achieved by adapting the model to the specific needs of the medical tourism industry and using real-life examples to guide its application in developing effective privacy strategies and regulations.

In conclusion, EGT provides a robust theoretical foundation for understanding and guiding the evolution of privacy protection strategies in medical tourism. Its application helps to predict how stakeholders might adapt their behaviors to ensure privacy, given the sector’s unique challenges. This analysis paves the way for more informed policy-making and a better understanding of the strategic considerations underlying privacy protection in the healthcare sector.

In sum, privacy concerns in medical tourism are multi-faceted, shaped by technological advancements, individual behaviors, and the dynamics among governments, medical institutions, and tourists. The challenge lies in striking a balance, ensuring that while medical tourism thrives, patient privacy remains uncompromised. This study presents an innovative examination of the mechanisms underlying medical tourism privacy protection through the formulation of a tripartite evolutionary game model. Such a model offers a comprehensive theoretical foundation for enhancing privacy measures in medical tourism, thereby ensuring its robust and efficient progression.

The salient contributions of this research are enumerated as follows:(1) The initiative to use a three-party evolutionary game theory stands as a novel approach in the academic discourse surrounding medical tourism, aiming to bring a deeper understanding of the privacy protection dynamics at play. (2) This research undertakes a rigorous exploration of the ramifications associated with privacy protection in medical tourism, emphasizing governmental punitive intensities, subsidy mechanisms, reward dynamics, and compensatory frameworks implemented by healthcare institutions. The insights procured from this study hold substantial pragmatic implications, proffering pivotal guidance for bolstering privacy safeguards within the medical tourism paradigm. (3) The study is positioned to offer rich insights that can potentially guide and influence policy formulations, thereby encouraging a safe and trustworthy environment for medical tourism.




3 Model construction


3.1 Problem description

In the evolving landscape of medical tourism, the preservation of privacy stands out as a paramount concern. The game relationship among medical tourists, medical institutions, and government departments presents a complex dynamic, underpinned by diverse interests, incentives, and potential outcomes.

Medical Tourists: Medical tourists are primarily driven by the need for quality, affordable healthcare coupled with the expectation of privacy concerning their medical records and personal data. Their decisions, shaped by trust, often pivot on perceived confidentiality assurances and past privacy preservation reputation of medical institutions and destination countries (44). Simultaneously, medical tourists form and adjust their cognitive and emotional impressions of medical tourism destinations based on various motivations and risk factors, thereby influencing their travel decisions and behaviors (45).

Medical Institutions: Due to the negative impact of risks associated with healthcare attributes on the image of a destination (46), healthcare providers in the medical tourism sector are eager to maintain a competitive advantage by making significant investments in privacy measures. They understand the crucial role these measures play in attracting and retaining international patients to avoid damage to the destination’s image caused by risks of privacy breaches in medical tourism. However, these institutions also face pressure to share data for research, marketing, and sometimes, with governmental bodies for regulatory reasons (47).

Government Departments: Governments play a dual role. On one hand, they are regulators, setting privacy standards and ensuring compliance. Their policies influence the privacy landscape, either bolstering trust through stringent regulations or diluting it by allowing data access and sharing for broader societal or economic reasons (48). On the other hand, governments are also promoters of medical tourism, where data might be used to enhance the sector’s competitive positioning.

The dynamic interplay among these stakeholders can be likened to a three-party game, where each party’s strategy is influenced not only by their individual payoffs but also by the actions and expected responses of the other players. This interdependence, often non-linear, is governed by trust, information asymmetry, and the changing privacy regulations landscape (49).

While this triad game relationship underscores the significance of collaborative strategy formulation, it also emphasizes the need for transparent communication, robust privacy protection mechanisms, and adaptive regulations that align with the rapidly evolving medical tourism sector’s demands.



3.2 Model assumptions

Based on the analysis of the interests and conflicts of the parties involved in the protection of privacy for medical tourists, three main stakeholder groups have been selected for the study: medical institutions, medical tourists, and government departments. The following hypotheses are made regarding the behavior of the three parties.


Hypothesis 1: The three parties involved in protecting the privacy of medical tourists are all boundedly rational and prioritize maximizing their own interests as the primary goal in the process.

Hypothesis 2: The strategy choices of medical institutions are (active protection, negative protection). When medical institutions fail to adequately protect the privacy of medical tourists, they may exploit the personal information of medical tourists for financial gain. Medical tourists’ strategic choices are (seek accountability, forgo accountability). When medical tourists discover that their privacy has been violated, they may choose to hold medical institutions accountable or not. However, medical tourists may also mistakenly blame the medical institution that diligently safeguards their privacy due to insufficient information and cognitive bias. The strategic choices of the government departments are (strict supervision, loose supervision). Under strict supervision, if medical tourists hold medical institutions accountable for privacy breaches, the institutions can be investigated and penalized. If medical institutions are not held accountable for privacy breaches, the probability of government departments being able to investigate and prosecute these institutions for a breach is p (0 < p < 1). Under loose supervision, the probability of successfully holding medical institutions accountable by medical tourists is m, (0 < m < 1). It is assumed that the probability of medical institutions actively safeguarding privacy is (1-x), the probability of passively safeguarding privacy is y, the probability of medical tourists holding medical institutions accountability for privacy breaches is x, and the probability of strict supervision is z. Correspondingly, (1-y) and (1-z) are the probabilities of forgoing accountability and loose supervision, respectively. The probabilities of x, y, z range [0, 1].

Hypothesis 3: The business revenue for medical institutions in the process of providing services to medical tourists is recorded as I. When selecting the “active protection” strategy, there will be certain costs involved in purchasing privacy protection equipment, network security hardware and software, as well as importing information protection technology and hiring professionals. These costs are recorded as C1. When government departments actively supervise, they will subsidize medical institutions that adopt the “active protection” strategy, which is recorded as S. When medical institutions passively protect privacy, the cost of protection is denoted as C2, and C2 < C1. Meanwhile, medical institutions stand to benefit ΔI from actions that disclose privacy, but they are also at risk of being held accountable by medical tourists and investigated by government departments. When medical institutions are held accountable and investigated for a privacy breach, the compensation to the medical tourists is recorded as C0, the government penalty is recorded as P0, and P0 ≤ ΔI. The image loss when a medical institution actively protects the privacy of medical tourists but is held accountable is recorded as L1, and the image loss caused by a medical institution being held accountable for leaks that occur in the context of negatively protecting the privacy is recorded as L2, and L1 < L2.

Hypothesis 4: Medical tourists are the beneficiaries of privacy protection. They engage in medical tourism at a cost (C3), in exchange for a valuable experience (V). When their privacy is compromised, it can result in emotional and economic losses, which will be recorded as L3. The cost of seeking accountability, in terms of time and money, incurred by medical tourists is C4. When medical institutions are successfully held accountable by medical tourists, the latter can receive compensation from medical institutions, which is recorded as C0, and C0 ≤ C4. When government departments actively regulate the medical tourism market to ensure its proper functioning, they may offer rewards to medical tourists who report privacy breaches by medical institutions. This is recorded as R.

Hypothesis 5: Government departments incur specific costs (C5) in the regulatory process of safeguarding privacy during the expansion of the medical tourism industry. These costs include formulating relevant policies and regulations, conducting publicity and supervision, as well as managing tourists’ accountable behaviors and social governance. Therefore, government departments will gain social credibility and be able to shape the image of destinations for medical tourism. Furthermore, they will gain economic and social benefits from the development of medical tourism, which will be recorded as B. These benefits include socio-economic growth, increased tax revenue generated by medical tourism, and the creation of employment opportunities. Choosing a “loose supervision” strategy means government departments will not bear the regulatory costs. However, the absence of regulation will result in an unfavorable social environment for the development of the medical tourism industry and leading to a decline in economic and social benefits, it is B′.
 

The relevant model parameters are set as shown in Table 1, and all parameters are non-negative.



TABLE 1 Meaning of parameter symbols and their representations.
[image: Table1]



3.3 Construction of gain function

The benefits of protecting the privacy of medical tourist participants are calculated based on the above assumption, as shown in Figure 1.

[image: Figure 1]

FIGURE 1
 Benefits of each player.


Based on the benefits, the payoffs for medical institutions, medical tourists, and government departments can be calculated.

For medical institutions, when choosing between the active protection strategy and the negative protection strategy, the expected benefits are U11 and U12, respectively. Therefore, the average expected benefit is U1.
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For medical tourists, when they choose between “seek accountability strategy” and “forgo accountability” strategy, the expected benefits are U21 and U22, so the average expected benefit is U2.
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For government departments, when choosing between strict supervision and loose supervision strategies, the expected benefits are U31 and U32, respectively. Therefore, the average expected benefit is U3.
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3.4 Replicator dynamic equations for a three-party game

Based on the analysis of the expected benefits for the three parties involved in the game, the replicator dynamic equation can be derived. When medical institutions choose the active protection strategy, the replication dynamic equation is:

[image: image]

When medical tourists choose “seek accountability” strategy, the replication dynamic equation is:

[image: image]

When government departments choose a strict supervision strategy, the replication dynamic equation is:

[image: image]

The three equations F(x), F(y), and F(z) are combined to create a replicator dynamic set of equations, namely:

[image: image]




4 Model analysis

Based on the replicator dynamic equation system presented above, when F(x) = 0, F(y) = 0, and F(z) = 0, there are 8 partial equilibrium points that can be calculated as E1(0,0,0), E2(0,0,1), E3(0,1,0), E4(0,1,1), E5(1,0,0), E6(1,0,1), E7(1,1,0), E8(1,1,1). Among these points, E1(0,0,0) represents the equilibrium for the choices of “negative protection” by medical institutions, “forgo accountability” by medical tourists, and “loose supervision” by government departments. The other seven points have analogous interpretations. The asymptotically stable solution of the multi-group evolutionary game replicating dynamic system must be a strict Nash equilibrium solution, and it is a pure strategic Nash equilibrium (50). Thus, none of the state points are asymptotically stable, except for the eight local equilibria mentioned above, are asymptotically stable. Based on this, the stability of the evolutionary strategy of each participant in this game model is analyzed. Firstly, this study analyzes the asymptotic stability of medical institutions, medical tourists, and government departments. It then explores the evolutionary stability of the privacy protection system for medical tourists in the context of these measures.


4.1 Stability analysis of medical institutions

When analyzing the stability of medical institutions, the evolutionary stabilization strategy of medical institutions, denoted as x, is determined based on the replicator dynamic equation theorem, given F(x) = 0 and F′(x) < 0. Setting F(x) = 0, three solutions can be obtained: x = 0, x = 1, and y = [ΔI + C1 – C2 – z(S + pP0)] /[L2 – L1 + mC0 + z(C0 + P0 – mC0 – pP0)]. For ease of presentation, [ΔI + C1 – C2 – z(S + pP0)] /[L2 – L1 + mC0 + z(C0 + P0 – mC0 – pP0)] is simplified as ∏1. When y = ∏1, F(x) = 0, thus x takes any value in the interval is a steady state, and the probability of medical institutions’ strategy choice will not change over time. When y ≠ ∏1, consider the two strategies for medical institutions, where x = 0 and x = 1. The analysis regarding the stability of the group is divided into the following two scenarios: ① When 0 < y < ∏1, it can be judged that F′(0) < 0 and F′(1) > 0, therefore x = 0 is the evolutionary stabilization point. This indicates that when the probability that medical tourists choose to hold accountable is lower than ∏1, the medical institutions will choose a negative protection strategy. ② When ∏1 < y < 1, it can be judged that F′(0) > 0 and F′(1) < 0, therefore x = 1 is the evolutionary stabilization point. This indicates that when the probability that medical tourists choose to hold accountable is higher than ∏1, the medical institutions will choose an active protection strategy.



4.2 Stability analysis of medical tourists

When analyzing the stability of medical tourists, in accordance with the replicator dynamic equation theorem and considering situations F(y) = 0 and F′(y) < 0, the evolutionary stabilization strategy of medical tourists will be determined and denoted as y. Setting F(y) = 0, three solutions can be obtained: y = 0, y = 1, and z = (mC0 – mC0x – C4)/[(x – 1)(C0 + R – mC0)]. For ease of presentation, (mC0 – mC0x – C4)/[(x – 1)(C0 + R – mC0)] is simplified as ∏2. When z = ∏2 and F(y) = 0, y can take any value within the interval, resulting in a steady state, and the probability of medical tourists’ strategy choice will not change over time. For z ≠ ∏2, consider y = 0 and y = 1 as the two potential strategies for medical tourists. The analysis regarding the stability of the group is divided into the following two scenarios: ① When 0 < z < ∏2, it can be judged that F′(0) > 0 and F′(1) < 0, therefore, y = 1 is the evolutionary stabilization point. This suggests that if the probability of government departments opting for strict supervision is below ∏2, medical tourists will favor seeking accountability strategies. ② When ∏2 < z < 1, it can be judged that F′(0) < 0 and F′(1) > 0, therefore, y = 0 is the evolutionary stabilization point. This implies that if the probability of government departments opting for strict supervision exceeds ∏2, medical tourists will lean toward strategies forgoing accountability.



4.3 Stability analysis of government departments

When analyzing the stability of government departments, the evolutionary stabilization strategy of this group will be determined and denoted as z. This analysis is based on the replicator dynamic equation theorem and takes into consideration situation F(z) = 0 and F′(z) < 0. Setting F(z) = 0, three solutions can be obtained: z = 0, z = 1, and x = [B + pP0 – B′ – C5 – y(R – P0 + pP0)]/[S + pP0 – y(R – P0 + pP0)]. For ease of presentation, [B + pP0 – B′ – C5 – y(R – P0 + pP0)]/[S + pP0 – y(R – P0 + pP0)] is simplified as ∏3. When x = ∏3 and F(z) = 0, z can take any value within the interval, leading to a steady state, and the probability of government departments’ strategy choice will not change over time. When x ≠ ∏3, consider z = 0 and z = 1 as the two potential strategies for government departments. The analysis regarding the stability of the group is divided into the following two scenarios: ①When 0 < x < ∏3, it can be judged that F′(0) > 0 and F′(1) < 0, therefore z = 1 is the evolutionary stabilization point. This indicates that when the probability that medical institutions choose an active protection strategy is lower than ∏3, the government departments will choose strict supervision strategies. ②When ∏3 < x < 1, it can be judged that F′(0) < 0 and F′(1) > 0, therefore, z = 0 is the evolutionary stabilization points. This indicates that when the probability of medical institutions choosing an active protection strategy is higher than ∏3, government departments will choose loose supervision strategies.



4.4 Stability analysis of the decision-making system for privacy-protecting behaviors of medical tourists

The stability of the decision-making system concerning the privacy-protecting behaviors of medical tourists can be assessed by analyzing the eigenvalues of the Jacobian matrix. According to the first law of Lyapunov, if all the eigenvalues of the matrix are negative, the point is considered to be an asymptotically stable equilibrium point (51). Conversely, if there are positive eigenvalues, the point is considered unstable. The Jacobian matrix of the decision-making system for privacy protection behavior of medical tourists is as follows:
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In the above formula:
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By incorporating each of the eight equalization points E1(0,0,0), E2(0,0,1), E3(0,1,0), E4(0,1,1), E5(1,0,0), E6(1,0,1), E7(1,1,0), and E8(1,1,1) into the Jacobian matrix, the corresponding eigenvalues will be obtained, as presented in Table 2.



TABLE 2 Eigenvalues of the Jacobian matrix.
[image: Table2]

In a real-world scenario, the initial parameters should satisfy the conditions R + C0 – C4 > 0 and B – C5 – S – B2 > 0. This implies that medical tourists receive greater compensation from medical institutions and rewards from government departments in the event of successful litigation than the costs of their legal proceedings. Additionally, the economic and social benefits of strict supervision by government departments exceed the gains from lax supervision. Based on previous assumptions, namely C1 > C2, L1 < L2, B > B′, and C0 < C4, the equilibrium points E1(0,0,0), E2(0,0,1), E3(0,1,0), E4(0,1,1), E5(1,0,0), and E8(1,1,1) do not satisfy the conditions necessary for determining the sign of the eigenvalue of a stable point. The eigenvalue sign determinations for E6(1,0,1) and E7(1,1,0) warrant further discussion. Based on the provided conditions, the stability analysis for each equilibrium point can be found in Table 3.



TABLE 3 Stability analysis of equilibrium points.
[image: Table3]

As can be seen from Table 3, the evolutionary game equilibrium of the behavioral strategies of subjects involved in protecting the privacy of medical tourists is influenced by various factors. The detailed analysis of the two evolutionary stabilization strategies E6(1,0,1) and E7(1,1,0) are as follows:

When S – C1 > ΔI – C2 – pP0 and B′ < B – C5 – S, E6(1,0,1) — represented as (active protection, forgo accountability, strict supervision) — emerges as an evolutionary stabilization strategy. Under these conditions: ① The difference between the government subsidy and the costs borne by medical institutions for actively protecting the privacy of medical tourists exceeds the gap between the profit they earn from breaching this privacy and the combined expenses and fines levied by government departments. Given this, medical institutions have a stronger inclination to prioritize the protection of medical tourists’ privacy. ② In situations where medical institutions proactively ensure privacy and face strict government regulations, medical tourists adopting seeking accountability strategy end up shouldering the related costs without any accompanying compensation. Consequently, the “forgo accountability” option is more appealing for medical tourists. ③ When the overall benefits obtained by government departments from actively supervising the privacy protection behaviors of medical institutions exceed the costs of active supervision and the subsidies for the institutions’ proactive protection actions, and are greater than the economic and social benefits from passive supervision, the government departments, based on the principle of maximizing benefits, have sufficient motivation to maintain the order of the medical tourism market development and to actively oversee the privacy protection measures of medical institutions.

When S – L1 – C1 < ΔI – C2 – L2 – C0 -P0, C4 < C0 + R and B – C5 – R + P0 > B′, E7(1,1,0), representing the (negative protection, seek accountability, strict supervision) strategy, emerges as an evolutionary stabilization strategy. The primary reason behind this outcome is the disparity between the profits gained and potential repercussions for medical institutions that compromise the privacy of medical tourists. This includes costs arising from breaches of privacy, reputation damage, potential compensation to affected tourists, and fines imposed by government departments. This disparity outweighs the difference between government subsidies, the cost of proactive protection, and the reputational damage to medical tourists when they are erroneously held accountable. Consequently, medical institutions frequently choose negative protection measures to prioritize their interests. When medical tourists experience privacy breaches and decide to hold medical institutions accountable, the total compensation they receive, combined with the government’s rewards, surpasses the cost of seeking accountability. In this scenario, holding medical institutions responsible is the most favorable strategy for medical tourists. Regarding government departments, they stringently monitor the malpractices of medical institutions. Even though they shoulder the costs of regulation and incentives for medical tourists, they also levy fines on medical institutions for any breaches. Nevertheless, the net benefit (B – C5 – R + P0) still surpasses the economic and social benefits B′ derived from the government’s lenient supervision approach. Thus, the government department leans toward a “strict supervision” strategy.

Comparing the two evolutionary stabilization strategies mentioned above and considering the processes of collecting, utilizing, and safeguarding the privacy of medical tourists, the optimal strategy for evolutionary stabilization should be E6(1,0,1). In other words, the optimal strategy is achieved when medical institutions choose “active protection,” medical tourists opt for “forgo accountability,” and government departments select “strict supervision.” In this case, medical institutions demonstrate a strong subjective initiative in the process of collecting, storing, sharing, and analyzing the private information of medical tourists during the provision of medical services. Under the strict supervision of government departments, they continuously optimize privacy protection technologies and systems to help prevent unauthorized access, tampering, and disclosure of medical tourists’ personal information. This fortifies the foundation for the sustainable development of the medical tourism industry. Beyond experiential value, the effective protection of personal information has become the primary concern for medical tourists. The collaboration between medical institutions and government departments in fostering a robust medical tourism market and enhancing the healthcare environment can diminish privacy and security worries for medical tourists. In turn, this encourages tourists to actively and willingly engage in medical tourism activities. As an emerging industry, the medical tourism sector is pivotal in stimulating domestic demand, stabilizing economic growth, creating job opportunities, elevating people’s quality of life, and ensuring the health of residents. It stands as one of the future industries in healthcare poised to boost regional competitiveness.




5 Simulation analysis

To more clearly and intuitively depict the dynamic evolution process of strategy choices among medical institutions, medical tourists, and government departments, the Matlab R2016b software is employed to numerically simulate the established three-party evolution game model. The primary goal is to compare the effects of various participants on the protection of medical tourists’ privacy under a system of incentives and penalties. This study aims to understand the principles and regulations that govern the impact of government departments’ regulatory methods and efforts on the effectiveness of privacy protection for medical tourists, especially when there’s limited supervision cost. Specifically, the study examines how punitive measures imposed by government departments on medical institutions, the compensation provided by these institutions to medical tourists, the subsidies from government departments to medical institutions, and the rewards given to medical tourists for lodging valid complaints influence the dynamics of this evolutionary game.


5.1 The effect of reward and punishment factors on the evolutionary path of participating subjects in the scenario E6(1,0,1)

In light of the current situation and the stability analysis conditions of E6(1,0,1), the initial values of the parameters used in this study are provided in Table 4. For the behavioral strategy choices in the three-party evolutionary game, the initial probabilities of strategy choices for medical institutions, medical tourists, and government departments are set to (x = 0.5, y = 0.5, z = 0.5). This setup allows for simulation under various reward and punishment intensities.



TABLE 4 Initial value of the parameter.
[image: Table4]


5.1.1 The effect of different initial strategy selection probabilities on the evolutionary path of participating subjects

This study assumes that the initial probability for a medical institution to choose the “active protection” strategy is x0, for medical tourists to select the “seek accountability” strategy is y0, and for government departments to opt for the “strict supervision” strategy is z0. The combined initial probability for the tripartite evolutionary game system is represented as (x0, y0, z0). We consider three sets of probability values: (0.2, 0.2, 0.2), (0.5, 0.5, 0.5), and (0.8, 0.8, 0.8). The evolutionary trajectories based on these initial probabilities are illustrated in Figure 2.

[image: Figure 2]

FIGURE 2
 Evolutionary trajectories of the system under different initial probabilities of x,y,z: (A) The initial probability is 0.2; (B) The initial probability is 0.5; (C) The initial probability is 0.8.


The key observations from Figure 2 are as follows: Medical institutions, when leaning toward the “active protection” strategy from the onset, exhibit a faster evolutionary speed, which reduces the time required to achieve strategy stability. Their decision-making is swift and independent, often tailored to their specific circumstances and benefits. Across all initial probabilities, medical tourists predominantly opt for the “forgo accountability” strategy. With an initial probability of 0.2, there’s a preference for the “seek accountability” strategy, but this gradually shifts to “forgo accountability.” The most rapid stabilization is observed when the initial probability is 0.5. This suggests that medical tourists’ behaviors are influenced by public sentiment and are characterized by a pattern of learning and conformity. Regardless of variations in initial probability, the time taken for government departments to stabilize their strategy remains consistent. This indicates a characteristic stability in their strategic evolution.



5.1.2 The effect of the government department’s punishment of medical institutions on the behavior of the three-party evolutionary game

In order to represent varying degrees of punishment, it is assumed that P0 takes the values of 30, 20, and 10, symbolizing high, medium, and low punishment levels, respectively. Figure 3 depicts the simulation results of the three parties under these different punishment strengths.

[image: Figure 3]

FIGURE 3
 Evolutionary trajectory of tripartite behavior under different punishment strengths: (A) Evolutionary trajectories of x; (B) Evolutionary trajectories of y; (C) Evolutionary trajectories of z.


The results indicate that escalating penalties imposed by the government can expedite the attainment of the evolutionary stable state in the three-party evolutionary game system. For medical institutions, a rise in government fines directly increases the cost of neglectfully protecting the privacy of medical tourists. Such fines deter opportunistic behaviors by medical institutions aiming to benefit at the expense of the privacy of medical tourists, thus steering the strategy evolution toward “active protection.”

For medical tourists, irrespective of the punishment’s severity, they consistently lean toward “forgo accountability” strategies. Notably, evolution is swifter with stiffer penalties. In other words, the more stringent the fines imposed by government departments for privacy breaches, the more inclined medical tourists are to opt for a “forgo accountability” strategy. This inclination stems from medical tourists’ heightened trust in robust government regulation underpinned by stringent penalties. With this trust, they believe their privacy will be effectively upheld, rendering them less likely to hold medical institutions accountable.

For government departments, the three penalty tiers exhibit minimal influence over the likelihood of them selecting the “strict supervision” strategy. Nonetheless, there’s a discernible acceleration in evolution as penalty levels escalate. The reason being, under the purview of government departments with stringent penalties, medical institutions more actively safeguard the privacy of medical tourists, thereby amplifying societal benefits. This enhancement aligns with the primary objective of government departments’ proactive regulation. Hence, punitive measures emerge as a pivotal regulatory instrument for government departments in ensuring the seamless functioning of the medical tourism market.



5.1.3 The effect of medical institutions’ compensation efforts for medical tourists on the behavior of the three-party evolutionary game

To investigate the influence of compensation levels offered by medical institutions on the evolutionary trajectory of the tripartite behaviors, we assign values of 8, 5, and 2 to C0, representing high, medium, and low compensation strengths, respectively. The simulation results under these different compensation levels are presented in Figure 4.

[image: Figure 4]

FIGURE 4
 Evolutionary trajectory of tripartite behavior under different levels of compensation: (A) Evolutionary trajectories of x; (B) Evolutionary trajectories of y; (C) Evolutionary trajectories of z.


The results indicate that compensation levels significantly impact the strategic choices of both medical institutions and medical tourists. However, the government sector remains relatively unaffected by these variations. The rationale behind this lies in the core objectives of each party.

For medical institutions, their primary goal is revenue generation and profit maximization through the provision of medical tourism services. Although employing a negative protection strategy could lead to cost savings and potential profits from unauthorized privacy disclosures, the costs associated with violations increase with the magnitude of the required compensation when breaches are identified and penalized. Thus, facing higher compensation demands makes medical institutions more inclined toward the “active protection” strategy.

For medical tourists, their participation in medical tourism aims at physical rejuvenation, mental well-being, and overall satisfaction. When their privacy gets compromised, it tarnishes their perception of both the individual medical institutions and the broader medical tourism industry. In scenarios of higher compensation, medical tourists are increasingly motivated to hold the institutions accountable, both to protect their rights and to mitigate potential financial setbacks.

For government departments, their regulatory interventions precede the compensation actions by medical institutions. Consequently, the degree of compensation has a negligible influence on the strategic decisions of government entities.



5.1.4 The effect of government departments’ subsidy strength to medical institutions on the behavior of the three-party evolutionary game

We assume values of 40, 35, and 30 for S, representing different levels of subsidies provided by government departments to medical institutions. The corresponding simulation results are depicted in Figure 5.
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FIGURE 5
 Evolutionary trajectories of tripartite behavior under different subsidy strengths: (A) Evolutionary trajectories of x; (B) Evolutionary trajectories of y; (C) Evolutionary trajectories of z.


In the realm of medical institutions and medical tourists, the subsidy level offered by government departments serves as a direct indicator of governmental support for the growth of the medical tourism industry. This subsidy level also symbolizes a conducive market environment for the industry. Within such a setting, medical institutions tend to favor an “active protection” strategy, whereas medical tourists lean toward a “forgo accountability” approach. This dynamic facilitates value creation through collaboration among various stakeholders in the medical tourism sector.

As for government departments, a preference for “strict supervision” is observed across different subsidy levels. However, it’s notable that when offering substantial subsidies to medical institutions, it takes a longer duration for these government departments to achieve strategic stability. Consequently, the magnitude of subsidy expenditure emerges as a pivotal factor influencing the strategic decisions of government departments.



5.1.5 The effects of government department incentives for medical tourists on the behavior of the three-way evolutionary game

Values of 15, 10, and 5 are assigned to R, representing the extent to which government departments reward medical tourists for holding medical institutions accountable when their privacy is breached. The simulation results are depicted in Figure 6. As observed in the figure, the strength of incentives influences the strategic choices of medical institutions. With medium and high reward strengths, medical institutions achieve an evolutionary stable state more swiftly. However, the impact of an exceedingly high reward strength on the strategic choices of medical institutions plateaus, with medium reward strength exerting the most influence. It suggests that moderate public scrutiny boosts the likelihood of medical institutions actively safeguarding medical tourists’ privacy. For medical tourists, there’s an initial inclination toward being swayed by regulatory incentives from government departments, advocating for active privacy protection by medical institutions. Over time, however, “forgo accountability” emerges as the predominant preference among medical tourists. Concurrently, the time required for medical institutions to achieve stability extends, pointing to an inverse relationship between evolutionary rate and incentive strength. To ensure a secure and structured medical tourism environment, government departments proactively regulate the market by incentivizing medical tourists to uphold responsible behaviors. The strict supervision approach of government departments remains relatively constant, regardless of incentive variations, underscoring their commitment to ensuring positive experiences for medical tourists. This promotes a healthy medical tourism industry, where the privacy of medical tourists is paramount for medical institutions.
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FIGURE 6
 Evolutionary trajectory of tripartite behavior under different reward strengths: (A) Evolutionary trajectories of x; (B) Evolutionary trajectories of y; (C) Evolutionary trajectories of z.





5.2 The analysis of evolution path from E7(1,1,0) to E6(1,0,1)

Given the initial parameters, S and P0 are set to values of 5 and 6, respectively. These values ensure the parameter combinations meet the conditions for the evolutionary stabilization strategy E7(1,1,0): S – L1 – C1 < ΔI – C2 – L2 – C0 – P0, C4 < C0 + R, while B – C5 – R + P0 > B′. For the pairs (S, P0), values (5, 6), (20, 13), and (35, 20) are assigned to simulate scenarios where government departments amplify regulations alongside increasing subsidies and penalties. Starting from an initial state of (0.5, 0.5, 0.5), the outcomes are displayed in Figure 7. The evolutionary results pinpoint two transitions in the steady state of the tripartite game system: first, from E7(1,1,0) to an unstable state with no stabilization strategy, and second, from the unstable state to strategy E6(1,0,1). The end result highlights the “active protection” by medical institutions, “forgo accountability” by medical tourists, and “strict supervision” by government departments. This can be attributed to heightened regulatory efforts by government departments, which leads to compliant medical institutions gaining more in subsidies, while non-compliant ones face stiffer penalties. In an ecosystem balanced with ample incentives and strict punitive measures, medical institutions lean more toward safeguarding medical tourists’ privacy. When governmental oversight is lax, medical institutions might lean toward a “negative protection” strategy, reducing trust among medical tourists and prompting them to lean into “seek accountability” strategy. However, as governmental regulations tighten, marked by increased subsidies and penalties, the trust in medical institutions grows among medical tourists. Consequently, the strategy of medical tourists gradually shifts to “forgo accountability.”
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FIGURE 7
 Evolution results of simultaneous changes of S and P0 under condition E7(0,1,1): (A) Evolutionary trajectories of x; (B) Evolutionary trajectories of y; (C) Evolutionary trajectories of z.





6 Conclusion and limitations


6.1 Conclusion

Through an evolutionary game theoretic lens, two primary stable strategies have emerged: E6(1,0,1) and E7(1,1,0). Of these, E6(1,0,1) is identified as the pinnacle strategy for assuring medical tourists’ privacy. This optimal strategy is a confluence of the “active protection” by medical institutions, “forgo accountability” taken up by medical tourists, and the “strict supervision” by government departments. The stability of this evolutionary strategy is predominantly swayed by factors such as penalties from government bodies for lax privacy protection, compensations from institutions to tourists, governmental aids to institutions, and accolades to tourists who rightly pinpoint institutions for privacy lapses.

Simulations based on the preferred stabilization strategy, E6(1,0,1), reveal the following: decision-making by medical institutions is swift and autonomous; medical tourists’ decisions are influenced by learning and societal norms; and government actions remain consistent. Enhancing incentives and penalties bolsters institutions’ efforts to actively protect the privacy of medical tourists. Furthermore, when medical tourists receive significant incentives, either through compensation from institutions or rewards from the government, there is a noticeable extension in the time required to converge to the “forgo accountability” evolutionary stabilization approach. This highlights the critical influence of tourists’ vested interests. An increase in governmental subsidies to medical institutions might deter their willingness for “strict supervision.” Exorbitantly high subsidy amounts increase the government’s regulatory costs, resulting in a more lenient supervision approach in the medical tourism market.

A recalibration of incentives and penalties by government bodies effectively encourages institutions to adopt “active protection,” guides tourists toward “forgo accountability,” and reinforces “strict supervision” by government departments. This recalibration facilitates a transition from strategy E7(1,1,0) to the optimal strategy E6(1,0,1), promoting sustainable medical tourism.



6.2 Implications

This study articulates strategies for a sustainable medical tourism industry, emphasizing regulatory cost management and a rational incentive system based on tripartite evolutionary game theory simulations. Government bodies are encouraged to optimize subsidies and penalties, focusing on merit-based rewards for medical institutions that excel in privacy protection. This approach aims to balance regulatory efficiency with fiscal prudence, promoting comprehensive privacy safeguards. Moderate penalties are recommended to avoid covert privacy breaches, while interdepartmental collaboration is highlighted as crucial for unified governance. The integration of advanced technologies and the establishment of an information disclosure platform are identified as key measures to enhance transparency and facilitate dual oversight. These strategies advocate for a sustainable medical tourism framework that prioritizes privacy protection, technological innovation, and transparent governance, ultimately improving the medical tourism experience by safeguarding patient privacy and enhancing service efficiency.

In light of the findings from an evolutionary game theoretic analysis of medical tourism, this study proposes several practical implications for academic scholars and organizations within the field. The identification of E6(1,0,1) as the optimal strategy for ensuring the privacy of medical tourists underscores the need for a multifaceted approach, encompassing active protection by medical institutions, a redefined sense of accountability among tourists, and stringent government supervision. To translate these insights into practice, it is recommended that scholars engage in further research to refine models simulating the effects of various incentive structures, thereby enriching the empirical basis for policy adjustments. Concurrently, organizations should leverage these insights to advocate for policy reforms that align with the optimal strategy, emphasizing the balance of incentives and penalties to encourage privacy protection without compromising the viability of the medical tourism sector. Additionally, educational initiatives aimed at stakeholders across the medical tourism spectrum can enhance understanding and implementation of best practices in privacy protection. The development of technological solutions, facilitated by collaborations between academics, technology firms, and medical tourism practitioners, can further support the enactment of the identified strategy. Finally, cross-sector collaboration is essential for fostering a unified approach to privacy protection, ensuring that the medical tourism industry advances in a manner that is sustainable, ethical, and respectful of privacy rights. Through these concerted efforts, the theoretical insights derived from evolutionary game theory can be effectively applied to address the complex dynamics of privacy protection in medical tourism, contributing to the field’s ongoing development and the establishment of robust privacy safeguards.



6.3 Limitations

This study, centered on the evolutionary game model’s insights into the privacy protection behaviors of medical tourists, exhibits certain limitations. Primarily, the model may not encapsulate the entire spectrum of real-world intricacies inherent in the interactions among the principal actors: medical tourists, institutions, and government entities. The research somewhat confines itself to predetermined strategic sets, with a predominant focus on economic drivers, potentially sidelining psychological or cultural nuances. Furthermore, the primary emphasis on strategies E6(1,0,1) and E7(1,1,0) might restrict its universal applicability across diverse healthcare landscapes. Future research avenues could delve deeper into introducing varied strategic combinations, understanding non-economic determinants of behavior, and appraising the model’s validity across different healthcare systems. Incorporation of technological impacts on privacy strategies, given the ascent of digital health paradigms, remains a promising domain for subsequent inquiries.




Data availability statement

The original contributions presented in the study are included in the article/supplementary material, further inquiries can be directed to the corresponding author.



Author contributions

RW: Conceptualization, Data curation, Formal analysis, Investigation, Methodology, Resources, Software, Validation, Visualization, Writing – original draft, Writing – review & editing. SG: Supervision, Writing – review & editing.



Funding

The author(s) declare financial support was received for the research, authorship, and/or publication of this article. This research was funded by 2023 Hainan Province Philosophy and Social Science Planning Projects, grant number (HNSK(YB)23-12), Study on the High-Quality Development Model of Ecotourism in Hainan Tropical Rainforest National Park.



Conflict of interest

The authors declare that the research was conducted in the absence of any commercial or financial relationships that could be construed as a potential conflict of interest.



Publisher’s note

All claims expressed in this article are solely those of the authors and do not necessarily represent those of their affiliated organizations, or those of the publisher, the editors and the reviewers. Any product that may be evaluated in this article, or claim that may be made by its manufacturer, is not guaranteed or endorsed by the publisher.



References

 1. Borg, EA, and Ljungbo, K. International market-oriented strategies for medical tourism destinations. Int J Mark Res. (2018) 60:621–34. doi: 10.1177/1470785318770134


 2. Hadian, M, Jabbari, A, Mousavi, SH, and Sheikhbardsiri, H. Medical tourism development: a systematic review of economic aspects. Int J Healthc Manag. (2021) 14:576–82. doi: 10.1080/20479700.2019.1677977


 3. Turner, LG
. Quality in health care and globalization of health services: accreditation and regulatory oversight of medical tourism companies. Int J Qual Health Care. (2011) 23:1–7. doi: 10.1093/intqhc/mzq078 

 4. Market.us
. Medical tourism statistics: emerged as a significant global industry where individuals travel across international Borders to seek medical treatment. (2023). Available at: https://www.globenewswire.com/en/news-release/2023/09/29/2752064/0/en/Medical-Tourism-Statistics-Emerged-as-A-Significant-Global-Industry-Where-Individuals-Travel-Across-International-Borders-to-Seek-Medical-Treatment.html.


 5. Liverani, M, Ir, P, Jacobs, B, Asante, A, Jan, S, Leang, S , et al. Cross-border medical travels from Cambodia: pathways to care, associated costs and equity implications. Health Policy Plan. (2020) 35:1011–20. doi: 10.1093/heapol/czaa061 

 6. Roy, DG
. Digital privacy concerns in India for medical tourism. J Public Aff. (2022) 22:e2762. doi: 10.1002/pa.2762


 7. Snyder, J, Crooks, V, and Turner, L. Issues and challenges in research on the ethics of medical tourism: reflections from a conference. J Bioethical Inq. (2011) 8:3–6. doi: 10.1007/s11673-010-9272-0


 8. Gan, LL, and Frederick, JR. Medical tourism: consumers’ concerns over risk and social challenges. J Travel Tour Mark. (2015) 32:503–17. doi: 10.1080/10548408.2014.918923


 9. Thapa, C, and Camtepe, S. Precision health data: requirements, challenges and existing techniques for data security and privacy. Comput Biol Med. (2021) 129:104130. doi: 10.1016/j.compbiomed.2020.104130 

 10. Rodrigues, R
. Legal and human rights issues of AI: gaps, challenges and vulnerabilities. J Respon Technol. (2020) 4:100005. doi: 10.1016/j.jrt.2020.100005


 11. Dhasarathan, C, Hasan, MK, Islam, S, Abdullah, S, Mokhtar, UA, Javed, AR , et al. COVID-19 health data analysis and personal data preserving: a homomorphic privacy enforcement approach. Comput Commun. (2023) 199:87–97. doi: 10.1016/j.comcom.2022.12.004 

 12. Javaid, M, Haleem, A, Singh, RP, and Suman, R. Towards Insighting cybersecurity for healthcare domains: a comprehensive review of recent practices and trends. Cyber Security Appl. (2023) 1:100016. doi: 10.1016/j.csa.2023.100016


 13. Johnston, R, Crooks, VA, Snyder, J, and Kingsbury, P. What is known about the effects of medical tourism in destination and departure countries? A scoping review. Int J Equity Health. (2010) 9:24. doi: 10.1186/1475-9276-9-24 

 14. Smith, PC, and Forgione, DA. Global outsourcing of healthcare: a medical tourism decision model. J Inf Technol Case Appl Res. (2007) 9:19–30. doi: 10.1080/15228053.2007.10856117


 15. Hall, MA
. Property, privacy, and the pursuit of interconnected electronic medical records. Iowa Law Rev. (2009) 95:631.


 16. Seh, AH, Zarour, M, Alenezi, M, Sarkar, AK, Agrawal, A, Kumar, R , et al. Healthcare data breaches: insights and implications. Healthcare. (2020) 8:133. doi: 10.3390/healthcare8020133 

 17. Glinos, IA, Baeten, R, Helble, M, and Maarse, H. A typology of cross-border patient mobility. Health Place. (2010) 16:1145–55. doi: 10.1016/j.healthplace.2010.08.001 

 18. Connell, J
. Medical tourism: sea, sun, sand and … surgery. Tour Manag. (2006) 27:1093–100. doi: 10.1016/j.tourman.2005.11.005


 19. Lunt, NT, Mannion, R, and Exworthy, M. A framework for exploring the policy implications of UK medical tourism and international patient flows. Soc Policy Adm. (2013) 47:1–25. doi: 10.1111/j.1467-9515.2011.00833.x


 20. Jones, CA, and Keith, LG. Medical tourism and reproductive outsourcing: the dawning of a new paradigm for healthcare. Int J Fertil Womens Med. (2006) 51:251–55.

 21. Haleem, A, Javaid, M, Singh, RP, and Suman, R. Medical 4.0 Technologies for Healthcare: features, capabilities, and applications. Internet Things Cyber Phys Syst. (2022) 2:12–30. doi: 10.1016/j.iotcps.2022.04.001


 22. Hong, YA
. Medical tourism and telemedicine: a new frontier of an old business. J Med Internet Res. (2016) 18:e5432:e115. doi: 10.2196/jmir.5432 

 23. Tyan, I, Guevara-Plaza, A, and Yagüe, MI. The benefits of blockchain technology for medical tourism. Sustain For. (2021) 13:12448. doi: 10.3390/su132212448


 24. Krupinski, EA, and Weinstein, RS. Telemedicine, telehealth and m-health: new Frontiers in medical practice. Healthcare. (2014) 2:250–52. doi: 10.3390/healthcare2020250 

 25. Lunt, N, Horsfall, D, and Hanefeld, J. Medical tourism: a snapshot of evidence on treatment abroad. Maturitas. (2016) 88:37–44. doi: 10.1016/j.maturitas.2016.03.001


 26. Alder, Steve
. 2020 healthcare data breach report: 25% increase in breaches in 2020. (2021) 815–825. Available at: https://www.hipaajournal.com/2020-healthcare-data-breach-report/.


 27. Ng, B-Y, Kankanhalli, A, and Xu, YC. Studying users’ computer security behavior: a health belief perspective. Decisi Supp Syst. (2009) 46:815–25. doi: 10.1016/j.dss.2008.11.010


 28. Wikina, SB
. What caused the breach? An examination of use of information technology and health data breaches. Perspect Health Inf Manag. (2014) 11:1h.

 29. Manaf, A, Hazilah, N, Hussin, H, Kassim, PNJ, Alavi, R, and Dahari, Z. Country perspective on medical tourism: the Malaysian experience. Leadersh Health Serv. (2015) 28:43–56. doi: 10.1108/LHS-11-2013-0038 

 30. Zolfagharian, M, Rajamma, RK, Naderi, I, and Torkzadeh, S. Determinants of medical tourism destination selection process. J Hosp Market Manag. (2018) 27:775–94. doi: 10.1080/19368623.2018.1444527


 31. Zheng, D, Liu, S, and Wei, L. Do you trust digital health pass? Understanding tourists’ responses toward using health QR codes in pandemic travel. J China Tour Res. (2023) 19:31–49. doi: 10.1080/19388160.2022.2087817


 32. Karunarathne, SM, Saxena, N, and Khan, MK. Security and privacy in IoT smart healthcare. IEEE Internet Comput. (2021) 25:37–48. doi: 10.1109/MIC.2021.3051675


 33. Khan, MJ, Chelliah, S, Haron, MS, and Ahmed, S. Push factors, risks, and types of visit intentions of international medical travelers – a conceptual model. Int J Healthc Manag. (2017) 10:115–21. doi: 10.1080/20479700.2017.1304345


 34. Campos, B, and Kim, HS. Incorporating the cultural diversity of family and close relationships into the study of health. Am Psychol. (2017) 72:543–54. doi: 10.1037/amp0000122 

 35. Kwek, A, and Lee, Y-S. Chinese tourists and confucianism. Asia Pac J Tourism Res. (2010) 15:129–41. doi: 10.1080/10941661003629946


 36. Sheng, J, Zhou, W, and Zhu, B. The coordination of stakeholder interests in environmental regulation: lessons from China’s environmental regulation policies from the perspective of the evolutionary game theory. J Clean Prod. (2020) 249:119385. doi: 10.1016/j.jclepro.2019.119385


 37. Wang, W, and Li, J. A tripartite evolutionary game model for the hydrogen fuel cell vehicle industry development under government regulation in China. Fuel. (2023) 348:128223. doi: 10.1016/j.fuel.2023.128223


 38. Angeli, F, and Montefusco, A. Sensemaking and learning during the COVID-19 pandemic: a complex adaptive systems perspective on policy decision-making. World Dev. (2020) 136:105106. doi: 10.1016/j.worlddev.2020.105106 

 39. Liu, J, Changrui, Y, Li, C, and Han, J. Cooperation or conflict in doctor-patient relationship? An analysis from the perspective of evolutionary game. IEEE Access. (2020) 8:42898–908. doi: 10.1109/ACCESS.2020.2977385


 40. Zhu, G, Liu, H, and Feng, M. An evolutionary game-theoretic approach for assessing privacy protection in mHealth systems. Int J Environ Res Public Health. (2018) 15:2196. doi: 10.3390/ijerph15102196 

 41. Alraja, MN, Barhamgi, H, Rattrout, A, and Barhamgi, M. An integrated framework for privacy protection in IoT — applied to smart healthcare. Comput Electr Eng. (2021) 91:107060. doi: 10.1016/j.compeleceng.2021.107060


 42. Li, Q, Li, MC, Lv, L, Guo, C, and Kun, L. A new prediction model of infectious diseases with vaccination strategies based on evolutionary game theory. Chaos, Solitons Fractals. (2017) 104:51–60. doi: 10.1016/j.chaos.2017.07.022


 43. Lunt, N, Hardey, M, and Mannion, R. Nip, Tuck and Click: medical tourism and the emergence of web-based health information. Open Med Inform J. (2010) 4:1–11. doi: 10.2174/1874431101004010001 

 44. Chia, KW, and Liao, YM. An exploratory study of factors influencing Chinese outbound medical tourism. J China Tour Res. (2021) 17:376–94. doi: 10.1080/19388160.2020.1780177


 45. Khan, MJ, Chelliah, S, and Haron, MS. Medical tourism destination image formation process: a conceptual model. Int J Healthc Manag. (2016) 9:134–43. doi: 10.1080/20479700.2016.1142046


 46. Khan, MJ, Khan, F, Amin, S, and Chelliah, S. Perceived risks, travel constraints, and destination perception: a study on sub-Saharan African medical Travellers. Sustain For. (2020) 12:2807. doi: 10.3390/su12072807


 47. Demirezen, EM, Kumar, S, and Sen, A. Sustainability of healthcare information exchanges: a game-theoretic approach. Inf Syst Res. (2016) 27:240–58. doi: 10.1287/isre.2016.0626


 48. Labonté, R, Crooks, VA, Valdés, AC, Runnels, V, and Snyder, J. Government roles in regulating medical tourism: evidence from Guatemala. Int J Equity Health. (2018) 17:150. doi: 10.1186/s12939-018-0866-1 

 49. Mishra, A, and Pandey, N. Pricing information asymmetry in healthcare: stakeholder analysis and research insights. Int J Pharm Healthcare. (2023) 17:539–63. doi: 10.1108/IJPHM-01-2023-0010


 50. Ritzberger, K, and Weibull, JW. Evolutionary selection in normal-form games. Econometrica. (1995) 63:1371. doi: 10.2307/2171774


 51. Afonso, SM, Bonotto, EM, Federson, M, and Gimenes, LP. Stability of functional differential equations with variable impulsive perturbations via generalized ordinary differential equations. Bulletin Des Sciences Mathématiques. (2013) 137:189–214. doi: 10.1016/j.bulsci.2012.10.001



Copyright
 © 2024 Wang and Geng. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY). The use, distribution or reproduction in other forums is permitted, provided the original author(s) and the copyright owner(s) are credited and that the original publication in this journal is cited, in accordance with accepted academic practice. No use, distribution or reproduction is permitted which does not comply with these terms.

OPS/images/fpubh-12-1347231-t004.jpg
Initial value 20 10 5 2 8 20 25 20 35 0 % 20 5 20 o1 005





OPS/images/fpubh-12-1347231-t001.jpg
Al

L

c

L

m

M

Indicates mea

Compensation to medical tourists under “negative protection”
and “strict supervision” strategies.

Costs to medical institutions under “active protection”
strategy.

Costs to medical institutions under “negative protection”

strategy (C,<C,).

Revenue from operations of medical institutions while
providing services to medical tourists.

Benefits gained by medical institutions under “negative
protection”

Subsidies to medical institutions under “active protection”

and “strict supervision” strategies.

Fines for medical institutions under *strict supervision”
strategy (Py < Al).

‘The image loss of medical institutions under “active
protection” and “seck accountability” strategies.

‘The image loss of medical institutions under “negative
protection” and “strict supervision” strategies (L, <L).

Costs for medical tourists when participating in medical
tourism.

Costs for medical tourists under *seek accountability” strategy
(€<C).

Losses when medical tourists’ privacy is compromised.

‘The experiential value gained by medical tourists who
participate in medical tourism.

Rewards for medical tourists under “seck accountability” and
“strict supervision” strategies.

Probability of successful complaints by medical tourists under
“loose supervision” strategy (0<m<1).

Costs of government departments under “strict supervision™
strategy.

Benefits gained by government departments under “strict
supervision” strategy

Benefits gained by government departments under “loose
supervision” strategy

Probability of successful investigation and prosecution by
government departments under “forgo accountability”

(0<p<1)





OPS/images/fpubh-12-1347231-g007.jpg
Proportion

o

s






OPS/images/fpubh-12-1347231-t003.jpg
Balance points

E(000) - - + Unstable point

E00.1) + - + Unstable point

E(0.10) + + + Unstable point

E(0,1,1) * + - Unstable point

E(1,0,0) * + + Unstable point

E1.0.) N _ B ‘When $ - C, >Al - C, -pPy, is an
evolutionary stabilization strategy.
When$ - L, - C, <Al -C, - L, - Gy - Pyand

E(1,10) + - + B- C. - R+P, > B/, its an evolutionary
stabilization strategy.

E(1,1,1) * + - Unstable point





OPS/images/fpubh-12-1347231-t002.jpg
Ei(0,0,0)

Ex00,1)
Ex(0,1,0)
E(0.1,1)
E5(1,00)
Eq(1,0,1)
E(1,1,0)

Ei(L,11)

-(C,-C, - A1

Ly-Ly+mGy +C, - C, - Al

S+pPy+C, - C, - Al
(L= L, +mC, +C, - C, - AT)
~(S+pPy +C, - C, - AI)
Li-L+5+C Py +Cy - C, - Al

~(Ly =L, +8+Cy+ Py +C, - C, - Al

(B~ B+C,-pPy)
~(S+B'-B+Cs)
~(R-P,+B ~B+C)
B-B+C;-pPy
~(S+B - B+C)
S+B -B+C;
R-Py+B -B+C,

S+B -B4C,





OPS/images/cover.jpg
& frontiers | Frontiers in Public Health

Achieving sustainable medical
tourism: unpacking privacy
concerns through a tripartite
game theoretic lens








OPS/images/fpubh-12-1347231-g005.jpg
o8|
so8
Lo
02 02| 02
o °
o 0z 0a o os i 0 02 04 05 o8 1 12 14 16 18 2 02 o4 % oo 1

Time Time Time






OPS/images/fpubh-12-1347231-g004.jpg
Eroportion

08

06

0s

02

— e

o os)
goo so0
H 3

Soe &y
02| 02|

e e e TR TR T T F— o
e

Time








OPS/images/fpubh-12-1347231-g006.jpg
02

08

08








OPS/images/logo.jpg
¥ frontiers Frontiers in Public Health






OPS/images/fpubh-12-1347231-g001.jpg
Active protection(x)

Medical institutions

Negative protection(1-x)

Seek accountability(y)

Government

= dcpartments

\klfdicxl visitors

PN Government

Forgo accountability
(I-y)

= departments

LS(l2) S8

Seek accountability(y)

/\ Government

= departments

SS(2)

edical visitors

W

Forgo accountability

(1-y)

Government

= depmments

LS(1-z)

IHsecer e i Wi el e,
-G -R-L, “L-ne,
Ty v-¢-C, e
7 =C=C; Vs GG VeG-1I, =@,
-L+R+C, -L,+mC,
LHE S B-C;-R+F, B B-C,+pP, B
|

The expect benefit of
medical institutions

SS means Strict Supervision

’—‘ The expect benefit of
medical visitors

LS means Loose Supervision

The expect benefit of
government departments





OPS/images/fpubh-12-1347231-e023.jpg
F33:(2271)|:X(S+pﬂy)+y(R7R,+pﬁ)) }

~xy(R=Ry+ pRy)+B'~B+Cs — phy





OPS/images/fpubh-12-1347231-g003.jpg
°
02 o4 o5 oo ' o 02 o4 os o8 1 1z 14 15 18
Time Time

o

Time

o5






OPS/images/fpubh-12-1347231-g002.jpg
02 04 05 08 1 12 14 16 18 2 0 02 04 08 08 1 1z 14 16 18 2 02 o4 a6 08 1
Time Time Time





OPS/images/fpubh-12-1347231-e020.jpg
Fos = y(y=1)[~(Co+ R=mCo) + x(Co + R-mCy) ]





OPS/images/fpubh-12-1347231-e022.jpg
Fip =z(z=1)[R~ R+ pRy ~ x(R~ Py + phy)





OPS/images/fpubh-12-1347231-e021.jpg
Fyi =z(z=1)[S+ pRy - y(R- Ry + pRy) ]





OPS/images/fpubh-12-1347231-e017.jpg
Fis =x(1-x)[S+ pPy + y(Co + By~ mCo - ph) |





OPS/images/fpubh-12-1347231-e016.jpg
Fiz = x(1-x)[ Lo = L + mCo + 2(Co + By = mCo - pRy) |





OPS/images/fpubh-12-1347231-e019.jpg
xmCy - z(Co + R—mCo)
Fp =(2y-1)

+xz(Co + R-mCy)+ Cq —mCo





OPS/images/fpubh-12-1347231-e018.jpg
Fa1 = y(y=1)[mCo+2(Co+ R-mCy)]





OPS/images/fpubh-12-1347231-e013.jpg
Y(Ly=Li+mCo)+2(S+ phy)
F(X):x(l_x)[nu(ca+m—mq)—pﬁ,)+cz —G-Al
xmCo—=(Co+ R-mCo)
F(y):y(y_l)[uz(cu+R—mco)—mcgJ
x(S+ pRy)+y(R~Py+ pRy)
—xy(R—Ry+ pRy)+ B ~ B+Cs - pRy

F(z):z(z—l)[





OPS/xhtml/Nav.xhtml




Contents





		Cover



		Achieving sustainable medical tourism: unpacking privacy concerns through a tripartite game theoretic lens



		1 Introduction



		2 Literature review



		2.1 Origin and background of privacy issues in medical tourism



		2.2 Behavioral patterns of medical tourists in privacy protection



		2.3 Evolutionary game theory in privacy protection









		3 Model construction



		3.1 Problem description



		3.2 Model assumptions



		3.3 Construction of gain function



		3.4 Replicator dynamic equations for a three-party game









		4 Model analysis



		4.1 Stability analysis of medical institutions



		4.2 Stability analysis of medical tourists



		4.3 Stability analysis of government departments



		4.4 Stability analysis of the decision-making system for privacy-protecting behaviors of medical tourists









		5 Simulation analysis



		5.1 The effect of reward and punishment factors on the evolutionary path of participating subjects in the scenario E6(1,0,1)



		5.1.1 The effect of different initial strategy selection probabilities on the evolutionary path of participating subjects



		5.1.2 The effect of the government department’s punishment of medical institutions on the behavior of the three-party evolutionary game



		5.1.3 The effect of medical institutions’ compensation efforts for medical tourists on the behavior of the three-party evolutionary game



		5.1.4 The effect of government departments’ subsidy strength to medical institutions on the behavior of the three-party evolutionary game



		5.1.5 The effects of government department incentives for medical tourists on the behavior of the three-way evolutionary game









		5.2 The analysis of evolution path from E7(1,1,0) to E6(1,0,1)









		6 Conclusion and limitations



		6.1 Conclusion



		6.2 Implications



		6.3 Limitations









		Data availability statement



		Author contributions



		Funding



		Conflict of interest



		Publisher’s note



		References



















OPS/images/fpubh-12-1347231-e012.jpg
F(z):% = 2(Us1 ~Us) = 2(1-2)(Us1 ~Usn)

:Z(Z,])[X(SWPO)U(R-%WP()) ]
—xy(R—- Py + pRy)+ B'~B+Cs - pRy





OPS/images/fpubh-12-1347231-e015.jpg
Fr=(1- 2)() V(L2 —Li + mCo)+2(S+ pRy) }
Al

+32(Co + By —mCo - pRy)+ C2 — G —





OPS/images/fpubh-12-1347231-e014.jpg
o Fii Fiz Fis
) ()ar(y) =| Fa1 Fa2 P23

o) ?| o o oot
oF (z) oF (2) 6F (2)






OPS/images/fpubh-12-1347231-e011.jpg
U, ):y(lfy)(Uzl)fUzz)
ame -mCy
o Fy : .\Z»mco—z(C0+R

Co
—mCo)~m
=y(y- 1)[”,(&)”; -





OPS/images/fpubh-12-1347231-e010.jpg
=x(Un -Ur)=x(1-x)(Un ~Ui2)
y(L2 =L +mCo) +2(S + pRy)

+32(Co+ By ~mCy - pR)+ C2 Gy

|





OPS/images/crossmark.jpg
©

2

i

|





OPS/images/fpubh-12-1347231-e005.jpg
Usp = xz(V =G3) # x(1-2)(V = C3) # 2(1-x)(V ~C3 - 3)

-0 1-2)(7 G- 1)





OPS/images/fpubh-12-1347231-e006.jpg
U = yUn +(1-y)Un





OPS/images/fpubh-12-1347231-e003.jpg
Ur = xUy +(1-x)Un





OPS/images/fpubh-12-1347231-e004.jpg
Uni=2z(V = Cy—Ca) +x(1-2)(V = C3 - Cy)
+z(1-x)(V = C3-C4— L3+ R+ Cp)
+(1=x)(1-2)( - C3 = C4 — L3 + mCo)





OPS/images/fpubh-12-1347231-e009.jpg
Us = zUs1 +(1-2)Us





OPS/images/fpubh-12-1347231-e007.jpg
Usi = xp(B—Cs - )+ x(1-y)(B—Cs - 5)
+y(1=x)(B=Cs =R+ R)+(1-x)(1-y)(B~Cs + phy)





OPS/images/fpubh-12-1347231-e008.jpg
Uz = 9B +x(1-y) B + y(1-x) B +(1-x)(1- y) B’





OPS/images/fpubh-12-1347231-e001.jpg
Un=yz(I+S-C-L)+y(1-2)(I-G - L)
+z(1-y)(I+8-C)+(1-y)(1-2)(I-C1)





OPS/images/fpubh-12-1347231-e002.jpg
U|2:yz(I+AlfC17C07R]7L2)
+y(1=z)(1+AI - Cy ~ Ly -mCy)
+z(lfy)(l+”lfpﬂ)7(:2)
H1=p)(1=2)(1+71-C2)





