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Diagnostic errors burden the United States healthcare system. Depending on how they are defined, between 40,000 and 4 million cases occur annually. Despite this striking statistic, and the potential benefits epidemiological approaches offer in identifying risk factors for sub-optimal diagnoses, diagnostic error remains an underprioritized epidemiolocal research topic. Magnifying the challenge are the array of forms and definitions of diagnostic errors, and limited sources of data documenting their occurrence. In this narrative review, we outline a framework for improving epidemiological applications in understanding risk factors for diagnostic error. This includes explicitly defining diagnostic error, specifying the hypothesis and research questions, consideration of systemic including social and economic factors, as well as the time-dependency of diagnosis relative to disease progression. Additional considerations for future epidemiological research on diagnostic errors include establishing standardized research databases, as well as identifying potential important sources of study bias.
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Introduction

Diagnostic errors remain a grossly under-assessed patient safety and quality of care threat (1–3). Annual estimates of diagnostic error vary widely, from 40,000 to 4 million cases nationwide. Over half are related to cardiovascular diseases, infections, and cancers, and over 6% of these result in serious harm to patients (4). Newman-Toker et al. estimated that 5.7% of all emergency department visits in the United States involve some diagnostic error, affecting 7 million patients annually. Furthermore, 0.3% of all patients suffer from related preventable and serious harm, including disability or death (5). Notably, the published literature tends to focus on medication errors, surgical complications, or healthcare-acquired infections rather than medical diagnostic error (6).

Challenges in evaluating the etiological underlying causes of diagnostic error stem from methodological, logistical and social considerations. Factors such as the emergence of new diseases, evolution of diagnostic capabilities, and advancement of clinical medicine and research complicate defining diagnostic error (7). Initial disease diagnosis may be more subjective due to a lack of confirmatory testing, and greater reliance on provider experience and medical cognition. Diagnostic errors can be obscured when multiple clinicians concur with a given diagnosis and sometimes only revealed retrospectively or after a complaint is raised (3, 8). Moreover, variations in clinical thresholds for testing (including resource limitations) undermine standardization. Consequently, definitions of diagnostic errors may be subject to the perspectives and responsibilities of the defining stakeholder; clinicians, patients, and researchers likely have different measures and purposes for defining events (or omissions) as “errors.”

Epidemiological analysis can reveal patterns in rates, types, risk factors and root causes. A standard framework using epidemiological tools can be applied across diseases and clinical presentations and settings however, all such research will require valid definitions of the diagnostic error outcomes. Ultimately, identifying the factors that result in diagnostic errors subsequently can inform strategic mitigation approaches and improve patient safety.

In this narrative review, we present several dimensions for improving epidemiological research on diagnostic error. Key considerations include accuracy of diagnosis, the relative timing of diagnosis, data sources and their accuracy and completeness, social determinants of diagnostic options, and potential sources of bias including those associated with the patient (e.g., obesity, race, affluence, etc.), the provider (e.g., training and experience, level of interest and commitment, etc.) and the clinical setting (e.g., academic vs. commercial institutions, business and revenue models, insurance structures, etc.). Our primary objective is to illuminate the complex landscape of diagnostic error research, highlighting the nuanced challenges of using epidemiologic methods to analyze the roots of diagnostic error.



Defining diagnostic error

The Institute of Medicine (IOM) defines diagnostic error as “the failure to (a) establish an accurate and timely explanation of the patient’s health problem(s) or (b) communicate that explanation to the patient” (9, 10). However, this is one of several definitions (see Table 1). Schiff et al. (2009) offers greater scope, defining diagnostic error as “any mistake or failure in the diagnostic process leading to a misdiagnosis, a missed diagnosis, or a delayed diagnosis (11).” This broader definition highlights diverse types of errors, such as wrong, overlooked and delayed diagnosis, and considers both the method and timing of diagnosis (11) (Table 1).



TABLE 1 Diagnostic error: select definitions (1, 9–11, 19, 32–34).
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The diagnostic process is complex, evolving over time and involving multiple stakeholders, which can complicate finding the sources of error (12). This complexity introduces an intriguing challenge: addressing diagnostic error as a time-dependent phenomenon. Therefore, “error” can be defined in two ways: deviation from “the truth” or, departure from what reasonably (or expertly) could be achieved based on the available information at specific stages of the disease. For instance, at the earliest stages of a disease process, diagnostic ability is limited by the available indications, but as the disease progresses, additional test results, signs and symptoms may provide increasingly clear diagnostic clues.

A standardized definition of diagnostic error is important for both comparability across studies and validity and reproducibility of individual study findings.



Partitioning diagnostic error

Considering the range of possible sources of diagnostic error may help refine the hypotheses and research questions in designing epidemiological studies of diagnostic error. Graber et al. (2005) further classified diagnostic errors into three categories: no-fault errors, system-related errors, and cognitive errors (8).

No-fault errors, as described by Kassirer and Kopelman, are influenced by factors that are outside of clinician or system control, such as atypical disease presentation and patient-related factors. These include inaccurate or incomplete information that leads clinicians down an incorrect diagnostic reasoning path (13). Factors related to the patient, healthcare team, or care environment may also compromise diagnostic acuity.

System-related errors are those caused by technical failures, equipment problems, organizational challenges, lack of communication among healthcare teams, or inefficient processes at the system-level (1, 7). The harms of missed diagnoses or misdiagnoses from system-related errors may be more pronounced among marginalized populations, such as racial minorities or the older adults, due to implicit biases or assumptions that impede clinical reasoning.

Cognitive errors are clinician-based mistakes made despite the clinician possessing the ability to make the correct diagnosis, possibly due to subconscious biases (14). They are rooted in implicit biases, confirmation biases, inadequate training or knowledge, poor critical thinking or competency, or failure to fully investigate and gather information (1, 13). The bias of anchoring to premature or initial findings or recent and memorable interactions can create a confirmation bias favoring the evidence of a working hypothesis the clinician may have already had. Additionally, fatigue, stress, or burnout may reduce diagnostic capacity (6).

Diagnostic error likely occurs as the product of multiple partitioning factors occurring simultaneously, including individual perspectives, patient and disease complexities, and systematic practices. Epidemiological study designs and analytical approaches will need to anticipate and accommodate not only easily measured medical and patient characteristics, but also more abstract behavioral, cultural and likely interdependent (i.e., non-independent) variables and factors.



Epidemiological framework

In traditional etiological epidemiological research, the goal often is to identify factors associated with a disease outcome that, if removed, would have prevented that outcome from occurring. Similarly, one might frame this in terms of how the diagnostic outcome would have differed had one or more modifiable “risk” factors not operated or been present. However, diagnostic errors present an additional challenge: they may never be detected or may be impossible to measure directly. This makes it particularly difficult to establish a reliable referent or “gold standard”—also counterfactual—against which the observed diagnostic is compared. Where a disease or disease process is evolving, the expectation that a firm and accurate diagnosis is uniformly possible may be unrealistic. Furthermore, diagnosis is fluid, and often is reformulated, revised or refined over time; therefore ultimately, the diagnostic error per se may not solely represent the presumably adverse outcome, but rather, the consequences (possibly in terms of actions or inaction) that result from it. This expands the scope of “risk” factors for diagnostic error to include information that might not be available or obtainable in a given situation (for any number of reasons): in theory, had it been available a more favorable outcome might have been possible.

Therefore, rather than striving for a standardized definition of diagnostic error, we recommend critically thinking about how timing and accuracy of a diagnosis impact its accuracy and validity, and further, what the consequences would be of treatment decisions that rely on the current diagnosis; the possible associated partitioning errors; the validity of available (or derived) data sources and their utility for identifying and characterizing errors; potential sources of biases; and key sociodemographic aspects that might play a role. This provides a general critical framework for studying diagnostic error with epidemiological methods, but with special consideration of the ‘non-traditional’ study aspects, as well as the flexibility required to address complex systems in which diagnoses are generated, and the diverse responses they may impact. Well known in epidemiology is the potential harm associated with early screening and detection of diseases for which early treatment is not measurably better, especially if psychological stress is induced. Timing and accuracy could then be considered potential confounders or effect modifiers, respectively.

Under the suggested framework, patient-provider interactions that delay the communication of a diagnosis to the patient should be analyzed as if the timing of diagnosis is when the patient received the diagnosis. In situations where the initial diagnosis is revised or improved, additional time to accurate diagnosis accrues. The timing of communication of diagnosis to the patient is important because it marks the beginning of a patient’s ability to self-manage their condition, which can affect their ultimate health outcome.

As in all epidemiological applications, study design will vary based on the proposed research questions and objectives. If the primary aim is to understand the overall impact of diagnostic error on patient outcomes, focusing on accuracy might be more appropriate, irrespective of timing, as well as how the diagnosis influenced treatment or other care. Alternatively, if evaluating the timing of diagnostic error is the objective, a baseline timeline or scale will need to be derived (as a referent), such that diagnoses rendered at various times over the natural history of a disease process appropriately will be compared with what might be attainable at each stage. Consequently, the point at which a patient seeks medical care may affect the diagnostic process and the likelihood of diagnostic error. Seeking care may be delayed until symptoms are pronounced, which might make the diagnosis more straightforward. On the other hand, more advanced disease may be accompanied by comorbidities, or reflect atypical signs and symptoms, and in general, over time, underlying risk factors or even causal factors will become distanced from their effects, possibly obscuring the ability to observe a relationship.

Figure 1 presents a simplified directed acyclic graph, or DAG, to illustrate the hypothetical causal relationships between timing or accuracy and diagnostic error. Other nodes may need to be added based on the population of interest. This diagram should be used in conjunction with a clearly defined study design, appropriate statistical analysis, and explicitly stated assumptions to determine the strength of association between timing or accuracy of diagnosis and diagnostic error.
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FIGURE 1
 Simplified DAG template to guide analyses.


We acknowledge that the relationship between timing and diagnostic acuity is complex making it difficult to separate the effects. Advanced epidemiological analytical techniques such as path analysis may help researchers clarify the direct and indirect effects of timing and accuracy on diagnostic errors and patient outcomes. However, the decision should be guided by the specific research questions, available data, and understanding of these and other possibly intercorrelated factors. Maintaining transparency in the study methods allows for interpretable, replicable, and ideally, more applicable and improved results.



Other framework considerations


Data sources

Studying diagnostic error from an epidemiological perspective necessitates careful evaluation of available data sources, each with their possible strengths and limitations. These sources could include electronic health records, laboratory and imaging tests, autopsy reports, and health insurance or malpractice claims data—or more subjective sources such as patient care feedback or research-initiated patient surveys. By understanding the specific contexts in which misdiagnoses commonly occur, it is hoped that healthcare systems will be better equipped to devise targeted strategies to prevent these errors (15, 16).

The largest data sources for examining diagnostic errors are administrative databases such as EPIC or Cerner (17). These repositories of medical information are collected and maintained by hospitals, clinics, and insurance companies that include information such as medical claims, records of service, prescriptions, procedures, and diagnoses of patient’s medical encounter (14). Retrospective analysis of these data allows researchers and clinicians to assess geographic, demographic, and temporal patterns of diagnostic error. It also facilitates the exploration of system-level factors, such as the relationship between medical institutions’ staffing or patient volume and the rate of diagnostic error. Using large administrative databases also allows estimation of population-level diagnostic error rates across medical conditions, the investigation of sociodemographic disparities in diagnostic error, and the study of diagnostic error’s impact on care progression. However, there are challenges to the retrospective use of administrative databases. These include the time-consuming nature of review, as sometimes manual review is required for paper-based documentation, and the potential for incomplete or inaccurate information, which may affect the sensitivity and specificity of the method. These limitations can restrict the epidemiological methods available for data analysis (17).

Autopsy reports, pathology findings, clinical health summaries, and interpretative summaries, often reveal significant diagnostic errors (18). It was estimated that historically, as much as 25% of autopsies uncover some form of major diagnostic error, and 10% revealed errors directly contributing to the death; encouragingly, the rate of diagnostic errors discovered at autopsy has declined (19). Schwanda-Burger et al., assessed diagnostic errors in a teaching hospital and reported a 23% decrease in errors found in autopsies over a 30-year period, attributing this decline to improved technology, medical records, and diagnostic tools (20).

Much like large administrative databases, medical malpractice claims data can provide insight into the geographic, demographic, and temporal context of misdiagnoses. These data also can reveal which conditions are most frequently misdiagnosed, although they likely reflect selection biases favoring documented examples where serious harm resulted. For instance, vascular events, infections, and cancers constituted 72% of all emergency department diagnostic errors resulting in serious harm (5). Patients with more serious conditions or harmful outcomes are more likely to file malpractice claims, whereas those who did not experience serious harm are less likely to file claims (9). However, medical malpractice claims data may exclude groups who lack the knowledge or financial ability to file malpractice claims. Such claims also might be falsely brought, motivated by potential monetary gains. There may also be gaps related to the misdiagnosed condition and the diagnostic error’s outcome.

When designing studies and interpreting results, epidemiologists carefully should consider the strengths and weaknesses of available data resources. Understanding the completeness, inherent biases, uncertainties and ultimately the validity of selected data sources can lead to the improvement of study methods and the interpretation of findings. By being transparent, epidemiologists can contribute to a better understanding not only of factors associated with diagnostic error, but to recommendations on improving the approaches and study designs used to evaluate diagnostic errors and their risk factors and possibly their root causes.



Social determinants

Epidemiological research to identify risk factors for diagnostic error additionally requires definition and measurement of a range of indicators and phenomena including individual patient constitutional characteristics (e.g., age, sex, race/ethnicity, educational level, economic access, etc.), location characteristics (e.g., urban, rural, state/region, country); clinical factors (e.g., type of facility, provider attributes including occupation, specialty, education, etc.); access and other socioeconomic factors; and diseases or conditions of interest that may not be well-known or defined. Though there are several social determinants to consider, we note that access to care, resource constraints, and systemic structures can significantly impact timing and accuracy of diagnosis and diagnostic error.



Access

Access to medical care impacts patients’ ability to be diagnosed and treated, and likely the quality of these as well. The ability to access and obtain medical care from competent and resourced local providers is not universal, even in highly advanced societies. Medical costs, insurance, transportation, mobility, desire and fear are just a few of the factors that may influence an individual’s access to medical attention that could benefit their present and future well-being (21). Greater access to care allows an individual to see a provider sooner and possibly to see multiple providers, theoretically improving the probability of obtaining accurate diagnoses and treatments, including seeking second opinions. Thus, access to medical care should be measured and explored as potential risk factors or effect modifiers in epidemiological studies of diagnostic error.



Resource constraints

Medical care quality may be constrained by institutional resource availability and management. High-and low-resource settings, regions, or systems where healthcare resources are abundant or limited, respectively, are accessed by an institution’s financial capacity, technology, workforce ability, care quality, and research program. A region or institution with access to more testing, information, and colleagues to discuss complex patient presentations, allows (at least conceptually) for more accurate and timely diagnoses (22). When the resource setting has more diverse and culturally competent healthcare workers, cultural and language barriers can be more appropriately addressed. This allows patients to feel more capable of effectively participating in their care because the diagnostician is more likely to listen to and understand the patient’s symptoms, personal situation, sociodemographic background, cultural perspectives, and beliefs that inform the case and associated research, which is key for better diagnostic care (22). Nevertheless, for more common and less serious medical conditions, no more than basic clinical resources and personnel may be required for accurate diagnoses and appropriate treatment; therefore, the level of consideration of resource constraints also will depend on the research questions epidemiologically being addressed.



Systemic structures

Systemic structures of healthcare involve the interplay of people, resources, processes and institutions, including critical communication pathways among these and ultimately with the patient (23). In epidemiology, these systemic structures are often considered by controlling for confounders such as insurance type or hospital location, tangible entities that are measurable. However, systemic structures are often intangible like power dynamics and agendas of larger institutions that are complex and challenging to define (24). These systemic structures influence the way diagnostic processes are designed, structured, and evaluated. Systemic structures influence the allocation of resources, funding, and training which can impact the accuracy and timing of diagnoses (25). When establishing a study design, it is crucial to acknowledge and account for social determinants (e.g., socioeconomic status, race) that act as proxies for systemic structures. Explicitly identifying how the social determinant(s) might influence diagnostic accuracy or error can help to elucidate these complicated relationships and reveal that certain factors require more complex adjustment.



Potential study biases

Bias in epidemiological research refers to methodological or systematic errors that lead to a distortion in the estimated numerical study result, most often a form of relative risk. Biases can lead to errors that range from inconsequential to profound, i.e., where the result misleadingly indicates a risk where one might not exist—or vice versa. Therefore, the design, planning and execution of an epidemiological study provides opportunities to anticipate and reduce the occurrence—or the impact of—specific potential sources of bias. Accordingly, potential sources of bias in evaluating associations between risk factors and the diagnostic error outcomes can be anticipated, identified and mitigated to increase study validity. For example, as discussed under data sources, legal claims databases likely represent a biased subset of medical misdiagnoses, i.e., those more likely to have been well documented, those resulting in serious harm, those occurring among litigious groups and those with the legal resources to pursue their cases. It is likely that this group is select and is not representative of the universe of comparable diagnostic errors.

Medical malpractice is a major concern of healthcare practitioners and has been associated with “defensive medicine” including excessive laboratory testing and increased referrals (16). Over-testing and (over)diagnosis can make identifying and assessing the potential role of risk, confounding and effect modifying (i.e., interdependent) factors challenging. Additionally, clinicians may be more cautious when diagnosing patients with certain characteristics or risk factors, introducing diagnostic bias. Ensuring there are non-punitive reporting systems in place to create and promote safety also would reduce bias. A highlight of this system is maintaining elements of anonymity and confidentiality that can help reduce fear of individual provider blame and encourage more accurate reporting of diagnostic errors. A shift of focus to system-level factors, rather than individual-provider-level factors, may also allow for identification of broader issues that affect diagnostic accuracy.

Nevertheless, The World Health Organization (WHO) identified the training of healthcare providers as a contributor to diagnostic error (26). WHO emphasizes that suboptimal training, specifically lack of training for clinical reasoning and deficient certification and licensure training, contributes to diagnostic error and suggests that clinical training such as embedding decision support tools to assist with differential diagnoses could improve reliable diagnosis. Additionally, training in clinical reasoning, patient safety, critical thinking, and cognitive heuristics may also improve diagnostic accuracy (22). It should be highlighted that no-fault errors such as hours worked, fatigue, management style, and compensation also can impact clinician errors (27); however, it is unclear how these factors would introduce bias into epidemiological studies and whether they might be viewed as independent risk factors or effect modifiers.

Previously discussed as a partitioning effect, cognitive biases further can be categorized as availability heuristic, anchoring heuristic, framing effects, and blind obedience, to name a few (28). Availability heuristic results in the diagnosis of a patient based on provider experience with past cases regardless of the patient’s current presentation. In a randomized control trial of 46 resident physicians, authors found that physicians who were preemptively presented information about dengue fever were more likely to misdiagnose than physicians that had no previous information presented to them (29).

Anchoring heuristic, the reliance on initial diagnostic impressions, despite subsequent information to the contrary, can stem from overconfidence, lower tolerance to risk, and information availability, which is associated with increased diagnostic error. Healthcare workers can unconsciously note data or impressions that “fit” a given diagnosis, but other clues might be discounted (30).

The framing effect is a diagnostic decision due to subtle cues and collateral information. For example, a patient with a history of opioid use and abdominal pain might be treated for opioid withdrawal when they really had a perforation of the bowels (30).

Finally, blind obedience, i.e., placing undue reliance on a test of opinion of “expert” (31). In a behavioral study of paramedic and respiratory therapy students, it was intentionally necessary for students to challenge authority to prevent patient harm. Authors reported that displacement of responsibility was most influential for some participants in not challenging the authority figure’s decision (30). Cognitive biases are common and can significantly influence the diagnostic process leading to patient harm and skew epidemiological data by acting as confounding factors, impacting generalizability, and challenging reproducibility of the study. To minimize the impact of cognitive biases in epidemiological studies, researchers should identify the potential biases in their study design and analysis and understand the role that they may play, addressing the bias accordingly. Alternatively, stratification or more complex analytical parameters such as interaction terms may be needed.




Discussion

In traditional epidemiology, we often design studies that primarily consider one (or very few) exposure(s) or one (or very few) outcome(s)—often classified binarily, e.g., hepatocellular cancer (yes/no) and hepatitis A/B infections, and several potential confounding factors (e.g., alcohol consumption, cigarette smoking, etc.). Once the specific outcome, risk factor(s) and potential confounding factors are identified, they can be measured and the relationships among them explored and summarized. In diagnostic epidemiology, the definition of the outcome needs to be comparably specific; however, as we discussed above, the definition of diagnostic errors likely will need to consider time-and context-specific aspects—in other words, the diagnostic error may not simply be described accurately in absolute or binary terms of “yes/no.” Additionally, the risk factors and underlying causes of diagnostic error (in general, and also likely for very specific sub-types) will not be measurable chemical or biological agents, but rather multiple abstract and intercorrelated factors including behavioral, social and systemic influences It will be crucial to define these objectively and measure them accurately in diagnostic epidemiological studies.

The timing of diagnosis is especially important as it significantly influences the diagnostic process and most importantly, downstream clinical actions and outcomes. A delayed diagnosis may reduce the risk of an early incorrect one, but also can allow the condition to worsen, leading to complications or atypical presentations that obscure the ultimate diagnosis. Researchers must carefully define what constitutes a “late” diagnosis for their study context. Conversely, accuracy reflects how well the provider’s diagnosis matches the patient’s true underlying condition given the available information at that time. This likely will be challenging to ascertain retrospectively, and therefore might require real-time assessment. Both timing and accuracy themselves may be influenced by several identifiable and measurable factors that impact the ultimate diagnosis. Furthermore, the likely contributors to and determinants of diagnostic errors may act independently—in which case they in theory can be measured and statistically controlled—or effect modifiers, which requires more complex statistical treatment.

Despite the inherent challenges, employing epidemiological principles and methods provides a path forward for improved understanding of diagnostic error from a group (vs. individual patient) level, with promising applications to identifying risk factors and improving patient safety. Ultimately, clearly articulating the research question, defining the specific “diagnostic errors” being evaluated, and leveraging appropriate statistical analytical methods will generate more reproducible research that provides insight into the causes of and factors associated with diagnostic error. The epidemiological approach and methods offer a powerful framework for improving diagnostic science and ultimately healthcare quality.
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