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Insights from the PPRR
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The inherent nature of public health emergencies often renders them unpredictable
and inadequately managed in a timely manner, resulting in significant impacts
on lives, property, and social stability. In recent years, the frequency and severity
of such emergencies have escalated. As an integration of artificial intelligence,
machine learning, deep learning, big data, and the Internet of Things, digital twin
technology has been increasingly adopted across diverse fields, including industrial
production, urban planning, and healthcare. This study aimed to investigate recent
advancements in digital twin technology, particularly in the fields of medicine and
urban construction, with a focus on its potential to mitigate the impacts of public
health crises. By employing the PPRR framework, this study further explored the
prospects for constructing and applying digital twin technology within the public
health management system. Taking perceived fidelity (SF), model plasticity (MP),
decision coupling (DC), and governance credibility (GC) as the core constructs,
we discussed the operability of unified modeling and quantitative evaluation of each
stage of digital twin implementation. This approach comprehensively explained
all four phases of emergency management: prevention, preparedness, response,
and recovery. Through enabling the digitalization, intelligence, and visualization
of the entire health emergency management process, digital twin technology
offers holistic solutions throughout the life cycle of public health emergencies.
These include preventive measures, real-time detection, early warning systems,
and intelligent emergency response management. Such innovations have the
potential to significantly enhance management efficiency and effectiveness, bolster
coordinated responses to public health crises, and improve the overall resilience
of public health systems.

KEYWORDS

digital twin, public health, emergency, PPRR, management

1 Introduction

Public health emergencies are sudden, urgent, and unpredictable events that present
significant challenges in terms of rapid identification, response, and treatment. These
emergencies not only endanger the safety of citizens’ lives and property but also have the
potential to incite public panic and cause substantial socio-economic losses (1, 2). The
emergency response framework for public health crises seeks to establish a systematic and
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well-coordinated response system to effectively prevent, respond to,
and mitigate the impact of such events (3, 4). It is noteworthy that the
COVID-19 global pandemic, as the most severe public health crisis of
this century, not only tested the core value of the existing emergency
response system, but also exposed many structural deficiencies (5, 6).
In particular, the rigid structure and data silo phenomenon of the
public health information system severely limited the accuracy of
epidemic investigation and assessment and the effectiveness of
resource deployment (7, 8). These lessons highlight the urgent need to
transform and upgrade the traditional emergency management model
to a more resilient, intelligent prevention and control system in the
context of the emergence of new infectious diseases. The limitations
of existing structures—such as delayed responses and operational
dysfunction—were exacerbated, resulting in a lack of proactive,
coherent, and logical response strategies (6). In light of these
challenges, there is a clear need for a more effective system capable of
swiftly responding to major public health emergencies, providing real-
time, continuous monitoring and prediction of health threats, and
controlling the spread of infectious diseases. This would not only
reduce the likelihood of adverse events but also enhance the active
feedback and response mechanisms, ultimately improving the overall
capacity and efficiency of public health emergency management
(9, 10).

The concept of Digital Twin (DT) was originally introduced to
describe product lifecycle management, encompassing physical
products, virtual models, and their interconnections (11, 12). Research
on DT has surged in recent years, positioning it among Gartner’s
top 10 strategic technology trends for 2019. It is projected that by
2027, over 40% of large organizations worldwide will integrate Web3,
spatial computing, and digital twins in metaverse-based projects (13).
As an engineering concept that mirrors the physical world through
virtual replicas, DT bridges the gap between the physical and virtual
realms. This connection enables real-time monitoring, design
thinking, visualization, preventive maintenance, design verification,
and operational optimization (14). As a result, digital twin technology
has been successfully applied in diverse fields, including workshop
management, intelligent manufacturing, and urban development
(15-17). When digital twins are redefined as virtual representations
of both living and non-living entities, they open new possibilities for
applications in human and public health (18, 19). Early-stage
implementations have already been seen in the medical sector, such
as the creation of healthcare data, digital representations of hospital
environments and surgical operations, research on virtual human
models, simulations predicting patient responses to drugs, and the
establishment of digital twin hospitals and digital health communities
(20-22).

Digital twin technology offers a novel framework for advancing
personalized medicine by leveraging personalized data and optimizing
multi-source integrated clinical strategies (23). It also holds significant
potential for enhancing the emergency management of public health
events. By creating virtual models of physical entities and utilizing
real-time data alongside algorithmic models, the evolving dynamics
of major events can be analyzed and identified. This enables real-time
responses, effective control, and accurate predictions, facilitating the
integration of existing social resources and strengthening the capacity
to manage public health emergencies (24, 25). Building on the PPRR
(Prevention, Preparedness, Response, and Recovery) framework,
we propose the development of a public health management system
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centered around digital twin technology. The DT-PPRR fusion
paradigm, which takes perceived fidelity (SF), model plasticity (MP),
decision coupling (DC) and governance credibility (GC) as the core
constructs to analyze the role of digital twins in prevention,
preparation, response and recovery (26-29). Conduct unified
modeling and quantitative evaluation of value realization at each stage
to form a testable theoretical framework. Through collaboration
between the healthcare sector, the artificial intelligence industry, and
relevant government agencies, we can continuously monitor the
progression of epidemics and provide strategic guidance for the
prevention and control of public health crises. By offering timely
information and recommendations for decision-making, this
approach is expected to play a pivotal role in future epidemic
prevention, resource management, and decision support, ultimately
contributing to global public health security (30, 31).

2 Theoretical basis

2.1 PPRR theory

The PPRR (Prevention, Preparedness, Response, and Recovery)
theory is a crucial theoretical framework in the field of emergency
management (32). Originating in the United States, it has gained
widespread adoption in research related to health and public health
emergencies in recent years (33). This theoretical model encompasses
four interconnected stages: Prevention, Preparedness, Response, and
Recovery. These stages form a continuous loop through their
interactions, effectively supporting the digital and intelligent processes
involved in the prevention and management of public
health emergencies.

Prevention: This stage involves implementing measures to
prevent the occurrence of adverse events. The goal is to protect
people’s lives, health, and property by reducing or eliminating risk
factors before an event can take place.

Preparedness: The focus of this stage is ensuring that the
resources, capabilities, and systems necessary to respond to public
health incidents or disasters are in place and readily available. The
objective is to enhance the efficiency and effectiveness of emergency
responses and to minimize confusion and panic when incidents occur.

Response: In this stage, immediate actions are taken when a
public health emergency arises to mitigate its adverse effects and
protect lives and property. The purpose is to control the development
of the incident and minimize its impact.

Recovery: This phase involves the process of restoring society, the
economy, the environment, and public life to normal or improved
conditions once the impact of the public health emergency has been
largely controlled. The goal is to derive lessons from the emergency to
improve the overall emergency management capabilities of the health
system in the future.

2.2 Digital twin

The concept of the digital twin was first introduced by Professor
Grieves for product lifecycle management (34, 35). It refers to the
accurate virtual representation of physical objects, processes, or
systems within a digital space (36). This high-level simulation
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integrates historical data and real-time sensor data, encompassing
both the physical and functional characteristics of real-world
models (37, 38). Digital twins serve as in silico copies of physical
entities, utilizing multimodal data to build models that optimize
decision-making and predict the effects of interventions on
outcomes. This operable data connection system between the virtual
and physical realms collects real-time data from physical objects
and transmits it to their digital counterparts for processing and
analysis, thereby providing precise analytical insights and simulating
potential scenarios (39). The digital twin transforms the
performance and condition of real-world objects in the physical
environment. Initially, the three-dimensional model of a digital
twin consisted of physical products, virtual representations, and
their interconnections (40). As digital technologies advanced and
the concept of digital twins gained traction among experts and
scholars, the five-dimensional model of digital twins was proposed
(41). This expanded model includes physical entities, virtual
models, services, twin data, and the connections between these
components. The core idea of this model is to establish real-time
interactive feedback between physical entities and their digital
counterparts through data transmission, enabling real-time
monitoring, simulation analysis, and predictive optimization. This
allows for the full-cycle monitoring, management, and optimization
of an object or system.

Digital twins fulfill the need for real-time, two-way connections
and interaction by integrating various information technologies such
as the Internet of Things (IoT), big data, artificial intelligence (AI), and
deep learning (42). IoT is a key technology to strengthen digital
transformation, and it involves a broad system of interconnected
“things.” ToT collect and link data collected by sensors and other
devices, using edge computing to perform preliminary processing
close to the site, and performing aggregation and recalculation in the
cloud (43). This determines the freshness and scalability of data-to-
model and is the technical basis for the real-time nature of digital
twins. Blockchain is a decentralized and growing chain of records,
which uses distributed ledgers to record the “who used it, when and
why” of data, and has the characteristics of non-tampering and
traceability (43, 44). These technologies enable both virtual and
physical realms to interact seamlessly, creating a robust platform for
real-time data exchange. System-level and complex system-level
digital twins can dynamically address diverse computing, storage, and
operational requirements through on-demand cloud computing
services. Additionally, 5G communication technology, with its high
speed, large capacity, and low latency, supports the data transmission
and equipment interconnection essential for digital twins (45). This
facilitates real-time data exchange between virtual models and
physical entities, thereby accelerating the application of digital twin
technology. Twin data integrates multi-source, multi-type, and multi-
structured data, often encompassing vast volumes of information (46,
47). To manage big data effectively, a comprehensive database can
be established to extract valuable insights that explain and predict the
behaviors and outcomes of the physical world (48). Blockchain
technology further strengthens the reliability and security of digital
twins by ensuring data integrity and providing traceability throughout
the process. The trust mechanism enabled by blockchain ensures that
users can confidently access and utilize various services (49).
Furthermore, artificial intelligence enhances the value of twin data by
automatically conducting data analysis and deep learning, utilizing
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optimal algorithms to improve the responsiveness and accuracy
of services.

3 Application examples of digital twins

3.1 Application of digital twins in the
medical field

Although digital twin is recognized as an advanced simulation
architecture in the field of engineering technology, its development
potential in the field of healthcare cannot be ignored. Due to the variety
of ways to obtain patient data, the incomplete mechanism model of
disease pathophysiology, and the interference of factors outside
biological constraints, the “passive” data collection of traditional digital
medicine is based on the data of a large number of retrospectively
scanned models to predict future health conditions, while lacking
“active” feedback from patients. Digital twins can and leverage
continuous, real-time data streams to reactively update predictions,
providing an opportunity to broaden the scope of medical digital twins.

In recent years, with the development of personalized and precision
medicine, the application of digital twins in the healthcare sector has
garnered increasing attention (23). Researchers can create a virtual
replica of a patient or an organ in a virtual space, using various Internet
technologies to construct a digital twin and perform planned operations
on the replica, observing the real-time feedback to optimize the
treatment process and select the most effective treatment methods.
Figure 1 depicted the construction process and application diagram of
digital twins in the medical field. The process of digital twin construction
included data perception and collection, model construction,
simulation exercises and optimization in the actual treatment process.
Considering the characteristics of the digital twin itself, its construction
process and application scenarios collect patient data such as diagnosis,
treatment, clinical examination parameters, and clinical symptoms in
physical space. After the calculation and optimization of the big data
model, real-time optimization schemes and decision-making
suggestions were provided for doctors’ clinical decisions, patients’
clinical pathways, basic research and mechanism model construction
in digital space. Table 1 summarizes the typical applications of digital
twin technology in the medical field in recent years.

The application of digital twins in cardiovascular system primarily
involves disease prediction, personalized treatment for cardiovascular
diseases, treatment visualization, and planning (50-52). Cardiovascular
digital twins enable close monitoring of an individual’s cardiovascular
health by integrating clinical data, genetic information, and
continuously monitored physiological and biochemical data. By
combining sensor data with Al algorithms, a digital model of the heart
can be constructed. This model can simulate potential cardiovascular
issues and medication effects by applying various interference factors.
It allows for accurate tracking of both the physical heart and its virtual
counterpart, evaluating the health status, and continuously monitoring
and providing feedback continuously (53). Hwang et al. created a digital
twin of a patient’s left atrium using data from computed tomography
(CT) scans and electroanatomical mapping (EAM) (54). They
developed a virtual left atrial model to induce and observe virtual atrial
fibrillation, testing the effects of different concentrations of virtual
amiodarone after ablation, aiming to advance personalized healthcare.
Jin et al. the likelihood of diseases such as heart failure and myocardial
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FIGURE 1
Application paradigm of digital twin technology in the medical field (23).

infarction (55). For integrated patient CT and electrophysiological data
to construct a high-fidelity atrial fibrillation model. They simulated
catheter ablation in a human atrial fibrillation digital twin and
compared the effects of treating atrial fibrillation under different
pulmonary vein gap conditions. Digital twins can simulate the
outcomes of various virtual interventions under the same, repeatable
conditions, without ethical concerns. During this process, physicians
can continuously adjust and optimize treatment plans. High-risk
procedures can be tested on digital twin models before being performed
in real life, ensuring lower risk during actual operations (56). Lozek
et al. constructed a right ventricular model of tetralogy of Fallot to
simulate the ability of personalized CRT to improve ventricular
function and efficiency, and realized personalized treatment decisions
driven by digital twins (57). Vanzella et al. adopted a digital twin model
to meet the challenges of cardiac rehabilitation caused by the COVID-19
pandemic, improving patient compliance and quality of life (58).
Furthermore, as an innovative simulation and analysis tool, digital
twins can provide decision support and optimization for the accurate
diagnosis, surgical planning, and postoperative rehabilitation of
orthopedic diseases (59-61). Similar to their application in
cardiovascular diseases, digital twins can create a virtual surgical
environment where doctors can simulate surgical plans and predict
risks, thereby reducing the likelihood of surgical complications and
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improving patient outcomes (62). Swaitly et al. promoted the
application of digital twins in personalized dental care. They used the
U-Net architecture to automatically segment teeth directly from
CBCT images, improving the accuracy of the generated 3D model and
reducing the time required for segmentation (63). Guo et al. used
digital twin technology to build a dynamic monitoring model of upper
limb force to achieve real-time interactive operation between physical
space and digital space. This model ensured the accurate solution of
muscle force and promotes the application of digital twins in the fields
of human rehabilitation medicine and sports training (64). Due to the
versatility and high fidelity of digital twins, they can simulate biological
representations from a single cell to a complete human body. This is
achieved through advanced computational algorithms and artificial
intelligence, enabling the acquisition of simulated experimental data.
As a result, digital twins can play a crucial role throughout various
stages of new drug development, including preclinical research and
clinical trials, significantly accelerating the pace of drug development
and the time it takes for drugs to reach the market (51). By modeling
populations using the physiological and biochemical indicators
collected from early-stage data and recruited subjects, virtual models
that meet clinical trial requirements can be created (65). While
individual differences mean that digital twins cannot fully replace real
subjects, they provide immense value in drug development. This

04 frontiersin.org


https://doi.org/10.3389/fpubh.2025.1631339
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org

Sun et al.

TABLE 1 Representative applications of DT in medical fields.

Applications of DT in medical field

10.3389/fpubh.2025.1631339

The characteristics of DTs in medical field

2011 Niederer etal. | Using mechanical models to investigate the dependence of the CRT efficacy | It was used to predicts that a patient will respond less to CRT
(51) on cellular-scale mechanisms and organs. treatment and identify novel patient selection criteria.

2014 Baillargeon The project developed a DT model simulating the human heart to view It could help doctors and pharmaceutical engineers can see the

et al. (60) interactions of an organ with medicines. complex structure or the mobility of heart tissue.

2018 Prakosa et al. They used DT technology in the field of infarct-related ventricular It improved the ablation guidance through the identification of

(52) tachycardia. patient-specific optimal targets before a clinical procedure.
2018 The Philips The Philips Heart Navigator tool combines CT images in a single image of It provides real-time 3D insight into the positioning of devices
(50) the patient’s heart anatomy. during surgery, which can simplify the prior procedure planning.
2019 Chakshu etal. | They built a DT model coupled with blood flow and head vibration to Comparing the in vivo vibration against the virtual data to detect
(56) develop diagnostic tools. the severity of carotid stenosis from a video of a human face.

2020 Mussomeli Takeda Pharmaceuticals switched to DT technology in production to offer DT models could shorten pharmaceutical processes and allow

etal. (61) transformative therapies around the world. realistic input-output predictions of biochemical reactions.

2020 Eroletal. (62) = Atos and Siemens worked with the pharmaceutical industry to establish DT | It improved the manufacturing process using physical DT models,
models supported by the IoT, artificial intelligence and many other advanced | which were created to overcome difficulties in terms of efficiency
technologies. and production

2020 Shamanna They established a DT body based on daily continuous glucose monitor and | It enabled individual patients to avoid foods that cause blood

etal. (71) food intake data to provide guidelines for patients with type-2 diabetes glucose spikes and to replace them with foods that do not produce
spikes.

2021 He etal. (65) constructing a DT of the lumbar spine based on Al, data analytics, motion They built a shape-performance integrated DT body to predict the
capture system, IK method, FEM. biomechanical properties of real lumbar spine.

2021 Zohdi (68, 69) | Zohdi built a framework combined DT and machine-learning based on a It was used to ascertain the placement and flow rates of multiple
genomic algorithm and coupled with simplified equations for the ventilation units, so as to optimal ventilation systems.
relationship between the particles and the fluid.

2021 Pilati et al. They developed a DT system for the vaccination process and tested it in a It allowed a real-time simulation and creates a dynamic

(70) clinic. vaccination center, thus improving the efficiency of vaccination.
2022 Hernigou They built a DT model based on CT and AI technology and improved the They minimized the inaccuracy of manual selection of anatomical
etal. (67) accuracy of the model to identified the orientation and evaluated the landmarks by imaging systems.
compensation of the axis of subtalar joints.
2024 Hwang et al. A DT of the heart was built by CT and electroanatomical mapping data of It is able to induce and observe virtual atrial fibrillation in virtual
(54) the patient’s left atrium. space and test the effects of various concentrations of virtual
amiodarone after ablation.

2024 Jin et al. (55) Integrating patient CT and electrophysiological mapping data to constructa | Simulated catheter ablation to compare the effects of different
highly simulated atrial fibrillation DT. pulmonary venous space in the treatment of atrial fibrillation.

2024 Lozek et al. They constructed a right ventricular model of tetralogy of Fallot to simulate | The Digital Twins help to identify candidates for RV-CRT as part

(57) the ability of personalized CRT. of the lifetime management of tetralogy of Fallot.
2024 Swaitly et al. They promoted the application of digital twins in personalized dental care It improved the accuracy of the generated 3D model and reduced
(63) and used the U-Net architecture to automatically segment teeth directly the time required for segmentation.
from CBCT images.

2024 Guoetal. (65) | They used digital twin technology to build a dynamic monitoring model of It ensured the accurate solution of muscle force and promotes the
upper limb force. application of digital twins in rehabilitation medicine.

2025 Vanzellaetal. | They prepared a digital twin model to meet the challenges of cardiac It improved patient compliance and quality of life, but also need

(58) rehabilitation caused by the COVID-19 pandemic. ongoing support.

Al artificial intelligence; CT, computed tomography; DT, digital twin; FEM, finite element method; IK, inverse kinematics.

process allows for multiple drug trials, enabling the observation of the
metabolic processes of drugs within the body (66). In the future, the

further development and application of digital twins in the healthcare

sector may gradually reduce reliance on real subjects. It can play an
even greater role in the precise diagnosis of various systemic diseases,
personalized treatments, and full-cycle rehabilitation, leading to more
efficient and effective healthcare solutions (67).
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3.2 Application of digital twin in urban
community development

In recent years, digital twins have become increasingly integrated
into the construction of smart cities, giving rise to the concept of
“digital twin cities” By creating virtual replicas of urban environments
and continuously evolving through learning, digital twins provide

frontiersin.org


https://doi.org/10.3389/fpubh.2025.1631339
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org

Sun et al.

real-time insights into city planning through big data, machine
learning, and artificial intelligence assistance (68). The application
scenarios and models of digital twins in urban community
development are illustrated in Figure 2. In the process of building and
applying urban digital twins, IoT and sensor technology are used to
collect data in urban physical space, transmit and preprocess it
through the cloud, and build a multi-dimensional city model based
on multi-source data. Collected data on infrastructure, traffic, weather,
and other variables in digital space enable continuous monitoring of
the city and predict its future development. This dynamic approach
helps in optimizing urban planning, enhancing resource allocation,
and improving the overall quality of life for city residents. Table 2
summarizes typical applications of digital twins in urban planning
and development.

In recent years, the integration of Al technology with digital twin
methodologies has significantly advanced the management and
development of urban communities (69, 70). For instance, Gkontzis
et al. combined AI with digital twin approaches to handle spatial
issues in the interaction platform of Petros City citizens and urban
data (71). Their framework quickly maps the spatial distribution of
citizen requests related to urban problems based on specific
coordinates. Additionally, the trained machine learning models in
their framework predict the likelihood of recurring issues, thus
enabling proactive urban management. In Los Angeles, the
implementation of an intelligent traffic system leveraged digital twin
simulations to test different traffic scenarios, optimizing signal lights
and other infrastructure in real-time (72, 73). This system effectively
addressed traffic congestion while enhancing the city’s mobility.

Wolf et al. developed a city digital twin using Microsoft’s Azure
cloud computing technology (74). This model allows for the

10.3389/fpubh.2025.1631339

visualization of available resources, sends automatic updates, and
integrates location-based real-time weather and traffic data. It serves
as a foundational framework for the development and design of multi-
agency event responses in future smart cities. Similarly, Barcelona has
adopted an integrated smart city system with digital twin technology
(75). By collecting real-time data on traffic conditions, available
parking spaces, and bus usage, the system accurately monitors the
status of the traffic network. Advanced analytics and Al algorithms
applied to continuously updated digital twins help city workers
precisely monitor the current traffic network and gain insights into
traffic patterns, identify congestion hotspots, and forecast future
mobility challenges. Similar applications have been successfully
implemented in Chicago and Los Angeles, where the systems have
been tested and validated (73, 76).

In Singapore, VIZZIO created the world’s largest digital twin—
Virtual Singapore (77, 78). A wide array of sensors, cameras, and IoT
devices are deployed throughout the city to collect real-time data from
various urban systems. This data is analyzed using digital twin
technology for accurate detection, intelligent decision-making, and
improving the efficiency of public service departments. Austin et al.
constructed a city digital twin to enhance data collection, event
identification, and automated decision-making, emphasizing the
importance of Al and machine learning in analyzing energy usage in
Chicago (79). Beckett et al. explored an AlI-driven, 3D modeling,
visualization tool integrated with spatial cognition algorithms to
provide a detailed understanding of evolving urban development
patterns (80). Furthermore, Zvarikova et al. used different urban
sensor data to drive machine learning models, creating a powerful and
complex framework for enhancing the accuracy of spatiotemporal
modeling in urban settings (81). Amsterdam has built the first 3D
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TABLE 2 Representative applications of DT in smart city.

Technical compositions of DT in smart city

10.3389/fpubh.2025.1631339

The function of DTs in smart city

2022 Wolf et al. Develop a city digital twin based on Microsoft Azure cloud Providing a foundational framework for the construction and design of
(74) computing technology with integration of real-time weather and databases through urban digital twins for future smart city multi-agency
traffic data. incident response.
2022 Carles et al. Building 15-min city digital twin through open spatial data. Barcelona’s urban accessibility was validated at the micro level based on
(75) the distribution of public facilities and services.
2022 Kuar (77,78) | VIZZIO Technologies has deployed an extensive network of sensors, The system has the ability to continuously monitor and adjust roads in
cameras and IoT devices throughout the city to collect real-time data. | real time to optimize traffic and improve urban mobility.
2020 Austin et al. Combining semantic knowledge representation and reasoning with The system is being used to analyze the energy consumption of buildings
(79) machine learning to build digital city twin. in the Chicago area, which is important for smart city planning.
2022 Beckett et al. Integrating 3D modeling, visualization tools to build digital twin city. Contribute to data-driven environmental planning and design to advance
(80) smart, sustainable urban development program.
2022 Zvarikova Using urban sensing data to drive machine learning, integrated The framework enhances data-driven environmental planning processes
etal. (81) algorithms such as convolutional neural networks to build urban to facilitate informed decision-making for sustainable urban
digital twin. development.
2023 De Raatetal. = Amsterdam built digital twin through sensors and built the first 3D Data processing with 3D visualization was implemented in a geospatial
(82) printed pedestrian bridge in history. environment for assessing service life.
2024 | Gkontzis Integration of Al technology to build a digital twin for Patras city, a Quickly understand the spatial distribution of citizen requests related to
etal. (71) coordinate-based problem mapping platform to capture citizen and urban issues and predict the likelihood of issues recurring in the future.
city data.

AL artificial intelligence; DT, digital twin; CNNs, Convolutional Neural Networks.

printed pedestrian bridge in history, and a digital twin has been
created through sensors to track the performance of the structure
under pressure in real time and predict the performance and life of the
bridge (82).

It is noteworthy that digital twin cities can leverage data from past
major crisis events to simulate emergency situations within a virtual
city model. This simulation enhances the city’s ability to respond to
sudden crises and increases its resilience. By preparing and planning
for potential future challenges, digital twins provide a theoretical
foundation and practical basis for the application of this technology
in public health emergency management.

4 Digital twin technology in public
health emergency management

As presented in the previous section, the concept of digital twin
cities has demonstrated significant achievements in the digital
transformation of urban environments, encompassing various sectors
such as urban planning, resource management, and residential
services. Meanwhile, the integration of real-time and static patient
data into deep learning models, driven by advancements in digital
healthcare, has laid a solid foundation for the application of digital
twins in the medical field (31). Medical digital twins have
demonstrated exceptional performance in areas such as healthcare
data management, optimization of medical resource allocation, and
innovation in healthcare services. In light of the sudden, unpredictable
nature of public health emergencies, which often have widespread and
severe consequences, we propose the development of a digital twin for
urban public health emergency systems. By leveraging the PPRR
(Prevention, Preparedness, Response, and Recovery) framework, this
study analyzes the role of digital twin technology within public health
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management systems, exploring its potential to enhance efficiency and
effectiveness in emergency management. The goal is to provide
insights and recommendations for public health emergency response
strategies, contributing to global public health security and offering
decision-making support for the prevention and control of emergent
health crises (83).

Unlike traditional “one-size-fits-all” emergency management
strategies, the digital twin approach to public health emergency
management integrates scientifically grounded disaster models to
facilitate the customization of emergency response plans. In the
DT-PPRR fusion framework, the value of digital twins comes from SE,
MP, and DC. Meanwhile, they are subject to threshold adjustment
from GC. They jointly conducted unified modeling and quantitative
evaluation of the effect and value realization of digital twins in the
PPRR stage. In the prevention stage, pay attention to early sentinel
coverage and median data delay to measure SE, and characterize MP
with early warning model drift detection rate and recalibration
frequency to ensure that signals can be identified and corrected in
time. DC is measured by risk communication reach rate and policy
recommendation adoption rate, while GC is measured by cross-
departmental data sharing agreement coverage and “minimum
necessary” authorization achievement rate. In the preparation stage,
SFE is reflected in the completeness of the ledger of materials, beds and
vehicle-connected equipment to ensure the availability and traceability
of the data. MP is measured by the fit degree of historical data scenario
database and the number of cross-scale interfaces, emphasizing multi-
scenario compatibility. DC tests the linkage efficiency of each
department by the average delay in the drill and the linkage system
opening rate. GC is reflected in the audit closed-loop rate and
interoperability compliance level, ensuring that the process is
transparent and traceable. In the response phase, SF focuses on the
perception and collection of emergency scene and clinical data to
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ensure the real-time and completeness of the data. MP is evaluated by
online recalibration time-consuming and simulation-measured error
(MAE/RMSE), which requires rapid fit to the actual situation. DC is
measured by the scheduling execution binding rate and execution
delay, and GC strikes the balance of compliance and delay through
temporary authorization with contingency exemption. During the
recovery phase, SF and MP adjust and update the model with
follow-up data and review data, DC uses backlog clearing efficiency
and policy implementation rate to describe preparation from response
to normality, and transforming process experience into institutional
normalization governance embodies GC.

Digital twins can predict public health risks and assess the
effectiveness of different response measures. As real-time monitoring
or emergency event data are fed into the system, the digital twin is
updated accordingly. In specific scenarios, the model can dynamically
update by retrieving data from monitoring devices in real time.
Similar to applications in the industrial sector, such as weather
forecasting based on physical mathematical models, public health
emergency management also prioritizes the use of mechanism-based
models (84, 85). This approach avoids the inaccuracies often
associated with unconstrained data-driven models in new or

10.3389/fpubh.2025.1631339

unforeseen situations. Ultimately, digital twins in public health
emergency management can provide decision-makers with data-
driven insights, supporting the development of personalized
emergency intervention plans. Herein, we propose a core framework
for the construction of a digital twin for public health emergency
management systems based on the PPRR theory. According to this
theory, the digital twin system for public health emergency
management is divided into the following four components
(Figure 3).

4.1 Prevention (P)

The comprehensive preparatory phase in emergency management
functions as the “reserve warehouse” for the entire emergency process.
During the prevention phase, big data analytics are employed to
examine data within urban and public health management models,
predicting potential public health risks and enabling proactive
preventive measures. For instance, public health facility placement can
be planned based on trends in urban population mobility and the
patterns of disease transmission. Furthermore, the system facilitates
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the execution of routine simulated emergency drills and training for
emergency management personnel.

4.1.1 Prediction and early warning

The monitoring and early warning phase is the “watchtower” of
the emergency management process. Once the early warning
monitoring system platform is established, it facilitates enhanced real-
time surveillance of emerging public health incidents, enabling the
immediate activation of the subsequent phase of emergency response.
The Digital Twin system’s versatility and real-time capabilities are
leveraged to optimize the smooth and efficient operation of infectious
disease detection systems while enhancing the overall surveillance
framework (86, 87). It facilitates real-time information sharing and
feedback across departments, allowing for timely prediction and early
warning of potential public health risks.

The formulation of an emergency response plan is predicated on
a scientifically sound basis, with the plan itself being informed by
comprehensive historical data, thus ensuring that public health
emergency management methods and steps are well-supported.
Furthermore, data from multiple disciplines—such as virology,
epidemiology, and sociology—in addition to real-time data collected
from sensors, are integrated to refine the emergency response plan.
The integration of these diverse inputs is then consolidated, simulated,
and optimized within the Digital Twin platform. The incorporation of
a digital city model facilitates the assessment of disease transmission
risks across diverse regions, the prediction of outbreak hotspots, and
the provision of early warning signals. This proactive approach enables
local public health authorities to prepare and implement preventive
measures in advance.

4.1.2 Drills and training

During the preparedness phase, Digital Twin technology is
utilized to collect and analyze real-time data on emergent public
health events, including influenza outbreaks, with regard to geographic
distribution of cases and population infection rates. The integration of
multi-source data enables the continuous updating of the Digital Twin
model. This enables the simulation of the resources required for public
health events of varying severity, thereby enabling proactive resource
preparedness. Furthermore, it enhances the surge capacity of the
healthcare system to meet the demand for medical care during public
health emergencies when capacity peaks. The Digital Twin platform
facilitates the establishment of a “seamless” surge capacity across
institutions and regions. Leveraging smart technologies enhances
surge detection capabilities, facilitating the mobilization of diverse
stakeholders for coordinated responses. This, in turn, strengthens
preparedness and responsiveness during the preparedness phase,
allowing for the development of detailed emergency plans that can
be continuously optimized.

4.2 Preparation (P)

During the preparation phase, digital twin technology is utilized
to collect and analyze real-time data from public health emergencies,
such as influenza outbreaks, including the geographic distribution of
flu cases and infection rates within populations. By integrating data
from multiple sources, the digital twin model is continuously updated.
This enables the simulation of the resources required for public health
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events of varying severity, allowing for proactive resource allocation
and preparedness. Additionally, the system enhances the surge
capacity of the healthcare system, which refers to its ability to meet
peak demand during emergencies. The digital twin platform facilitates
the creation of a “seamless” surge capacity across institutions and
regions, using intelligent technologies to improve surge recognition
capabilities. It also mobilizes multiple stakeholders to respond
collaboratively, thereby strengthening the emergency response
capabilities during the preparation phase. Furthermore, detailed
emergency response plans are developed and continuously optimized.
This model can be used to monitor the progression of an epidemic and
predict future trends, providing valuable data-driven insights for
public health decision-making.

4.2.1 Resource allocation and positioning

In the process of constructing a Digital Twin model for public
health emergency resources, it is imperative to incorporate key
resource elements, including but not limited to medical equipment,
pharmaceuticals, and protective supplies. A comprehensive, real-time
monitoring system is established for these resources. This is achieved
through the implementation of a sophisticated network of sensors and
advanced data transmission technologies, enabling the precise capture
and recording of the operational status of each piece of medical
equipment, the stock levels of pharmaceuticals, and the condition of
each protective item. In the preparedness phase, the Digital Twin
model facilitates the rapid and accurate identification of the location,
operational status, and potential risks associated with each resource,
thereby enabling optimized scheduling. Furthermore, emergency
response plan models, which integrate medical and public health data,
are digitized and stored in cloud databases. These models are
simulated and optimized on the Digital Twin platform to ensure the
feasibility and effectiveness of the emergency plans.

4.2.2 Data modeling and optimization

Digital Twin technology has the potential to make a substantial
contribution to the development and digitalization of detailed
emergency response plans in the field of public health emergency
management. The utilization of big data and real-time data facilitates
the analysis and integration of epidemiological data from specific
regions into the Digital Twin system. The system is designed to
undergo continuous updates in accordance with environmental
changes. The system’s capacity to simulate various epidemic scenarios
facilitates the comprehension of virus mutations and transmission
mechanisms, thereby enabling the implementation of preventive
measures in advance. The system can also analyze the distribution of
medical facilities and population density in urban areas, simulate
epidemic spread, identify affected regions, and optimize the allocation
of medical resources and emergency supplies. For instance, utilizing
influenza models, the system can simulate the virus’s transmission
path and mode, stages of spread, and susceptible populations, thereby
facilitating a more profound comprehension of the virus’s dynamic
and trends (88, 89). Furthermore, the integration of AI and sensor
technologies has the potential to enhance the Digital Twin models for
cities and public health emergency management. This facilitates the
implementation of intelligent, community-based health emergency
management, thereby maximizing the advantages of local
communities and improving the efficiency and effectiveness of public
health emergency responses.
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4.3 Response (R)

In the event of a public health emergency, the emergency response
phase functions as the “frontline” of the entire process. The Digital
Twin system facilitates comprehensive, real-time monitoring of public
health emergency conditions, extending from urban to community
levels, based on live data. This encompasses the tracking of the velocity
and extent of disease transmission, in addition to the efficacy of
community containment measures. Concurrently, the system employs
monitoring outcomes to expeditiously simulate, optimize, and adjust
response strategies within the Digital Twin platform, thereby
enhancing resource allocation. The enforcement of proportionate
measures during emergency responses is of paramount importance in
preventing the further escalation and worsening of the public health
crisis. The implementation of well-coordinated, efficient, and
evidence-based interventions is imperative to mitigate the impact of
the emergency.

4.3.1 Monitoring and calculating medical demand

In the aftermath of a public health emergency, the Digital Twin
system has the capacity to expeditiously and precisely calculate the
number of potential infections and the requisite medical resources in
different regions and at various stages of the emergency. This is based
on information such as disease transmission trends and the severity
of the outbreak. The system is capable of determining the necessity for
various medical resources, including but not limited to: medical
equipment (e.g., ECMO, ventilators), pharmaceuticals, healthcare
personnel, and protective gear. The integration of diverse data sources,
encompassing residents” health status, traffic flow, and utilization of
public facilities, enables urban planners and public health experts to
more effectively monitor the spread of infectious diseases. For
instance, during a large-scale infectious disease outbreak, the Digital
Twin system, through its predictive capabilities and calculations,
combined with digital city models and pre-existing emergency
resource reserve data, can precisely assess the status of transportation
networks and the current distribution of medical resources. This
facilitates the planning of optimal resource allocation pathways,
ensuring that scarce medical resources are delivered to their
even in

destinations in a timely and accurate manner,

emergency situations.

4.3.2 Simulation of decision-making to derive the
optimal solution

In the event of a public health emergency, the Digital Twin system
can be utilized to simulate the entire patient journey, from registration,
waiting, and diagnosis to follow-up, thereby optimizing the healthcare
process. Concurrently, the system can gather real-time information
from the field, including the scope of the epidemic, the number of
infections, and the demand for medical resources. The Digital Twin
system is designed to balance multiple factors, including economic,
social, and healthcare environments, to select the optimal decision-
making strategy and achieve the most efficient resource allocation.

4.4 Recovery (R)

The recovery phase functions as the “supply station” in the
emergency management process. The proposed Digital Twin system
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in the recovery phase encompasses two dimensions: the recovery of
patients’ health and the functional recovery of urban communities
following a public health emergency. The utilization of the Digital
Twin facilitates the evaluation of the progression and outcomes of the
disease, the effectiveness of treatment methods, and the rationality of
response measures. Furthermore, the system can predict the long-
term impacts of public health emergency measures on urban society,
the economy, and the environment, providing scientific evidence to
guide the comprehensive recovery of cities.

4.4.1 Patient disease recovery

The Digital Twin system has the capacity to integrate patients’
medical histories, vital signs, and dynamic changes during treatment,
thereby enabling the creation of personalized rehabilitation plans
tailored to individual patients in the context of public health
emergencies. The utilization of visualization and virtual simulation
capabilities within the Digital Twin framework facilitates the provision
of remote rehabilitation guidance and health advice. This guidance is
provided through a remote rehabilitation platform, offering real-time
feedback and corrections based on the patient’s actual movements.
The purpose of this real-time feedback is to ensure proper execution
of rehabilitation exercises. Furthermore, the system’s capacity for
analyzing extensive rehabilitation data sets and employing predictive
modeling enables the forecasting of patients’ rehabilitation outcomes,
providing early warnings about potential risks and challenges. This
information can serve as a valuable reference for healthcare providers
when developing subsequent treatment plans.

4.4.2 Urban functional recovery

The Digital Twin system can quickly integrate various impact
data related to a city’s response to and potential consequences from
a public health emergency, including the extent of damage to medical
facilities, disruptions to transportation systems, and the scope of
stagnation in commercial activities. By analyzing these data, the
system can accurately assess the degree of damage to urban functions,
providing reliable information for subsequent recovery efforts.
Additionally, by leveraging the Digital Twin of the city, the recovery
process can be monitored dynamically, and policies can be adjusted
in real time. This allows for continuous evaluation of the recovery
progress of key urban indicators, as well as macro-level control of
resource allocation and human capital. The system helps in
formulating scientifically sound and rational recovery plans for urban
functions. During the recovery phase, the Digital Twin system can
also retrospectively review the progression of the public health
emergency. By integrating data and simulating results, it can inform
future urban public health planning. The data collected during the
emergency response phase can be input into the system to provide
valuable insights and references for future urban disease prevention
and control efforts.

5 Discussion

The ultimate goal of digital twins in health emergency
management is to create a system that mirrors the real public health
system both in appearance and behavior, while also possessing the
ability to predict future health emergencies. To achieve this goal, on
the one hand, it is essential to integrate epidemiological data from

frontiersin.org


https://doi.org/10.3389/fpubh.2025.1631339
https://www.frontiersin.org/journals/public-health
https://www.frontiersin.org

Sunetal.

public health emergencies with artificial intelligence algorithms to
make data-driven scientific decisions. On the other hand, it is
crucial to combine generalizable epidemiological data with real-
time, patient-specific data to build models, which can then
be operated and simulated on to better respond to various potential
health emergencies.

This study aims to discuss the significant role and application
value of digital twins in the public health domain. By constructing a
comprehensive digital twin system for health emergencies, it enables
multi-dimensional, real-time monitoring, simulation, and
optimization. This, in turn, greatly improves the efficiency and
effectiveness of health emergency management, providing a stronger
and more reliable foundation for safeguarding public health. Utilizing
the digital twin platform, a comprehensive emergency rescue
framework can be developed, creating a multi-level rescue system,
innovating social rescue methods, enhancing the efficiency of
emergency response, and improving the timeliness and effectiveness
of social aid. At the same time, by leveraging the timeliness and multi-
source capabilities of the digital platform, an integrated mechanism
for horizontal and vertical collaboration among multiple stakeholders
can be established, clarifying the roles and responsibilities of various

emergency response departments in real time.

5.1 The technical and practical challenges

When discussing the application of digital twin technology in
public health emergency management, it is necessary to consider its
technical and practical challenges in a comprehensive manner. At the
technical level, the system relies on high computational power to
process multidimensional heterogeneous data (e.g., population flow,
virus transmission) in real time, but model complexity and network
bandwidth constraints can cause computational delays, and regional
digital divides (e.g., insufficient sensor coverage in underdeveloped
areas) further undermine the accuracy of the twin model. In addition,
idealized model assumptions (e.g., uniform population distribution)
conflict with realistic spatio-temporal heterogeneity, and cross-
sectoral data barriers hinder dynamic information integration.
Limitations of the framework include sensitivity to data quality, high
infrastructure costs, lack of scenario generalization, and system
vulnerability to extreme events. In addition, although the conceptual
framework proposed in this study provides a theoretical basis for
follow-up research, it still needs to be combined with empirical data
calculation and analysis in the future to provide a set of unified
theoretical analysis templates and measurement paths for the field of
health emergency.

In the future, hybrid modeling, resilient infrastructure design
and cross-domain ethical governance are needed to facilitate the
transformation of technology from theoretical validation to real-
world resilience. Lastly, constructing a digital twin requires a large
amount of data, but the accuracy of this data is crucial, as the
reliability of the model can be easily affected by unreliable data.
These limitations constrain the development of digital health
emergencies. In future research, efforts can be made to establish
unified operational standards, enhance data collection and
processing technologies, improve the accuracy and effectiveness
of data, and build more secure and reliable databases. These
measures will help drive the development of digital twins in the
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broader public health field and promote the advancement of
digital medicine.

5.2 Regional specificity

It is worth noting that the DT framework based on PPRR theory
has been influenced by different economic levels and different
political systems from construction to application. Among them, the
economic level mainly affects SF and MP through resource
endowment and the construction of digital infrastructure. Higher
financial and information investment usually improves multi-source
coverage and data freshness, and supports higher frequency model
calibration and cross-scale coupling. Therefore, the marginal effects
and differences reflected in health emergency DT in regions with
different economic levels are most significant in the prevention/
preparation stage. In addition, the institutional environment mainly
affects DC and GC. Rule stability and cross-departmental
collaboration maturity determine the execution receipt rate and
execution delay. The rule of law and privacy compliance system,
cross-departmental collaboration mechanism, performance and
accountability rules, etc. Clarification and improvement are more
conducive to creating higher GC in the response/recovery stage. In
the future, on the basis of improving the framework quantification
and evaluation system, quantitative indicators such as API
penetration rate, execution binding rate, audit closed-loop rate, and
interoperability standard adoption can be used to implement
heterogeneity testing and weight reallocation, so as to quantify the
economic impact SF/The role of MP and institutional impact DC/
GC in DT-PPRR
and comparison.

is quantitatively embedded evaluation

5.3 Policy recommendations and trade-offs

It is important to note that digital twin technology is not a
future technology. The successful application of digital twins in
health emergency management will depend on the development of
accurate risk assessment and intervention mathematical models
based on a deep understanding of the fundamental mechanisms of
public health emergencies. These types of digital twin systems can
provide accurate risk prediction models, real-time data collection
for model support, and effective interventions based on model
outputs. Therefore, digital twins in health emergency management
should not be viewed as replacements for existing emergency
management methods, but rather as a tool to effectively translate
ongoing foundational research into practical emergency responses.
For government macro-coordination departments, it is necessary
to formulate phased data sharing and temporary authorization
rules for different PPRR scenarios, and clarify the “minimum
necessary data set,” “use purpose restrictions” and post-audit to
improve GC. At the same time, a unified interoperability standard
is established to improve DC. MP and DC are improved by
specifying regular drills, and the number and distribution of
sentinels for real-time data collection are optimized to improve
MP. For grassroots executive departments such as communities
and hospitals, a digital twin sensing and scheduling plug-in for
ICU/outpatient/emergency/operating room should be established,
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and a syndrome monitoring and community follow-up data
recovery mechanism should be established. Lightweight IoT should
be used to synchronize with batch processing to improve SF and
MP. For data/communication technology supply departments,
standardized SDKs for edge-cloud collaboration, data quality
monitoring and integration blocks should be provided to support
privacy-protected computing and improve SF/GC. In addition,
legislative supervision and network information departments
should clarify the exemption of data use for emergencies to
improve GC.

Public health emergencies are highly uncertain and timely, so policy
trade-offs need to be considered between the stability of the framework
and emergencies to ensure the controlling of the system under when
uncertainty surges. In the prevention/preparation stage, it is necessary
to balance the early warning advance with the false alarm rate caused by
early panic. In order to pursue a longer early warning advance, the risk
of false alarm and induce emotional spillover may increase. A graded
early warning and expert confirmation model should be established to
avoid directly amplifying social media noise into public panic.

The response phase should balance the potential contradiction
between digital twin-driven automated scheduling and audit/
authorization by relevant departments. Rapid automated
scheduling must be limited by event scope, use restrictions,
temporary authorization whitelist and full-link audit, to achieve
traceable, fast and legal calls between speed and compliance. At the
same time, the response stage should also balance the efficiency of
resource scheduling with the protection of vulnerable groups,
improve the efficiency of medical resource scheduling in emergency
events, and avoid allocation bias

caused by a single

efficiency orientation.

5.4 Data security and privacy

However, data security and privacy concerns are significant
issues. In the public health field, digital twin technology involves
large amounts of sensitive public health, medical, and personal
privacy data. If this data were to be stolen by malicious actors, it
could severely infringe on citizens’ right to life, health, and privacy.
Issues related to data access and protection, regulatory approval,
integrating data from different populations, and building trust with
public health officials and communities during the decision-making
process will turn the transformation of digital twins in health
emergency management into a long-term battle, rather than a short-
term sprint.

In this study, an integrated anonymization scheme is proposed
under the framework: Under the principle of purpose limitation and
minimum necessity, data classification and minimization are
completed first. The direct identifiers such as name and age are
removed and retention strategies such as purpose limitation and
expiration destruction are set. Then, through the multi-layer
technology superposition of table anonymization and differential
privacy, privacy protection calculation and synthetic data, named
entity recognition and desensitization processing are implemented on
the data. At the governance level, establish pre-processing data
protection impact assessment and audit, and clarify resharing
prohibition and return/destruction clauses. The prevention and
preparation phases prioritize aggregate release using minimal data sets,
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quasi-identifier generalization, and differential privacy. In the response
phase, privacy computing is enabled under the constraints of the
restrictions to support minute-level linkage. Minimize the risk of
re-identification, and play a safe support role in DT-PPRR modeling,
early warning and decision-making collaboration in sudden and
normal scenarios.

6 Conclusion

Digital twin technology has already established a crucial
application foundation in the medical field and the development of
smart cities, making the construction of a digital twin system for
health emergency management particularly critical. Based on digital
twin technology and the PPRR framework, this study proposed
strategies for constructing digital twins in the field of health
emergencies and discussed their application value. A general analysis
framework, composed of SE, MP, DC, and GC, was constructed as a
theoretical tool to guide scheme design. Health emergency digital
twins can realize the digitalization, intelligence, and visualization of
the entire health emergency management process, thereby improve
the efficiency and effectiveness of health emergency management and
ensure public health and safety. In the future, it is necessary to
consolidate the technical foundation and quantitative standards, and
systematically test the above mechanisms and quantitative paradigms,
aiming at making digital technology better applied in the field of
public health.
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