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Understanding and engineering cyber-physical collectives


1 INTRODUCTION
Cyber-physical collectives (CPCs) are systems consisting of groups of interactive computational devices situated in physical space. Their emergence is fostered by recent techno-scientific trends like the Internet of Things (IoT), cyber-physical systems (CPSs), pervasive computing, and swarm robotics. Such systems feature networks of devices that are capable of computation and communication with other devices, as well as sensing, actuation, and physical interaction with their environment. This distributed sensing, processing, and action enables them to address spatially situated problems and provide environment-wide services through their collective intelligence (CI) in a wide range of domains including smart homes, buildings, factories, cities, forests, oceans, and so on. However, the inherent complexity of such systems in terms of heterogeneity, scale, non-linear interaction, and emergent behaviour calls for scientific and engineering ideas, methods, and tools (cf. Wirsing et al. (2023); Dorigo et al. (2021); Brambilla et al. (2013); Casadei (2023a; b)). This Research Topic gathers contributions related to understanding and engineering cyber-physical collectives.
CPCs can be approached from several theoretical and engineering perspectives. Informative, but non-exhaustive, exemplars include:
• cyber-physical and hybrid systems (Cassandras and Lafortune, 2008; Kim and Kumar 2012);
• coordination models and languages (Malone and Crowston, 1994; Ciatto et al., 2020);
• autonomic computing and self-* systems (Kephart and Chess, 2003; de Lemos et al., 2010; Bellman et al., 2021; Harvey et al., 2021);
• artificial life (Aguilar et al., 2014; Gershenson, 2023);
• multi-agent systems (MASs) (Wooldridge, 2009; Mascardi et al., 2019; Boissier et al., 2020);
• grammar systems (Klavins et al., 2006; Csuhaj-Varjú et al., 2018);
• swarm robotics (Brambilla et al., 2013; Dorigo et al., 2021);
• collective intelligence (Malone and Bernstein, 2022; Casadei, 2023a);
• complex adaptive systems (Bucchiarone and Mongiello, 2019; Abeywickrama et al., 2020; Wirsing et al., 2023);
• multi-agent reinforcement learning (Zhang et al., 2019); and
• macro-programming (Júnior et al., 2022; Casadei, 2023b).
An excellent source of inspiration comes from natural systems, whose study may promote the identification of novel bio-inspired algorithms of collective behaviour (Fernandez-Marquez et al., 2013; Roli and Braccini, 2018). Common classes of collective behaviour include (i) spatially-organising behaviours, (ii) collective movement, and (iii) collective decision making. Their design can be carried out by automatic techniques (e.g., leveraging evolutionary computing or multi-agent reinforcement learning—see also Buchberger (2023)) or manual programming techniques (e.g., leveraging macro-programming)—or combinations thereof (Aguzzi et al., 2022). Macro-programming can be supported by high-level programming languages and libraries (e.g., Pinciroli and Beltrame, 2016; Aguzzi et al., 2023), possibly founded on formal calculi such as field calculi (Viroli et al., 2019) and dynamic ensemble/attribute-based calculi (Alrahman et al., 2020) that can promote model-checking, verification of properties, and formal guarantees of implemented behaviours. Such algorithmic and language-based approaches also promote the identification of reusable patterns of collective behaviour and organisation (Horling and Lesser, 2004; Pianini et al., 2021). A crucial aspect of macro-systems is also their efficient deployment on heterogeneous infrastructures across the edge-cloud continuum (Casadei et al., 2022; Júnior et al., 2022). Another key theme is the integration of artificial collective systems with humans, leading to notions like human-in-the-loop cyber-physical systems (Annaswamy et al., 2023), social machines (Hendler and Berners-Lee, 2010), and complex socio-cognitive systems (Galesic et al., 2023). Last but not least, given CPCs are quite peculiar systems due to their complexity, they come with new challenges and opportunities regarding digital twins (Casadei et al., 2021), security and privacy (Aldini, 2018), and green computing (Stolfi and Alba, 2018).
As discussed and summarised in the following, this Research Topic addresses various of the aforementioned aspects. Specifically, this Research Topic’s cross-cutting theme is on collective movement, with papers investigating areas of pattern formation through formal methods and models, error handling, and dynamic exploration.
2 CONTENT OF THE RESEARCH TOPIC
Giusti et al. address the problem of geometric pattern formation in large-scale robotic systems. Most specifically, the authors propose a distributed geometric approach allowing groups of robots to displace in triangular and square lattices, without communication and with limited sensing requirements. The approach is verified in simulation for robustness as well as in real settings using Robotarium. This works shows once again the significance of collective movement and the spatial dimension in collective systems, the need for decentralised and low-resource algorithms for driving collective behaviour, the method of numerical and experimental validation by simulation as an alternative for analytical verification, and the modern research practice of making artifacts available for reproducibility.1
The foundation for the research in Kano et al. is to reduce the workload of transportation industry personnel by introducing automated transport robots inside warehouses. The robots must move throughout the warehouse efficiently, with low energy consumption and collision avoidance. The authors reference numerous works in multi-robot/multi-agent systems, collision prediction and avoidance, and addressing multi-objective tasks. Their claim is that these efforts, including their own prior work, do not combine speed, smooth and safe movement, and collision avoidance with a minimalist approach to the environmental sensing needed for movement prediction of the robots in this domain. In this paper, the authors introduce a decentralized control scheme that relies on active sensing, which distinguishes between important and useless sensing information. The authors focus active sensing on agents that are expected to collide in the near future given a designated environmental view. Each agent independently predicts the future motion of agents within its view with a high collision risk and determines how to avoid them. The authors test their approach under different parameters, such as the number of agents in the environment, the size and angle of their view, and the threshold of collision risk. Overall, the new model performs well, while balancing the tradeoff between reduced sensing and calculation costs and potential collision avoidance.
Baumann et al. investigate microscopic models of flocking, together with the implications of their choice. The evaluation is performed using an accurate submicroscopic simulator, to measure the faithfulness of the studied models with respect to high-fidelity simulations of reality. Three microscopic models, based on different assumptions and modelling techniques, are analysed, showing that each one leads to different trade-offs between cost, and modelling, calibration, and implementation effort. Future work is needed to validate the results for more general settings.
Khenifar et al. introduce Collective Product Exploration (COPE): an approach by which outputs from one MAS can be consumed by another when two such systems are independently designed. This is an increasingly important challenge as the diversity and number of cyber-physical collectives grow. Unlike many works that would phrase the collaboration of different systems as a single heterogeneous multi-agent system, this work proposes to consider them as coupling two or more complex systems. In doing so, different considerations of physical and non-physical considerations are made. This is enabled through meta-agents, which are responsible for sensing and manipulating the information perceived by agents of the respective MAS to promote or incentivise certain behaviours. Significant description of a proposed COPE meta-architecture, message format, sequence diagrams are provided, as well as a motivating use case of wireless sensor network fire detection system coupled to a UAV is presented to motivate the work, as well as a simulation study to demonstrate the approach via network traffic analysis. The genericity of the approached is called out, as well as future desires to explore the scalability of their approach. The latter point being essential given the growth of cyber-physical collectives.
Buchanan et al. investigate the impact of diverse error models in multi-robot systems where each robot is governed by an autonomous software agent. Error diversity, where robots have their personal error model, is in contrast to error uniformity, where all robots or agents have the exact same error model, independent of the individual state and experience. They show in simulation and real-world experiments, that a uniform error model, fitted to all robots in a swarm, does not necessarily result in the desired swarm behaviour—even when the physical robots are presumably identical. Furthermore, they show that heterogeneous errors may include robots with high-error rates, harming the performance of the collective task. By identifying and replacing these robots, higher collective performances can be achieved.
Aldini provides a general-purpose process algebraic framework for the specification and analysis of collective adaptive systems. The author shows how the modelling approach can be instantiated to peculiar domains like trustworthy networks (Aldini, 2018) and peer-to-peer blockchain networks, and accordingly extended to account for quantitative analysis and, e.g., stochastic behaviour. This work is positioned in the long-standing tradition of formal modelling approaches and calculi for concurrent and distributed systems (Baeten and Reniers, 2010; Wirsing et al., 2023), and coordination languages (Ciatto et al., 2020), with peculiar extensions to model interaction (e.g., neighbour-based and community-based) and topologies of collective systems, and to favour syntactical composition of large networks of agents. The main benefit of the proposed framework is its abstraction and flexibility, resulting by the combination of an action-based formalism with data-driven and group-based communication mechanisms (cf. Alrahman et al., 2020) and the possibility of semantics customisation.
Kwa et al. provide a review and classification of approaches to balance collective exploration and exploitation in multi-agent systems situated in dynamic environments. The authors broadly classify the existing research contributions on the theme as either an Agent Response Method (based on changing agent behaviour in response to local environment changes or novel information from neighbours) or an Information Dissemination Method (based on adapting how information flows around the system, by direct or indirect/stigmergic methods). The review finds out, among other things, that metrics and strategies tend to be scenario-specific, with limited flexibility to different task and environments, and that adopting “stress benchmarks” for adaptivity is key but also challenging (e.g., due to the difficulty of capturing all the factors affecting actual results in real systems)—cf. Francesca and Birattari (2016).
3 CONCLUSION
This Research Topics includes contributions related to understanding and engineering cyber-physical collectives. In particular, the review on balancing collective exploration and exploitation by Kwa et al. provides insights applicable to different multi-agent domains. The approach of Khenifar et al. promotes the integration of the “collective product” of CPCs with other systems, e.g., to influence agents (cf. Casadei et al., 2021). Aldini shows the path of formal languages to support the flexible modelling and verification of CPCs (cf. Wirsing et al., 2023). The mobility of agents in CPCs is addressed by Giusti et al., covering geometric pattern formation, Baumann et al., proposing microscopic models for collective movement such as flocking, and Kano et al., proposing an active sensing-based control strategy for efficient collision avoidance. Another interesting research is carried out by Buchanan et al., who study the impact of different error models on foraging task partitioning—an aspect that would deserve a general investigation across various domains and tasks.
Though addressing different aspects of CPC engineering, these proposals generally rely on simulations to evaluate their effectiveness—showing once again the methodological importance of simulation but also the variety of simulators and the limited possibility of real-world experimentation. Indeed, simulation can focus on different aspects and properties of the system at hand, to achieve different trade-offs in research design. However, it is worth noticing that verification is not limited to simulation, and that, in several cases, formal specifications pave the way for model checking (cf. Aldini) or correct-by-construction techniques (cf. Bozga and Sifakis, 2023).
Another aspect that emerges is the variety of methodologies and approaches in use, ranging across formal, algorithmic, and more practical, engineering-oriented solutions. Despite difficulties and differences, the research clearly shows the importance of considering a collective dimension in the engineering of socio-technical systems (Abowd, 2016; Casadei, 2023a; Galesic et al., 2023), as a key complement to the traditional viewpoints and especially to the classical workflow of individually-engineered entities integrated together as a second step. Indeed, considering sets of devices as collectives enables the use of qualitatively different tools, e.g., macro-level abstractions and models. These help to hide low-level concerns, which can then be resolved and optimised by the platform or middleware, and to promote the specification of collaborative behaviour.
Last but not least, we observe that there is variability in the scope of contributions. For instance, while certain works address specific problems (e.g., pattern formation) under peculiar assumptions (e.g., limited sensing), others propose general solutions (e.g., architectures and frameworks) that can be tailored to multiple kinds of scenarios. As pointed out in Section 1, the field is quite fragmented around problems, methods, and domains. Generally speaking, increasing the understanding of what it means for a system to be a collective, and to exhibit collective intelligence, may promote the identification of rather universal laws and techniques for analysing and engineering collective systems in general.
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