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Recent advancements in metal oxide semiconductor sensors enable system integrators to make sensor devices without the traditional complications of operating barebone sensor components. Anyone, so it seems, can put together multi-sensor-systems by combining an integrated sensor subsystem with a small piece of digital infrastructure, resulting in low-cost sensor systems or sensor networks for all kinds of applications. With low energy consumption, the deployment of close meshed sensor networks is becoming a reality, promising high density data for big data models. However, data quality is not necessarily a feature of such devices, since the device output signals are heavily processed and the insight into the actual operating technique is black-boxed by the respective sensor manufacturer. High volume production of a sensor model requires widely applicable output information, yet this mainstreaming negatively impacts quality control efforts on the system level as well as niche applications that require specialized operation modes. This article exemplarily examines the measurement chain of typical metal oxide semiconductor sensor applications and deduces requirements for a technically sound advancement of the subject for research and commercial purposes. Equivalent considerations can be made for any low-cost sensor principle and their respective challenges. The conclusion urges all stakeholders participating in the development and marketing of sensor devices to advance a scientifically valid state of knowledge and to educate their customers and even the general public accordingly.
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1 INTRODUCTION
Chemosensors interact with their measurands much more intimately than physical sensors. This is especially true for metal oxide semiconductor (MOS) gas sensors which are often looked down upon as unreliable, associated with drift and unspecific behavior. However, these sensors can be mass produced at lower cost than e.g., electrochemical cells or optical gas sensors. Recent work on developing gas sampling strategies, sensor materials, operating methods, and electronic frontends shall allow for the deployment of MOS sensors in commercial applications.
Fully integrated sub-systems (sensor device together with electronics and data pre-treatment, cf. Figure 1) play a central role for commercial success and mass production of MOS sensor devices. Such sub-systems can deliver digital output values to a host interface. Although this seems convenient at first sight, gas sensing devices need more consideration than putting together electronic parts and providing some numeric output: Inspired by communication network models, a sensor system model has been proposed in (Reimringer et al., 2016), outlining the inherent complexity of gas sensor applications. The model is meant as a guideline for research and development efforts. Figure 2 gives the abstraction for a single sensor system, reaching from the gas atmosphere in layer #1 to abstract benefit in #10. In combined and distributed systems, stacks and layers can be joined or interconnected according to the intended architecture. The following sections refer to the structure of this model, highlighting crucial aspects and extending it by general considerations for commercialization.
[image: Figure 1]FIGURE 1 | Size comparison of discrete electronics for the operation of traditional MOS sensors (left) and current sensor sub-system in a 3 × 3 mm packaging (right).
[image: Figure 2]FIGURE 2 | Abstraction layers for a single sensor system. Adapted with permission from (Reimringer et al., 2016).
2 TERMINOLOGY
Terms are being used ambiguously within the interdisciplinary context of gas sensing applications. In the subsequent sections, “sensor device” refers to a tangible, enclosed appliance such as a smoke detector, while “sensor sub-system” denotes a piece of electronics with integrated sensor and data pre-treatment. “Sensor systems” extend beyond a sensor device or sub-system, being more comprehensive like fixed installations for process monitoring or made up from multiple devices, supported by external data sources and processing facilities. An “instrument” refers to a deterministic system that produces measurement values using a fully defined measurement principle with traceable calibration. This is usually outlined in a specific standard that enables testing and certification by an accredited laboratory, such as (Beuth Verlag, 2023).
3 ASSESSMENT OF THE MEASUREMENT TASK
Acquiring a comprehensive understanding of the task at hand is a significant effort in every measurement project. This applies to both the measurands and the specific information being sought. Gas sensor devices transform chemical reactions into a quality judgement, and it is therefore pertinent to investigate if the gas phase is relevant to the requested information at all. Prominent examples can be found in “electronic nose” [(Persaud and Dodd, 1982; Capelli et al., 2014)] applications, as odors can escape even sophisticated human sensory methods. If a causal link can be established—or, in some cases, a strong correlation is considered sufficient—experts examine the atmosphere under investigation (Figure 2, #1); target and background components are identified for the selection of a suitable sensor. Interferents are evaluated concerning the need of separation techniques that protect the sensor from adverse, sometimes irreversible effects such as condensation, clogging, and poisoning. Other interferents can be suppressed by adaptation of sensor operation techniques and data analysis.
A widely debated issue pertains the gas access to the sensor (Figure 2, #2). Filters, membranes, and ducts hinder diffusion-based setups, while incorporation a pump or fan increase cost, noise, and energy consumption. The materials used for the contact area are also suited to impede a meaningful measurement. This is particularly apparent in the development of low-cost devices like indoor air quality sensors (Leidinger et al., 2014) or integrating gas sensors into mobile phones. A non-obvious requirement for the deployment phase of the sensor device is gas access for calibration: In-system calibration eliminates effects not accounted for in pre-assembling calibration and allows for periodic on-site recalibration.
4 SENSOR SELECTION
Once the target components are known, an appropriate sensor principle must be chosen. This article focuses on metal oxide semiconductor sensors as a low-cost role model. However, their working principle is based on redox reactions and thus not applicable to all target gases. A prominent example is carbon dioxide which is assessed with physical principles like infrared adsorption (Elektronik, 2016; Sensirion, 2020; Macagga et al., 2023) or photoacoustic effect (Sensirion, 2023). Other specific sensor principles such as electrochemical cells for oxygen quantification come up in special applications that usually lie outside the scope of low-cost devices.
In MOS sensors, various material combinations are available for the sensitive layer, usually doped with catalysts; however, manufacturers do not disclose their compositions. Characterization experiments and datasheet information can aid in selecting sensors for the intended purpose, such as detecting oxidizing versus reducing target gases or special configurations like pre-poisoned hydrogen sensors. However, MOS sensors generally possess broadband characteristics and the sensor material has little selectivity for a specific gas. These sensors traditionally comprise of a sensing layer with contacts for resistance measurement mounted on a heater with two additional contacts. This offers maximum flexibility, enabling specialized operation modes, while requiring significant effort for control and read-out electronics.
Modern sensor subsystems fully integrate the sensing element (s), heater control, and read-out electronics into a single package, resulting in a minimal bill of material—a crucial feature for low-cost devices. A complete system requires only an external controller (Bosch, 2022; Sensirion, 2022; Sciosense, 2023). However, the variety of models and sensor materials is limited and information on the sensing layers is not publicly accessible, introducing a black box approach that is hardly acceptable for the core functionality part. Since the built-in measurement is tailored to a specific application, corresponding to a typical range of target gases and background, a “VOC” output value of an indoor air quality sensor is unlikely to be applicable for emission monitoring situations.
5 SENSOR OPERATION
Data sheets of traditional MOS sensors specify static operation (Figure 2, #4) without revealing the underlying considerations (Sensortech, 2015; Umweltsensortechnik GmbH, 2022). For a given target gas or composition, the sensor has one optimum operation point with maximum sensitivity. Alternation in heater power, if at all, is used to reduce energy consumption or to prevent deterioration of the sensor (Figaro, 2023).
In the last decades however, dynamic operation of MOS sensors, i.e., temperature cycled operation (TCO), has been demonstrated to increase sensitivity and selectivity, while mitigating adverse effects like built up of reaction products (Schütze and Sauerwald, 2020). Sensitivity enhancement can be achieved by purposefully altering the oxygen configuration on the sensing layer, recently explained in the Baur-Sauerwald model (Baur et al., 2018) and yielding remarkable results in e.g., benzene detection (Sauerwald et al., 2018). Selectivity is created by utilizing sensor reaction at different temperatures, resulting in multiple data points per sensor and gas composition instead of a single scalar value. Differentiation between target and background gases is done by empirical evaluation or machine learning models (Baur et al., 2021; Robin et al., 2021). A significant advantage over constantly heated sensor arrays is elimination of multidimensional drift from individual aging processes. Instead, dynamic operation can be assessed for self-monitoring purposes. A disadvantage of the method is the complex transfer of the evaluation algorithm from one sensor element to another for reproduction or replacement. This is the subject of ongoing research (Robin et al., 2023).
An essential prerequisite for successful sensor deployment is a thorough understanding of the sensor’s qualities and appropriate testing equipment for characterization and calibration (Arendes et al., 2021). Again, target gases and background gases must be considered as the latter can have strong influence on the sensor and in the worst case render any laboratory calibration useless. Prominent examples of ubiquitous interferents in MOS sensor applications are humidity, hydrogen, and carbon monoxide. In any case, the choice of calibration compositions must be carefully considered with respect to the target application.
Special operating modes are also available for other types of gas sensors: Temperature modulation, in combination with modulation of other operating parameters, has been applied to gas sensitive field effect sensors, namely of the silicon carbide-based type (SiC-FETs). The combined modulation options are even more complex but with a profound comprehension has been shown to compensate for the inevitable production variance that is critical for this type of sensor (Bur et al., 2014; Bur, 2015). Another low-cost sensor application is the cyclic operation of electrochemical cells. Cyclic voltammetry is a technique that serves the same purpose as temperature modulation of MOS sensor, i.e., an increase of information dimensionality. The analysis of the resulting hysteresis curve can also be automated to deduct information through machine learning (Pennazza et al., 2018).
When sensor elements are packaged together with electronics as in the commercial MOS sensor subsystems mentioned above, operation modes are restricted to those that have been foreseen by the manufacturer and that are accessible through the given electrical interface. Most flexible and most expensive is a discrete implementation of operation electronics by the system integrator; application specific integrated circuits (ASICs) are rare (Stahl-Offergeld et al., 2015; Analog Devices, 2020) and combine the drawbacks of both approaches.
6 DATA ANALYSIS AND REPRESENTATION
In a simplified summary, layers #5 through #8 of the SSI model (see Figure 2) transform the physical sensor response to a tangible format. This can be a simple linear function that calculates a concentration value from an input voltage. In a much more complex case, this can be an optimized route for cyclists, calculated from multiple sensor nodes, combined with mapping software, weather information and complex micrometeorological modeling (Bøhler et al., 2002; Ramos et al., 2018; Schneider et al., 2019) gives a structured view from the data processing perspective. The chosen architecture and implementation may vary but must fulfill the objective of the measurement task (SSI layer #10) while respecting the contextual constraints of layer #9. This differentiates comfort applications as the route proposal mentioned above from, for example, the closed-loop control of industrial air treatment facilities.
It is a “long and winding road” (van Harrefeld, 2021) from the output of a sensor element to meaningful and reliable real-world information. Technical limitations exist, and some chemo-physical relationships evade current analytical or machine learning models, especially for odor prediction which is still the subject of current research (Brosig, 2018). On the benefit level (layer #10), users want to ensure comfort for themselves or a third party; this includes the absence of unwanted odors and presence of pleasant smells). Translating this into target components for gas sensing devices is hardly possible for any general setting, as there are a multitude of odorants, and even for known substances, the odor sensation of a random combination of those cannot easily be predicted (Schicker et al., 2023). The is due to the complex biochemical and neurological working principle of the human sensory system, which is highly individual, making human olfaction highly subjective. Objectification measures have been established and standardized over the last decades (EN 13725, 2022), but have considerable uncertainties due to imperfect comparability models (Boeker and Haas, 2007; Hove et al., 2016). Sensor systems for odor measurement must therefore be carefully limited to well-studied contexts, traced back to applicable human sensory reference methods and not be carelessly marketed as universally applicable electronic noses (Boeker, 2014).
All aspects of calibration mentioned in the previous sections converge in the data processing part of sensor devices, since calibration as such only gives deviations from the intended value. The calculation of correction parameters from reference measurements, the storage of these parameters and their inclusion in information processing can be realized in different ways: Automatic baseline correction (ABC) is a simple solution that can be integrated into a sensor subsystem and is ubiquitous in CO2 sensors. A major drawback is that if the underlying assumption fails, an ABC algorithm can distort the measurement beyond usability. If the sensor supports raw data output, the correction algorithm can be implemented by a knowledgeable system integrator by ignoring or disabling the built-in correction method. Some sensors rely on the host system to manage parameters of the internal correction algorithm of the sensor, leaving the origin and effect of the correction parameters unknown (Bosch, 2023).
Calibration parameters for factory-calibrated sensor devices can be stored either in the device or in a vendor-provided proprietary data processing environment, commonly marketed as a “cloud.” The latter allows for greater flexibility in model adaptation, such as on-site recalibration. However, it also means that the device’s performance may be limited without access the vendor’s cloud system, leading customers to feel held hostage. In complex business-to-business use cases—such as when the objective is an integrated representation of multiple data sources and models—this business model can be mutually beneficial for the service provider and customer. The service provider receives consistent revenue streams while the customer receives ongoing expert support and has no requirement of maintaining specialized data infrastructure (Olfasense GmbH, 2023). For applications requiring full traceability, such as the aerospace or automotive sectors, keeping track of calibrations, models, and parameters is compulsory. Some originally low-cost devices are utilized in such contexts; hence, the sensor device manufacturer must make an informed decision to deliberately set limitations for their product or to include traceability measures into their quality management system that can be built upon when needed. Failure to calibrate of networked devices is not an option since it will inevitably lead to misleading relative behavior. Instead, the network can be effectively utilized for calibration and quality control measures (deSouza et al., 2022).
7 ONGOING STANDARDIZATION
Standardization for gas sensor devices covers three main aspects: Calibration, deployment, and reference values. For physical measurement techniques, the measurement principle itself is subject to standardization e.g., ozone (EN 14625, 2012) or nitrous oxide (EN 14211, 2022). For sensor devices, a black-box approach is accepted. Instead, the measurement performance under typical application conditions is evaluated by defining methods that consider typical interferents and target gas concentrations. Depending on the underlying statistical model, significant cost and effort are involved to obtain enough reference points, also prolonging the commissioning phase for a sensor project. The intention behind gas sensor standardization is to create quality awareness and visible differentiation from cheap competition. Manufacturers must provide comparable quality assurances by referring to a common standard and ensure their verifiability (by specifying quality assessment methods) while deliberately leaving device construction and measuring principle open.
A German directive on odor-related measurements has been published in 2018 (VDI 3518 Part 3, 2018), while on the European level the CEN/TC 264/WG 41 is working on a standard for odor sensors since 2015 without having published a draft version yet (van Harrefeld, 2021). In a parallel initiative, the IEEE Standards Association is working on a standard for performance verification of machine olfaction systems and outdoor odor monitors (IEEE SA P2520.2.1, 2023). A main discussion topic is whether the performance must be demonstrated on the installation site, in an artificial test setup or in a combination of both. For general outdoor air quality, a technical specification (TS) has been published recently (CEN/TS 17660 Part 1, 2021). The TS lays out a multiple path protocol for the evaluation of sensor systems, including extended field tests and a combination of laboratory tests and short field tests, resulting in classification into one of three performance classes or failure (“no classification”). While sensor system manufacturers complain about the TS methods being overly complex and expensive, researchers advise to exceed the given requirements (Illueca Fernández et al., 2023). For all stakeholders, however, it is desirable to achieve reliable data from comparability and standardization, as reported in (Borrego et al., 2016; Borrego et al., 2018; Williams et al., 2019).
For indoor air quality applications, an ISO standard exists (ISO 16000 Part 29, 2015) that contains no substantiable testing specifications. Thus, a recent German directive (VDI 3518 Part 4, 2023) has been devised that is also technology-agnostic and defines realistic test conditions with target gas and interferent concentrations (Schütze et al., 2023). Such guidelines enable sensor device manufacturers and test houses to set up testing equipment for production calibration and validation, supported by specialized equipment suppliers.
8 DISCUSSION
The aspects highlighted above give a glimpse of the intricate nature of gas sensor devices and the compromise process of their successful implementation. Consequently, the development for gas sensor devices takes significantly longer than that of other electronic products, posing a substantial economic risk. Effective measures to mitigate both risks and development time relate to ensuring the long-term availability of the utilized sensor elements or subsystems with consistent specifications. Ideally, sensor manufacturers should commit to active live cycles of more than 10 years. Device vendors resorting to anticipatory purchase and storage of sensors to fulfill service agreements encounter the challenge of long-term storage under carefully adjusted ambient conditions. Even then, the stability of the sensing layer cannot be guaranteed due to long-term effects such as adsorption, recrystallization, and migration.
More abstract strategies to transfer expertise and methods, particularly in new developments require a thorough understanding of the theoretical principle, infrastructure for extensive testing, and practical knowledge. Therefore, it is recommended to foster a close cooperation between research groups, sensor manufacturers, and system integrators. A common voice regarding the development path can prevent overblown expectations fueled by glossy advertisements and encourage skepticism towards cheaply made sensor devices. The mentioned standardization initiatives help to raise quality awareness among sensor experts and customers alike. Profitable reference applications will be found in sustainability topics such as closed-loop recycling and industrial ambient monitoring. Adding value to markets already flooded with end-user gadgets, like indoor air monitoring proves more challenging.
Interdisciplinary teams with expertise in sensor device development can leverage their knowledge to expedite new developments and use their experience to gain a clear perspective on relevant challenges. However, fostering a fundamental understanding of sensors and sensor systems beyond the community of sensor experts is essential to open new fields of application. Many scientific, industrial, and consumer applications presently depend on data models to enhance the spatial and temporal resolution of sparse data. This can lead to wrong results because of improper interpolation or artificial hallucination. Here is substantial room for improvement by deploying appropriate and reliable sensor devices.
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