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Compressive sensing (CS) has been extensively employed in uplink grant-free
communications, where data generated from different active users are transmitted to a
base station (BS) without following the strict access grant process. Nevertheless, the
state-of-the-art CS algorithms rely on a highly limited category of measurement matrix, that
is, pilot matrix, which may be analyzed by an eavesdropper (Eve) to infer the user’s channel
information. Thus, the physical layer security becomes a critical issue in uplink grant-free
communications. In this article, the channel reciprocity in time-division duplex systems is
utilized to design environment-aware (EA) pilots derived from transmission channels to
prevent eavesdroppers from acquiring users’ channel information. The simulation results
show that the proposed EA-based pilot approach possesses a high level of security by
scrambling the Eve’s normalized mean square error performance of channel estimation.

Keywords: grant-free communications, compressive sensing, physical layer security, channel estimation, pilot
design

1 INTRODUCTION

Internet of Things (IoT) covers the domain of machine-to-machine and industrial communication
technologies with automation applications Wei et al. (2020), Wang et al. (2021a). The explosively
increasing number of users of IoT leads to the requirement of simultaneous support of massive users.
To cope with it, non-orthogonal multiple access (NOMA) is employed to tackle the challenges of
limited radio resources in IoT. Specifically, signals generated by different users are transmitted on the
same radio resource through the use of dedicated multiple access signatures (e.g., power or code) to
manage inter-user interference Parvez et al. (2018), Yuan et al. (2020).

However, NOMA depends on the conventional request-grant-based user access, where the
procedure of scheduling/connection request and grant imposes prohibitive training overhead and
latency. To this end, grant-free transmission is highly desirable, which can provide simultaneous
support for massive users without undergoing assignment through a handshake process Wang et al.
(2021D). In fact, the users who sporadically wake up from the idle state, referred to as burst users, only
account for a small fraction of the total potential users Wang et al. (2020). Hence, the signals
generated by burst users are sparse in the time domain. Since compressive sensing (CS) exploits the
sparsity of a signal to recover it from far fewer samples than required by the Nyquist criteria, it makes
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the base station (BS) possible to recover the desired signals from far fewer measurements Tropp and
Gilbert (2007). Built upon this structure, CS-based techniques for grant-free transmission have
attracted a lot of attention Gao et al. (2016).

The existing CS-based grant-free techniques focus on channel estimation of active users, where
the pilot matrix is mainly marked by Bernoulli distribution Wang et al. (2020) and Gaussian
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distribution Gao et al. (2015). In the study by Dai et al. (2018), the
geometrical structure of the BS’s antenna array is utilized to
design the non-orthogonal pilot for channel estimation, where
the pilot matrix is equivalent to the discrete Fourier transform
(DFT) matrix in the virtual angular domain. In our previous work
Wang et al. (2021b), Bernoulli-based pilot in the time domain was
proposed for channel estimation of active users in uplink grant-
free communications. In light of that the majority of users
transmit their signals during consecutive slots in practice, the
temporal correlation of the active user sets between adjacent slots
is employed to design the pilot sequence to enhance the
performance of multi-user detection in  grant-free
communications. Given this guideline, Du et al. (2018)
investigated the relationship between the block sparsity of the
uplink access signals and the improved CS-based channel
estimation, where the pilot matrix remains unchanged over
the entire transmission period.

Since the existing channel estimation techniques rely on the
specific pilot matrix in grant-free communications, the constant
pilot matrix may introduce serious security problems when an
eavesdropper has the knowledge of the pilot information. In this
context, the physical layer security draws lot of attention Wei
etal. (2022) Wei et al. (2021b). Rachlin and Baron (2008) showed
that the CS-based encryption does not achieve Shannon’s
definition of perfect secrecy, but a computationally unbounded
adversary can easily infer that the correct sparse signal has been
recovered. Hence, there are still issues left to be addressed in the
security of pilot design for uplink grant-free communications.

Motivated by the aforementioned open challenges, in this
article, an environment-aware (EA) pilot scheme is designed
to ensure secure uplink grant-free communications. The
contributions of this article are given as follows.

e The standard CS forms of the channel estimation for the
proposed approach are derived based on the time domain
and virtual angular domain, respectively. Furthermore, the
gain pattern of the uniform linear array (ULA) antenna with
a fixed direction angle of arrival (AoA) is given to show
sparse signals in the virtual angular domain.

e Based on different domains, an environment-aware pilot
scheme is designed to meet the requirement of secure uplink
grant-free systems, where the eavesdropper can hardly
acquire the channel information for different users.
Furthermore, the proof of the validity of the pilot design,
that is, measurement matrix, is given. The channel
estimation performance of the proposed scheme is
presented based on the different sparse bases in the LTE-
Advanced (LTE-A) systems with the frequency selective
channel.

Notation: We use the following notation throughout this
article: Matrices are denoted by boldface uppercase letters, for
example, A, while boldface lowercase letters are used to represent
vectors, for example, a. ||A[|, denotes the 12 norms of matrix A. AT
denotes the transpose of matrix A. We use diag(a) to transform
the vector a into a diagonal matrix. Furthermore, ® and vec (.)
represent the Kronecker product and vectorization, respectively.

Secure Uplink Grant-Free Systems
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FIGURE 1 | A typical attack from the eavesdropper in uplink grant-free
communications.

2 SYSTEM MODEL

We consider a typical uplink grant-free communication with a
base station (BS) and M potential active users, where the Time
Division Duplex (TDD) communication protocol is employed
to achieve the high-frequency spectrum efficiency.
Furthermore, we use NOMA as an advanced radio access
technology to fulfill the requirement of massive user
connectivity. Without loss of generality, each user and BS is
equipped with a single antenna and R antennas, respectively.
As shown in Figure 1, there are M burst users who
simultaneously wake up and transmit signals to the BS. An
eavesdropper with the same number of antennas as the BS
keeps monitoring the potential active users and tries to decrypt
messages generated by active users.

The channel impulse for the m-th user in the time domain can
be modeled as

L1

m (T) = Z Hl,mejznfdta(_[ - rl,m): (1)

1=0

where L,,, 7, and f; denote the number of multipath, the I-th
path delay, and the maximum Doppler shift, respectively.
Furthermore, the amplitude and phase of the m-th user are
given by

Hl,m = €mYps (GI,M)WUE (¢1,m)’ (2)

where €;,, denotes the I-th path of complex gain. The azimuth
AoA 0,,, and the azimuth angle of departure ¢;,,, follow uniform
distribution. Furthermore, steering vectors at the BS and user can
be, respectively, expressed by

e @)dsin (0],,) jon(R-1)dsin (61,,,) T
Vs (O1n) = | € T s T ,
3
2 (0)dsin (¢,'m) j2n(U—l)dsin(¢lvm) T ( )
WUE(¢1,m) =le 1 oo s€ T ,
where U denotes the number of wuser’s antenna.

Accordingly and based on the frequency domain, (2) can
be expressed by
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Lpy-1 —janS-rllm(Hfd)p
P

H =Y Hye 7, (4)
1=0

where f; and p denote the sampling rate and the p-th of P pilots,
respectively.

Each user is equipped with only one antenna, that is, U = 1.
Hence, steering vectors at the user side are formed into a unit
matrix. In this article, we focus on the low-velocity service, and
hence, the small-scale follows a slow time-varying channel.

3 PROPOSED SECURE UPLINK
GRANT-FREE TRANSMISSION

In this section, CS-based grant-free channel estimation in the
time domain is firstly given in Section 3.1, followed by CS-based
grant-free channel estimation in the virtual angular domain in
Section 3.2. Finally, a secure uplink grant-free transmission
scheme and a novel pilot design are proposed to enhance the
wireless security, which are shown in Section 3.3.

3.1 CS-Based Grant-Free Channel

Estimation in Time Domain

The time channel impulse of the k-th orthogonal frequency
division multiplexing (OFDM) symbol between the m-th user
and the r-th antenna at the BS can be expressed as
he oy = [hp (0), By (1), .o By gy (L — 1)]Y, where L,, denotes
the maximum channel delay of the m — th user. At the BS,
the received pilot sequence of the r-th antenna can be written as

M-1

Yi, = ) diag(&im)Frhy, + Z, )

m=0

where @y ,,,, F; and Z denote pilot vector, the first L columns of the
DFT matrix, and additional additive white Gaussian noise (AWGN),
respectively. Furthermore, L = max (L,,), m € (1, M). Accordingly,
the received signal for all receiving antennas can be expressed as

?k = (:)kI:Ik + Z, (6)
where Yi = [Yig..., Yip, )" e CPR
Oy = diag (©y,,) € CPRMIR, O, =
[(Axk,oFL, ey ak,m—lFL] € (CPXML and H; =
(Hip ..., Hip ]" e CMERL

Since P « ML, (6) indicates a standard CS structure Crespo
Marques et al. (2019), where the CS theory can be employed to
obtain the channel information.

3.2 CS-Based Grant-Free Channel

Estimation in Virtual Angular Domain

Tse and Viswanath (2005) and Zhou et al. (2007) introduced the
concept of the virtual angular domain, where the energy of the
received signal is limited to a restricted region. Accordingly, we
simulate the gain pattern of a uniform linear array antenna with a
fixed direction AoA as shown in Figure 2, where the AOA is set to
45° with 16, 32, 64, and 128 antennas at the BS, respectively. It can

Secure Uplink Grant-Free Systems

be observed that the resolution of AoA in the virtual angular domain
increases with the number of antennas. Furthermore, there are
limited scatters around the BS, where the signal is sparse in the
virtual angular domain with finite AoA. Given this guideline, the
channel estimation of sparse users is detailed later in this subsection.

The classical communication theory depicts the explicit
channel characteristics on different use cases, where coherence
time quantifies the similarity of the channel impulse at different
times Lee (1997). Hence, the coherence time T, in Rayleigh fading
channel is expressed by

9
T.= Wfd) (7)

where simultaneously estimated consecutive symbols can be
performed if transmission time is far less than the coherence
time. Applying the multi-path slowly varying channels, the
received pilot sequence of the p-th pilot of R antennas for K
continuous transmission symbols at the BS can be written as

M-1
_ _ T
Y, = am,th)P +Z, (8)
m=0
T KxR
where . RY{, = [YO,p""’yK—l,p] € C™,
X —
Yip = [Vkops- ~->)’k,¥—1,p] eC™, Qn,p =
— — Kx1
[“O,m,p> cees “K—l,m,p] eC™

T . (Rxl
and. hm,p = [hO,m,p> - ’hRfl,m,p] e C™ N
The channel matrix can be expressed as a sparse form, such as

hm,p = ABShm,pAUE) (9)

where Agg = [yps(0), . . ., ¥ps(R — 1)] and Ayg = 1. Hence, we can
arrive at
M-1 B
vec(Yp) = z Ags ® &y, ph,,, + vec(Z)

m=0 (10)
= ®,IH, +vec(Z)

=0,H, + vec(Z),

.,Ags ® &pr-1,p]. I denotes the unity
. h of MK x RM. Furthermore,

H, = (hyp, - .- ,hM_l,p]T. Based on (9, 10), channel

information of sparse users can be obtained Gao et al. (2015).

where @, = [A;gs ® & ps - -
matrix with the size

3.3 Secure Uplink Grant-free

Communications and Pilot Design

Based on Sections 3.1, 3.2, it is clear that the eavesdropper needs to
know all users’ pilots to acquire channel information of active
users. In other words, grant-free communications cannot be
conducted under a blanket of secrecy once the pilot book is
disclosed. Hence, the unchanged users’ pilots may lead to severe
security problems in uplink grant-free communications. To that
end, the pilot in our approach is designed to be extracted from
changeable environments, referred to as EA pilot, to keep users’
pilots updated and thus ensure secure grant-free transmission. In
detail, if a user’s amplitude of channel information at the p-th pilot
is higher than a set threshold at current transmission, the values of
this users’ pilot at the p-th pilot for the next transmission are set to 1.
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FIGURE 2 | Fixed AOA and gain pattern of the ULA equipped with different number of antennas.
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Otherwise, they are set to —1. In particular, the channel reciprocity in
the TDD mode is utilized to keep users’ pilots changing without
signaling exchange between users and BS. By doing so, the
transmitter can determine the downlink channel information
upon the channel information obtained through the uplink
channel estimation. Hence, it is hard for eavesdroppers to acquire
pilot information and steal information generated by the target users.
Since the value of pilot is set to 1 or —1, it can be observed that
the values in @, and &, , are random samples from Bernoulli
distribution and straightforward to implement. However, the
matrix @ in (6, 10) should meet the requirement of the
restricted isometry property (RIP) to ensure the decoding at
the BS Scherzer (2010). To this end, we resort to the Bernoulli
matrix to construct a measurement matrix, that is, random
matrix. Based on (6, 10), the measurement matrix in the time
domain and angular domain can be, respectively, expressed as

&k,r = [dlag (&k,r,O)x cees dlag (dk,r,M—l )] > (11)
and

T o ~ T o =
(I)P = [ABS ® ®o,p> - - - ’ABS ® aM_LP]

= [(DO’P""’(DM—I,])], (12)

where the element of &, and &, are generated by the
independent and identically distributed Bernoulli random process.
Accordingly, pilot sequence & is non-orthogonal. The proof of the
validity of the measurement matrix is shown in Table 1.

4 SIMULATION RESULTS

This section demonstrates the efficacy of the proposed scheme
with EA pilots in LTE-A systems. Furthermore, the normalized
mean square error (NMSE) performance of eavesdroppers
without knowledge of EA pilots is given to show the
superiority of the proposed secure grant-free communications.
The pilots are uniformly distributed throughout the symbol. Note
that the linear interpolation algorithm is used to obtain channel
information in non-pilot positions. Furthermore, the realization
of grant-free communications, including user activity detection
and channel estimation, is mainly based on our previous work
Wang et al. (2021b).

TABLE 1 | Parameters of communication systems.

Parameters Values
Mode TDD
Frequency 2 GHz
Bandwidth 20 MHz
Cyclic prefix Normal
Modulation mode QPSK
Channel model EVA
Doppler shift 5Hz
MIMO correlation matrices Low
Number of BS antennas 64
Number of cluster 5
Number of users in cluster 2

Filter coefficient

ool
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FIGURE 3 | Impact of SNR for the proposed scheme on the NMSE performance of channel estimation in the time and virtual angular domain, where the number of
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Considering the property of multipath slowly varying channels,
the slight Doppler shift is employed. For example, given Doppler shift
5 Hz and the conventional Rayleigh fading channel, the coherence
time T, is equal to 8.46 ms based on (7), which is far less than a
transmission subframe in LTE-A. Referring to 3GPP (2018), we
evaluate the channel information performance of the active users
based on the Extended Vehicular A (EVA) channel model, where the
multipath propagation conditions consist of the maximum delay and
relative power. The simulation parameters are given in Table 1.

Figure 3 shows the impact of SNR for the proposed scheme on
the NMSE performance of channel estimation in the time and the
virtual angular domain, respectively. Furthermore, the NMSE
performance at the eavesdropper side is presented to show the
superiority of the EA pilots. It can be observed that by employing CS
on the time sparse basis and virtual angular basis, the EA pilot
approach brings higher security in terms of the NMSE of channel
estimation, which means the eavesdropper finds it hard to perform
channel estimation. Hence, we can reasonably infer that by utilizing
the EA pilot in the TDD mode, the uplink grant-free transmission
can be conducted in a secure manner. In particular, it can be seen
that the performance of the channel estimation in the time domain
outperforms the receiver in the angular virtual domain. We consider
this result reasonable since the receiver with a small number of BS
antennas is influenced by the leakage power.

5 CONCLUSION

This article focuses on the uplink grant-free communications and
derives the standard CS form for channel estimation based on

different sparse bases. In particular, the essentially invariant
character of the channel impulse within the coherence time has
been utilized to perform channel estimation in the virtual angular
domain. Furthermore, an EA pilot scheme is proposed to meet the
requirement of secure uplink grant-free communications, and the
validity of the pilot design, that is, measurement matrix, is proven.
Finally, we compare the channel estimation performance based on
the different sparse bases in the LTE-A system. The simulation
results show that the proposed EA-pilot-based uplink grant-free
communications are conducted in a secure manner.
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