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In this paper, we examine the relationship between generalized trust and online trust to assess whether the latter is a distinct phenomenon or an extension of the former. For this purpose, we provide an overview of different approaches developed to explain trust and discuss their applicability to online trust. Our analysis is based on a nationally representative sample of Austrians aged 16 or older, collected as part of the latest International Social Survey Programme (ISSP) survey on “Digital Societies,” as well as pretest data for this survey from Austria, Greece, Poland, the Philippines, and South Africa. Regression models considering indicators associated with a wide range of different approaches show that generalized trust is the strongest predictor of online trust. Hence, our findings suggest that online trust is not an independent concept but an extension of generalized trust, supporting the initial notion of generalized trust as a concept that goes beyond personal relationships, now also into the digital world.
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1 Introduction

The concept of trust, including specific types such as social, generalized, and political trust, has gained significant prominence in the social sciences over the past few decades (Barbalet, 2019; Misztal, 2020; Vrečar, 2025). This growing interest coincides with the rapid rise of the Internet and online communication since the 1990s. Given that, many foundational studies on trust were conducted before the internet era (Rosenberg, 1956; Deutsch, 1958; Lewis and Weigert, 1985; Hardin, 1993; Yamagishi and Yamagishi, 1994; Earle and Cvetkovich, 1995; Fukuyama, 1995), questions arose, such as whether the internet positively or negatively affects trust (Uslaner, 2004) and how trust can be established in online environments (Hardin, 2004).

The present research also addresses the relationship between online and offline trust, but asks a more fundamental question of whether online trust is a distinct phenomenon or a mere extension of offline trust. This question adds notably to the existing literature on digital environments, which focuses often on specific aspects of online trust, such as consumer behavior, reputation systems, and internet transactions (Yoon, 2002; Wang and Emurian, 2005; Mutz, 2005). Additionally, studies frequently investigate specific online interactions, including reputation in internet markets (Khopkar and Resnick, 2009), gaming (Lundmark, 2015; Chen et al., 2016), experiences of discrimination (Näsi et al., 2017), negative impacts of online interactions (Näsi et al., 2015; Pavić and Šundalić, 2016; Hergueux et al., 2021), online trust’s relation to social capital (Zhou et al., 2022), and other topics.

Research on the foundations of online trust is less common. Furthermore, existing literature shows that this research draws on offline trust concepts: For instance, Beldad et al. (2010) link online trust in both commercial and non-commercial contexts to classic offline theories, such as psychological approaches and attitudes. Similarly, Taddeo (2010) applies a rational choice framework, while Antonijević and Gurak (2019) start from Luhmann’s theories. Melanie Green (2007) also adopts a psychological perspective when observing that respondents report significantly lower trust in people on the Internet compared to people in general. We consider generalized trust as an additional source of online trust and build in this regard on insights from research on offline trust that considered the relations between different types of trust, such as Freitag and Traunmüller (2009), Newton and Zmerli (2011), Glanville and Shi (2020), Zheng et al. (2023), and Fairbrother et al. (2024).

Given that the above-mentioned literature on the sources of online trust suggests that online trust shares a similar foundation with offline trust, we first present key theoretical assumptions and their potential extensions to online trust, based on prior reviews by Delhey and Newton (2003, 2005), Nannestad (2008), Delhey et al. (2011), Newton et al. (2018), Schilke et al. (2021), and Vrečar (2025). The different approaches depicted in Table 1 inform the selection of items for our subsequent analysis of the sources of trust. Table 1, therefore, also includes several items, which will be discussed in greater detail in the methods section.



TABLE 1 Theoretical approaches to trust and related independent variables.
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The theories depicted in Table 1 can be divided into approaches focused (a) predominantly on individuals and their traits, perceptions, and evaluations and (b) approaches focused on societies and cultures and their institutional contexts and structural elements. The first individual-level approach is the personality perspective, which posits that trust is a stable trait, largely established in childhood and influenced by early life experiences (Erikson, 1950; Uslaner, 2002). It suggests that trust, whether in online or offline contexts, is associated with a positive outlook on life, including factors such as personal optimism, life satisfaction, and a sense of control. Trust, in this view, remains consistent across different domains, with online experiences having little impact on an individual’s overall level of trust (Uslaner, 2004). The rational choice perspective is another individual-focused approach. It considers trust as a product of cognitive evaluations and experiences. Individuals calculate the likelihood of others being trustworthy based on their past interactions. Positive experiences, particularly in repeated interactions, tend to increase trust, while negative experiences reduce it (Coleman, 1990; Gambetta, 1988). Trust in this context is seen as a rational decision, shaped by the perceived trustworthiness of others and the expected outcomes of trusting relationships (Hardin, 2002). Finally, the social constructivist perspective also emphasizes the role of individual perceptions in shaping trust. Trust is seen as influenced by how people perceive societal structures, conflicts, and inequalities (Larsen, 2013; Frederiksen, 2019). Individuals who view their society as predominantly egalitarian and middle-class, not eroded with cleavages and divisions, are more likely to exhibit high levels of generalized social trust, reflecting their belief in the fairness and stability of their social environment.

Contextual elements are emphasized in the civic culture and values perspective, which links trust to broader cultural processes and civic values. Trust is seen as emerging from democratic traditions, civic engagement, and social capital, which includes networks and norms of reciprocity (Putnam, 1993, 2000; Fukuyama, 1995). This approach suggests that individuals with strong bridging social capital and participative behaviors, both online and offline, are more likely to exhibit high levels of trust. Additionally, trust correlates with egalitarian attitudes and religious backgrounds, particularly Protestantism (Fukuyama, 1995: 283–6; Delhey and Newton, 2005: 318–320). The societal status/ class perspective interprets trust as reflecting the structural characteristics of society, including class, status, and ethnic divisions. Trust is more prevalent among those with higher socioeconomic status, who are more likely to experience stability and security (Patterson, 1999; Wilkinson, 2005; Rothstein and Uslaner, 2005). In the online world, this perspective would suggest that individuals who are better educated, wealthier, and more digitally literate are more inclined to trust others, as they are more familiar with and confident in navigating digital environments. Finally, from an institutional perspective, trust is closely tied to the quality of government and institutional fairness. Trust in others, including in online contexts, often stems from trust in political institutions, particularly those perceived as fair and impartial. This approach posits that individuals who see democratic state institutions as mostly fair and therefore trust them, especially those implementing policy, such as courts and their public officials, are more likely to extend that trust to fellow citizens and strangers, both online and offline (Rothstein and Stolle, 2008).

As mentioned earlier, this research examines the sources of online trust and its relationship with offline trust. More specifically, we focus on generalized trust as the survey we use in our analysis asked about trust in general and not about trust in particular individuals or groups. The literature allows for two opposing perspectives on this relationship between online and offline trust: On one hand, the core idea of generalized trust—the belief that “most people can be trusted” and that trust extends beyond direct, personal interactions (Stolle, 2002; Uslaner, 2002)—suggests that it also extends to online contexts, making online trust a subset of generalized trust. On the other hand, studies on distinctions between generalized and particularized offline trust (Freitag and Traunmüller, 2009), social and political trust (Newton and Zmerli, 2011), and the transition from particular to generalized trust (Glanville and Shi, 2020; Zheng et al., 2023) were also able to demonstrate that trust can take on distinct types. Applying these findings to the relationship between online and offline trust opens the alternative possibility that online trust may represent a separate and unique type of trust.



2 Methods

Our analyses are based on questions from the new International Social Survey Programme1 survey on “Digital Societies,” the ISSP survey on “Health and Health Systems,” and a few country-specific questions that were fielded in a single survey in Austria. The survey is representative of the Austrian population aged 16 and older and was conducted in early 2024. The sample was drawn randomly from the national registry and 3,800 people were invited via postal mail to complete the survey either online or, after two reminders, in a printed mail-in format. The final sample size was 1,546 respondents, which corresponds to a response rate of 40.7%. Our analysis is limited to internet users, as one of the dependent variables is about online trust and was only captured from internet users. Our final sample size is thus 1,434 cases. The data (Hadler et al., 2024) is available at the Austrian Social Science Archive (AUSSDA).

Furthermore, we used the pre-test data from the development of the ISSP Digital Society survey from 2022, which includes samples from Austria, Greece, Poland, the Philippines, and South Africa. These samples did not include all questions of the final survey and followed less strict data collection rules. Therefore, only use them to tentatively check whether our findings on the relation between generalized trust and online trust can also be observed in other countries. Here, the total sample size is 4,055. This second dataset is also available at AUSSDA for replication purposes (Andreadis et al., 2024).

Our dependent variables on trust are measured in the following way: (a) “Generally speaking, would you say that most people can be trusted or that you cannot be too careful in dealing with people? Please tick ONE box to show what you think, where 0 means you cannot be too careful, and 10 means most people can be trusted.” This question on generalized trust uses the wording that was introduced in the US General Social Survey in 1972 and has been used ever since widely since then in various surveys including the ISSP, despite debate about its measurement properties (see for example Reeskens and Hooghe, 2008).

The ISSP group developed a similar question for online contacts for its “Digital Societies” survey: (a) “On a scale of 0 to 10, how much do you trust people you are communicating with on the Internet but have never met in person? 0 means you do not trust them at all, and 10 means you trust them completely” with the same answer categories as for the generalized trust. The wording “never met in person” was added after the pre-test to emphasize the online-only aspect and to exclude communication with family, close friends, etc. Table 2 shows the descriptive statistics for these two variables and for all independent variables. The independent variables were selected based on all items in the survey that are related to the different approaches displayed in Table 1.



TABLE 2 Descriptive statistics (internet users only).
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Our analytical approach is as follows. Initially, we present descriptive results on the two trust variables and their correlations. This is followed by different regression analyses. Given the large number of indicators associated with the different theory approaches, we explored several reduction strategies. We considered factor analyses, which are suitable only for correlated variables and not applicable to socio-demographic variables and other sets of indicators associated with the different approaches. We also explored a stepwise regression, which adds variables based on their explanatory power. However, this method can introduce biases, such as variable omission or overfitting.

Ultimately, we adopted the following two-step approach. In the first step, we ran separate regressions with either generalized trust or online trust as the dependent variable and all independent variables associated with a single theoretical approach (e.g., personality, civic culture, etc.). We recorded which variables remained significant in each combination of trust and theory approach. In the second step, we ran regressions that included all variables identified as significant in these initial regressions. Additionally, we cross-validated the results using alternative approaches, such as regressions including all variables and the stepwise regression mentioned earlier. While the results show slight variations across methods, the main conclusion regarding the relationship between offline and online trust remained consistent.

Finally, before presenting the results of our analyses, we must place our study in a societal context for better interpretation. Austria is considered a medium-trust society (Delhey and Newton, 2005: 315). During the 1990s and early 2000s, social trust, as measured by the “most people can be trusted” question, was around 30 percent and above, according to the integrated World Values Survey Data. Since then, trust has steadily increased to over 40 percent, despite Austria’s rapidly growing ethnic diversity in the past two decades. Similar trends are observed in the ISSP data, where generalized social trust averages around 50 percent on a scale from 0 to 10, reflecting a general faith in fellow citizens (Hadler et al., 2020). Regardless, as pointed out above, we will use the international pre-test dataset to verify some of our national results and check if we see similar findings in other countries.



3 Results

As described in the data section, we first present some basic results on offline and online trust. Figure 1 shows the level of generalized trust and Figure 2 the online trust in the Austrian data from 2024. Both figures are limited to internet users. The distributions show that the online trust is much lower with a large group of respondents indicating no trust at all. This rather low trust is also due to the question wording, which asks specifically for people who you usually do not communicate with. The pre-test data (Andreadis et al., 2024) did not include the term “stranger,” which resulted in a higher level of trust. Regardless of the magnitude, the overlap between offline and online trust is moderate with an overall Pearson correlation of 0.221 in the Austrian data and an overall correlation of 0.164 in the international dataset. The subsequent regression analyses will further explore this question and examine the underlying factors that shape trust.

[image: Figure 1]

FIGURE 1
 Generalized Trust (internet users only). Formulation of the question: “In general, what do you think: can you trust people or can you not be careful enough when dealing with people? Please check ONE box to show what you think; where 0 means you cannot be too careful and 10 means you can trust most people.” Source: Austrian sample of the ISSP Digital Societies survey and Austria-specific questions. See the Methods section for details.


[image: Figure 2]

FIGURE 2
 Online Trust (internet users only). Formulation of the question: “On a scale of 0 to 10, how much do you trust people you communicate with over the Internet but have never met in person? 0 means you have no trust at all, and 10 means you have complete trust.” Source: Austrian sample of the ISSP Digital Societies survey and Austria-specific questions. See the Methods section for details.


Table 3 presents the results of the regression analyses. As described in the methods section, the included variables were selected based on their significance when considering only a single theory approach. Model 1, on generalized offline trust, shows that trust in institutions—more specifically in Austrian courts—has the strongest effect with a Beta of 0.198. The feeling of control over life’s problems, related to the personality perspective, is also significant with a Beta of 0.173. In addition, variables related to societal status and the social constructivist view are significant, i.e., residency and household income. Education fails to be significant at a 0.05 level. All other variables are not significant in this model, hence, generalized trust is mostly influenced by factors related to the institutional, personality, as well as to the social status and social constructivist view.



TABLE 3 Regression models on generalized and online trust (Beta values).
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Model 2 presents the results for online trust. Online trust is also shaped by institutional trust, in this case, trust in the Austrian parliament (Beta = 0.119). Compared to offline social trust, online trust is also influenced by other online trust indicators such as trust in the accuracy of social media (Beta = 0.134). Furthermore, sociodemographic characteristics, i.e., being young (Beta = 0.140), gender (−0.163), and belonging to a disadvantaged social group (0.082), are significant, which supports approaches considering social class and constructivist views. Furthermore, political bonding online (civic perspective) is significant (Beta = 0.116), as is being a victim of online harassment (reflecting experiential rational choice view) with a Beta of 0.098. The rational choice indicator of being a victim of online harassment has surprisingly a positive effect. A possible explanation is that the cause-and-effect direction might be reversed and trusting individuals might get in contact with perpetrators more often. Finally, similar to general trust, the issue with managing problems has a positive effect. Surprisingly, its effect is opposed to its empowering impact on generalized offline trust in the initial model. However, it shows that online trust is also influenced by personality factors. In sum, this first analysis of online trust suggests that online trust is influenced by factors associated with all approaches shown in Table 1.

To explore the relationship between online trust and generalized trust, we added the latter as an additional independent variable to Model 2. The results are shown in Model 3. The impact of sociodemographic characteristics—trusting more when young and male—remains significant. The phenomenon of political bonding also retains its relevance for online trust (Beta = 0.110)—a finding that supports the proposition that on the Internet, we may also be confronted with a distinct and more particularized dimension of trust, as engaging online with politically like-individuals results in higher trust. Factors related to social class/status, social constructivist views, and the civic perspective also remain strong. Similarly, the rational choice-related indicator and online harassment remain significant. A larger shift happens regarding trust indicators not related to the online sphere. Model 3 shows that generalized trust becomes the strongest predictor for online trust (Beta = 0.214), whereas trust in the institution “parliament” is not significant anymore. This finding supports the view that online trust is strongly related to generalized trust despite the mixed results in our initial descriptive analyses.

To verify these findings of Model 3, we estimated a similar regression with the international dataset. We included all significant indicators of Model 3 except for the difficulty managing problems indicator, which was not included in the pretest data, and added the trust in institutions indicator “parliament” and fixed effects for each country. This verifying regression confirms that generalized trust (Beta = 0.115**) has a stronger effect than institutional trust (Beta Parliament = 0.101**; Beta Social Media = 0.108**). Generalized offline trust, hence, is central to online trust, which is also underscored in another additional analysis, a factor analysis, which shows that online and offline trust and trust in a parliament form a single factor with generalized trust having the strongest loading.



4 Discussion and conclusion

The present research note explores the sources of online trust with a focus on generalized trust. The initial literature review showed that scholars addressing the sources of online trust (Beldad et al., 2010; Taddeo, 2010; Bouchillon, 2014; Antonijević and Gurak, 2019) also build on classic theories developed in an offline setting. Therefore, we presented six theoretical perspectives that highlight different sources of trust. The approaches include the personality perspective, associated with scholars such as Erikson (1950), Rosenberg (1956), Allport (1979), and Uslaner (2002, 2018), the civic culture and values perspective, studied by Almond and Verba (1963), Putnam (1993, 2000), Brehm and Rahn (1997), Fukuyama (1995), Paxton (2007), and Paxton and Ressler (2018), the rational choice perspective, as addressed by Gambetta (1988), Coleman (1990), Hardin (1993, 2002), and Cook and Santana (2018), the societal status/class perspective, associated with Patterson (1999), Wilkinson (2005), Rothstein and Uslaner (2005), and Dinesen and Sønderskov (2018), the institutional perspective, as discussed by Levi (1998), along with Rothstein and Stolle (2001, 2008), and, lastly, the social constructivist perspective covered by Larsen (2013) and Frederiksen (2019).

As for the relationship between offline and online trust, we considered two possibilities. The basic premise of generalized trust—the belief that “most people can be trusted” and that trust extends beyond personal interactions (Stolle, 2002; Uslaner, 2002)—suggests that online trust is a subset of it. However, research on offline trust was also able to differentiate between generalized and particularized trust (Freitag and Traunmüller, 2009), social and political trust (Newton and Zmerli, 2011), and transitions from particular to generalized trust (Glanville and Shi, 2020; Zheng et al., 2023), which also allows for the alternative view that offline and online trust are distinct concepts.

Using survey data from Austria and four other countries, we identified questions and items that relate to these six theoretical perspectives mentioned above and tested their effect on offline and online trust. In the separate models of offline and online trust, the institutional perspective emerged as the most influential theoretical approach, which is consistent with some recent experimental and cross-country trust research (Martinangeli et al., 2024; Domański and Pokropek, 2021). However, when adding generalized offline trust to the regressions on online trust, its effects are stronger than those of the institutional trust indicators. Furthermore, an additional factor analysis showed that online trust and generalized trust load were on the same dimension, whereas the loading of generalized trust load was stronger. These findings show that generalized offline trust is central to online trust. In this sense, these findings rather point to online trust as an extension of generalized trust than to an independent concept and suggest that the belief that “most people can be trusted” and that trust extends beyond personal interactions (Stolle, 2002; Uslaner, 2002) also applies to the link between an offline and an online environment.

In conclusion, this research note offers some first insights into the relationship between online and offline trust using the forthcoming ISSP “Digital Societies” survey. Yet, we face some limitations. At this point, we have data only for a few countries. Further, the questions asked in the survey, and the match between the indicators and the theories were not always perfect. Third, we relied on cross-sectional data, which precludes us from examining causality—such as whether trust in online contacts is a cause, effect, or both, of online harassment (or its absence). Future research could address these limitations by analyzing a broader range of countries, once the ISSP releases the full dataset with up to 45 countries in 2026, and exploring alternative datasets or methods, such as combining survey data with external indicators aligned with the theoretical frameworks.
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