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With the progress of the times, cars have become an important means of
transportation in our lives. However, with new cars of all kinds, road safety issues
still cannot be effectively improved. While countries have responded by enforcing
traffic laws and using electronic technology to enhance enforcement, challenges
still need to be addressed, including blurred images and misjudgments by police
agencies, and even exploiting loopholes in traffic enforcement frameworks to
evade consequences through bribery or connections. exacerbating an accident
and leaving victims and families in the lurch of the aftermath. To solve this problem,
we proposed a data traceability law enforcement system based on blockchain and
InterPlanetary File System (IPFS). The system ensures rapid traceability and protects
law enforcement data from external attacks. The goal of leveraging blockchain's
decentralized nature and smart contracts is to instill accountability and fairness
in road safety measures, mitigate the effects of corruption, and pave the way
for a safer and more just transportation environment. Our experimental results
show that under our stress test of 50 transactions per second, the throughput can
be as high as 300 and the maximum delay can reach 2.01s, which is enough to
experimentally prove that our system is feasible. Our approach is designed to solve
the data corruption problem caused by the centralized server being paralyzed.
It applies to all technology enforcement, with high flexibility and scalability for
all participants to join or set privileges. we also provide an automated traffic law
enforcement system in a smart city. To make the data storage more secure and
fair, and not easily damaged by malicious people or tampered with by intentional
attackers. This brings a breakthrough to the country’s program security.

KEYWORDS

Hyperledger fabric blockchain, traffic law enforcement, security, smart contract,
traceability

1 Introduction

Road safety is a global concern for nations, driving the deployment of cross-border traffic
law enforcement systems. Despite their pivotal role in curbing reckless driving and reducing
accidents, a glaring issue threatens the effectiveness of these systems. The shadow of corruption
looms, casting doubt on the integrity of mechanisms designed to protect lives on our roads.
According to the statistical data provided by the World Health Organization (WHO) on road
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safety, nearly 1.3 million people die in car accidents worldwide each
year, and 20 to 50 million people suffer non-fatal injuries (World
Health Organization, n.d.). The latest annual report of the European
Union (E.U) Road Safety reported that 18,800 fatalities were
attributable to major car accidents in 2020, including 12,561 deaths
caused by motor vehicles (European Commission, 2022). According to
the latest public report of the National Highway Traffic Safety
Administration (NHTSA) in the United States (U.S.), 42,915 people
died due to major car crashes in 2021 (National Center for Statistics
and Analysis, 2022). In Japan, 2,101 people died in major crashes,
according to a report from the Japanese Police Department Traffic
Bureau in 2021 (Japan National Police Agency, n.d.). Many cases of
heavy road crashes are related to the speed of people driving, so no
timely response to avoid danger, out of control, and regret. Car speed
affects the distance required to break in an emergency. The faster the
speed, the higher the chance of an accident.

The World Health Organization (WHO) released a report in 2004
(Peden et al., 2004) to urge countries to pay more attention to road
safety, raise awareness of traffic accidents, and solve them effectively.
Many countries have taken steps to introduce traffic laws and
regulations, intending to penalize violators through fines. This
measure aims to decrease the frequency of risky driving behaviors,
making roads safer for everyone. With the rapid development of
technology and the rise of the Internet of Things (IoT), countries
have also begun to use electronic technology to assist traffic
enforcement, such as speed cameras, red light cameras, and closed
circuit television, which are everywhere we can see in our daily lives.
For example, artificial intelligence or machine learning can optimize
videos or images, improve the identification rate, and help the road
police catch and track illegal vehicles. In recent years, researchers
have used conventional neural networks (CNN) multi-tasking to
identify and track motorcycle riders with or without a helmet to
collect road safety data in 2020 (Lin et al., 2020). Some studies have
used three-dimensional visualization techniques to identify driving
violations at urban intersections and to collect data on vehicles
during peak hours to prevent violations and improve intersection
safety (Lietal., 2020). Some scholars have also proposed new license
plate recognition technology designs to improve the recognition of
license plates by cameras in different environments during daytime
and night, allowing a major step forward in technological
enforcement (Rademeyer et al., 2020).

Although these studies have significantly improved the
hardware and software functions of law enforcement systems, the
blurring of images can be significantly improved, and the rate of
misjudgment by police agencies can be reduced. However, people
often exploit the vulnerabilities within the traffic law enforcement
framework. The disconcerting reality is that some can sidestep
consequences for their actions through bribery or connections,
undermining the intended legal repercussions. This exacerbates the
severity of accidents and leaves victims and their families grappling
with the aftermath.

A critical reevaluation and fortification of our approach to road
safety are imperative. Innovative solutions are needed to address the
shortcomings of existing systems and fundamentally transform the
landscape, making it resistant to corruption and ensuring justice
prevails on our roads.

Therefore, we propose implementing a data traceability
enforcement system, utilizing blockchain technology and the
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InterPlanetary File System (IPES). This system will ensure that law
enforcement data can be quickly traced to its source and protected
from external malicious attacks and tampering. By leveraging
blockchain technology’s decentralized, transparent, and tamper-
resistant characteristics, we aim to instill a new level of accountability
and fairness in road safety initiatives. The goal is not only to mitigate
the impact of corruption but also to pave the way for a safer, more just
transportation landscape for all.

Blockchain network system technology, which is the future
trend, can be broadly classified into four distinct types: public
blockchain, private blockchain, consortium blockchain, and
hybrid blockchain. The blockchain network system collectively
maintains a database by using peer-to-peer decentralization and
trust. It also features anonymity, non-tamper ability, traceability,
and scalability. Different types of blockchain systems are used in
various situations. For example, public blockchain is used for
cryptocurrency transactions to ensure all transaction information
is open, fair, and transparent. A private blockchain is used for
enterprise internal information security, and it is closed to public
networks to avoid data leakage. The production supply chain uses
consortium blockchain, where many stakeholders will cooperate
to form a consortium to ensure that the information among
members of the consortium is open and transparent, while
non-members cannot enter and obtain information. Blockchain
technology has also found widespread application across numerous
professional domains in recent years. For example, production
management in the supply chain traceability and verification
(Chen et al,, 2021b), online traceable insurance system (Chen
et al.,, 2021a), sharing of private medical information of hospital
patients (Huang et al, 2022a), the subscription management
system of digital media platforms (Huang et al., 2022b), and digital
identity management of road vehicles (Feng et al., 2022). All
witness to the application status of blockchain network technology
in the future.

To address the limitations of the previous system, this study aims
to achieve the following objectives:

(1) Decentralized system architecture: A blockchain network system
is a decentralized network system that can prevent attacking
servers and causing damage to the entire network system from
malicious people. At the same time, it can also avoid improper
information leakage.

(2) Information non-repudiation: We use ECDSA as a signature for
users to upload data to ensure non-repudiation. Therefore,
when any information is uploaded to the blockchain network
system, the signature can be used to know who sent
the information.

(3) Traceability and transparency of information: A blockchain
system is like a chain of chains. In a consortium chain
blockchain system, everyone who participates in the system is
a beneficiary. Therefore, everyone has the same right to access
any data on the blockchain, thus achieving information
traceability and information.

(4) Dispute resolution issues: The issuance of fines for traffic
violations often causes car owners to be dissatisfied with the
fines. This study uses blockchain technology to cooperate with
traffic law enforcement and proposes a feasible dispute
resolution mechanism.
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(5) Replay attack: Malicious people will use repetitive packet
transmission to paralyze the target server. In our proposed
blockchain system, there is a consensus mechanism: whenever
someone wants to upload data, they will first send the data to
other participants for verification. To ensure the legitimacy of

it

be uploaded to the blockchain center. Otherwise, any

transactions, is essential that the information can

unauthorized information will
and discarded.

(6) Man-in-the-middle attack: Hackers will tamper with the
transmitted messages or put malicious code on the network by

Our

cryptography, public key encryption, and private key

be promptly deleted

intercepting packets. system uses asymmetric
decryption. Therefore, if a hacker intercepts the information, it
will not be able to tamper with the information because there

is no private key.

We will present our work in the following sections. Section 2
discusses the basic background knowledge relevant to this article. In
Section 3, we detail the methodology of our framework and the system
protocol. Section 4 provides a comprehensive overview of the security
measures of the system. Section 5 presents the performance analysis and
evaluation of the server after installation. Finally, we conclude
the article.

2 Preliminary
2.1 Literature review

There are some blockchain applications in various fields in the
past literature; we organized them in Table 1. Blockchain technology
is a breakthrough technology that solves the trust problem in
online transactions.

2.2 Traffic law enforcement

Traffic law enforcement utilizes automatic detection and
measurement technology to capture traffic violations or traffic

TABLE 1 Review past articles and current applications in various fields.

10.3389/frsc.2024.1426036

accidents, transmitting the network to transmit information back
to the relevant traffic departments for data analysis and processing
(Fisher, 1980). Cameras play an essential role in the traffic law
enforcement system. Standard speed cameras can be divided into
three major categories: radar speed systems, laser speed systems,
and S induction coil speed systems. The radar speed system is the
most commonly used method, based on the Doppler Effect
(Eckart, 1968). It transmits radio waves to a target object and
calculates the time to send and receive them. The relative
movement speed between the radar and the target object is then
determined. If the target is stationary, the wavelength of the
reflected radio wave remains unchanged. If the target object is
moving, the wavelength of the reflected radio wave changes.
Conversely, intelligent cameras combine machine learning and
to traffic  violations and issue

recognition identify

penalties automatically.

2.3 Blockchain

Blockchain technology originated from Nakamotos Bitcoin
(Nakamoto, 2019), which uses peer-to-peer methods to collectively
maintain databases in a decentralized and trusted manner. Blockchain
technology operates independently of third-party intermediaries by
utilizing decentralized nodes to store, verify, transmit, and
communicate network data. Each interconnected block contains the
hash value of the preceding block, ensuring data immutability once
linked. Refer to Figure 1 for an illustration of the fundamental
blockchain architecture.

Blockchain technology has several key characteristics, including
decentralization, anonymity, immutability, traceability, and
extensibility.

2.4 Hyperledger fabric

There are four different types of blockchain: public blockchain,
private blockchain, consortium blockchain, and hybrid blockchain. In
a public blockchain, data are entirely transparent and accessible to all
participating nodes, unlike in a private blockchain, which maintains a

Authors Year Objective Method and results

Chen et al. 2021 Production management in the supply | Blockchain can be used in the production supply chain to achieve the purpose of traceability

(2021b) chain traceability and verification and effective anti-counterfeiting of tobacco products.

Chen et al. 2021 Online traceable insurance system Design traceability for insurance policy systems. This allows the insurance company to

(2021a) enforce the rights and interests of the policy through the system when it encounters an
injury and prevents the insurance company from denying the bill.

Huang et al. 2022 Sharing of private medical information | Solve the personal information security hazard caused by electronic medical data being used

(2022a) of hospital patients by the hospital for other experiments or leaked without the patient’s knowledge.

Huang et al. 2022 The subscription management system In the digital media era, protect creators’ intellectual property rights and avoid being

(2022b) of digital media platforms persecuted by media companies or platforms for their interests.

Feng et al. (2022 2022 Digital identity management of road Under the Internet of Vehicles technology, all cars will share road information with each

vehicles other and use blockchain for digital verification to avoid attacks on the Internet of Vehicles

system, thus protecting the safety of every passerby.
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FIGURE 1
The basic blockchain architecture.

level of confidentiality. Private chains exhibit a high degree of
centralization, catering solely to the internal data management needs
of a single organization. The consortium blockchain is the most flexible
one. As long as the participating nodes can form a consortium, the data
will only circulate in this consortium. Hyperledger Fabric is a kind of
consortium blockchain. Hyperledger Fabric is an open-source system,
a project created and managed by the Linux Foundation, dedicated to
building a transparent, secure, and decentralized enterprise blockchain
solution ( ).
Hyperledger Fabric is less costly, more efficient, more architecturally
flexible, scalable, and confidential than public and private chains.

2.5 Smart contract

A smart contract is a computer command stored in a blockchain
center that includes the logic to create and modify ledgers. It can
be written in various programming languages, such as Solidity, Java,
Python, C++, and Golang (
contracts are just like automated programs that execute content and

). Smart

enable applications when triggered by conditions within the
blockchain, such as production supply chain management (
), policy benefits tracking ( ), and medical
information sharing ( ).
In Hyperledger Fabric, chaincode functions as the smart contract.
Chaincode is created and executed through peer nodes and comes in
two main types: endorsement system chaincode (ESCC) and

validation system chaincode ( ).

2.6 InterPlanetary File System (IPFS)

InterPlanetary File System is a kind of protocol called peer-to-
peer. It was proposed by Juan Benet in 2014 to achieve decentralized
storage, sharing, and persistence of files ( ).

When the user uploads data to the storage in IPFS, IPFS will first
compute the hash function by SHA-256, which becomes the file
storage address, and return it to the user. Anyone who wants to access
a file must use this address to download it. Nowadays, IPFS has been

Frontiers in

applied and analyzed in many ways, such as the application of IPSF in
the industrial IoT (
applications of IPFS (

), the analysis of decentralized
), and the application in
decentralized web pages ( ), which are all

contributions of IPFS in the technology.

2.7 Elliptic Curve Digital Signature
Algorithm (ECDSA)

Elliptic Curve Digital Signature Algorithm (ECDSA) combines
Elliptic Curve Cryptography (ECC) and Digital Signature Algorithm
(DSA) ( ). With the same level of security as Rivest-
Shamir-Adleman (RSA), ECDSA can provide smaller keys and
relatively faster computation speed.

3.1 System architecture

(1) Smart Camera (SC): Responsible for taking pictures and
recording the images of violating vehicles.

(2) Traffic Control Center (TCC): Responsible for handling traffic-
related events, including traffic signal control, traffic accident
handling, and automatic detection of weather and road
conditions. The photos uploaded by the smart camera will
be automatically signed and certified by the smart contract, and
a timestamp will be added to achieve the non-repudiation of
the violation information.

(3) Roadside Unit (RSU): Assist smart camera to calculate and
transmit the photo data taken, or transmit real-time
information between vehicles, so that the incoming
information is kept at zero time difference and the network
information flows smoothly.

(4) Police Agency (PA): To report and send fines to vehicle owners
for traffic violation events.

(5) Department of Motor Vehicle (DMV): Responsible for vehicle
inspection, licensing, and registration review and management
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User Registration
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of the inspection plant, as well as the penalty, complaint, and
relief for violations of highway law, road traffic management,
and mandatory automobile liability insurance.

(6) Traffic Adjudication Office (TAO): Assist in the arbitration of
traffic violations, complaints, administrative litigation, and refund
cases. If a vehicle owner has any problems after receiving a ticket,
he/she can file a complaint with the Traffic Adjudication Office.

(7) Vehicle Owner (VO): A person who owns a car or other
motor vehicle.

(8) Competent Authorities (CA): Responsible for the registration and
certification of organizations and issuance of public and
private keys.

(9) Blockchain Center (BCC): Blockchain Center will store the file
address of each IPFS return to achieve no tampering, traceability,
and high security to avoid lobbying.

(10) InterPlentary File System (IPFS): Responsible for storing photos, time,
and smart camera ID of traffic violations with a P2P feature to
prevent data deletion by malicious people. Unlike traditional
centralized databases, it provides faster and more secure storage space.

Figure 2 shows the system UML diagram. The characters in the
figure can be subdivided into Smart Camera (SC), Traffic Control
Centre (TCC), Police Agency (PA), Department of Motor Vehicle
(DMV), Police Unit (PA), and Traffic Adjudication Office (TAO), and
the relationship between all characters in the method, and the
function of the system. It can be seen in the figure that all characters

Frontiers in Sustainable Cities

are involved in the system. When the offenders appear, the Smart
Camera will start a new event and go from the chain center to the
center of the blockchain.

Figure 3 illustrates the System Architecture, delineating scenarios
depicting the journey of evidence transmission from smart cameras to
vehicle owners. This process involves several entities, including the
traffic control center, roadside unit, police agency, and Department of
Motor Vehicles. Further elaboration on this process is provided below:

Step 1: Traffic Control Centre (TCC), Police Agency (PA),
Department of Motor Vehicle (DMV), Police Agency (PA), and
Traffic Adjudication Office (TAO) must register with the
Blockchain Center. After applying for registration, it will
be certified by CA and issued public-private key pairs. It will
be considered a node in the blockchain and join the
organization to form a federation chain with other organizations.

Step 2: When someone’s speeding violation is captured by a Smart
Camera (SC), the captured photo will be transmitted to the
control center via RSU.

Step 3: After receiving the photos, the control center will use artificial
intelligence or manual audit to identify the license plate. Then,
the photo, smart camera number, location, and vehicle-related
information will be transferred to IPFS for storage and ECDSA
signature with a time stamp through a smart contract.

Step 4: The Police Agency (PA) is notified when a new record is
available on the blockchain. The PA can get the hash value from

frontiersin.org
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FIGURE 3
System architecture diagram. The figure shows the process and work order of the entire system.
the blockchain and download the related prosecution evidence J ECDSA private key of the party x
from IPFS to issue a fine to the owner. *
Step 5: Vehicle Owner (VO) receives the fine and can directly pay O ECDSA public key of the party x
the fine to the supervisory station or appeal to the traffic ) ) o
o . . . . . G A generating point based on the elliptic curve E
incident arbitration office if he/she is not satisfied.
ki The ith ECDSA random number
v The variable is defined in the verification function.
32 NOtatlon Ty The time recorded by x
T The ith timestamp
Mp The photo is captured by a smart camera . The valid range of the timestamp
M; The ith unencrypted information o The number of i ciphertext
Myp The information from the vehicle owner H() One-way hash function, used in the ECDSA
TP . signature
MFine Relevant violation information (e.g., fine amount,
reason). i The ith hash value
Fine Fine )
hIPES The IPFS hash value and location of the data
Dy The x’s account number is recorded in the
blockchain center (rxisxi) The number of i ECDSA signature value of X
Dsc The number of smart cameras (xXi ¥Xi) The number of i Elliptic curve signature value of X
DLpN License plate number Epuk (M)/ Dpyic (M) Encrypt/decrypt message M with a public key or
Fine number : private key of the party x
IDFine
? Verify that F1 is equal to F2 or not
Adr Location of smart camera Fl=F2
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The flowchart of the registration phase. All participants need to register in the system.

Smart Camera (SC)
Send evidence to the traffic control

center.

(M,,IDy., Ty, Adr)

Traffic Control Center (TCC)

FIGURE 5

The flowchart of the evidence-collection phase. The evidence is sent to TCC from the SC.

A 4

M, =(M,,IDy.,Ty., Adr)

SC>+8C»

3.3 Registration phase

All roles in the framework must first register as participants
with the Blockchain Center. The participant must provide basic
information, and the Blockchain Center will use the ECDSA
signature to generate the private key and calculate the public key,
which is then returned to the applicant. The flowchart of the
registration phase is shown in

Step 1: Role X provides the blockchain center basic information
(e.g., name, role, ID, and address).

Step 2: The blockchain center will use the prlvate key d to calculate
the public key Oy, showns in

Qx :de (1)

Role X must be authenticated by CA when registering. If the CA
approves the application of role X, it will execute the register function
of Algorithm 1. The blockchain center will then send (IDx,dx,Qx)
back to Role X.

Frontiers in

Step 3: Role X receives (IDx,d x,Qx) and stores it.

ALGORITHM 1 func register (name string, role
string, ID string, adr string)

(name string, role string, id string, adr String){
AP = AP _information {
ID: id,
Name: name,
Role: role,
Address : adr

3.4 Evidence collection phase

After the smart camera captures the violation, it transmits it to the
traffic control center through the dedicated network of roadside unit
connections. shows the flowchart of the evidence-

collection phase.
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Step 1: The smart camera will send the photo that was taken, as well
as the number, time, and location, to the traffic control center
through a dedicated network. The computation is shown in
Equation (2):

Ml :(MP,IDsc,Tsc,AdI") (2)

3.5 Audit and storage phase

When the traffic control center receives evidence from the smart
camera, it automatically identifies the license plate and obtains relevant
vehicle owner information through image recognition. The collected
data will then be transferred to IPES for storage, where a hash value is
calculated to serve as the data storage address. This hash value is then
sent back and uploaded to the blockchain. Figure 6 shows the flowchart
of the audit and storage phase.

Step 1: After receiving the message, TCC will check the timestamp
first in Equation (3):

Tnow —Tsc <At (3)

Obtain license plate and owner information through image
recognition in Equation (4):

My =(My,IDpy . M,yyp) 4)

Select a random number £ and timestamp 7] to calculate the hash
value of the message, it is shown in Equation (5):

m=H(M.T) ®)

Execute Algorithm 2, call the Sign function, and make a signature.
It is shown in Equation (6):

(rrcesstec ) = Sign(hy, ki, drec ) (6)

Use PAs public key to the crypto messenger. It is shown in
Equation (7):

C1 = Epuk,, (M2) (7)

Finally, upload (IDTCC,C] ,(VTCC ,STCC),H) to IPFS and store it.
Step 2: Equation (8), IPFS receives the stored message from
TCC:

M3 =(IDrce,Cr(rrecstec ). Th) (®)

Compute IPFS hash value of M3, It is shown in Equation (9):

hiprs = H(M3) 9)

Frontiers in Sustainable Cities
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Return Aypps to TCC
Step 3: After receiving hjprg, TCC will get the timestamp 75
and license
plate /Dy py. Last, upload (/’l]pFS ,15,ID; pN )to BCCand send to PA.
Step 4: In Equation (10), the PA uses the V.O's license plate number
ID; py to find the data in the block on the blockchain.

(h1prs T2.IDLpN ) (10)

Additionally, use the hash value /;prg, download M3 from IPFS.
Step 5: After PA gets M3. In Equation (11), PA will check the
timestamp. In Equation (12), it checks the timestamp:

M3 =(IDrce.Cr.(rrec stec).Th) (1

?
n>T (12)

Decrypt Cy Equation (13), get M:

M; = Dpyy,, (Ci) (13)

In Equation (14), compute the hash value of M5 then get M

m =H(Ma,Ti) (14)

Execute Algorithm 3 and call the function Verify to ensure the
integrity of data sources. Finally, check if v is legal or illegal to rrcc. If
legal, it means that the data source is correct, and returns Valid;
otherwise, it returns Invalid. As shown in Equation (15).

9

Call func Verif)‘/(hlyﬁcc aSTCC)yVerifYaV;’TCC (15)

ALGORITHM 2 func Sign(h string, k string,
d string)

(r string, s string){
(x, y)=k*G
r=x mod n
s=k™'(h+r*d) mod n

returnr, s

ALGORITHM 3 func Verify (h string, r string,
s string)

(result string){
ul=h*s" modn
u2=r*s"'modn
X=(x,y)=u1*G+u2*Q
v=x mod n
ifv==r{

return"valid"
}else{

return"invalid "

}

frontiersin.org
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Traffic Control Center IPFS Police Agency (PA)
(TCC)
Tvow —Tsc <AT

M, :(M171DLPN7MVD
h, =H(M2,Tl)

(rrcc +Spec ) = Sign (hl N )

C, =E,

1 Puk, (M 2 )

(IDTCC= Cn(rrccasrcc ) VA )

_—

M, :(IDTC("CI’(FTCC’STCC)’T;)

hypps = H (M 3)
iprs
—

Receive timestamp 7, and

License plate number /D, ,,,
Upload (hIPFS 15, ID, ) to

the blockchain.
Send ID,,, toP.A.

>

Use ID, ,, search on
blockchain and get hash value
Nypps » and download files.

Send /1ppg
—

Using /5 to find files.
M, = (IDTCC’CI’(rTCC’STCC )’Tl)
Return My

_——

7,57,
M; :(IDrcma(rrcc:SrcC)’Tl)
Mz :DPrk,.A (Cl)

h'=H (M2 T )
Call function

Verlﬁ’(}y:”rccssrcc)

2
Check v=ry, returned

Valid / Invalid

FIGURE 6
The flowchart of the audit and storage phase. TCC storage evidence and forward to the PA
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3.6 Issue a fine phase

When a new block is created in the blockchain, all participants can
access the data in the blockchain center. After receiving the information
from the traffic control center, the PA can search data addresses /;prg
through the license plate /Dypy and download the data stored in
IPES. The data are decrypted, and its signature is verified to ensure its
integrity and legality.

When the return is legal, the police will issue a fine based on the data,
then sign a signature to the data and upload it to the IPFS. Getting the
address of the IPFS hash value, the PA will upload it to the blockchain
center and send the fine to the VO Figure 7 shows the flowchart of
issuing a fine.

Step 1: In Equation (16), after confirming that the information is
legal, the PA will issue a fine

based on the information:

Fine = (IDFine:M2 ,MFine) (16)

Select a random number k3 and timestamp 73. Then, compute hash
values of Fine Equation (17):

hy = H(Fine,T3) (17)

In Equation (18), execute Algorithm 2 and call function Sign to
generate signature:

(rPasspa) = Sign(hy.kz.dpy) (18)
In Equation (19), encrypt messenger by TAO’s public key:
Cy = Epuk,, (Fine) (19)

Finally, upload (IDPA ,Cz,(VPA SPA ),Tg,) to IPFS.
Step 2: In Equation (20), after IPFS receives data to be stored

by the PA:
My =(IDp4.Ca.(rpasspa).T3) (20)
Equation (21), compute the hash value of data:
hiprs = H(My) (21)

Step 3: The IPFS data storage address Ajprs is received by the PA
The PA will
upload (h[ppS,T 4 ,IDp,-ng) to the blockchain center and send the
fine to VO
Step 4: When receiving a fine, the VO will compute the hash value
of the fine Equation (22):
h = H(Fine,T3) (22)
Execute Algorithm 3 caLL function Verify. Verify messages to
ensure the integrity of data sources. Finally, check if v is legal or illegal
to rpy. If legal, it means that the data source is correct, and returns
Valid; otherwise, returns Invalid.

Frontiers in Sustainable Cities
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Call func Verif}"(hz'JPA SPA )aVeriny;”PA (23)

3.7 Arbitration phase

If VO has any problems or is dissatisfied after receiving the fine.
VO can proceed with a complaint with TAO. Submit the fine number
and vehicle information to the TAO.

When the TAO conducts a complaint and receives information
from the VO, it will compare the information from the Blockchain
Center to evaluate, enforce, or revoke the violation. Figure 8
displays the flowchart of the arbitration phase.

Step 1: Verification of the authenticity and legality of the
information. VO has to submit Fine = (IDFme,Ml ,Mp,-,,e)
and the VO’s information Mpgp to TAO. TAO uses IDpj,
search and gets the address s7prs where the data are stored
in the blockchain center. Then, download data in
Equation (24) and Equation (25) and verify Equation (26),
the PA’s signature (rpA ,SPA) on the fine information:

M3 =(IDp4,Ca.(rpasspa)) (24)
h = H(Fine,T3) (25)
, 2
Call func Veriﬁv(hg JPASPA )VerifyvzrpA (26)

If the PA’s signature verification is illegal, it means that the
information provided by the VO was wrong and the VO complaint
failed; if the verification is successful, the process advances to the
next step.

Step 2: After confirming the legitimacy of the PA’s signature, TAO
will decrypt the C; form M3 = (IDpA ,Cz,(VPA SPA )), and then
get Fine by Equation (27):

Fine = Dpry,,, (C2) 27)

Compare the information, Equation (28) provided by the VO
and the data information.

9

Fine=Fine (28)

If the information Fine matches M3, it means that VO violates the
law, and VO must accept the penalty.

4 Analysis
4.1 Decentralization

Many system architectures commonly use the cloud for data
storage, but many cloud databases are provided through third-party

organizations. If a cloud provider is attacked, it may lead to irreversible
data corruption due to the centralized nature of the server.
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Police Agency (PA) IPFS Vehicle Owner (VO)
Issue a fine
Fine = (IDFine’MZ ’MFine)
Select a random number £,
h, = H (Fine,T;)
Call function Sign (h,,ky,d,, ), get (7py5p,)
G = Epukm (Fme)
(]DPA7C2’(FPA’SPA)’T3)
M, = (IDPA>C27(FPA’SPA)7T;)
hIPFS =H (M 4)
Return ;g
Getting timestamp 7T,
Upload ( hypgss Tys 1Dy, ) to
blockchain center.
Send(Fine,(rPA,sPA),E)
(Fine,(rPA,sPA ),T3)
h,' = H (Fine,T;)
Call function
Veriﬁ/(hz’, Tp4>Spy )
2
Check v=r,,, return Valid /
Invalid
FIGURE 7
The flowchart of the issue is a fine phase. PA issue a fine to illegal CO.

Therefore, we use a blockchain network in our scheme. It relies on
the P2P network mechanism, so there is not need to verify the data
transmission through a third-party organization. In addition to
avoiding improper information outflow. The transmission can also
avoid the security concerns of centralized servers.

Frontiers in Sustainable Cities

4.2 Non-repudiation

In this study, our framework uses EDCSA to digitally sign and
verify the information to achieve a message that cannot
be tampered with. When TCC sends important data to PA, TCC
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NO
Verify PA’ s signature
Y
YES
erify information o . PA’ ssi
iy > Data is true SS gnature
fine is equal or not verify failed
NO
VO appeal success
A 4
Cancel Penalty Accept penalty <€ VO complaint failed
\ 4
End
FIGURE 8
Flowchart illustrating the arbitration phase.
TABLE 2 Non-repudiation verification in each phase of this study.
Phase Message Sender Receiver Verify signature
i ?
Audit and storage phase (IDTCCsCI’('TCC sTCC )T ) TCC PA N
Issue a fine phase (Fine (rp4spA)T3) PA VO ?
s » 13 V=TPA

will use a private key (7TCCsSTCC) to sign it. P.A. receives data, and

the public key is sent by TCC for signature verification v=rrcc to

confirm that the message is sent from TCC. Similarly, PA sends the

same information to ensure the information is non-repudiation.

Table 2 illustrates the non-repudiation verification process of each

phase in the framework:

Frontiers in Sustainable Cities
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4.3 Traceability and transparency

Upon uploading data to the blockchain center, it will include
the previous block’s hash value, forming a blockchain. During the
audit storage stage, TCC will link (hlpps,Tz JDLPN) to the
blockchain center, allowing the PA can use the /Dy py to check the
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data in the blockchain center. After the PA issues a fine,
(h[ppS,T4 ,]mee) will be linked to the blockchain center.

VO proposes an appeal to TAO that can check data by IDpj,.
Anything linked to the blockchain center, cannot be changed by
Hence, data traceability and

anyone. transparency have

been achieved.

4.4 Reply attack

A reply attack is a malicious attempt to send large-flow packets,
causing the target host server to be paralyzed or maliciously
manipulated, thereby affecting the entire network system In the
Hyperledger Fabric blockchain network system used in this study,
Practical Byzantine Fault Tolerant (PBFT) is used to effectively resist
such attacks, called consensus mechanism.

As shown in , whenever a new block upload is done. It
will be across to each node in the blockchain center for verification.
Therefore, if a malicious person wants to use a reply attack to
paralyze a server, it may only harm a few peer servers, and it is
extremely difficult to bring down the whole blockchain
network system.

All members must certify new blocks on the chain and
confirm them as legal blocks before uploading them to the
blockchain center.

10.3389/frsc.2024.1426036

4.5 Man-in-the-middle (MITM)

To prevent man-in-the-middle attacks, each important message is
encrypted in our scheme.

When a malicious individual intercepts the message, they are unable
to make unauthorized alterations to the decrypted message as they lack
the necessary private key for decryption. In the audit and storage phase,
when TCC wants to send the message to PA, it will encrypt it with PAs
public key. PA will decrypt it with its private key after receiving the
message. Because the private key is only owned by the PA, when a
malicious person intercepts the message, there is no private key to decrypt
the message. So, no malicious modification can be made to the message.

shows the encrypted communication messages of each phase.

4.6 Arbitration mechanism

In the previous arbitration process, the VO had to prepare
numerous documents and wait for a long time for examination.
Therefore, we propose a mechanism in which the first step is to use
the PA’s signature to compare the fine of the information by VO
uploaded. If it matches, the next step is to make a judgment, or the
fine will be returned to VO because the information on the fine does
not match. In the second step, we will conduct data matching to
confirm VO’ license plate number, VO’s name, fine, and fine number

;\:Fl
RESSF

Blockchain
Center (BCC)

FIGURE 9
Consensus mechanism in blockchain
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for comparison. The related verification is presented in Table 4. The
arbitration mechanism has been automatically determined in
this article.

5 Results and discussion
5.1 Computation cost

Table 5 shows the computation costs of the proposed scheme and
summarizes computational costs at each phase, focusing on

asymmetrical encryption, comparison, hash functions, and
multiplication operations.

5.2 Communication performance

As shown in Table 6, we compare the communication cost of each
stage in 4G and 5G environments. In the 4G environment, the

10.3389/frsc.2024.1426036

maximum transmission speed reaches up to 100Mbps, while in the 5G
environment, it can reach 20Gbps.

5.3 Performance analysis

In this section, we assess the performance of chain code contract
deployment within the system architecture of this study. The evaluation
utilizes a test tool compatible with Hyperledger Fabric version 0.42, while
the blockchain platform operates on Hyperledger Fabric version 2.3. The
server environment comprises an Intel Core i9 9920X CPU running at
4.5GHz with 32GB of RAM. Configuration includes a Certificate
Authority (C.A.) node, a contract node, and four peer nodes running on
Ubuntu 20.04 servers. We have created a core chain code to act as the
central component for submitting and retrieving transaction data from
the blockchain network. In evaluating its performance, we employed
Calliper v0.42 to gauge both transaction latency, which denotes the
duration for chain code interaction with the ledger, and throughput,
representing the rate at which transactions are committed to the ledger,

TABLE 3 Critical communications messages are encrypted at all stages of this article.

Receiver Encrypt function Decrypt function
Audit and storage phase TCC PA Cl=Epyr. (M2) My =Dprg (C1)
Issue a fine phase PA TAO C2 = Epyk,,. (Fine) Fine=Dpyj; (€2)

TABLE 4 The arbitration mechanism has been automatically determined in this article.

Sender Receiver Message Verification
_ ?
M3 =(IDp4.C2.(rP4.5P4)) orpa
Arbitration phase VO T.A.O. Fine = (IDFine-M1.MFine) ,
Fine=Dprg,, (C2 ) Fine=F inev
TABLE 5 Computation costs of the proposed scheme.
Phase TCC PA VO T.A.O.
. Ty + Tonp
Audit and storage phase N/A N/A N/A
+ Ty +5Tu
2Ty + 2T
Issue a fine phase N/A N/A N/A
+2T, +11T,,,
Toy + 2Ty
Arbitration phase N/A N/A N/A T 6T
+1yp + 615

T.,y: The process time for an asymmetrical signature/verifying a signature. T,: The process time for a comparison operation. Ty: The process time for a one-way hash function. T,,,: The

process time for a multiplication operation.

TABLE 6 The communication cost associated with the proposed scheme.

Phase Message Length 4G (100Mbps) 5G (20Gbps)
Evidence collection
Tomer = 80 bits 80/100%10° = 0.8 us 80/20%10° = 0.004 us

phase
Audit and storage

b 2Ty + 2T, + 3T+ 2T), = 2%512+ 2% 1024 + 3*80+2%368 = 4,048 bits 4048/100*10° = 0.040 ms 4048/20%10° = 0.202 us
phase
Issue a fine 2T + 1T, + 2T+ 1T), = 2%512+ 1,024 + 2%80+2*368 = 2,944 bits 2944/100%10° = 0.029 ms 2944/20%10° = 0.147 us

T, The process time to transmit an ECDSA signature (512 bits). T,,,: The process time to transmit an asymmetric message (1,024 bits). Typ..: The process time to transmit information (80

bits). Ty: The process time to transmit hash value (368 bits).

Frontiers in Sustainable Cities 14
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measured in transactions per second (tps). These metrics are pivotal for
effectively executing read and write operations across the network.

In Figure 10, we examine the sending rate and throughput. For
the test, we selected 9 sending rate groups, with intervals of 50

10.3389/frsc.2024.1426036

transactions per second (tps) ranging from 300 to 700. Each tps test
lasted for 2s.

In Figure 11, we analyze the relationship between sending rate and
latency. The minimum delay for writing data is 1.12s, and the

700

I \\rite Throughput (TPS)
I Query Throughput (TPS)
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FIGURE 10
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FIGURE 11
Latency time in Hyperledger Fabric environment under different workloads.
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maximum delay is 2.01s. It can be seen that the designed system
is feasible.

Consequently, the proposed system demonstrates significant
storage capability. The throughput is sufficiently high to support
writing and reading operations during the audit, storage, and
finalization phases.

6 Conclusion

In the future, smart cities will play a critical technological role. It
will bring a lot of convenience on traffic roads, but at the same time,
information security will be a significant issue. In this paper,
we propose a data-traceable traffic law enforcement system based on
blockchain and IPFS to solve the danger of speeding to other road
users. We also make the violators unable to lobby. The contributions
of this study are described as follows:

(1) The architecture designed in this paper uses a consortium
blockchain so that all participating members can have the data.
It also solves the data corruption problem caused by the
centralized server being paralyzed. Unlike the current cloud
backup approach, the decentralized ledger feature of the
blockchain allows for continuous backup updates. The
framework applies to all technology enforcement, with high
flexibility and scalability for all participants to join or
set privileges.

This framework provides an automated traffic law enforcement
system in a smart city. This makes the data storage more
secure and fair, and not easily damaged by malicious people
or tampered with by intentional attackers, and prevents the
suspicion of gossip.

In addition to the advantages brought by P2P, we also use the
data address returned from the interstellar file system to
upload all the data to the blockchain with the simplified
hash value, which greatly reduces the burden of

blockchain uploading.

(4) Unlike traditional arbitration systems, which used to take a
long time from appeal to cancelation, the architecture
provided in this study automatically performs discrimination
testing and improves the time-consuming problem of data

processing and comparison.

The future goal is to use blockchain network technology, smart
city initiatives, IoT infrastructure, and artificial intelligence to build
a more efficient, sustainable, and connected world. We envision a
future where decentralized systems empower communities, smart
cities optimize resources, IoT devices enhance daily life, and AI
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