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The food system is undergoing a digital transformation that connects local and global supply chains to address economic, environmental, and societal drivers. Digitalisation enables firms to meet sustainable development goals (SDGs), address climate change and the wider negative externalities of food production such as biodiversity loss, and diffuse pollution. Digitalising at the business and supply chain level through public–private mechanisms for data exchange affords the opportunity for greater collaboration, visualising, and measuring activities and their socio-environmental impact, demonstrating compliance with regulatory and market requirements and providing opportunity to capture current practice and future opportunities for process and product improvement. Herein we consider digitalisation as a tool to drive innovation and transition to a decarbonised food system. We consider that deep decarbonisation of the food system can only occur when trusted emissions data are exchanged across supply chains. This requires fusion of standardised emissions measurements within a supply chain data sharing framework. This framework, likely operating as a corporate entity, would provide the foci for measurement standards, data exchange, trusted, and certified data and as a multi-stakeholder body, including regulators, that would build trust and collaboration across supply chains. This approach provides a methodology for accurate and trusted emissions data to inform consumer choice and industrial response of individual firms within a supply chain.
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Introduction

In order to limit the Earth’s mean surface temperature increase to 2°C above pre-industrial levels, there is a need for global economies to achieve close to net zero greenhouse gas emissions (GHGEs) by 2050 (Bataille et al., 2016). To reach this goal, effective decarbonisation strategies need to be implemented. These need to measure and influence the demand and supply aspects of a process, organisation or wider complex system and drive sociotechnical transition at multiple levels (Geels et al., 2017; Rogelj et al., 2018). Decarbonisation in simple terms is the elimination or reduction of GHGEs associated with a given process or activity such as a food supply chain. Decarbonisation can be achieved by either reducing the intensity of GHGEs per unit of output (insetting) or alternatively, or in combination, offsetting GHGEs associated with the unit of output by equivalent GHGEs capture through another activity (Rogelj et al., 2018). When considering decarbonisation pathways, they can be described as deep, i.e., delivering a significant reduction from a single intervention, or alternatively, shallow where a significant but low reduction is associated with a specific intervention. A decarbonisation pathway can be implemented that encompasses both deep and shallow decarbonisation interventions, (e.g., adopting innovation strategies and/or behaviour change) that is rapid or slow in terms of impact. These factors combined will influence the timescales for transition to a low carbon economy, and then net zero (Rogelj et al., 2018).

The food system has been described as “encompassing food production, processing, and packaging, alternative forms of food production, food distribution, marketing and value chains, data and analytics, addressing waste, energy and water consumption and food access and affordability” [National Academies of Sciences, Engineering, and Medicine (NASEM), 2020]. Rapid and deep decarbonisation in sociotechnical food systems requires the integration of policy and regulations, market normative standards and procedures, organisational strategies, optimum infrastructures, changes to behavioural practices and innovation and technologies (Geels et al., 2017). Indeed, Grubb et al. (2014) propose that direct regulation combined with public investment and policy nudges, such as targeted carbon pricing, are crucial to enable the investment required for deep decarbonisation pathways. The resistance to decarbonisation, or carbon lock-in is “the tendency for certain carbon-intensive technological systems to persist over time, ‘locking out’ lower-carbon alternatives, owing [due] to a combination of linked technical, economic, and institutional factors.” (Erickson et al., 2015, p. 1). Carbon lock-in can be driven by strategic and financial investment in existing modes of operation preventing innovation and agility, especially if there is limited infrastructure and resources required to transition such as information asymmetry, limited technologies, inputs prone to lock-in, or weak core competencies and skills (Erickson et al., 2015; Geels et al., 2017). Circular reinforcing of past decisions (Erickson et al., 2015) is heightened when there is a lack of relevant, trustworthy data. We position that digitalisation is an essential pre-requisite for implementing effective decarbonisation strategies and pathways in the food system. This commentary paper considers the benefits, challenges and vulnerabilities of digitalising food supply chains to enable effective decarbonisation strategies.



Why digitalise?

Multiple sectors across global economies are undergoing digital transformations that include changes in data flow across decentralised, multi-tier complex systems (Brewer et al., 2021). In food systems, data represents intended inputs (such as finance, resources, water, energy, and labour), the bi-directional flows of resources, and information within and between organisations, and the intended (food products) and unintended outputs such as GHGEs, waste, point source or diffuse pollution (Brewer et al., 2021). Digital technologies can empower actors to design and drive system transformation by enabling data-driven decision-making, e.g., enabling the decarbonisation strategy within a process, organisation or wider food system (Poore and Nemecek, 2018), but supply chain complexity, power dynamics and friction can negatively impact data sharing and exchange. Immutable data, such as that enabled by distributed ledger technology, enhances trust, provides novel routes to certify processes, improves fidelity and can reduce fraud.



Supply chain complexity, power and friction in data sharing

Addressing the challenges currently facing organisations can require a supply chain management perspective, where each individual supply chain, due to the particularities of decarbonisation approaches, will embrace net zero in a unique way (Fankhauser et al., 2022). For Environmental and Social Governance (ESG) purposes companies within a supply chain are encouraged to report their GHGE aggregated (scope 1, 2 & 3) emissions (GHG Protocol, 2011). This approach is being adopted across the food industry globally, but implementation has been sporadic, Schulman et al. (2021) reported in a survey of 153 firms that disclosure was “incomplete and inconsistent.” Figure 1 illustrates the complexity for tracking GHGE emissions across a complex supply or value chain. Food supply chains are ephemeral. For decarbonisation strategies to be effective, accurate GHGE data needs to be captured and allowed to flow into (scope 1 and 2 emissions) the supply chain and longitudinally along the chain for estimation of scope 3 emissions. Orchestrating the flow, standards and certification of these data at a system level will require exceptional levels of integration and collaboration underpinned by effective governance, potentially supported by regulation.

[image: Figure 1]

FIGURE 1
 Archetypes of data and GHGE flow through food supply chains. The illustration is based on the GHG Protocol Value Chain (scope 3) articulation (GHG Protocol, 2011) that provides a standardised methodology to calculate GHG emissions for an individual firm. Here we show how data from an individual firm interacts with others in a food supply chain. The illustration shows the flow of goods from farm to consumers. It shows that food supply chains are ephemeral networks, consumers can buy from multiple retailers who in turn can select products from any number of connected suppliers. Data that measures the GHGE cost of that food (CO2e/kg) needs to flow between each trading firm in the chain (one step up, one step back). GHGE emission data (CO2e/kg) for any specific firm, but ultimately product, comprises the direct GHGE cost incurred and controlled by the firm [scope 1], at farm level this could aggregate GHGE cost of fertiliser inputs, methane etc. By convention scope 1 emission are added to the indirect costs of GHGE emission from fossil fuel inputs into the firm [scope 2], such as purchased energy. The additional scope 3 emissions for any firm in a supply chain are the sum of the indirect upstream and downstream GHGE emission costs of the firms’ product (s) as they move through the supply chain from farm to fork. If all GHGE costs are accounted, the scope 3 emissions for the whole supply chain will approximate to the sum of the scope 1 and 2 emissions of all the firms in a supply chain. GHGE emissions for any firm will be dynamic, dependent on order cycles, routes to market, seasonality etc. If a collective data sharing agreement can apply for the sharing of all scope 1 and 2 data between firms up and down a supply chain, then each individual firm can calculate their scope 3 costs.


It is increasingly accepted that in the transition towards net zero, supply chains will need new approaches to deal with the complexity of decarbonisation related data which flows between supply chain agents and tiers. Transparency, traceability, and security for net zero supply chains will require the development and adoption of new digital tools and potentially, new business models around these, for example, immutable distributed ledger technology that secures trust in data could enable certification whilst reducing fraud/greenwashing and information asymmetry between actors (Saberi et al., 2019). Engagement with consumers when designing and managing greener supply chains will be key to understanding the viability of net zero supply chains’ initiatives by society, enabling enhanced information sharing and the solving of green issues (Sarkis et al., 2011). However, to gather emissions information from suppliers as well as specific internal and external operations, focal companies (such as retailers, or large brands) or industry standards bodies may need to champion the adoption of digitally-enabled decarbonisation and net zero initiatives in their supply chains.

If champions are not forthcoming, then regulation may be required to standardise data collection and sharing. Friction might occur in supply chains where partners have casual transactional relationships (commodity trading where there are few incentives to share), those where there is no clear supply chain leader or representative body, supply chains with many smaller companies without the capacity to collaborate, measure and manage data, highly complex multi-step inter-industry chains (e.g., food production to logistics) or where there is significant mistrust of other supply chain partners. However, data sharing dead lock, due to a failure of collective governance will inhibit society’s drive to net zero; “a tragedy of the data commons.” Ostrom (1990) showed that society can evolve processes to share resources and avoid common’s tragedies, but this requires an evolution of trust over time, along with accountability guided by clear rules and incentives for all actors.



Standards, scale, and incentives

Decarbonisation strategies can be implemented at individual product, organisational, supply chain and system level. Regulatory and market incentives, singularly or in combination, can drive more environmentally and/or ecologically responsible management and inform decarbonisation (Hildingsson et al., 2018, p. 924). These incentives are embedded in normative standards, including agreed measurement standards for emissions, actioned within business contracts where compliance is often a pre-requisite to supply. For example, as an incentive to decarbonise, as well as addressing other socio-environmental aspects more widely, the United Kingdom food retailer Tesco plc now requires all their 14,000 produce suppliers to be LeafMarque certified (Tesco plc, 2021).

Another market-based incentive to decarbonise can be consumer focused carbon labelling at product level (Gadema and Oglethorpe, 2011; Tan et al., 2014), but to date labelling has engendered limited engagement from consumers (Carrero et al., 2021). However, the boundaries of a given food supply chain for a product or service can be difficult to define, which may cause uncertainty in expression of the carbon accounting results; thus, decreasing the credibility of the labelling scheme (Wu et al., 2014). As Rondoni and Grasso (2021) state, consumer engagement with carbon labelling is mediated by knowledge and this is influenced by access to information, which is informed by supply chain data. Providing carbon labelling that is accurate, trustworthy, and meaningful is dependent upon application of consistent measurement standards by individual actors fused with food system digitalisation to underpin data exchange and transparency, enabled by effective data collection, curation and communication processes. However, Hildingsson et al. (2018) argue that whilst corporate incentives can drive industrial decarbonisation, market dynamics alone, are far from sufficient to initiate the transition required. Instead, strong incentives generated by regulatory interventions and long-term policy support are likely required.



Stimulate the private sector and market to decarbonise

Stimulating the market to decarbonise can be achieved by regulation, legislation, or standards. This top down, prescriptive approach can quickly become a race to the bottom where companies do the bare minimum to comply or prevaricate and lobby to minimise any organisational impact (Manning, 2020). The alternative is for companies themselves to engage and take action because of changing market conditions and/or cost pressures.

The incentive to reduce scope 1 and 2 GHGEs for all companies is clear. All organisations are constrained by established principles on return on investment which in turn are subject to estimates of energy costs (both capital and recurring) over estimated time periods and subject to uncertainty over consumer sentiment. Governmental regulation and the opportunities to out compete rivals based on lower GHGEs continues to stimulate the move to lower emissions. The real challenge relates to scope 3 GHGEs which include all purchased goods and services, waste disposal, transportation and ‘costs of use’ by customers. Aggregated and accurate measurement of the scope 3 GHGEs of any individual product requires trusted emission data to flow through complex supply chains.

We anticipate that the ability to quantify GHGEs at product rather than whole firm level will drive new product development and supply chain configurations that ultimately lead to decarbonisation. However, the design of the product, and the collective processes by which it is made, is often opaque leading to challenging investment decisions. In practice it is not just capital costs, organisations have core rigidities that create inertia, inhibiting their ability to transform, so they require a level of ambidexterity (O’Reilly III and Tushman, 2013) to manage both their existing products and processes and at the same time innovate with new products and processes. These transition costs can be expensive and difficult to estimate, and can add cost in the short term, before resource efficiency benefits are realised. These short-term costs and risks need to be balanced against the long-term impacts of not transitioning, making the justification for change challenging.

What remains unclear when planning decarbonisation pathways and strategies is how consumers will evaluate the tradeoff between lower GHGEs and any increases in costs. The quantification and qualification of this ‘tradeoff’ in different markets and segments is a live research challenge requiring well specified longitudinal empirical work. Sovacool et al. (2021) promote optimisation as a crucial element in decarbonising food socio-technical systems. If technology, poor data availability and weak infrastructure are barriers to decarbonising, then the food system may have to commence with decarbonisation strategies that are shallow rather than deep and then increase ‘the gradient’ as technologies emerge and infrastructure improves (Hildingsson et al., 2018).



Shared infrastructure

Food supply chains encompass and interact with many environments, technologies, domains, and sectors, but the focus herein will be on digital aspects and information sharing. Some supply chain aspects and activities are inherently digital, or can readily be digitised, but to provide the benefits of digitalisation (e.g., more effective analysis and optimising of specific processes), all data producers and data consumers need to be identified. In data rich environments, data collection, collation, curation, analysis and reporting (e.g., assisted by AI/ML) are all key and, once in the digital realm, the IT and digital communications network backbone(s) are crucial shared resources. Suitable sharing, especially in a strategically sensitive environment, requires resilience structures to be in place especially the management of access and safety. Resilience can be achieved through ensuring redundancy within digital infrastructure (e.g., in Cloud storage or computing, and the Internet in its many shapes) and by making sure that all key nodes, communication links and critical data are properly safeguarded and protected from adverse events, either malicious or unintended.

To avoid data being lost, tampered with, or viewed by unauthorised parties, strict access control needs to be enforced for all actors, and technologies. Options such as blockchain, should be deployed in addition to broader cyber-security measures to guarantee the integrity of data along the whole supply chain (Brewer et al., 2021). While such protected infrastructures already exist, they tend to be restricted to the entities that built them for their own supply chains, leading to developmental duplication, weak interoperability, and poor transparency for supply chain actors. In an increasingly global and interdependent world, where decarbonisation and delivering net zero is a mutual goal, secrecy and ensuring competitive advantage at all costs may be replaced as prime market drivers, broadening the opportunity for greater information collaboration, potentially within a single shared infrastructure, and sharing of more of the physical components of supply chains, benefiting all actors and wider Society.



Interoperability

In order to support sharing of GHGEs data in the food supply chain, it is essential to assure interoperability between multiple heterogeneous data sources, the various systems in the supply chain, and the data users in the system. Interoperability is a well-known and studied problem, but not in the context of decarbonisation strategies. Interoperability is defined in the literature as the ability to exchange services and data among large-scale distributed systems, based on agreements between requesters and providers (Heiler, 1995). These agreements may range from message passing protocols, common application programming interfaces (API), domain models, names, or even ontologies to define concepts and relationships in a certain domain. One example is the FoodOn harmonised food ontology developed to improve food traceability, quality control and data integration (Dooley et al., 2018). However, despite its technical development, interoperability in food supply chains is still a challenging problem as data are captured at different levels of granularity, stored in different formats, are available in distinct, sometimes discrete systems, and may not be completely available (Brewer et al., 2021; Manning et al., 2022). Thus, higher levels of interoperability need to be available to allow the food supply chain to be digitised and efficient in serving consumers’ needs (Fernandez, 2021), including supporting their role in the transition to net zero.

A recent study by GS1 and the Global Dialogue on Seafood Traceability (GS1, 2019) highlights the requirement for (i) a standard-based framework with data models and APIs to share data across platforms, (ii) the need to use several technologies to interoperate and not only rely on blockchain technology, and (iii) the urgency for the food community to make use of electronic data exchange over manual sharing of supply chain data. Despite the need for and importance of interoperability in food supply chains, there are still several barriers that need to be overcame (Hardt et al., 2017). Examples of some of these barriers include, but are not limited to: (i) the need for more collaboration across the industry sector, (ii) the lack of resources and funding for some actors in the supply chain (e.g., small farms and producers, start-up-companies), (iii) the incompatibility among systems (e.g., old and legacy systems), (iv) poor agreement on standards alignment, (v) the lack of motivation and incentives among the industry, and (vi) the threats for small companies regarding the power dynamics associated with big companies with respect to data sharing. These barriers need to be tackled through industry collaboration together with enabling behavioural change by both food producers and consumers so that decarbonisation of the sector can be achieved.



Federated and trustless solutions

Effective decarbonisation strategies require, simple additive, emission data exchange across food supply chains so individual actors or organisations can start to determine their own and collective GHGEs. Next generation analytics tools, such as AI, could provide hitherto unimagined insight to inform decisions that enable decarbonisation across supply chains, including the benefits of enacting circularity. Privacy concerns, commercial sensitivity, and issues around intellectual property are significant barriers to digital collaboration in food supply chains, hindering even the additive exchange of data, as well as next generation analytics that can drive productivity and accelerated deep decarbonisation (Durrant et al., 2021). However, with the advent of data-related privacy-preserving technologies, there are now a novel opportunity to alleviate these issues and support sector level digitalisation. Approaches, such as federated learning (McMahan et al., 2017), differential privacy (Dwork and Roth, 2014), and fully homomorphic encryption (Gentry, 2009) could transform the agri-food sector by enabling the development of AI models to support decision making, while maintaining data privacy and trust. In the federated learning context, a centralised model can be trained collaboratively via many clients while keeping underpinning client data decentralised and confidential, e.g., grower data never leaving the premises yet can be used to train an AI model to support decarbonisation. However, this process, without effective cyber protection, is still susceptible to malicious attacks on the models developed. For example, via intercepting communications, which could reveal the contribution and content of individual data exchange and as such disclose information about individual clients that participated in the model training. Cyber-crime is a key concern especially unauthorised access to electronic communication and databases, networks, programmes and data with the intent of compromising confidentiality, integrity and availability of information (Bendovschi, 2015). Cybersecurity countermeasures must be in place to protect systems, storage and individual appliances (Manning, 2019; Soon et al., 2019).

One way to overcome this is through differential privacy approaches whereby uncertainty is introduced into the released models through addition of noise, masking the effect of individual user contribution to the model development, as demonstrated by Durrant et al. (2022) in a soybean yield forecasting context. Another option is full homomorphic encryption, whereby data are encrypted throughout computation without the need to share any unencrypted data with others. This newly encrypted data can be used to train machine learning models and infer outcomes or support decarbonisation strategies. Onoufriou et al. (2021) proposed such a system for milk yield prediction, demonstrating the feasibility of this approach to transform data sharing principles and enable trust in the agri-food sector, facilitating a faster transition to net zero.



Data governance and ethics

Establishing trusted multi-lateral data exchange of standardised GHGE measurements between parties, across a food system, is an essential prerequisite to data exchange in complex systems and ultimately, decarbonisation. Any governance system needs to address both business to business (B2B) and business to consumer (B2C) interactions (Brewer et al., 2021). Data trusts have been proposed as a form of participatory governance (Milne et al., 2021; Sadowski et al., 2021) defined by trust law and where data are securely shared for the greater good, under the care of a stewardship function (trustee) that has fiduciary responsibility to act in the interest of all parties (Brewer et al., 2021). Trust framework models, that enable emissions’ data sharing across food systems require four logical components: a governance structure that defines, rules, roles and the levels and processes of governance; a security and permissioning layer where participant access and network connectivity is controlled by an agreed process; a knowledge mapping component which establishes interoperability at interfaces between distinct system elements and an operational component where the business processes are enacted (Brewer et al., 2021). The governance structure could provide a forum to define both measurement standards as well as data exchange. The operational component is the location where the monitoring of compliance with regulatory and industry normative standards takes place. There have also been calls to develop a common language for technology adoption across food supply chains so that as AI and associated technologies are adopted the ethical aspects and impacts of technology design, implementation and use can be suitably considered (Manning et al., 2022).



Role of regulation

In the United Kingdom public health in relation to food is overseen by the Food Standards Agency (FSA). The use of data plays an important part in the role of the food regulator, not only in terms of measuring and monitoring oversight, but also in measuring the level of trust that the Agency has acquired in the eyes of the public (Krebs, 2004). Addressing the complexity of decarbonising the food system will necessitate integrating regulators within carbon governance mechanisms such as trust frameworks. Trust frameworks for carbon data exchange could include both multiple government regulators (environment agencies, EU Emission Trading System, financial services etc) and non-government bodies (certification, standards, and registration bodies).

Regulation, particularly in the context of new technologies, requires a reasonable precautionary attitude that addresses multiple factors, moral hazards and socio-political dimensions of risk (Wolff, 2018). Ensuring the independence of regulators, whilst addressing the challenge of integrating the regulatory process across multiple contributory sectors, can be facilitated using intermediaries working within clear governance boundaries. The role of intermediaries in the regulatory process has been theoretically captured in the RIT Framework which describes the roles of Regulators (R), Intermediaries (I), and Targets (T) (Abbott et al., 2017). Whilst there may be multiple actors adopting these roles, the RIT Framework allows for an approach that enables “complex, hybrid governance” and serves to reduce the risk of regulatory capture by, for example, the use of accreditation bodies and third-party certifiers (Abbott et al., 2017). This hybridisation of regulatory governance has already been seen as transcending national state boundaries through coordinated of public and private regulatory activities (Verbruggen, 2017; Kowalska and Manning, 2022). Addressing decarbonisation challenges will require more diverse intermediaries to be integrated into a RIT Framework that is polycentric and interdependent with robust regulatory stewardship. The trust framework approach can further support this through the permissioned sharing of critical data between independent organisations representing various roles and agencies (Brewer et al., 2021).



Limitations

There are clear limitations and barriers to data sharing and exchange that will need to be overcome. Our model envisaged that multiple architypes of data (e.g., GHGE, food safety) might be governed by a solus data framework, yet this pre-supposes that the competing interests for the exchange of multi-purpose data are the similar. This may not be the case, some supply chain actors might permission access to specific data sets and not others. Permissioning could be accommodated in a single or indeed separate and distinct governance systems.

Developing data sharing communities requires bodies who come together for mutual purpose; however, additional behavioural research is required to understand the symmetry and asymmetry for data sharing across a supply chain. It is highly likely that elements within a supply chain may feel threatened by data exchange, not least firms trading with dominant actors such as multiple retailers. Studies to inform multi-perspective attitudes to data sharing are required to understand and resolve these primary barriers, or to understand how to stage implementation to enable partners to evolve trust.

The founding of any data sharing process will require significant leadership that can convene a community for defined purposes and to develop the technical, legal and governance structures. It is not yet clear where this leadership will emerge, our hypothesis was that this may emerge from dominant supply chain actors (large retailers, branded good producers). These actors have well established supply chains and are well placed to convene and agree standards. However, there is a risk that different dominant firms might each found different data sharing and measurement systems, without co-ordination a number of different supply chain standards and systems will emerge, decreasing interoperability and increasing cost as well as confusion.

Whilst data sharing agreements and governance systems have been developed to increase trust between partners, there will still need to be robust auditing standards of data fidelity and accuracy. The potential for fraud is still significant, not least if carbon is traded as a financial product but also to falsely influence other supply chain actors including consumers.

Whilst this paper was developed with a United Kingdom centric perspective, the food system is truly global, as is the need to secure the SDG’s. It is essential that standards for data sharing to drive decarbonization are global.



Conclusion

The food system needs to decarbonise. Here we posit that digitalisation will be a key enabler of positive change, where the flow of standardised emissions data across complex supply chains provides accurate, trustworthy measurements of GHGEs and decarbonisation costs. This underpins decision support, responsive action and socially responsible business development, especially the delivery of the SDGs. In particular, more frictionless data flow enables supply chains to aggregate scope 3 emission costs with assessment that enable deep cross-sector rather than shallow and isolated, sometimes piecemeal, decarbonisation strategies to be adopted. Comprehensive digitalisation of the food system poses complex socio-economic-technical challenge that requires enhanced collaboration between industry, supply-chain actors, consumers, regulators, and governments. Here we consider that enhanced, multi-actor governance systems such as trust frameworks can facilitate trusted exchange of standardised emissions data and could play a pivotal role among other market and policy incentives in developing decarbonisation pathways and the delivery of net zero. The ethical and technical aspects of transparency and trust that arise will need to be addressed by novel, responsible, and targeted technologies that protect personal and organisational privacy whilst allowing data to be shared that enables informed and evidence-based decision making. The development of these technologies and associated trust frameworks in the context of decarbonisation pathways for food systems should be explored further.
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