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Providing food has become more complex because of climate change and other
environmental and societal stressors, such as political instability, the growth in
the world population, and outbreaks of new diseases, especially the COVID-19
pandemic. In response to these challenges, the agri-food industry has increased
its efforts to shift to using more digital tools and other advanced technologies.
The transition toward digital has been part of the fourth industrial revolution
(called Industry 4.0) innovations that have and are reshaping most industries. This
literature review discusses the potential of implementing digital technologies in
the agri-food industry, focusing heavily on the role of the COVID-19 pandemic in
fostering the adoption of greater digitalization of food supply chains. Examples
of the use of these digital innovations for various food applications, and the
barriers and challenges will be highlighted. The trend toward digital solutions has
gained momentum since the advent of Industry 4.0 and implementations of these
solutions have been accelerated by the outbreak of the COVID-19 pandemic.
Important digital technology enablers that have high potential for mitigating the
negative effects of both the current global health pandemic and the environmental
crisis on food systems include artificial intelligence, big data, the Internet of Things,
blockchain, smart sensors, robotics, digital twins, and virtual and augmented
reality. However, much remains to be done to fully harness the power of Industry
4.0 technologies and achieve widespread implementation of digitalization in the
agriculture and food industries.
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1. Introduction

The declaration of COVID-19 as a pandemic by the World
Health Organization (WHO) on 11 March 2020 has led to
unprecedented challenges to public health and the global economy,
including food supply chains and food systems. Due to the severe
restrictions (e.g., lockdowns and social distancing) and the resulting
labor shortages throughout the food value chain, this global
health crisis has disrupted the current food systems and consumer
eating behaviors, highlighting the importance of adaptability and
resilience for a healthier and more sustainable food supply. The
safety, quality, and traceability of food have become major concerns
for consumers and food producers worldwide (Barone et al., 2021;
Bisoffi et al., 2021; Han et al., 2021; Hassoun et al., 2022a,f).

New ways, alternative solutions, and technological innovations
have been explored to deal with the COVID-19 crisis and mitigate
the impact of this pandemic (Barrett et al., 2021; Galanakis et al.,
2021). One of the solutions that has received enormous attention is
digitalization, and research on digital transformation has, therefore,
increased rapidly in the last few years. Indeed, data obtained
from the Scopus database shows that there has been a growing
literature on digitalization in agri-food systems over the last
decade (Figure 1). The agriculture and food industry, as did other
sectors, experienced increased digitalization before the COVID-19
pandemic, but the need for digital transformations became clearer
during and after this crisis. Digitalization and automation have
become increasingly ubiquitous as a way to increase productivity
and improve efficient resource use, consistent with the need for a
more sustainable food system (Ghobakhloo, 2020; Marvin et al,
2022; Abbate et al., 2023; Hassoun et al., 2023c).

The concept of digitalization is strongly linked with Industry
4.0 (or the fourth industrial revolution). Many digital, physical,
and biological domains are being combined, such as artificial
intelligence (AI), the Internet of Things (IoT), big data, robotics,
3D printing, and smart sensors to create smart digital factories
and farms (Lezoche et al., 2020; Hassoun et al., 2022¢,e, 2023b).
There is no specific classification or general agreement as to what
are the Industry 4.0 technologies, but most reports within the
agriculture and food industry include those mentioned above, plus
blockchain, cloud computing, digital twins, and cyber-physical
systems (Echegaray et al, 2022; Hassoun et al, 2022b,h). The
Scopus data were analyzed using the graph network bibliometric
visualization tool VOSviewer (VOSviewer.com, Leiden University,
The Netherlands). According to the output, co-occurrence analysis
identified >5,600 keywords, of which 111 occurred at least 10 times
(Figure 2). Agriculture, digitalization, digital technologies, and
digital transformation were the most frequent keywords identified
(the size of the node indicates the frequency of the keyword),
followed by Industry 4.0, and its elements, such as AT and IoT.

Several recent publications have reviewed the use of digital
technologies and other Industry 4.0 elements to fight the COVID-
19 pandemic in different fields, such as healthcare services
(Chandra et al, 2022), international business (Pereira et al,
2022), and learning and teaching (Jakoet-Salie and Ramalobe,
2022). In the agri-food sector, the role of certain Industry 4.0
technologies, namely blockchain, IoT, big data analytics, and Al in
the digitalization of the food system has been highlighted (Amentae
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and Gebresenbet, 2021). The role of digital transition and Industry
4.0 technologies in enhancing food sustainability and achieving
sustainable food systems has been also highlighted (Masi et al.,
2021; Marvin et al., 2022; Abbate et al, 2023). Another recent
publication has discussed the impact of Industry 4.0 technologies
for a successful implementation of smart farming (Javaid et al,
2022). The significant role of digital technologies in addressing food
loss and waste issues in agriculture was also recently demonstrated
(Benyam et al., 2021; Lopes de Sousa Jabbour et al., 2021; Hassoun
2023a). The implication of digitalization in the shift to
plant-based diets (Hassoun et al, 2022d) and the dairy sector
(Hassoun etal., 2023b) has also been explained. Di Vaio et al. (2020)
demonstrated the significant role of Al in supporting the businesses

et al.,

struggling through the COVID-19 pandemic, and achieving the
sustainable development goals in the water, energy, and food
sectors (D’amore et al., 2022).

However, there is a gap in the literature since no comprehensive
review has explored the role of all Industry 4.0 components in
accelerating the shift to digital in the agri-food sector during
the COVID-19 era. Indeed, little attention has been given to the
COVID-19 pandemic and its critical role in driving the adoption
of digital technologies in different food-related sectors. Thus, based
on the recent literature (within the past 5 years), this review will
identify the important enablers of digital transformation and briefly
describe their implication in mitigating the negative consequences
of the COVID-19 pandemic in agriculture and the food industry. In
this literature review will try to bridge the aforementioned literature
gap by answering the following two research questions: what are the
main enablers of the digital transformation in the agri-food sector:
how could digital technologies help mitigating the negative effects
of the COVID-19 pandemic.

The methodology used in this literature review process can
be summarized as follows: publications search, selection, and
collection using leading data sources (especially Scopus and Google
Scholar). The following keywords were included in the search
string: TITLE-ABS-KEY (Digital transformation) OR (Digital shift)
OR (Shift to digital) OR (Digitalization) AND (Agri-food) OR
(Agriculture) OR (Food industry).

2. Overview of the main enablers of
the digital transformation

Several emerging technologies can be considered enablers of
the digital transformation in agri-food sectors (Figure 3). A short
introduction to these technologies follows.

2.1. Al and big data analytics

Al and big data analytics are at the core of digital
transformation. Al is a branch of computer science that simulates
human thinking processes, learning ability, and knowledge storage
to enable the performance of tasks that typically require human
intelligence (Addanki et al., 2022; Fuentes et al., 2022). AT and data-
driven innovations can address many challenges to the food supply
chain related to public health and mitigation of risks, improvement
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FIGURE 1
Number of publications and citations/year on the shift to digital in agri-foods over the last decade (search query was done using the Scopus database
on 11th January 2023).
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Key enablers of the digital transformation in agri-food sectors.

of efficiency and accuracy, and implementation of sustainability
initiatives. Al-based techniques, combining data from multiple
sources, can have a role in providing predictive risk analysis as
well as prescriptive decision-support (Lezoche et al., 2020; Marvin
etal., 2022; Misra et al., 2022). The possibilities of such an approach
improving food safety, food fraud detection, sustainability and
quality have been recently illustrated (Bouzembrak et al, 2019;
Marvin and Bouzembrak, 2020; Marvin et al., 2020; Sharma A.
et al, 2021). A recent review paper has given a general overview
of implications of Al in precision agriculture to analyze data from
sensors, drones, and satellites and optimize many farming practices,
such as irrigation, fertilization (Taneja et al., 2023).

Big data and cloud technologies have been predicted to
grow along with Al, especially after COVID-19. Handling the
large amount of data generated along the food supply chain
is still challenging and time-consuming and requires a large
computational infrastructure. Although cloud computing has
emerged as a solution in other sectors, its use with the food
chain has just begun (Wang and Wang, 2021; Rejeb et al,
2022b). Cloud computing might accelerate the implementation
of the “lab-to-sample” approach in which food safety data is
generated on-site using, for example, portable devices and sensors,
and transferring it to a central cloud-based infrastructure, where
it is processed and analyzed on-line. The results would then
be sent back to plant operators allowing real-time decisions to
assure compliance with food safety legislation and standards. This
approach would further reduce costs and enhance the efficiency
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of food safety controls since fewer samples will be needed
for the laboratory analysis. If IoT can be applied, a potential
food safety risk could be detected quickly allowing actions to
mitigate the risks (Jin et al., 2020; Kamble et al., 2020; Marvin
et al, 2022). The use of big data in agriculture and smart
farming has led to significant advantages suc has crop modeling
for targeting genotypes to different environments, forecasting
crop harvest and improve agriculture monitoring, and increasing
efficiency of agricultural operations (Jin et al., 2020; Rejeb et al,
2022a,b).

2.2. loT and smart sensing

IoT provides numerous options for gathering data in real-
time from any stage of the food supply chain using sophisticated
sensors and other devices to monitor the environment and
production conditions (e.g., temperature, pressure, conductivity,
pH, and color of products) starting at the farm. Other sensors can
provide information on quality and machine operations both in
the manufacturing plant, and during transportation and storage
(Bouzembrak et al., 2019; Marvin et al., 2022). IoT sensors can
be used to predict quality and shelf-life of agricultural products,
detect food adulteration, and improve food safety. For example,
IoT-based sensors are being developed to monitor temperature
and oxygen content in frozen food and packaged products. The
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used sensing technologies are based on photoacoustic spectroscopy,
quasi-imaging spectrometry and temperature, which are integrated
in a multi sensor device for real-time monitoring of several
quality parameters. Thus, IoT and smart sensors can provide full
tracking of the product, along with its ingredients, properties,
and production history (Misra et al, 2022; Xu et al, 2022).
In agriculture, smart sensors are being increasingly applied for
many purposes such as assessment of weather conditions and
soil quality, and crop monitoring, achieving higher crop yields
and less cost (Saiz-Rubio and Rovira-M4ds, 2020; Ullo and Sinha,
2021).

2.3. loT and blockchain

Blockchain creates digital, decentralized, and distributed
ledgers that store records of transactions in a peer-to-peer
network in “blocks.” Each link in the supply chain adds
a block that once added cannot be changed with all links
having access. The use of blockchain technology combined
with ToT represents a promising strategy to guarantee real-
time visibility, transparency, security, immutability, irrevocability,
neutrality, and reliability of the information and actions of
all the supply chain actors. It can track in real-time the
food’s properties along the supply chain to ensure food safety
and quality, especially when combined with IoT (Zhao et al,
2019; Jin et al, 2020; Bigliardi et al., 2022; Kayikci et al,
2022). The potential of blockchain in agriculture has been
highlighted as a promising technology toward a transparent supply
chain of food, providing significant benefits to all participants
(including provider, producer, processing, distribution, retailer, and
consumer) involved along the food supply chain (Kamilaris et al.,
2019).

2.4. Robotics and smart machinery

Agricultural automation and robotics using automatic controls
and AI can be used at all levels of the agricultural production
and the following manufacturing processes (Marvin et al., 2022;
Ramirez-Asis et al., 2022). Smart machines can independently
complete several tasks, such as cultivation, sowing, transplanting,
fertilization, spraying, feeding, irrigation, picking, and harvesting.
These machines can also collect information on soil and water
quality, and plant or animal growth, which provides technical
support for the implementation of precision agriculture and better
breeding choices (Xu et al., 2022). Robots can perform many
tasks along the post-harvest supply chain, such as sorting, storing,
picking and packing, and shipping (Chauhan et al., 2022). Current
robotic development is focused on replacing manual operations in
food handling and processing, food packaging, food delivery, and
other operations along the food supply chain (Duong et al., 2020;
Sulaiman et al., 2021). Advanced robotics are being increasingly
involved in many agricultural practices such as sowing, planting,
plant treatment, harvesting, yield estimation and phenotyping
(Oliveira et al., 2021).
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2.5. Digital twins and virtual or augmented
reality

A digital twin is a digital representation of a real-world
physical entity (i.e., a real process operation or physical system).
Digital twins can be used to model activities that will lead to
increased productivity, resource efficiency, energy efficiency, and
cost reduction (Verboven et al, 2020; Kamble et al., 2022).
Augmented reality technology is being used in several sectors,
including the food sector (Rejeb et al,, 2021; Chai et al,, 2022). A
recent study showed that virtual reality could help adults be more
successful in weight management, e.g., enabling them to reduce
food intake after strenuous physical activity (Chai et al., 2022).
However, the use of digital twins and virtual or augmented reality
in agriculture is still very limited.

2.6. Other industry 4.0 technologies

Many other Industry 4.0 smart technologies including remote
sensing technologies, such as imagery from satellite sensors,
unmanned aerial vehicles (UAV), and drones, as well as other
advanced technologies, such as 3D food printing have been
developed or are under development in smart farming and smart
food factories (Bedoya et al., 2022; Boursianis et al., 2022; Javaid
et al,, 2022).

3. Examples of applications of digital
technologies in agriculture and food
sectors

The need for high-quality food and improved sustainability
has accelerated the integration of digital and smart technologies in
food manufacturing (smart factories), agriculture and production
systems (smart/precision agriculture and farming), and other
applications along the food value chain. This section will present
some examples of these applications.

3.1. Precision agriculture and smart farming

Digital technologies and other advanced innovations (e.g., Al
and big data, IoT, smart sensors, satellite imagery, and drones)
and smart machinery are being increasingly adapted for use in
agriculture, leading to the emergence of new concepts, such as
precision agriculture and smart farming (Idoje et al., 2021; Kumar
et al., 2021; Musa and Basir, 2021; Javaid et al., 2022; Rejeb et al,,
2022a).

The use of AI with smart agriculture has been shown to be
efficient in predicting agricultural performance based on present
and past conditions, achieving many benefits, such as minimizing
crop diseases and pest infestation and predicting the weather, soil
properties, and crop yield, among others (Pathan et al, 2020;
Sharma A. etal.,, 2021; Tomar and Kaur, 2021). Moreover, Al-based
models are being investigated for the development of innovative
food production systems such as vertical farming (Siregar et al.,
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2022). Al models are often used in combination with other
cornerstones of smart farming, especially IoT (in addition to big
data, smart sensors, and cloud computing). As most farming
processes are becoming increasingly data-driven and data-enabled,
data management can be a challenging task, which accentuates
the need for innovative approaches. For example, Ouafiq et al.
(2022) proposed an Al-based comprehensive architecture called
Smart Farming Oriented Big-Data Architecture that includes big
data technologies, IoT components, and knowledge-based systems
to ensure agricultural sustainability and environmental protection,
and achieve high quality, productivity, and efficiency.

IoT has been widely applied in smart farming, and can
enable soil monitoring, irrigation, crop, and waste management,
livestock surveillance, among others, boosting farming activities
to new heights (Musa and Basir, 2021; Holzinger et al, 2022;
Sinha and Dhanalakshmi, 2022). Recently, it was argued that IoT
has significant potentials to speed up the transition to precision
agriculture, highlighting publication trends and important topics
in agricultural ToT research, as well as agricultural resources that
are impacted by IoT (Rejeb et al., 2022¢). The main application
areas of IoT in the agricultural sector include monitoring, control,
logistics and prediction (Bouzembrak et al., 2019). A recent study
investigated the possibility of using IoT coupled with UAV and AI
for monitoring pests in the rice field during the production (Bhoi
et al., 2021). As this study focused only on rice field monitoring,
the authors envisaged further investigations to develop similar
models that can be used in the following rice production stages.
Srivastava et al. (2020) proposed a simple and cost-effective IoT-
based system involving sensors that could measure and monitor
important soil parameters, such as moisture content. IoT and other
advanced technologies help take preventive measures to reduce
losses, increase the productivity of crops, and achieve higher yields
and better-quality produce.

Drones, robotics, UAV, satellites, and other smart machinery
and remote sensing technologies are being increasingly applied
in the transition to smart farming and digital agriculture. With
recent developments in deep learning, machine learning, and
IoT, the application of drones in precision agriculture has been
growing steadily over the last years, as recently highlighted by
Rejeb et al. (2022a). Robotics are being used to perform many
tasks that are often tedious and sometimes strenuous in plant
agriculture, such as land preparation, sowing, planting, plant
treatment, harvesting, yield estimation, and weeding (Lezoche
et al., 2020; Sharma A. et al., 2021; Misra et al., 2022). For example,
a harvester robot using dual-arm manipulation combined with an
image segmentation algorithm with a dynamic planning algorithm
and an occlusion algorithm was developed for automatic aubergine
harvesting (Septlveda et al., 2020). The system had a success rate of
92% and an average cycle time of 26 s/harvested aubergine.

Precision livestock farming systems involve monitoring
animals and their environment using smart sensors, Al, and other
digital technologies to maintain productivity and profitability,
improve animal health, and decrease the environmental footprint
(Bao and Xie, 20225 Fuentes et al., 2022). For example, in smart
swine farming, relevant information can be collected from
different sensors (e.g., cameras, microphones, accelerometers or
radio-frequency identification transponders), images, and sounds,
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among others, to enable non-invasive monitoring of animals and
ensure good health, welfare and optimum production (Racewicz
etal, 2021). Nasirahmadi et al. (2019) developed a system to detect
the standing and lying postures of pigs with commercial farm
conditions using a two-dimensional imaging system combined
with different deep learning approaches. The system worked well
with different lighting conditions, ages of animals, and skin color,
offering promising opportunities to achieve real-time, continuous
computer-based monitoring of livestock. In a recent study, a
machine learning framework was developed to predict daily milk
yield, composition (fat and protein content) and the frequency
of individual cow milking needs, achieving a high accuracy of
prediction (Ji et al., 2022).

However, smart farming (producing crops and raising animals)
still seems to have had limited practical applications in industry due
to numerous challenges that need to be solved (Musa and Basir,
2021; Fuentes et al., 2022). For example, farmers are often lacking
proper infrastructure and skills needed to use digital technologies
and other advanced innovations. Moreover, high costs, privacy,
data security and ethical issues, and organizational barriers and
regulations are still hindering the wider spread of smart farming
and precision agriculture in rural and poorer areas, especially in
developing countries (Demestichas et al., 2020; Musa and Basir,
2021; Rejeb et al., 2022a,¢).

3.2. Digital technologies for smart factories

The “smart food factory” is based on adopting high levels of
automation and digitalization to increase productivity, production
efficiency, and food quality and safety (Chen et al, 2017
Shi et al, 2020; Echegaray et al, 2022). Many manufacturing
industries are moving to connecting processing lines and intelligent
machines to communicate with each other in an automated
production chain, with minimal human involvement (Kumar
et al., 2021; Watson et al., 2021; Dzedzickis et al., 2022). Among
the different Industry 4.0 innovations, robots, Al, big data,
cloud computing, blockchain, and smart sensors are considered
the main contributors to the smart food factory (Figure 4).
Growing research shows that the implementation of these advanced
technologies in food manufacturing has the potential to contribute
to environmental sustainability by reducing production costs and
human errors, maximizing efficiency, and achieving autonomous
predictive management.

Food manufacturing is becoming more complex, including
several steps where robotics can help. For example, in the
meat industry a human-robot collaboration can be achieved
to address many challenges (e.g., heterogeneity of meat pieces
and inconsistency of cutting trajectories) to help modernize the
production line (Romanov et al., 2022). The rapid development of
AT technologies offers unprecedented opportunities to accelerate
advances in robotics technology with both hardware and software
control systems (Dzedzickis et al., 2022). The most common robotic
systems in the food industry do “pick and place,” i.e., they handle
a specific type of object presented in a consistent, pre-defined
orientation. Any variation in the object’s shape and size can lead to
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Key enablers of the digital transformation in smart factories.

failure to complete the pick and place task, making precise handling
of irregular, naturally varying objects, such as vegetables and fruit,
a greater challenge (Bader and Rahimifard, 2020; Chauhan et al,
2022). Soft robotics technology, soft grippers, and machine learning
techniques have shown the potential to practically address the
handling of irregular and naturally varying objects with low cost
(Navas et al., 2021; Wang et al., 2022). For example, the application
of automation using intelligent machines and robots to perform
many tasks in red meat slaughter processes, such as carcass cutting
and deboning in abattoirs was recently highlighted (de Medeiros
Esper et al., 2021; Ross et al., 2022). A recent study focused on the
digitalization of the supply chain of the food and beverage industry
in Indonesia (Saryatmo and Sukhotu, 2021). The authors found
that the adoption of digital technologies, such as robotics, big data,
cloud computing, blockchain, and IoT can positively influence the
quality, productivity, and cost reduction performance, and create
considerable value-added and monetary gain.

AT solutions offer the potential to revolutionize different areas
of the food sector, such as developing indicators that reduce or
eliminate food safety risks before they appear (Kudashkina et al,
20225 Ramirez-Asis et al., 2022). A broader application of Al in the
food industry can increase digitalization and real-time surveillance,
leading to greater resilience and supporting the transition toward
2021;
2022). However, using AI within the food supply

more sustainable food production systems (Kumar et al,
Marvin et al,
chain raises ethical questions related to privacy, accessibility,
accountability, and responsibility that should be addressed by
developing suitable protocols (Manning et al., 2022).

Another important feature of a smart food factory is the
prevalence of smart sensors for real-time monitoring. For example,
using smart sensors and IoT has the possibility to detect faults
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and quickly adjust processing conditions, such as the internal
temperature and humidity of a processing line (Misra et al,
2022). The application of miniaturized smart sensors based on
spectroscopy principles for monitoring food quality is another
important research area (McVey et al., 2021).

3D food printing is another promising digitalized innovative
technology that has been gaining growing interest in recent years
and can be considered as one of the smart food factory technologies.
Recent advances in AI and other digital technologies make it
possible to use 3D printing to create food of complex shapes or to
develop protein food from novel protein sources, such as, insects,
fungi, and algae (Dankar et al., 2018; Addanki et al., 2022; Bedoya
et al., 2022).

3.3. Blockchain technology in the agri-food
supply chain

The agri-food supply chain is an interlinked chain with
multiple actors. Different participants are involved in different
tasks, such as farming, processing, shipping, distributing, and
retailing. Blockchain technology could solve different problems
related to food security, safety and integrity, and support
increased competitiveness of small farmers if equal access to these
technologies can be developed (Hassoun et al., 2022a; Kayikei et al,
2022; Zhang et al., 2022).

Tracing food products along the entire supply chain is
important for achieving better management of food products.
Various frameworks and traceability systems based on blockchain
technology have been proposed in recent years for many
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applications in the agri-food sector. For example, Wang L. et al.
(2022) proposed a traceability system framework integrating a
decentralized blockchain-enabled data storage platform (used for
data management) and a radio frequency identification (RFID)
technology (used for data collection and limited data storage).
A creative blockchain-based RFID tag that can be attached to a
food package was designed to have a high-security level and low
cost. Another interesting application of blockchain technology and
IoT was suggested by Khan M. A. et al. (2022), who developed
a “Shrimp Chain”: a blockchain-based transparent and traceable
framework to help with the export of Bangladeshi shrimp. They
proposed a scoring-based certification method for supply chain
stakeholders involved with shrimp to detect fraud in packaged
shrimps along the entire shrimp supply chain, and to encourage
traceability and food safety. A platform based on blockchain was
designed for the traceability of the supply chain of Fontina cheese
produced in the Aosta Valley region in Italy, but can be used for
any other dairy product (Varavallo et al., 2022). This blockchain
design was characterized as “green” due to low energy consumption
and minimum environmental impact. Other blockchain-based
traceability systems were suggested for fruits and vegetables (Yang
etal., 2021).

The combination of blockchain with other digital technologies
(such as IoT and big data) can enhance transparency in food
safety and quality. For example, the combination of blockchain
with IoT was reported to improve business processes and customer
satisfaction (Grecuccio et al,, 2020). Zhang et al. (2022) reported
that blockchain combined with IoT can collect and provide
consumers with reliable data about when and where the fruit was
picked. However, current applications of blockchain technology in
the agri-food sector are still facing many challenges that need to be
addressed. These include among others privacy concerns, high cost,
lack of standards and regulations, as well as lack of skills (Zhao et al.,
2019; Kayikci et al., 2022).

3.4. loT for food waste management

IoT represents a promising approach and a viable solution to
reduce waste since it provides transparency and the real-time status
of resources consumed or wasted at various stages in the food
supply chain through smart systems (Amentae and Gebresenbet,
2021; Bigliardi et al., 2022). An interesting application of IoT for
food waste management was developed for the potato industry by
Jagtap et al. (2019). The authors proposed an automated and real-
time system to measure the overall amount of waste as well as the
reasons for waste generation in real-time by using image processing
and load cell technologies. The camera images were processed using
a convolutional neural network (CNN) to classify the damaged
and unusable potatoes into seven categories: diseased, blackened,
cracked, sprouted, green, uncleaned, and cut-marked. The results
could be used to implement corrective actions. In a recent study,
the use of IoT in rearing black soldier fly was investigated to
mitigate food waste (Cheng et al., 2022). The results showed
that the implementation of sensors/devices, software, and mobile
application could help to monitor this farming remotely. Another
study showed the potential of using IoT in decentralized biogas
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plants, enabling a remote monitoring of food waste treatment
(Logan et al., 2019).

4. Role of the COVID-19 pandemic in
accelerating the food digital
transformation

4.1. The COVID-19 pandemic and the
agri-food industry

The COVID-19 pandemic has created significant challenges for
humanity and caused many disruptions in different supply chains,
including the agri-food industry, showing their weaknesses and
vulnerability. This pandemic and its socio-economic consequences
have had direct implications for food sectors, primarily affecting
food safety, food security, and food sustainability (Knorr and
Augustin, 2021; Rahaman et al., 2021).

The rapid spread of the COVID-19 pandemic has pushed
many governments to impose lockdowns and severe restrictions of
human movements that have led to labor shortages, including the
food supply chain, disrupting the relatively seamless flow of raw
materials in agriculture, food, and beverage industries. The impact
of the crisis was visible at the beginning of the pandemic outbreak
(in early 2020) with images of empty supermarket shelves appearing
in mainstream media due to panic buying and stockpiling of
essential goods, especially toilet paper, hand sanitizer, and masks.
However, COVID-19 pandemic has been an innovation booster
and digital stimulator in many fields, including the agri-food
systems (Bakalis et al., 2020; Barrett et al., 2021).

New trends have emerged, including a renewed focus on locally
produced foods, a shift in demand from food service to food
retail, and an emphasis on reduced food waste. These trends have
highlighted the need to implement radical changes and transform
the existing food systems to make them more sustainable (Bisoffi
et al., 2021; Knorr and Augustin, 2021).

4.2. Application of digital technologies to
mitigate the COVID-19 impact on various
food sectors

The pandemic has accentuated the pressing need for
technological innovations and highlighted the importance of
implementing new solutions to reduce human-to-human and
human-to-food contact (Chitrakar et al, 2021). Many digital
innovations (Figure 5) have been developed to mitigate the
negative impact of the COVID-19 pandemic and accelerate the
move toward more sustainable food systems.

4.2.1. Sustainable food systems and food supply
chains

The realization of sustainable food systems from farm to fork
requires a full consideration of the economic, environmental, and
social dimensions of all aspects related to the production and
consumption of sufficient and healthy food (Barrett et al., 2021;
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The role of the COVID-19 pandemic in accelerating the digitalization in many food-related areas.
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Bisoffi et al., 2021; Marvin et al., 2022). Marvin et al. (2022)
highlighted the need for a system approach based on digitalization
and AL and the importance of data availability for actors from
farmers to consumers to achieve sustainable food systems. The
authors made valuable policy recommendations for a successful
future implementation of Al to support the transition toward more
sustainable food systems.

Big data, the cloud, and information and communication
technologies are predicted to accelerate together with AT especially
after the COVID-19 pandemic (Amentae and Gebresenbet, 20215
Wang and Wang, 2021). As mentioned earlier, handling the
large amount of data generated along the food supply chain
is still challenging and time-consuming, and requires a large
computational infrastructure. Although cloud computing has
emerged as a solution in other sectors, its use in the food chain
Rejeb et al, 2022b). Cloud
computing might accelerate the implementation of the “lab-to-

remains limited (Jin et al., 2020;

sample” approach in which food safety data is generated on-site
(e.g., portable devices and sensors) and transferred to a central
cloud-based infrastructure, where it is processed and analyzed
online. The results are returned to the appropriate users allowing
immediate relevant decisions that might not otherwise be possible
(Jin et al., 2020; Kamble et al., 2020; Marvin et al., 2022).
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Blockchain technology can also help food supply chains
in controlling demand and supply shocks and providing real-
time monitoring and information sharing. It can be a catalyst
to improve flexibility, traceability, and develop shorter supply
chains, which may assist in mitigating risk and disruption in
the event of another pandemic or other disruptors (Sharma
M. et al,
and blockchain technology might address fish supply chain

2021). For example, integrating satellite imagery

challenges to generate new opportunities for low income
fisher-folks, especially in developing nations (Sengupta et al,
2021).

The implementation of digital technologies in the agri-food
supply chain requires first and foremost the availability of
adequate, cheap, and sustainable energy sources. The current
energy crisis in many parts of the world underlines the need,
at this time more than ever before, for innovative solutions
to mitigate the negative consequences of the COVID-19

pandemic and achieve sustainable economic development
and growth, especially in developing countries (Oruma
et al, 2021). Promoting digital solutions and innovative

thinking in agriculture and the food industry is undoubtedly
crucial to (Hassoun et al,,

2022g).

transform agri-food systems
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4.2.2. Inspections for food quality, safety, and
traceability

Ensuring food quality, safety, and traceability during the
COVID-19 pandemic has been a topmost priority. Many innovative
strategies, such as smart monitoring technologies and smart
detection systems have been developed and suggested as possible
solutions to mitigate the negative consequences of the pandemic
and to enhance food quality and safety (Chitrakar et al., 2021;
Alabi and Ngwenyama, 2022). The role of packaging has been a
focus, particularly with the recent development of nanocarriers
that can be used as part of active packaging to increase shelf life
and maintain food quality during food transportation (Pascuta and
Vodnar, 2022).

Recent publications have highlighted the role of Industry 4.0
technologies to enhance food quality (Hassoun et al., 2023¢) and
food traceability (Hassoun et al., 2022a). For example, the use of
IoT, big data, blockchain, and digital twins has been proposed to
improve meat quality and ensure meat safety (Ren et al., 2022).
A new framework based on IoT combined with blockchain was
suggested to ensure food safety and reliable traceability of food cold
chain systems (Qian et al., 2022). The proposed system can improve
cold chain management, reducing the risk of contaminated
products by making a rapid response to incidents possible. Digital
technologies can provide full transparency across the supply chain
and help consumers to trace the origin of products they purchased.
For example, a blockchain-based traceability system was developed
to reduce the risk of the COVID-19 transmission through the
frozen meat supply chain by applying a tamper-proof tracing
strategy (Iftelchar and Cui, 2021).

4.2.3. Food waste management

Food waste reduction has become one of the trendiest topics
during the COVID-19 pandemic due to the increased focus on
the environment and sustainability. Reducing food waste can
enhance the three sustainability pillars—environmental, economic,
and social (Barbar et al., 2022; Hassoun et al., 2022g). However,
food waste increased early in the crisis due to panic-buying and
food stockpiling by consumers, on the one hand, and the lockdown,
restrictions on human movement, and closure of food production
facilities, on the other hand. This led to more food wastes at the
production and distribution levels along with those at the consumer
level (Bhakta et al., 2020; Benyam et al., 2021; Boyact-Glindiiz et al.,
2021). Therefore, a growing demand for the use of Industry 4.0
technologies (such as AL IoT, blockchain, and smart sensors that
allow real-time monitoring and tracking of food and food waste)
has been seen during the COVID-19 crisis, to reduce food loss
and waste (Galanakis et al., 2021). Among the various Industry
4.0 enablers, the IoT has attracted particular attention due to its
ability to ensure higher levels of traceability and safety in supply
chains and to reduce waste (Bigliardi et al., 2022). Moreover, the
COVID-19 pandemic has also shown the importance of blockchain
to ensure food safety and freshness as an additional way to reduce
food waste (Khan H. H. et al., 2022).

The development of biodegradable packaging made from food
wastes and by-products intensified during the pandemic (Barone
et al., 2021). New extraction methods are being applied to valorize
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various food waste and by-products to obtain a range of bioactive
compounds (Thirumdas et al,, 2021; Madureira et al., 2022). The
application of Industry 4.0 technologies in the food packaging
(called Packaging 4.0) can provide diverse advantages, such as real-
time monitoring food quality and safety, extension of the shelf life,
in addition to the reduction of food waste (Sadeghi et al., 2022).
Another efficient strategy that can be used to achieve a sustainable
management of food waste is the development of 3D printed
foods using food waste materials (Lee, 2021). This innovative
technology has a huge potential in designing personalized healthy
diets, reducing the dangerous effects of COVID-19 on people
health, as well as mitigating the issue of food waste (Derossi et al.,
2021).

4.2.4. Food service and food delivery

Food service includes commercial (e.g., restaurants, coffee
shops, and hotels) and institutional (e.g., hospitals, schools, and
institutions) sectors. As these sectors normally involve socializing,
the social distancing regulations imposed by COVID-19 have
negatively impacted the food service industry (de Souza et al,
2022). Although WHO and FAO reported that transmission of the
COVID-19 through food is highly unlikely, many consumers still
fear the possible transmission of the virus via food and packaging
(Han et al.,, 2021). To cope with these concerns, the adoption of
digital technologies, such as contactless digital payment, service
robots, online ordering and delivery applications has increased
considerably in recent years (de Souza et al., 2022).

Many restaurants, which are no longer a part of a consumer
accessible facility, have started to use cloud kitchens (often referred
to as ghost, virtual, dark, or cyber kitchens). These emerging
business models for restaurants lead to less labor and lower capital
expenditures compared to conventional restaurants (John, 2021).
Moreover, the COVID-19 pandemic has boosted innovation in the
development of new solutions for home delivery and take-out (de
Souza et al., 2022).

The use of drones and robots (such as cooking, serving, and
delivery robots) increased during the pandemic as ways to limit the
spread of the virus (Choe et al., 2021). For example, an increasing
number of coffee shops are using a robot serving barista. A study
of 300 people using the robot barista in a coffee shop in South
Korea showed that the service provided induced positive emotions
and behavioral intentions (Yoo et al.,, 2022). However, the high
price of delivery drones and robots in addition to the time needed
for consumers to become familiar with their operating procedures,
along with privacy and security issues need to be solved (Choe et al.,
2021).

Because of the pandemic and the government imposed social
distancing, many restaurants have had to change their business
models by implementing innovative approaches to online food
delivery (OFD) services. The rapid growth of OFD has been backed
by the development of a range of user-friendly food delivery
applications (such as Deliveroo, Uber Eat, and Just Eat) and an
increase in smartphone users (Partridge et al., 2020; Zanetta et al.,
2021).

Although these new business models have experienced
booming progress, some obstacles remain. Among the challenges
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are developing products that travel well and packaging that
preserves food quality so as to increase the experiential value
perceived by consumers that, in turn, increases consumers’
willingness to order food online (Gavilan et al., 2021). However,
the greater use of OFD could also lead to poorer food choices
(Jia et al,, 2022). For example, independent takeaway outlets using
Sydney’s market-leading OFD platform (i.e., Uber Eats) showed
that cereal-based meals such as pizzas, burgers, pies, pasta, wraps,
and sandwiches were the largest category selected (Wang et al.,
2021).

5. Barriers facing the adoption of
digital and other new technologies

The food and agricultural sectors are complex and
multidimensional, and they require digital and other advanced
technologies (including A, big data, IoT, smart sensors, robotics,
blockchain, digital twins, and augmented reality) to meet the
current unprecedented challenges. However, there are many
obstacles and pitfalls that still limit the possibilities of a wider
adoption of digitalization in agri-food systems. The main barriers
include the lack of adequate infrastructure, limited institutional
capacities, high costs and the investment involved, farm size,
industrial set-up, lack of essential training for the personnel
using the systems, and finally integrating these systems into
the routines of all the decision-makers. In addition, there are
hurdles

influencing the practical applications of new technologies

the regional socio-economic-environmental-political
(Amentae and Gebresenbet, 2021; Chapman et al., 2021; Herrero
et al, 2021). These challenges to digitalization existed since the
emergence of Industry 4.0 but became more obvious during the
COVID-19 pandemic.

Two types of obstacles that are reducing the uptake of digital
technologies can be highlighted: (i) general challenges, that are
valid for almost all technologies, and (ii) specific challenges that are
related to each Industry 4.0 element.

The investment required to successfully adopt the new
technology is among the main challenges for farmers and
food companies that always need to consider profitability, and
implementing digitalization depends on an increased profit after
investments, i.e., a reasonable return of investment. Paudel et al.
(2020) investigated the reasons behind the adoption of advanced
technologies (precision technologies), based on evidence from U.S.
cotton producers, and found that the profitability was the main
motivation, followed by the environmental benefit and/or the
desire to be at the forefront of the technology. Another general
challenge is the conservative nature of the food industry, such as
the silo mentality of a range of actors and organizations involved
in the food supply chain that could slow the acceptance of new
technology, collaboration, or data sharing (Serazetdinova et al,
2019; Hassoun et al., 2020). Moreover, lack of knowledge and digital
skills, lack of familiarity with digitalization, and the absence of
appropriate education and training programs can lead to a mistrust
of the technology and hinder the understanding of the benefits of
the use of new technologies and their incorporation into the supply
chain (Amentae and Gebresenbet, 2021; Chapman et al., 2021).
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these limitations

associated with each enabler of the digital transformation have

Besides common challenges, specific
been identified. For example, ethical considerations should be
taken into account when developing and deploying Al in the food
and agricultural sectors (Manning et al., 2022). Big data provides
large opportunities to make real-time decision, influencing the
entire food supply chain, but issues related to data ownership,
privacy, and security need to be addressed (Jin et al., 2020; Rejeb
et al., 2022b). Blockchain has become a significant contributor
to smart farming/precision agriculture and smart food factories,
enabling full traceability, transparency, integrity, and secure
Khan H. H. et al, 2022).

However, its implementation is facing multiple barriers. Zhao et al.

transactions (Kayikci et al, 20225

(2019) identified six challenges related to blockchain technology,
including privacy leakage, storage capacity and scalability, lack of
skills, high costs, regulatory problems, and throughput and latency
issues (i.e., limited transaction capacity and the long time required
for generating blocks and validating transactions). Research shows
promising applications of IoT in several food-related fields, such as
food safety and traceability, although issues related to inadequate
security features and different standards for IoT communication
protocols need to be addressed (Bouzembrak et al., 2019).

Replacing humans with smart robots and drones may
be efficient, particularly in the current pandemic era, but
implementing costs and the overall maintenance can be expensive,
especially for small-scale farming and production facilities (Kumar
et al, 2021; Rejeb et al, 2022a). Although smart sensors have
the ability to make processes more intelligent and efficient, lack
of cost-effective sensing technologies capable of monitoring key
parameters and converting sensor data into actionable information
remain challenging (Watson et al., 2021). Limited applications
of digital twins for food process operations have been reported,
since many obstacles (e.g., the need for specific programming and
different modeling methods) still need to be overcome (Verboven
et al, 2020). Likewise, only a few examples have been found in
the literature about the application of augmented reality in the
agriculture and food sector. This seems to be due to technical
challenges associated with the strong dependence on the coverage
and speed of connection, effect of background on food recognition
rate, difficulties to identify objects in the complex and dynamic
world, such as real-time processing, among others (Chai et al,
2022).

While these barriers are valid, they are not insurmountable.
Respect for data privacy, safeguarding of intellectual property
rights, mutual trust among all stakeholders involved, overcoming
cybersecurity breaches, as well as effective decision-making
processes and government policies can all facilitate the adoption
of digital technologies in the agri-food sector. Cross-learning,
multi-stakeholder, and multi-disciplinary approaches are necessary
to achieve greater sustainability and resilience in food systems.
Recently, the role of collaborative practices between the different
actors on the digital food supply chain has been highlighted as a
way to solve problems, such as food waste (Annosi et al., 2021).
Investments in innovations, especially bundling innovations, is
another important success factor that should be prioritized to
transform agri-food systems (Serazetdinova et al, 2019; Barrett
et al., 2020; Galanakis et al., 2021).
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6. Conclusions and future direction

The global challenges for economic, social, and environmental
aspects of sustainable development have become more acute
over the last years, especially during and in the wake of
the COVID-19 pandemic. The shift to digital technologies
has accelerated in many fields, including the agri-food sector,
to adapt to the negative consequences of this pandemic on
various aspects of food production and consumption. Herein, a
comprehensive overview of the up-to-date research progress with
Industry 4.0 technologies and their significant implications to
achieving a digital transformation has been provided. Moreover,
the role of the COVID-19 pandemic in accelerating the
digital transformation in agriculture and the food industry has
been highlighted.

Industry 4.0 innovations, especially IoT, AI, big data, smart
sensors, blockchain, robotics, digital twins, and virtual and
augmented reality have improved many sectors of agriculture
and food. Even in pre-COVID-19 times, the process of adopting
these technologies in agriculture and the food industry had
begun including concepts, such as precision agriculture/ smart
farming, and smart food factories. These technologies have
the potential to enhance food quality, safety, and traceability,
increase profitability, and reduce food waste and production
costs. The severe disruptions caused by the pandemic due
to lockdowns and travel restrictions, supply/demand shocks
resulted from stockpiling and panic buying, and the stress
on food transportation and distribution have accelerated the
adoption of digital technologies. Growing research shows
that the integration and application of digital technologies
can promote precision agriculture and smart factories and
contribute to building more resilient and sustainable food
supply chains.

Precision agriculture/smart farming and smart food factories
are the embodiment of Industry 4.0 in agriculture and the
food industry, respectively. Smart farms and smart food factories
are characterized by the prevalence of data analytics solutions,
sensing technologies, and automated intelligent machines for
a complete digitized food production environment. The new
possibilities of data collection, processing and evaluation, and data
storage, as well as connectivity and information exchange provide
new insights and enable much higher precision in applications
in automatic and robotic systems. Robots and drones could
provide solutions to, among others, the labor shortage caused
by the COVID-19 pandemic as well as war and conflicts in
many parts of world. Nowadays, robotics is increasingly used
to perform many agricultural tasks, automate operations in food
processing plants, and replace humans in food service and food
delivery. In addition, recent advances in IoT and smart sensors
make it possible to ensure food quality and safety, reduce
food waste, and track food from farm to fork. Moreover, the
food supply chain security can be increased, and traceability
and transparency can be enhanced using blockchain and other
emerging technologies.

The pandemic is not over, and climate change and war will
likely have greater disruptions to the global food supply and
exacerbate food insecurity. Therefore, effective harnessing of digital
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technologies is expected to help overcome these extraordinary
challenges. The results of our literature search show that the digital
transformation holds significant potential and opens promising
opportunities for accelerating the move toward enhanced food
sustainability in the agri-food sector. However, compared to other
industries, the adoption of digital and other advanced technologies
in agriculture and food sectors is still slow. A huge gap can
be noticed between Industry 4.0 achievements and practical
applications in current agriculture and food industries. This is due
to many obstacles (e.g., lack of investments and digital skills, fear
of new technologies, and multiple technical and governance issues)
that need to be overcome with future research.

The following four concrete recommendations are proposed
to achieve an inclusive digital transformation and enhance food
security and food sustainability:

1. Transformation of mindsets and development of digital skills are
one of the important elements to foster a deeper integration of
digital technologies into agriculture and the food industry. For
this end, training programs and sharing knowledge and learning
should be prioritized.

. Establishment of adequate digital infrastructure and services,
especially in developing countries is crucial to accelerate the
digital transformation. This will require more government
investment and support, as well as active involvement of political
decision-making actors.

. Interdisciplinarity in large and long-term research efforts as well
as private-public partnership are required to release synergies
within emerging fields. This interdisciplinary and participatory
approach is in line with the core principle of industry 4.0,
namely the fusion of various scientific fields and expertise.
Therefore, more adoption of digital technologies in agriculture
and the food industry will depend first and foremost on the
wide cross-border collaboration between all actors in the agri-
food system, including researchers with various expertise and
backgrounds, food producers and consumers, in addition to
regulatory agencies and policymakers.

. Digital technologies have transformed food production and
manufacturing industries into data producers. Effective data
governance and cybersecurity strategies should be provided for
the captured data to be easily shared and interpreted.

The transition to digital space is expected to continue at a fast
pace in the coming few years, especially with the emergence of
new technologies and the implementation of innovative strategies
to overcome the current challenges. Although the worst of the
COVID-19 pandemic seems to be over, there are numerous
indications that the pandemic-driven digital transformations are
here to stay.
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