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The supply chain systems in the food industry are complex, including manufacturers, dealers, and customers located in different areas. Currently, there is a lack of transparency in the distribution and transaction processes of online food trade. The global food supply chain industry has enormous hurdles because of this problem, as well as a lack of trust among individuals in the sector and a reluctance to share information. This study aims to develop a blockchain-based strawberry supply chain (SSC) framework to create a transparent and secure system for tracking the movement of strawberries from the farm to the consumer. Using Ethereum smart contracts, the proposed solution monitors participant interactions, triggers events, and logs transactions to promote transparency and informed decision-making. The smart contracts also govern interactions between vendors and consumers, such as monitoring the status of Internet of Things (IoT) containers for food supply chains and notifying consumers. The proposed framework can be extended to other supply chain industries in the future to increase transparency and immutability.
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1 Introduction

From the agricultural area to the consumer's table, the food supply chain (FSC) describes how food is grown, processed, refined, transported, sold, consumed, and discarded. It involves interdependent activities and parties, such as producers, manufacturers, distributors, retailers, and consumers, as shown in Figure 1. To ensure the availability of goods, efficient supply chain management is needed for reliability and food safety for consumers, enhancing the efficiency and sustainability of the food system (Kamble et al., 2020). In developing countries, the supply chain for food faces numerous obstacles. These include the need for trust among stakeholders, which is contingent upon the demands of the end users for credibility and traceability. Insufficient or missing information can make it difficult to manage risks, delays, or disruptions in supply chain operations (Kittipanya-Ngam and Tan, 2020). However, blockchain technology is recognized as one of the most effective solutions to tackle these challenges (Niu and Li, 2019).


[image: Figure 1]
FIGURE 1
 Traditional Strawberry Food Supply Chain (SFSC).


The food systems are complicated and continually evolving. These days, consumers place a greater emphasis on food safety, quality, and nutrition than on quantity alone (Yakovleva, 2007; Manning, 2018). Given the hazards associated with food spoilage and potential harm, the FSC is essential in assuring the safety of products. As a result, improving traceability is becoming increasingly important in the agriculture sector. The safety, nutritional value, and quality of agricultural foods and goods, which are extremely susceptible to these dangers, are of particular concern to consumers. It is crucial that supply chain authorities provide information promptly and properly if they want to win the trust of end users. Consumers are particularly concerned about the safety, nutritional value, and quality of agricultural foods and products, which are highly susceptible to these risks (Dabbene and Gay, 2011).

For supply chain authorities to acquire the trust of end users, it is essential that they deliver information quickly and accurately. Strategies for ensuring food security place equal emphasis on food quality and quantity. Since organic farming methods are expected to produce food with greater nutritional content and higher quality than traditional farming systems, the relevance of food quality and safety is rising day by day in these systems. To sustain life and advance good health, it is essential to have access to adequate quantities of safe and nourishing food. Furthermore, it is crucial to maintain adherence to standards of quality, integrity, and credibility throughout the supply chain process. Several regulatory agencies have implemented standards to improve transparency, security, and quality of the supply chain traceability system bar codes for identifying the origin of products (Turri et al., 2017). The Chinese Government employs a comparable enforcement system. These regulations seek to increase the transparency of the product tracing system and guarantee high product quality (Mastilović et al., 2023).

Additionally, more cutting-edge technologies are used in modern supply chain management (SCM) to give businesses more flexibility. Integrations aid businesses in protecting their products while facilitating the movement of commodities backward. SCM also highlights the importance of creating alliances, partnerships, and collaborations. Modern food supply channels have the potential to be revolutionized by blockchain technology (Kouhizadeh and Sarkis, 2018; Queiroz et al., 2020). Transactions between peers are supported in this decentralized system, which also validates transactions by eliminating middlemen. Scholars have looked into how the use of blockchain technology might improve supply chain efficiency and address issues such as information inequity and decency in food recalls. Researchers have investigated how the utilization of blockchain technology contributes to the enhancement of supply chain performance and resolves problems such as information inequality and food recall indecency (Zhao G. et al., 2019). Blockchain technology enables users and suppliers to instantaneously check transaction information by gathering data on all transactions within a given timeframe. This results in the creation of a digital record for verification and confirmation. Currently, a trustworthy blockchain-powered traceability system for fruits and vegetables distributes necessary traceability information along the supply chain. Furthermore, a reputation-driven smart contract was established to stimulate network nodes to contribute to traceability data. In a recent study, the authors evaluated and executed the system, determining that it increases query efficiency, safeguards personal data, guarantees the integrity and trustworthiness of supply chain data, and fulfills the necessities of relevant applications (Rünzel et al., 2021).

The application of IoT technology in the FSC has enabled real-time monitoring, data acquisition, and data transfer capabilities (Coronado Mondragon et al., 2021), while blockchain technology provides improved dependability, product/service security, and traceability (Behnke and Janssen, 2020). The integration of IoT and BLC can provide FSC with simultaneous capabilities for data security, trust, visibility, dependability, and real-time data sharing (Lezoche et al., 2020). Implementing blockchain and IoT in agriculture can facilitate the monitoring and tracing of various aspects to guarantee the safety and quality of food products. The development of an FSC tracking system for halal livestock supply chains utilizing hazard analysis and critical control points (HACCP), blockchain-based technology, and IoT devices is one example. A supply chain is made up of all the steps used to deliver a finished good or service to the customer. The process may involve collecting raw materials, delivering them to the production site, and then transferring the final goods to a warehouse or retail location where they may be distributed to the customer. This system collects data from IoT devices at various stages of the supply chain and archives it securely on a blockchain-based platform for immutable record-keeping. In addition, the study examines the implementation of the system and evaluates its efficacy in enhancing supply chain transparency and quality control (Rejeb, 2018).

The primary advantage of utilizing blockchain technology during a pandemic is that it eliminates trust issues among all supply chain participants. This is achieved by sequentially documenting all transactions on the blockchain and broadcasting the events to all authorized parties, including consumers. Many researchers have demonstrated FSC and blockchain combinations with developing technologies, such as the Internet of Things, the cloud, smart contracts (Srivastava and Wood, 2015), big data, analysis through case studies (Verhoeven et al., 2018), and survey techniques (Hackius and Petersen, 2017). These methods have resulted in significant developments, such as enhanced traceability effectiveness, supply chain transparency for users, and specific challenges, such as scalability restrictions, emerging technologies, and the absence of regulatory frameworks (Wang et al., 2019).

It is crucial that supply chain authorities provide information promptly and properly if they want to win the trust of end users. The main goal of this research is to address the strawberry supply chain (SSC)-related issues and create a blockchain-based management system for secure FSC that can track and manage data for each supply chain node. Second, research on how IoT and blockchain might enhance supply chain management to have a better grasp of information management systems. Blockchain-based SSC management system incorporates blockchain technology and Internet of Things-enabled smart containers. Smart containers can transmit precise sensory data to cloud storage, enabling efficient supply chain management. Moreover, if any violation occurs, the containers can send out notifications that are recorded on the blockchain ledger. Furthermore, the objective of the study is to assist other supply chains in addressing their management and safety supervision concerns. This inquiry seeks to provide answers to the following research queries.

RQ1: What are the various challenges of blockchain adoption in FSC?

RQ2: How can IoT-enabled containers facilitate the transportation of food from its source to its destination?

RQ3: How does blockchain provide food traceability and end-to-end visibility?

• An innovative blockchain-based solution is introduced for all participants in the supply chain that eliminates the need for third-party involvement.

• A novel solution is presented for the IoT-enabled container transportation of FSC products from the source to the destination. This solution involves detecting any violations within the supply chain and logging the corresponding events using a smart contract.

• The proposed solution ensures transparency and provides end-to-end visibility of the product from its source to the destination.

For the FSC sector, we suggested a blockchain-based FSC solution. To guarantee the delivery of strawberry products of the greatest quality to end users, our suggested methodology combines IoT and blockchain technology, notably smart contracts. The ecological sustainability of the strawberry supply chain is evaluated.

The rest of the study is structured as follows.

Section 1 presents the introduction, Section 2 covers the conceptual context and literature review, and Section 3 provides a thorough explanation of the proposed methodology. In Section 4, the results and analysis are presented, followed by a discussion of the results in Section 5. Finally, Section 6 discusses the conclusion, implications, and limitations.



2 Related work

The food supply chain refers to the complex network of activities involved in producing, processing, distributing, and delivering food products from the point of origin to the end users. It encompasses various stages, including production, processing, packaging, storage, transportation, and retailing. In this section, we discuss the related work of FSC and its challenges, problems, and state-of-the-art work.

The author (Zhao X. et al., 2019) discusses a consolidated cold and modified atmosphere packaging system for fresh strawberries in supply chains. The term “supply chain performance” refers to the actions taken by the extended supply chain to meet end-user demands. This includes making sure that products are available, deliveries are made on time, and the supply chain has all the inventory and capacity it needs to do so in a timely manner. The proposed system aims to improve the shelf life and quality of strawberries during transportation and storage by reducing the rate of respiration and controlling temperature and humidity levels. The study also addresses the challenges related to supply chain management and safety supervision in the strawberry industry. The research aims to provide solutions to these issues and assist other supply chains in dealing with their management and safety concerns.

This article (Kelly et al., 2019) introduces a novel approach for evaluating the impact level of each step in the SSC on fruit quality. Throughout the whole supply chain process, strict adherence to norms of trust, honesty, and quality is essential. Several regulatory bodies have put regulations into place to increase the openness, safety, and quality of the supply chain traceability system. This system uses bar codes to identify the country of origin of products. The study focuses on physical, chemical, and microbial factors that affect strawberry quality during transportation and storage. By analyzing the data collected from different steps in the supply chain, the researchers developed a comprehensive evaluation framework to identify the critical stages that have the most significant impact on strawberry quality. The proposed approach can assist supply chain managers in making informed decisions to improve fruit quality and reduce waste. The author (Duan et al., 2020) presents the possibility of the blockchain system to address supply chain problems, including food fraud, food safety, and transparency. The authors identify three main themes in the literature: (1) the advantages of implementing blockchain technology in the FSC; (2) the problems for the adoption of blockchain in the food supply chain; and (3) the outlook of blockchain usage in the food supply chain. The study suggests that blockchain technology possesses the ability to offer benefits including increased transparency, trust, and safety, in addition to improved FSC tracking and accountability. Nevertheless, the authors find a number of adoption barriers, such as high expenses for implementation, regulatory ambiguity, and a lack of compatibility between blockchain systems. The authors (Kaur et al., 2022) examine the existing status of studies on the combination of blockchain and IoT within the management of food supply chains. The study highlights the potential advantages of integrating blockchain and IoT, such as increased FSC transparency, transparency, security, and efficiency. The authors identify a number of obstacles facing the food supply chain, including security of food, accountability, and transparency, and propose that blockchain and IoT can help overcome these obstacles. The authors provide a comprehensive overview of the theory of evolution, advantages, and potential applications of blockchain and IoT in the administration of the food supply chain. They indicate that more study is necessary to fully comprehend the challenges and opportunities of integrating protocol standards and the resolution of data security and privacy concerns. Using the IoT, the authors (Bhat et al., 2021) propose a solution to enhance the interoperability of blockchain networks in agricultural and FSC supervision. The authors argue that the use of blockchain-based technologies in food and agricultural supply chain management can improve supply chain transparency, traceability, and stakeholder trust. The researchers suggest that their suggested approach can contribute to the development of a more effective and transparent agriculture and FSC management system. To fully realize the potential of blockchain technology and IoT devices in supply chains and to address the difficulties of interoperability and data privacy, they propose that further research is necessary.

This study (Saurabh and Dey, 2021) explores the advantages of utilizing blockchain technology, such as increased transparency, traceability, and efficacy, the challenges associated with its adoption, such as security and confidentiality of data concerns, and the need for standardization. The authors conclude that blockchain technology has substantial potential for promoting sustainable food and agriculture supply chains. They suggest that additional research is required to resolve the challenges related to blockchain's acceptance and to develop standard protocols and frameworks that facilitate the interoperability of different blockchain networks. The study (Kumar et al., 2022) details the examination of the IoT and blockchain in the food supply chain, identifying the main adoption barriers, such as the absence of standard processes and security and confidentiality of data concerns. The authors also discuss potential solutions to these challenges, such as the implementation of standardization for automating transactions, the integration of artificial intelligence and machine learning into processes, and the collaboration between diverse stakeholders in the food supply chain. The authors argue that additional research is required to comprehend the difficulties and possibilities presented by the approach and develop standard protocols that facilitate interaction among blockchain networks. Moreover, the authors contend that cooperation among FSC stakeholders is essential for the effective execution of blockchain and IoT.

In this context (Abdallah and Nizamuddin, 2023), the current research presents blockchain technology within the pharmaceutical supply chain. Increased transparency, accountability, and efficiency are just some of the benefits discussed, and the authors also delve into the difficulties of implementing blockchain technology, such as data privacy and security concerns and the need for standardization. Data, blockchain, middleware, and applications are the four tiers of a blockchain architecture proposed by the authors. They show that this layout has the potential to be a flexible and scalable answer to the problem of incorporating blockchain technology into the pharmaceutical supply chain. Their findings imply that more investigation is required to address adoption issues and provide standardized protocols and frameworks for blockchain networks to communicate with one another. The proposed approach in Hasan et al. (2019), uses the smart contracts and the logistics industry with a more trustworthy, cost-effective, and transparent system for managing cargo procedures. The article also explores the ways in which smart contract technology might be used to improve logistics operations in areas including real-time cargo tracking, automated payment processing, and risk management. According to the authors, smart contract technology can improve logistics efficiency and security by standardizing procedures, cutting costs, and boosting confidence in the business. The authors argue that there is a significant opportunity for smart contract technology to revolutionize the logistics sector. They imply more studies are required to remove the barriers to adopting and providing standardized protocols and frameworks that can make different smart contract networks interoperable.



3 Proposed framework

Using a blockchain-based system that includes sensor data from IoT-enabled shipments and Ethereum smart contract technology is central to our proposal for enhancing the integrity of the strawberry supply chain. These crucial components in the process of triggering warnings are smart contracts that provide all parties involved with the ability to continuously monitor and trace during shipment. The sender, receiver of the shipment, an IoT-enabled container, an Ethereum network that runs the smart contract, and a cloud-based Message Queue Telemetry Transport (MQTT) server that stores, retrieves, and publishes sensor data generated by IoT sensors are some of the components that make up the proposed system. Figure 2 illustrates various components that make up the proposed system. This solution involves four major entities, namely, the sender, the receiver, the IoT device included within the shipment container, and the smart contract. The proposed approach addresses the most important design aspects of our solution, which involve four major participants. In Ethereum, one-of-a-kind Ethereum Addresses (EA) and key pairs can be generated instantly, and there is no centralized authority that is responsible for administering the distribution of keys. The sender is responsible for constructing the smart contract that contains the terms of the sale, which may include variables such as temperature, route, and payment terms.


[image: Figure 2]
FIGURE 2
 Proposed methodology of SFSC.



3.1 Blockchain-based SSC

The proposed system utilizes smart contracts and blockchain to retain all transactions and data in blocks. Its implementation in the SSC can yield significant food safety benefits. Various formats for product transparency exist: Ingredients are listed clearly on the label. Safety Data Sheets for the product that are exhaustive and list all substances that are added knowingly. Attestation forms demand complete material disclosure. The principle of transparency mandates that any information aimed at the public or the data subject should be brief, publicly available, and understandable. It also mandates the use of plain language and, when applicable, visuals. This system unites diverse stakeholders in a decentralized supply chain, assuring food safety by providing a transparent and immutable ledger of transactions. With its ability to readily trace the origin of food items, blockchain technology can assist the food industry in improving overall quality and streamlining transportation. In the food sector, there are numerous manufacturers, distributors, and customers who are spread out across the supply chain systems. Industrial procedures that transform fresh produce into consumable food products are referred to as food manufacturing. It entails several procedures, including sourcing, preparing, producing, packaging, and distributing food. Many components used in the production of food are also used in the production of apparel and automobiles. In addition to enhancing food safety, implementing blockchain in FSC can also increase manufacturer and supplier accountability.



3.2 Smart contracts between trading partners

A smart contract can increase supply chain transparency and accountability, allowing consumers to readily identify and avoid unethical practices. This can ultimately result in improved product safety and increased profits for all involved parties. Real-time updates and a digital record of all food transactions can also facilitate traceability and enhance supply chain management processes. In the proposed system, a distinct smart contract is created for each IoT-enabled shipment container, and all entities are linked to the blockchain-based smart contract. Smart contract for self-check is shown in Figure 3, and smart contract for deposit money is shown in Figure 4.


[image: Figure 3]
FIGURE 3
 Smart contract for self-check (success scenario).



[image: Figure 4]
FIGURE 4
 Smart contract for deposit money.



3.2.1 Variables

Smart contract uses variables that represent numbers and states that reflect specific circumstances and variables, which can be set to private or public. The addresses of the parties involved are also saved as variables in the smart contract, along with the state of the package and the category of violation.



3.2.2 Methods

Methods are essential smart contract functions that enable the contract to carry out specific actions. The methods of the proposed smart contract are intended to generate notifications for violations. The functionality of these methods is directly related to the purpose of the contract, and they may be made public or restricted to specific parties.



3.2.3 Modifiers

Modifiers are used to introduce additional requirements or conditions to a function or method. Before executing a function, they can be used to restrict access to specific methods or verify that certain conditions are met.



3.2.4 Events

Events are a method for logging and tracking essential data within a smart contract, as well as notifying all relevant parties of significant changes or updates. In the context of the proposed system, events can be used to record and disseminate information about supply chain violations, ensuring that all relevant stakeholders are aware of potential problems in real time. This can aid in enhancing supply chain transparency and accountability, thereby helping to ensure the safety and quality of food products for consumers.




3.3 Role of supply chain nodes

Supply chain nodes play a crucial role in the movement and management of goods and information throughout the supply chain. They are the key points where various activities such as sourcing, production, storage, transportation, and distribution take place. Supply chain entities with smart contracts are shown in Figure 5.


[image: Figure 5]
FIGURE 5
 Blockchain platform for supply chain entities.



3.3.1 Manufacture

Accepting raw materials, supervising the manufacturing process, conducting quality control checks, and administering packaging are all responsibilities of the supply chain manager. In addition, it is essential for the manager of the supply chain to ensure high levels of production, quality, and worker efficiency.



3.3.2 Supplier

The company establishes a network of contacts and employs suppliers for the necessary raw materials to manufacture its product. During this phase, supply chain administrators are responsible for maintaining company–supplier relationships. In this component, a supply chain manager is primarily responsible for sending products safely to the supply chain.



3.3.3 Container

IoT-enabled containers in the supply chain are cargo containers equipped with IoT technology. These containers are outfitted with sensors and devices that can capture and transmit real-time data such as location, temperature, humidity, pressure, and other environmental factors that impact the condition of the transported goods. The IoT platform collects and analyzes data from these sensors in order to monitor the condition of transported products. In the event of any deviations from the desirable conditions, alerts are generated so that the necessary steps can be taken to prevent any potential damage to the goods.



3.3.4 Sender

The sender initiates a smart contract which is referred to as the seller, who conducts a package inspection of the IoT container to ensure the condition of the freight. On the other hand, the consumer is responsible for the deposit payment (in Ether), and payment will only be made to the vendor if the shipment is delivered to the consumer without damage or violation.



3.3.5 Receiver

When a consumer requests a return, the company arranges for the collection of any defective, excess, or unwanted items. It is essential to have an efficient and effective return management system. If a product is damaged, the manufacturer either repairs it or disposes it in a responsible manner. Nevertheless, if a returned product is still in excellent condition, the company may decide to return it to the warehouse for resale.




3.4 Transport practices for SSC

Fresh fruits, such as strawberries, must be transported and stored with great care to preserve their quality and extend their expiration life. Due to their sensitivity to temperature, it is essential to adhere to specific transportation requirements and conditions to ensure their marketability. The proposed method is designed particularly for handling perishable fruits, and the cold chain principle is utilized to maintain their quality during transport. Strawberries are especially delicate and necessitate refrigerated transport and cautious route planning to ensure prompt and secure delivery. During the transfer of food products from warehouses to refrigerated trucks, temperature fluctuations can cause condensation on the surface of the product, resulting in premature spoilage. Refrigerated vehicles with air circulation devices are used to ensure that the containers are properly ventilated and that ethylene and heat generated by the supply chain process are removed. To confirm ventilation, the distance between the top surface of the container and the roof of the cooler must be between 30 and 50 cm, and 3 to 5 cm should be maintained between the rows of boxes. Before loading, strawberries must be chilled to 32°F. During the summer months, strawberries tend to warm up during transport, so it is essential to avoid loading damaged containers and cool them to 32°F before loading. Some food items1 with the temperature modes during the transportation of fruits are shown in Table 1.


TABLE 1 Temperature modes of different fruits.

[image: Table 1]



3.5 IoT enable container

IoT can enable container supply chain management by providing real-time visibility, tracking, and monitoring of containers throughout their journey from the starting to the ending point. This allows for better management of the container supply chain, including improved tracking of the containers' location, temperature, humidity, and other environmental conditions. IoT devices can also provide information on container conditions, such as whether the container has been damaged or tampered with, and if it has been opened during transit. This allows for early identification of potential problems and enables the container supply chain to take corrective actions in a timely manner. Furthermore, IoT-enabled containers can provide data that can be used to optimize the supply chain and reduce costs. By tracking the location and status of containers, shipping companies can improve their delivery times, reduce fuel costs, and optimize their routes. Overall, IoT can provide a significant improvement in container supply chain management, offering better visibility, increased efficiency, and cost savings.

All sensors are linked with A Raspberry Pi 3 inside the container, which serves as the onboard IoT processing hardware. For periodic data transmission to the MQTT server and communication with the Ethereum-based blockchain network, 4G or 5G connectivity is needed. Both the sender and the destination automatically receive push warnings and notifications when specific requirements are not satisfied or violations take place while being transported. On the Raspberry Pi, a rule-based engine that requires specific rules to be specified for each sensor reading is used to find violations. The criteria and their thresholds may be altered in accordance with the nature of the cargo with the approval of the sender and receiver. Failure to comply with the rules constitutes a violation. The cargo container closely monitors the sensor data and starts particular processes when they diverge.



3.6 MQTT server

A broker is a server that facilitates communication between clients within an MQTT system. MQTT is frequently implemented in IoT-based initiatives. Using specific rules for each sensor input, the Raspberry Pi's rule-based engine identifies infractions. Any deviation from these guidelines constitutes a rule violation. All data collected by IoT sensors are installed in the container and published on an MQTT server hosted in the cloud. IoT-enabled container, cloud-hosted MQTT server, sensors, Raspberry Pi, and the contract on the Ethereum blockchain are all interconnected, as shown in Figure 6. Whenever any violation occurs, the readings are sent to the smart contract, which communicates with the seller and the consumer.


[image: Figure 6]
FIGURE 6
 Interaction of MQTT server with IoT and blockchain.




3.7 Solution for FSC industry

The SSC is susceptible to a number of industrial obstacles. As strawberries are a seasonal crop, their highest production occurs in many regions during the spring and early summer. Growers and distributors must coordinate their efforts to ensure the year-round availability of fresh strawberries, which can complicate the supply chain. In addition, strawberries are highly perishable and require cautious transportation to preserve their quality; therefore, delays or insufficient temperature control during shipping can result in spoilage or a shorter shelf life. As with any other food item, it is essential to guarantee the safety of strawberries by preventing their contamination with harmful substances. This necessitates caution on the part of growers and processors, as well as the maintenance of appropriate storage and handling procedures by distributors, in order to minimize the risk of spoilage or contamination. The FSC industry must continue to address issues such as labor, transportation, food safety, and sustainability and collaborate to ensure a reliable and sustainable strawberry supply chain. The proposed methodology intends to address these issues.

Transparency and visibility of products are improved using blockchain technology and IoT devices. IoT enables tracking of the movement of strawberry containers from the source to the destination. Each step in the supply chain can be recorded on the blockchain, and IoT devices monitor the temperature and humidity of the strawberries during transport, ensuring that they remain fresh and of high quality. MQTT server publishes data of sensors to Ethereum-based smart contract. The safety of strawberries can be ensured by utilizing blockchain technology to create an immutable record of their origin, processing, and distribution. This aids in the prompt identification of any food safety issues, and the source of the problem can be readily identified. The transactions are perpetually recorded in a distributed ledger, ensuring the immutability of the product. In addition, the journey of the container is monitored by IoT sensors that measure crucial parameters such as temperature and humidity. The optimal SSC can be achieved by integrating blockchain and IoT technology, enabling supply chain-wide transparency. The automation of specific aspects of the strawberry supply chain, such as quality control and payment processing, is also dependent on smart contracts. For instance, a smart contract could be designed to release payment to the farmer only after the strawberries have been delivered to the distributor and have passed quality control. Overall, blockchain technology and IoT devices present various potential solutions to the supply chain issues encountered by the strawberry industry. These technologies can enhance traceability, food safety, sustainability, and automation, assuring consumers of a reliable, high-quality supply of fresh strawberries.




4 Implementation details

The Solidity code for the smart contract was created using the online Remix IDE. Three parties are involved in a contract, namely, the owner of the contract, the IoT-enabled container, and the receiver. All of these parties have a unique Ethereum address and can interact with the contract in different ways at different times. The smart contract was created with modifiers that limit access to particular supply chain processes, preventing any of the parties from calling unauthorized functions. A complete success scenario of the proposed system that is provided for the stakeholders is discussed in Figure 7.


[image: Figure 7]
FIGURE 7
 Complete flowchart of success scenario SFSC.


For instance, checkContainer () and checkRequirements () can only be accessed by the sender, and all supply chain nodes are linked to the smart contract. The blockchain network has assigned each node a distinct EA. IoT makes it possible for containers to attach various sensors to the Raspberry Pi and for the MQTT server to continuously harvest sensor data and send it to the smart contract. For IoT devices to communicate with one another via the MQTT protocol, an MQTT server serves as a central hub. It controls the message flow between devices, ensuring that only the intended receivers receive messages. A cloud-based server of MQTT has a communication protocol for smart contracts and sensors. The contract will first be available on a blockchain network; only the owner can make it available.

By employing modifiers, different roles have been assigned to each node. A modifier in Solidity is a piece of reusable code that can be added to a function to alter its behavior. Modifiers frequently enforce limits or conditions on a function, for example, by verifying that the caller of the function has the proper permissions to run it or that a particular need has been satisfied before running the function. In Solidity, modifiers are a specific function for enhancing flexibility and security in your contracts. Following the deployment owner's call to the method “checkContainer,” The container's state is changed from “Not Ready” to “Ready State” via this function. Following that, the “performSelfCheck” function will be called. All prerequisites will be verified, such as the sensor being installed, all the objects being loaded, sensor status, and operating conditions. The okay message will be issued if all the requirements are met. If not, the container will once more be examined. Following that, only the receiver can call sendMoney (), as shown in Figure 8, which displays the attributes used in the contract code. Money will flow to the contract owner once the payment procedure is complete, and the invoice will be returned to the sender. The status of the container is updated to “PreparedforDispatch” once the shipment is prepared to begin. The shipment is delivered after the contract owner makes the “StartShippment” call. The receiver will examine the invoice to confirm that the user is valid when the package arrives at its destination. The sender will open the package to inspect the contents after verifying the invoice. The recipient checks the item given to see if it meets all standards, including temperature, food item quality, and timely arrival. The goods will be provided to the purchaser once they are satisfied.


[image: Figure 8]
FIGURE 8
 Sequence diagram of SFSC.


If any violations associated with the enable container are detected after the checkContainer () function has been completed, the shipping container will activate the violationOccurred () function in the smart contract. This function accepts three parameters: a string representing the event's message, an enum representing the type of violation, and the message presenting the violation. This function, when invoked, transforms the status of the package to aborted and refunds the recipient. The sender creates a smart contract to eliminate a third-party role between the source and destination. The Raspberry Pi board then conducts a self-check and invokes the checkContainer () function in the smart contract to continue shipment. If the self-check fails, the container must be checked again, as shown in Figure 8, to ensure that both the sender and the receiver have belief in the source of the container and that it functions without flaws before shipping. Upon shipment delivery, the receiver presents the invoice; after verification, the container will unlock and the shipment can be taken by the customer.



5 Result and testing

In this section, we will describe the testing strategy for validating the proper operation of three essential features. As shown in Figure 9, we will initially deploy the smart contract on a blockchain network. Once the contract has been effectively implemented, we will confirm that the status of the package has been accurately updated to reflect the flow of the shipment. During testing, we will set the gas limit for sender deposits to 3,000,000 and the transaction value to Ether. After the deployment of the smart contract function checkContainer () will be called, successful execution of this function is shown in Figure 10.


[image: Figure 9]
FIGURE 9
 Smart contract deployment.



[image: Figure 10]
FIGURE 10
 Smart contract function of check container.


The second component of our testing strategy involves initiating and logging relevant events. We used three unique Ethereum addresses, each with an initial balance of 100 Ether, to conduct these experiments in Remix. Before executing specific functions, one of the primary focuses of testing was to ensure that the state of the package had been updated accurately. This was essential to ensure the correct execution of flow and order. As shown in Figure 11, an error would be displayed if the proprietor attempted to execute the performSelfCheck () function without the correct state. As shown in Figure 12, if the container address called this function, it would be successfully executed.


[image: Figure 11]
FIGURE 11
 Smart contract function for performing self-check (failure).



[image: Figure 12]
FIGURE 12
 Smart contract function for performing self-check (successful).


A same type of error will occur if a function is called by the incorrect entity, such as instead of calling the recipient, the IoT-enabled shipment container is called. For testing purposes, the price of the shipment is set at 5 Ether. The function sendMoney (address) will always be called by the sender, and Ether will be transferred to the receiver. After effectively executing this function, the log will indicate that “Money deposited and invoice sent to the recipient.” This message will only appear in the log if the deposited funds are equal to 5 Ether, and the recipient has also sent an invoice. Once the event is activated, the recipient's address will have 5 less Ether. After the shipment has arrived at its destination, the authorized recipient should verify the correct invoice, examining factors such as temperature, humidity, arrival time, and the freshness of the food. In the event of a violation, the shipment will be rejected, and the user's payment will be refunded via the refundPayment (address) method.


5.1 Function testing

Testing the execution of a smart contract in Ethereum incurs gas costs, which are fees paid to miners for executing the code on the network. To ensure an efficient and cost-effective Solidity code, it is essential to consider the gas costs of various operations. Before deploying the code to the live network, testing it with tools such as Remix and Ganache can help identify potential gas cost issues. The total quantity of gas required to execute a particular transaction is the transaction cost. When evaluating an Ethereum smart contract, it is essential to consider the execution cost of the contract. The cost of execution is the quantity of petroleum required to carry out the contract. Gas is a measurement of the computational effort required to execute the contract, and it is paid in Ether by the contract initiator. To evaluate the cost of a contract's execution, an individual can use the Remix IDE's built-in gas estimator. This tool estimates the quantity of gas required to execute a contract based on the contract's code and input parameters. A contract's execution cost must be evaluated to ensure efficiency and cost-effectiveness. A contract that requires excessive gas to execute may be too costly for users to interact with, resulting in low adoption and utilization.

Remix-Ethereum IDE was used to find out the execution cost, transaction cost, and gas used for testing an Ethereum smart contract. These tools provide information regarding the amount of gas consumed by each function call and the entire transaction cost. A smart contract can be compiled using the Solidity compiler in Remix, then it can be deployed and tested in the Deploy & Run Transactions tab. After each function call, the console will display the amount of petroleum consumed and the transaction cost. Similarly, we write test cases for each smart contract function and execute them via the Remix console. After each test, the console will display the amount of gas consumed and the transaction cost.

In the Ethereum platform and Solidity programming language context, gas cost calculation refers to the amount of computational resources required to execute a specific operation on the Ethereum blockchain. Each operation or transaction on the Ethereum blockchain requires a certain amount of gas to be executed. Gas is a unit of measurement for the computational effort required to complete a transaction. The gas cost of various functions is determined for testing purposes while transporting different shipments. Here, only two smart contract functions of gas cost have been discussed. First, at the initial invocation of the checkContainer () function, the gas cost is “31,095.” The average gas cost of a particular operation or transaction can vary depending on factors such as network congestion and the complexity of the operation. Subsequently, after calling this function five times, the average gas cost is “28197.2.” After 10 calls, it is 35746.6, and after 20 calls, it is “34722.6,” as shown in Figure 13.


[image: Figure 13]
FIGURE 13
 Gas cost of smart contract function of check container.


The average gas cost of a performeSelfCheck () function has been calculated. After calling this function the first time, the gas cost is “13,843.” After calling this function five times, the average gas cost is estimated to be “13,166.” After 10 calls, the average gas cost increased to “14,563”; after 20 calls, it decreased to “11,045,” as shown in Figure 14.


[image: Figure 14]
FIGURE 14
 Gas cost of smart contract function perform self-check.


It is essential to keep in mind that the time execution can change based on the input parameters and the condition of the contract at the time that the execution takes place. Because of this, it is a good idea to test the function with various input parameters to obtain a more accurate estimate of the amount of time it will take to carry out the function.

For the time calculation of functions of a smart contract, two functions have been tested, namely, checkContainer () and performSelfCheck (). Different parameters are used for function testing; for the first time, the checkContainer () function takes “80.4 ms” to execute the function. The average of 5-time execution is “120.7 ms,” 10-time execution is “239.5 ms,” and 20-time execution of function is “420.6 ms,” as shown in Figure 15.


[image: Figure 15]
FIGURE 15
 Execution time of smart contract function check container.


Different parameters are also used for the second function testing; for the first time, the performSelfCheck () function takes “109.7 ms” to execute the function. The average of 5-time execution is “150.4 ms,” 10-time execution is “285.6 ms,” and 20-time execution of function is “415.3 ms,” as shown in Figure 16.


[image: Figure 16]
FIGURE 16
 Execution time of smart contract function perform self-check.





6 Conclusion and future work

In this study, we proposed a blockchain-based FSC solution for the FSC industry. Our proposed methodology is the combination of IoT and blockchain technology, specifically smart contracts, to ensure the delivery of strawberry products of the highest quality to end users. The IoT-enabled container ensures the quality of the strawberry, temperature, humidity, and location of shipment. MQTT cloud-based server continuously fetches all the information from sensors and transfers it to the blockchain network. While our framework emphasizes the SFSC, blockchain-based smart contracts are developed for generic purposes and are also applicable for other fresh good-transporting supply chain networks. Implementation conducted using Remix IDE, the functionality of the smart contract code, concentrating on the cases involving delivery trustworthiness, breach detection throughout transportation. Furthermore, the proposed system can be modified by deploying our smart contracts on the Hyperledger platform and developing Decentralized Applications (dApps) that integrate real-world entities in a supply chain.
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