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As a high-value agricultural product, the cold chain logistics management of Gannan
navel oranges has global significance. Especially in Africa and Europe, food safety
and supply chain quality are critical issues. However, the existing Gannan navel
orange logistics information management system relies on traditional databases
and information systems, with insufficient data sharing and transparency, affecting
the overall coordination of the supply chain and customer satisfaction. In addition,
the traditional system is vulnerable to hacker attacks and malicious tampering of
data by insiders, resulting in serious economic losses and reputation damage. So
the blockchain platform constructed in this study improves the transparency and
traceability of logistics data through the SMART-PBFT algorithm of the alliance
chain, which optimizes the logistics management process, improves the quality of
logistics services, and reduces operating costs. It improves the logistics efficiency and
data transparency of local agricultural products, and also provides a demonstrative
case for the cold chain management of other high-value agricultural products
around the world, with broad application potential and reference value.

KEYWORDS
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1 Introduction

Gannan navel oranges plays an important role in the domestic and overseas markets in
China, which has the large output and high market demand, and the significant impact on
local economic development. As a perishable agricultural production, it has extremely
stringent requirements for temperature control and timeliness in logistics. The existing
logistics management system has deficiencies in data transparency and information sharing,
which easily leads to poor collaboration in various links of the supply chain, affecting logistics
efficiency and product quality (Rui and Yang-Cai, 2022; Chen et al.,, 2021). The current cold
chain logistics management relies on manual operations and multi-layer approval. From the
order creation, logistics company selection, and transportation arrangement to final sign-off,
every link requires manual participation, which increases the possibility of errors and delays.
Traditional logistics systems lack real-time data monitoring and updating capabilities and the
lag of logistics information is serious, which is impossible to obtain the logistics status and

01 frontiersin.org


https://www.frontiersin.org/journals/sustainable-food-systems
https://www.frontiersin.org/journals/sustainable-food-systems
https://www.frontiersin.org
http://crossmark.crossref.org/dialog/?doi=10.3389/fsufs.2024.1464918&domain=pdf&date_stamp=2024-10-14
https://www.frontiersin.org/articles/10.3389/fsufs.2024.1464918/full
https://www.frontiersin.org/articles/10.3389/fsufs.2024.1464918/full
https://www.frontiersin.org/articles/10.3389/fsufs.2024.1464918/full
https://www.frontiersin.org/articles/10.3389/fsufs.2024.1464918/full
https://www.frontiersin.org/articles/10.3389/fsufs.2024.1464918/full
mailto:yuencw@um.edu.my
https://doi.org/10.3389/fsufs.2024.1464918
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://www.frontiersin.org/journals/sustainable-food-systems#editorial-board
https://www.frontiersin.org/journals/sustainable-food-systems#editorial-board
https://doi.org/10.3389/fsufs.2024.1464918

Xu et al.

environmental parameters (such as temperature, humidity, etc.) of
navel oranges in real time during transportation (Ye et al., 2024; Zhang
et al, 2022). The distributed ledger technology of blockchain
technology can ensure that all participating nodes can access and
verify logistics data, so how to improve the efficiency of the logistics
platform for Gannan navel oranges by using the blockchain technology
is important. Because the supply chains of high-value agricultural
products in other regions can also learn from this platform, especially
in Africa and Europe, where food safety and supply chain quality are
also crucial (Hou et al,, 2023).

Some scholars have achieved some achievements in combining
blockchain technology with the logistics information platforms.
Rozman et al. (2019) used a distributed node network to decompose
the modern supply chain into smaller independent parts, which allows
users to add their nodes or expand existing nodes, provides an
alternative way to deal with the complexity of the modern supply
chain. Barenji and Montreuil (2022) defined and developed the
concept of proof of delivery (PoD) based on smart contracts, designed
and discussed blockchain asset-sharing services, and proposed a
blockchain-enabled hyperconnected logistics platform. El Midaoui
etal. (2021) proposed a blockchain logistics information management
method that uses the distributed ledger to consider all required data,
including the specific conditions of urban areas, in addition to the
configurable IoT-based system and provides an open data platform for
shareholders and consumers. Ni and Irannezhad (2024) used the
Hyperledger Fabric blockchain network to simulate the shipping
logistics process, proposed a proof-of-concept model, and
implemented the RAFT consensus mechanism to illustrate the
automation and self-execution characteristics of smart contracts and
transactions between various logistics participants.

Liao and Wang (2018) adopted the concentric value circle (CVC)
model to determine the need for using blockchain technology in ICE
logistics and developed an open, automated and transparent platform.
Liet al. (2018) combined a unique responsibility relay system and
evaluation reporting mechanism to achieve the transparency and
consistency of charity logistics data, which establishes a social welfare
evaluation model for charity material donations based on the classical
network maximum flow algorithm, and built an innovative charity
logistics platform based on blockchain technology. Wang et al. (2021)
constructed a logistics service satisfaction evaluation index system,
designed a calculation method for the amount of satisfaction
information for different expected data types, and built a multi-
objective optimization model for the blockchain platform logistics
service transaction matching. Li et al. (2019) introduced the gateway
technology, multi-dimensional workflow models, and resource
blockchain. It proposed a blockchain-based workflow operating
system (Bc-WfOS), which centrally shares heterogeneous logistics
resources with different customers, solve the problem that logistics
resources are severely dispersed and cannot be centrally managed. Liu
etal. (2021) proposed a logistics service enterprise platform based on
the multi-agent mechanism and blockchain. It is decentralized
through the point-to-point communication provided by blockchain
and centralized through a multi-agent system, thereby providing a
perfect logistics mechanism to protect corporate interests.

Although the above studies has some achievements in the logistics
information management, its application in the cold chain logistics
information management of Gannan Navel Orange still has some
shortcomings. Most studies are aimed at self-operated logistics
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platforms, but there is a lack of unified standards and interoperability
between different platforms. If different participants in the supply
chain adopt different blockchain platforms, it will lead to an
information island effect, which affects the overall coordination and
efficiency of the supply chain. In addition, the public blockchain
ledger makes all transaction information viewable, which leads to the
leakage of commercially sensitive information. When the network
scale expands, the transaction processing speed and efficiency of the
blockchain will decrease, which increases latency and reduces
throughput. Although Liu et al. (2021) proposed a five-layer
blockchain and an IoT-based intelligent tracking and tracing platform
to provide a decentralized traceability solution in the pharmaceutical
supply chain, but the large amount of data generated in the logistics
process needs to be processed and stored. The scalability and storage
capacity of the blockchain network will become a bottleneck, which is
difficult to find a balance between achieving data transparency and
privacy protection, and the interests of all parties are easily damaged.
So this study proposed a cold chain logistics information platform for
Gannan navel oranges based on blockchain technology. Through the
distributed ledger technology of blockchain, the transparency and
traceability of logistics data were enhanced, thereby improving the
collaborative efficiency and food safety of the entire supply chain.

2 Models design

The Gannan navel orange cold chain logistics information
platform based on the blockchain technology can solve the problems
of insufficient transparency, limited data sharing, and low
collaboration efficiency in the current logistics management system.
The current system relies on the traditional databases and information
systems, which are usually maintained independently by various
logistics companies. There is a lack of unified standards and cross-
platform interoperability, which decreases the trust between various
links in the supply chain, decreases the customer satisfaction with
logistics services and impacts the collaboration efficiency between
enterprises. The difference from the existing system is that the
blockchain logistics platform proposed in this study realizes data
interoperability and collaboration between systems of different
logistics companies through blockchain technology, overcomes the
problem of information islands in traditional systems, and ensures
efficient collaboration in various links of the supply chain. It performs
better in data security and reliability, and provides the real-time
logistics  status  monitoring and  abnormal  situation
response capabilities.

In terms of platform design, this study uses the blockchain
technology to improve the original information transaction model so
that the transaction information is stored in the chain. Transactions
are conducted in the blockchain, and multiple parties participate and
maintain it together. It is different from the fully open and
decentralized model of cryptocurrency, industry-level information
platform, which needs to protect the privacy of participating
enterprises while uploading real information (Li et al., 2020; Yang
et al, 2022). Therefore, this system adopts the alliance chain
architecture and designs a multi-centralized architecture based on the
alliance chain, which is conducive to giving full play to the advantages
of blockchain technology in data immutability, easy traceability and

multi-party verification. It has advantages in other features, such as
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certificate maintenance and improving the performance and efficiency
of the platform. It is divided into the application interaction and
blockchain consensus layer, as shown as Figure 1.

2.1 Application interaction layer

The platform proposed in this study serves the cold chain logistics
management process of Gannan navel oranges. It starts with the
generation of orders, including the logistics company selection,
transportation arrangement, temperature monitoring, etc. Each link
requires the efficient collaboration and information sharing to ensure
the quality and freshness of navel oranges during transportation. This
study takes logistics companies as the main body and provides the
professional logistics services for shippers and consignees. The
platform does not participate in the sale of navel oranges, but provides
logistics agency services to the platform’s customers through
cooperation between logistics companies. It mainly provides pickup,
warehousing, transportation and distribution services, and its core
functions are logistics services and order management, as follows.

2.1.1 Logistics services

The platform’s logistics service includes the following stages: first,
the individual users place orders on the platform and upload the item
information, which is waiting for the platform to assign tasks to
logistics companies. The logistics company receives the delivery task
from the platform, confirms the order, and designates employees to
pick up the items. After the item is received, the information of items
are confirmed. The platform will help individual users create a logistics
transaction order and order package, which includes the transaction
ID, order time, logistic company, and company signature. After the

10.3389/fsufs.2024.1464918

individual user confirms the order information, the order is officially
generated and uploaded to the blockchain. Then, the logistics
company puts the received goods into the warehouse and generates
the information to the blockchain, which includes the goods’ entry
and exit photos, entry and exit time, safety supervisor, and sorting
supervisor. When the goods arrive at various logistics storage centers,
the logistics company will check with the previous logistics company.
The orders at the storage center are confirmed and signed. When the
logistics information are updated in real-time, the individual users can
understand the transportation status of navel oranges in real-time.
Finally, after the items are transported to the warehouse close to the
recipient through logistics, the information of goods are confirmed
first. The local logistics company staff will be also designated to deliver
the goods for the recipients door. After the recipient receives the
goods, the delivery staff takes a photo of the product, and records the
pickup time and signature of the recipient. After recording the
information, the delivery person generates an order and uploads it to
DMT-Chain. The recipient confirms it, so the navel orange logistics
process is completed. Figure 2 shows the blockchain logistics
service process.

2.1.2 Order service

The order transaction is first initiated by the individual user and
accepted by the corporate user. During the entire transaction process,
the supervisory user can monitor the entire transaction process in
real-time and resolve transaction disputes (Helo and Shamsuzzoha,
2020). Figure 3 shows the transaction process of the entire order.
First, the individual user registers and logs in the platform to place
an order for the delivery service. After the order is placed, wait for
the platform to arrange logistics and transportation. Then, the
platform will arrange the delivery according to the order. It will
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Blockchain Consensus Layer
N
“
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FIGURE 1
The architecture of blockchain logistics platform.
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recommend three most suitable logistics companies for the user to
choose. During the transportation process, multiple logistics
companies may be required. After confirmation, the platform will
send a system message to these companies to ask whether they are
willing to participate in the delivery service. After receiving the order,
the companies will evaluate its current transportation and
warehousing capabilities. After the evaluation, the platform will reply
to the message. After confirming participation in the navel orange
delivery service, the platform will upload information on the
transport personnel, warehouse and transport vehicles responsible
for the transportation of the goods. Logistics companies can
cooperate on the platform to formulate cooperation details, which
includes transportation routes, transport vehicles and personnel
information. After both parties confirm that everything is correct,
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the details of the cooperation will be uploaded to the platform
for review.

After receiving the confirmation of participation and relevant
transportation arrangements from the enterprise user, the smart
contract is generated based on the contract content of the operation,
and a message is sent to the supervisory user, who will record the
message in the local log. Supervisory users can review the contract
content, mainly to check whether there is any violation of laws and
regulations in the transportation of navel oranges. After receiving the
smart contract generated by the contract content, the user will reply
to the platform with a confirmation message. After receiving the
confirmation receipt from the supervisory user, the platform will
officially record the transaction in the blockchain. The blockchain also
sends a message to the transport company to notify them to start
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door-to-door pickup and transportation (Irannezhad, 2020). Finally,
during the transportation of navel oranges, enterprise users will
upload the inbound and outbound information of the items after the
items arrive at the relevant storage nodes. The next transport company
will check the information and the responsible persons information,
and the transportation process will be carried out according to the
contract. When the delivery is in hand, the transport company staft
will take photos of the items and the recipient’s signature. The recipient
will confirm the transportation process for all items. When the process
is completed, the system will automatically pay the enterprise
according to the smart contract.

2.2 Blockchain consensus layer

The blockchain system is essentially a shared ledger maintained in
the distributed system. The task of the consensus mechanism is to
ensure that the status and data of all nodes in the distributed system
are consistent. This platform is based on SMART-PBFT (Byzantine
Fault Tolerant State Machine Replication Algorithm) (Distler, 2021).
The blockchain consensus mechanism is a modular implementation
based on the PBFT algorithm, which enhances the reliability and
modularity of the PBFT algorithm. It modifies the PBFT algorithm
according to the needs of the cold chain logistics system. The method
is optimized as follows.

2.2.1 Consensus mechanism design

The SMART-PBFT platform proposed in this study is based on
the alliance chain architecture and is partially decentralized. It is very
different from the traditional blockchain system in all aspects of other
cryptocurrency application scenarios. Therefore, the consensus
mechanism of this platform is based on the deterministic consensus
algorithm rather than the probabilistic consensus algorithm (Wang
et al., 2020). The identity management and access control are added
to the outer layer of the blockchain network, and each node has a third
party. The alliance blockchain verifies the real-world identity of each
party, and each node joining the network is approved and endorsed
by the members of the alliance blockchain chain. Therefore, the
SMART-PBFT platform can completely abandon the proof-of-work
mechanism or similar mechanisms such as Proof of Stake (POS)
(Deuber et al., 2020) and Proof of Elapsed Time (POET) (Pal and
Kant, 2021) to ensure that nodes comply with the blockchain. The
motivation proof mechanism of the network rules selects a
deterministic consistency algorithm, which designs simplifies the
consensus mechanism process and reduces node hardware
performance requirements. It also does not require the internal
incentive strategy of the traditional blockchain system. Because the
consensus nodes in the alliance chain are all verifiable, participants are
often bound by business rules. If abnormal situations occur, regulatory
mechanisms and governance measures can be enabled outside the
network. There is no need to set up incentive mechanisms within the
network to track penalties or further governance measures. This
principle can simplify the consensus mechanism and focus blockchain
node resources on the processing of core data, thereby improving
system performance. Finally, the consensus mechanism of the
platform has byzantine fault tolerance. Because it targets the logistics
industry, which is a typical multi-party participation application
scenario, the system has many types of participating members and a
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wide span. From the core nodes operated by logistics companies to the
general, basic clients used by express delivery users and couriers, have
a wide range of transaction types and the possibility of malicious
sabotage. Therefore, its consensus mechanism is designed with
byzantine fault tolerance, which can filter out most malicious
transaction data at the bottom of the system. This can save the cost of
subsequent accountability and correction of transaction data.

2.2.2 Optimize the leader election mechanism

In the process of leader node confirmation, a point ranking
method is introduced to determine the election order. In the SMART-
PBFT platform, all nodes added to the blockchain network are
authenticated, and their data processing capabilities are evaluated
based on the authentication process (Zhaofeng et al., 2020). The small
node allocates the original score to each node in the blockchain
network and distributes the nodes in the blockchain network
according to the score. It is divided into the leader node queue and the
standby node queue with a total score of 150 points. When the points
are greater than 120 points, the node will be added to the leader node
queue for rotation, and the nodes with less than 120 points will enter
the standby queue. When an error occurs in a node in the blockchain
network (The number of nodes is less than 20Kk, k is the total number
of nodes in the blockchain network), the current leader node score is
reduced by 15 points and enters the candidate node queue for ranking.
The node with the highest score in the leader node queue is selected
to become the new leader node to participate in the consensus. Each
node on the SMART-PBFT platform completes a data consensus, the
node points will increase. The node points above 120 points will
increase by 0.1 each time, the node points between 100 and 120 points
will increase by 0.1 each time, and the node points below 100 points
will increase by 0.1 each time. Each time the score increases by 0.15,
the highest score of the node in the leader node queue is 150, and the
score will not increase after reaching 150. As shown in Formula 1:

Sy +0.1  Spy=>120
Score =48, +0.15 100 < Sy <120 (1)
Sy +0.1  Sx <100

In Formula 1, Score it represents the integral after the node
executes the consensus, Sy represents the integral before executing
data consensus. When the points calculation rule is executed for the
first time, Sy = Sp.

2.2.3 Optimize error handling mechanism

The SMART-PBFT algorithm uses the multi-threading technology
to run the error handling mechanism. The parallel computing can
improve its efficiency, but it will increase the hardware resource
requirements of the nodes and is not suitable for the application of this
study. So this study designs all nodes to use the atomic broadcast
mode when executing the consensus algorithm. After the error occurs,
the client is not processed but is reported to re-initiate the transaction
(Eros, 2022), which is supposed to place in the large public chain. In
that case, the cross-regional network heterogeneity will cause the
erroneous transaction to be delayed for a long time, affecting the
efficiency of the entire blockchain network. However, under the
alliance chain architecture, the transaction error rate is low, and the
underlying network is relatively controllable, which is conducive to

frontiersin.org


https://doi.org/10.3389/fsufs.2024.1464918
https://www.frontiersin.org/journals/sustainable-food-systems
https://www.frontiersin.org

Xu et al.

simplifying the process and speed up the execution of the consensus
algorithm. Its average time to reach consensus is much lower than that
of existing mainstream consensus algorithms such as POW and
POS. The communication mode of the SMART-PBFT algorithm is
shown in Figure 4.

In the improved algorithm process, the node is selected in the
blockchain network to become the leader node through the random
algorithm. The client sends the request to the leader node, which is
responsible for broadcasting the request to all other replica nodes. All
nodes process the request and send the processing results. The leader

node broadcast process consists of three phases: the pre-preparation

m+t+1}

phase, the preparation phase, and the submission phase.

It prepares and commits phases to ensure that requests are sent in the
correct order. Under this circumstance, the confirmation request is
sequence-preserving and the specific process is as follows:

1. Pre-prepare phase: The leader node assigns a submission
number to the request received from the client and then sends
a pre-prepared message << pre-prep, view, m, sum >, mes> to
each replica node, where mes is the client’s request message,
sum is the summary of the message.

2. Preparation phase: After receiving the pre-prepare message, the
replica node independently checks the legitimacy of the
message. If the check passes, it sends a preparation message to
other nodes, brings its own ID information and receives
preparation messages from other nodes. The node that receives
the prepared message also performs a validity check on the
message. If the verification passes, the prepared message is
written into the message in the log. The node receives broadcast

messages from neighboring nodes and waits for at least
m+t+1

2
3. Commit phase: The node that enters the preparation phase

verified messages before entering the ready state.

broadcasts a commit message to the entire network, telling
other nodes that a certain commit has m been made. Under the
organization of the current leader node, it is already ready. The
node continues to receive application messages from adjacent

. m+t+1 -
nodes and waits for at least one application message

to be collected. Otherwise, after the timeout, the reply
notification of order failure is sent to the client. After any node

+1+1
has collected at least [mT} application messages, it will

approve the submission request and use the execution data of
the request to update the new node status.

3 Experimental design and results
3.1 Experimental environment

This study uses the Hyperledger Fabric v2.1 framework (Sato
et al, 2021), the system was Ubuntu 17.2.1, and the CPU was Intel
Corei5 3.7 GHz, 32 GB memory, and uses the built-in monitoring
service of docker to detect the CPU occupancy rate during operation.
The simulation system platform consists of five sorting node hosts, six
Kafka node hosts, three zookeeper node hosts, and 30 service node
hosts. In order to evaluate the system’s throughput and meet the needs

Frontiers in Sustainable Food Systems

10.3389/fsufs.2024.1464918

of logistics companies, this study will establish offline nodes and
simulate the process of data collection to better evaluate the
performance of the system. It records the transportation operation of
navel oranges, information collection, client, simulation execution,
etc. It also records the system response time and CPU occupancy rate
and adjusts according to the changes in the submission rate (Vi
etal., 2020).

3.2 Experimental results

In the previous section, this study introduced the technical
implementation of the SMART-PBFT algorithm in detail. To further
verify the effectiveness of the algorithm, it will present the
experimental results and discuss how these results reflect the
performance of the algorithm in practical applications. The SMART-
PBFT platform will compares with the platforms built by Practical
Byzantine Fault Tolerance (PBFT) (Chen et al., 2022), Delegated Proof
of Stake (DPOS) (Saad and Radzi, 2020), and Proof of Work (POW)
(Lasla et al., 2022). The result is as follows.

3.2.1 Platform throughput

Figure 5 shows the throughput of the platforms built by each
algorithm. The average throughput of the platform built by the
SMART-PBFT algorithm is 482.90 transaction/s, which is 15.65,
13.84, and 27.00% higher than that of the platforms built by PBFT,
DPOS, and POW. As the number of nodes in the blockchain
network increases, the throughput is growing slowly, but the
average increase per 100 nodes of SMART-PBFT is 44.84
transaction/s, which is 16.20, 9.34, and 23.49% higher than another
three platforms. The PBFT algorithm is relatively complex, and each
node needs to perform a large number of message exchanges and
verifications, resulting in low efficiency of the system when
processing a large number of transactions. Although the DPOS
algorithm improves efficiency by electing representative nodes
(verification nodes) in actual operation, the election and verification
process of representative nodes still takes a certain amount of time,
resulting in limited overall throughput of the system. The POW
platform relies on calculating complex mathematical problems to
compete to generate new blocks, resulting in a very slow system
processing of transactions and a large amount of computing
resources wasted on hash operations. The SMART-PBFT algorithm
reduces the consensus mechanism process, allowing the platform
to process a large number of transaction orders more efficiently, so
the throughput is higher than that of the platforms and can meet
the requirements of the cold chain logistics information platform
for the consensus algorithm.

3.2.2 Network latency

Figure 6 shows the network delay of the platform built by each
algorithm. The average network delay of the platform built by the
SMART-PBFT algorithm is 144.77 ms, which is an increase of 13.27,
14.01, and 41.02% compared with the platform built by the PBFT,
DPOS, and POW algorithms. The consensus process of the PBFT
algorithm involves multiple stages of message delivery and
verification. When the number of nodes increases, communication
overhead and processing time increase significantly, resulting in high
latency. The election and voting process of the DPOS algorithm
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representative node adds additional time overhead, and the delay
problem is more obvious when there are malicious nodes or network
delays. The POW algorithm requires a large amount of computing
resources and time to solve the hash problem to generate new blocks,
resulting in a very long confirmation time for each transaction. The
SMART-PBFT algorithm reduces unnecessary internal incentive
strategies and complex verification steps, reduces the hardware
performance requirements of nodes, and speeds up consensus.
Compared with the probabilistic consensus algorithm, its
deterministic algorithm can reach consensus more quickly, handle
the problem of byzantine nodes well and make the system more
secure and stable.
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3.2.3 Transaction order processing time

Figure 7 shows the transaction order processing time of the platform
built by each algorithm for different transaction quantities. The average
platform processing time built by the SMART-PBFT algorithm is
491.27 ms, which is 37.17, 21.81, and 58.28% less than the platform built
by the PBFT, DPOS, and POW algorithms. Each node of the PBFT
algorithm platform needs to exchange messages and verify with all other
nodes; as the number of nodes increases, its communication overhead
increases significantly. The DPOS algorithm platform requires multiple
rounds of voting and verification when processing transactions, which
increases transaction processing time. The POW algorithm platform
relies on calculating complex mathematical problems to compete to
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generate new blocks. This process requires a large amount of computing
resources and time, resulting in a relatively long time for each transaction
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confirmation. The SMART-PBFT algorithm achieves efficient message
delivery and verification processes through an improved byzantine
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fault-tolerant mechanism, which reduces the complexity and time
overhead in the consensus process, as well as transaction processing time.

3.2.4 Node resource consumption

Figure 8 shows the node resource consumption of nodes for different
transaction numbers for platforms built by various algorithms. The
average CPU occupancy rate of the SMART-PBFT algorithm platform is
43.67%, which is 34.18, 19.59, and 33.05% less than the PBFT, DPOS, and
POW algorithm. Its average memory consumption is 3.60 GB, which is
13.96, 24.93, and 26.98% less than another three algorithms. Each node
of the PBFT algorithm platform needs to conduct multiple rounds of
message transmission and verification with all other nodes, which
increases the burden on CPU and memory. The DPOS algorithm requires
frequent verification and voting and both rounds of elections and voting
will increase the communication and computing volume between nodes,
resulting in increased resource consumption. The POW algorithm relies
on solving complex mathematical problems to compete with the
generation of new blocks, which requires a lot of computing resources,
resulting in. very high CPU and memory consumption. The SMART-
PBFT algorithm efficiently completes the consensus process through
three stages: pre-preparation, preparation, and submission, reducing
unnecessary message transmission and computing overhead. Its multi-
threading technology and parallel computing improve efficiency, reduce
the bottleneck of single-thread processing, and make CPU and memory
resource utilization more efficient than another three algorithms.

4 Discussion

The SMART-PBFT algorithm proposed in this study improves
efficiency and security, and reduces computational complexity by
simplifying the consensus process and reducing internal incentive
strategies. Although Rozman et al. (2019) proposed a distributed
logistics platform based on blockchain and the internet of things from

10.3389/fsufs.2024.1464918

other perspectives, the system throughput and processing efficiency
are relatively low when processing a large number of transaction
orders. So the SMART-PBFT algorithm is more suitable for cold chain
logistics scenarios that require the efficient processing of large
transactions. Although it shows superior performance to other
algorithms (PBFT, DPOS, and POW) and platforms, it has some
shortcomings. For example, the throughput of the SMART-PBFT
platform in the above experiments is superior to other three algorithm
platforms, but the software and hardware configurations of the
platforms deployed by each algorithm are the same. The choice of
specific hardware configuration and experimental environment will
affect the throughput differences observed by the SMART-PBFT,
PBFT, DPOS, and POW. The SMART-PBFT algorithm performs well
in the multi-threaded processing and parallel computing, so the high-
performance hardware configuration (such as multi-core CPU and
large-capacity memory) used by SMART-PBFT algorithm can better
play its advantages, which shows better throughput than other
algorithm platforms. On the contrary, the PBFT, DPOS, and POW
algorithms have different utilization efficiencies of computing
resources. The POW algorithm is more dependent on the computing
power; the DPOS algorithm is affected by the hardware configuration
during the node election and verification process. In order to verify
the universality of these results in subsequent research, these
algorithms need to be further tested in the variety of hardware
environments to ensure the reliability of the conclusions.

In addition, the SMART-PBFT algorithm reduces the network
latency by reducing the internal incentive strategies and simplifying the
complex verification steps. Traditional blockchain consensus
algorithms, such as POW and DPOS, often rely on the complex
calculations or multiple rounds of election voting, which increases the
computing overhead of the system and prolongs the time between
nodes. In contrast, the SMART-PBFT algorithm simplifies the
verification process and reduces the use of internal incentive strategies
by optimizing the consensus mechanism. It reduces the number of
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communications and data processing volume during the consensus
process, which reduces the network latency. This improvement is
especially noticeable in the environments with malicious nodes or high
network latency. Traditional algorithms usually require the additional
verification steps or protection mechanisms when faced with malicious
nodes or network delays, which affect the overall performance of the
system. The SMART-PBFT algorithm can effectively filter most
malicious transaction data by introducing the Byzantine fault tolerance
mechanism in the consensus process, which reduces the additional
overhead caused by malicious nodes or network delays.

Finally, the SMART-PBFT algorithm significantly outperforms
the PBFT, DPOS, and POW algorithms in the transaction processing
time. Because the PBFT algorithm requires a large number of message
exchanges and verifications between each node, the processing time
is long. By optimizing the consensus process, the SMART-PBFT
algorithm reduces unnecessary steps in the consensus process, which
makes the entire process more efficient and reduces the transaction
processing time. Compared with POW and DPOS algorithms, the
SMART-PBFT algorithm reduces the complexity of decentralization
to the certain extent. The POW algorithm relies on the complex
mathematical calculations to generate new blocks, which requires a
lot of computing resources. The DPOS algorithm involves the node
election and voting processes, which adds the additional time
overhead in the actual operations. It avoids these complex calculations
and election processes through the partially decentralized alliance
chain architecture, which shows the obvious advantages in transaction
processing time. It also uses multi-thread processing and parallel
computing technology, which enables the system to process multiple
transaction requests at the same time. It also uses the atomic broadcast
mode to process and restart the transactions to handle errors or
abnormal transaction processes, which avoids the long-term
transactions, time waiting and complex error correction steps.

5 Conclusion

This study proposes a Gannan navel orange cold chain logistics
information platform based on blockchain technology, including the
application interaction and blockchain consensus layer. The application
interaction layer is the user interface and operation layer of the platform,
including logistics services and order management, and it provides
services such as pickup, warehousing, transportation, and distribution.
The blockchain consensus layer uses the blockchain consensus
mechanism of the alliance chain based on the SMART-PBFT algorithm,
which adopts a deterministic consensus algorithm, optimized leader
election, and error handling mechanism. Experimental results show that
the platform built based on the SMART-PBFT algorithm is significantly
better than the PBFT, DPOS, and POW algorithm platforms in terms of
throughput, network delay, transaction order processing time, and
resource consumption. It shows that the SMART-PBFT can maintain
high throughput, low network latency, and resource consumption,
which demonstrates its potential in cold chain logistics applications for
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