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This review focused on the inventory of current digital technologies available on the 
agricultural market in Germany. A total of 189 digital technologies were found as of 
December 2023. Digital technologies in agriculture rarely contain few components. 
They consist of various other technologies that have many common interfaces. 
Therefore, a classification on two levels was done: technologies categorized 
according to their type (software-based and hardware-based technologies) and 
mode of operation (farm management information systems/ decision support 
systems, digital technologies for guidance and steering, digital information 
platforms, citizen science applications and platforms, sensors, field robots and 
unmanned aerial vehicles). Furthermore, the expected potentials of these digital 
tools for the promotion of nature conservation and ecosystem service provisioning 
in Germany were framed. The review also discusses barriers that can impact 
nature conservation and ecosystem service provisioning. Germany, as one of the 
world’s leading nations in the production and use of modern technologies, had 
set ambitious goals regarding digitalisation as a solution for nature conservation 
and ecosystem service provisioning problems, which have not yet been fulfilled. 
The potentials for nature conservation and ecosystem service provisioning are 
still strongly supressed by non-sustainable barriers, e.g., high acquisition costs, 
practical maturity, mode of operation and infrastructure. Current policies and 
societal preferences are not yet contributing enough to steer the use of digital 
technologies in a direction of nature conservation and providing ecosystem services. 
Furthermore, the main participants in the digitalisation discussion are researchers, 
whereby the smallest group of participants are farmers. For a sustainable digital 
transformation of agriculture, including restoration and protection targets of 
nature, and ecosystems, more wide-ranging, and diversifying changes supported 
by digitalisation are needed along agricultural and ecological concepts leading 
to long-term resilience of agricultural systems.
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1 Introduction

Digitalization within agriculture is already being used to optimize 
procedures and processes (Hennes et al., 2022). Digital technologies 
offer new opportunities that can facilitate coordination among 
different stakeholders (Kliem et al., 2023; WEF, 2020). Due to rapid 
digitalization progress, technological innovations can significantly 
increase resource use efficiency and reduce for instance greenhouse 
gas (GHG) emissions (Basso and Antle, 2020; Finger et al., 2019). 
However, nature conservation and ecosystem service provisioning is 
currently not a primary goal of digitalization in agriculture, which is 
mainly used as a yield-increasing and effort-reducing tool, hence for 
the production and economic optimization (Kliem et al., 2023; Techen 
and Helming, 2017). However, the productivity increase in agriculture 
is often accompanied by significant environmental impacts.

Characterized by fertile soils and favorable climate conditions – 
moderate temperatures and sufficient precipitation – Germany is a 
prime location for conventional and organic agriculture in Europe. 
For hundreds of years, agricultural land use has shaped the landscape 
in Germany and has created a unique cultivated landscape with 
distinct ecosystems (ZKL, 2021). The complexity of nature 
conservation in agriculture in Germany is currently the focus of public 
discussion and different scientific disciplines. Since 1970, land-use 
change in agriculture has had the largest negative impact on the 
environment, in particular biodiversity (IPBES, 2019). The diversity 
of floristic and faunistic species in Germany continues to decline. Of 
the 97 mammalian taxa assessed in Germany, 30 are listed as 
endangered, including well-known species such as the brown hare 
(Lepus europaeus) (Meinig et al., 2020). A considerable proportion of 
a wide range of insect species in Germany are affected by long- and 
short-term population declines (Deutsche Akademie der 
Naturforscher Leopoldina et  al., 2020; Ries et  al., 2019). The 
population situation of every third bird species in Germany has 
declined noticeably since the end of the 1990s (BfN, 2015).

Furthermore, ecosystems have been so severely damaged that 
their ability to provide beneficial services for humans and society has 
drastically decreased (Millenium Ecosystem Assessment, 2005). An 
EU-wide analysis of agroecological indicators showed no substantial 
changes made in agriculture in the past 10 years to reduce the use of 
chemicals and intensification (Maes et al., 2020).

However, changes in land use, pesticide application, fertilizer use, 
and crop rotation can contribute to the conservation of nature 
ecosystem services in agricultural landscapes. The reduction of 
synthetic pesticides, in particular those containing hazardous 
compounds, can make a decisive contribution to the protection of, 
e.g., soil and species richness biodiversity on arable fields (European 
Environmental Agency, 2015; Kumar et al., 2021; Uwizeyimana et al., 
2017). The diversification of crop varieties and species as well as the 
cultivation of mixed, cover crops and flowering fields also contribute 
to agrobiodiversity conservation (Elhakeem et al., 2019; Fiorini et al., 
2022; Gayer et al., 2021).

Although legal frames as well as strategies and action plans for 
biodiversity protection exist, their implementation has been 
incomplete and insufficient (European Commission, 2015). Land 
use options offered by digitalization in agriculture promoting 
nature conservation have been set as a goal in Germany 
(Deutscher Bundestag, 2019). Digitalization of agricultural 
management gives rise to new, different challenges and risks, such 

as rebound effects assessing the energy efficiency of digital tools 
(Golde, 2016; Madlener and Alcott, 2011; Weller von 
Ahlefeld, 2019).

Germany is one of the world’s leading nations in the production 
and use of modern technologies. With help of digitalization, the 
competitiveness of German agriculture can be  advanced 
(Bundesministerium für Ernährung und Landwirtschaft, 2022). 
Therefore, this study aims to present (1) an extensive list of current 
digital technologies available on the agricultural market and for 
nature conservation purposes in Germany, (2) a simplified 
categorization of digital technologies in agriculture, that reflect their 
mode of operation, and (3) frame the expected impacts of digital 
technologies as potentials, barriers and risks for the promotion of 
nature conservation and ecosystem service provisioning (NCES) in 
Germany. The 7 categories are assigned to their utilization in 
agriculture. The review of technologies from all 7 categories covers 
biotic as well as abiotic impacts. The potentials review following 
aspects: mitigation of greenhouse gas (GHG) emissions, 
improvement of nitrogen (N) use efficiency, reduction of pesticide 
pollution, diversification of crop species and crop rotations, 
calculating and mapping for NCES purposes, improvement of soil 
management, climate change management, innovative cropping 
systems as well as communication and knowledge-sharing. The 
review of barriers and risks is based on economic, administrative, 
and legal barriers as well as limitations, maturity level of digital 
technologies in practice, risks for non-NCES targets, further 
intensification, cyber security and trade-offs. All aspects are assessed 
including critical insights on digitalization toward NCES 
in agriculture.

2 Methodology, conceptual 
background, and definitions

This manuscript is a sub-study of the scientific project under the 
technological report Geppert et al. (2024a). The project included a 
review of digital technologies, an expert discussion as well as literature 
assessment with authors’ insights on the current use of digital 
technologies for NCES and a questionnaire of farmers. The NCES 
indicators used in this review were compiled in 2022 to 2023 and 
presented in 2023 in a German technical report (Kliem et al., 2023). 
In the following NCES study the authors also drew own critical 
conclusions about possible impacts to shape sustainable agriculture. 
The integration of ecosystem services aimed at increasing public 
awareness about NCES as means to strengthen NCES providers. 
Farmer’s perceptions assessed by a questionnaire and an expert 
discussion toward NCES from this project were investigated in 
Geppert et al. (2024b) within the same project, but are not handled in 
this manuscript.

2.1 Identification of digital technologies, 
potentials, barriers, and risks in agriculture

The basis of the digital technology categories and most relevant 
potentials, barriers, and risks for NCES were presented in the technical 
report of Kliem et al. (2023) as a preliminary project. Therefore, that 
basis of categories and indicators was used and further developed and 
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compiled for this study. The literature search consisted of four rounds 
and an expert discussion.

The first selection of digital technologies (“Identification,” 
Figure 1) of the academic research was done by means of appropriate 
article abstracts that deal with the review topic between November 
2022 and December 2023. Technologies that solely aim at the 
economic optimization of agricultural production and administration 
were not considered. Digital technologies used for indoor livestock 
management and farming were excluded (e.g., milking, cleaning, and 
feeding robots). A few virtual fencing sensor technologies were 
incorporated into the study because of their relevance to 
NCES. Technologies which are available in German language but only 
on the market for farmers in Austria and Switzerland, were sorted out. 
From a total of 993 peer-reviewed articles on agricultural-related 
digitalization and internet search, an extensive list of technologies 
with a total of 189 entries was compiled (Figure  1; see 
Supplementary materials).

Considering that many of the commercially available digital 
products have been investigated in research on a limited scale or not 
at all, an internet search via Google was used to complement the list 
of technologies (“Identificaition, Screening,” Figure 1). In the next 
step, the data portals of ministries, authorities, agricultural research 
institutes, and associations of the individual federal states in Germany 
were browsed. Individual search queries were performed for each 
technology group in both English and German. Additionally, in 
Supplementary materials we  presented the most important 
information on each technology, manufacturer, availability, and 
application areas.

At the time the review was conducted, there was a boom of 
announcements and abstracts from technology manufacturers about 
new products, research projects, and case studies on digital 
technologies that could support NCES. However, in most cases no 
further information on NCES indicators was disclosed or the research 
projects were in the early stages and no results were available. 

Therefore, we did not compile an empirical impact or a comparative 
analysis of scenarios from real-world NCES oriented digital 
technology use in regions within Germany.

Projected potentials in this manuscript refer to potentials not yet 
practiced on a large scale, which, however, were outlined, during the 
study, as great opportunities for NCES-related measures in agriculture 
in general.

The NCES indicators were additionally compiled after an expert 
talk conducted in June 2022 (“In-depth Review,” Figure 1), whereby 
experts from agriculture, research, policy making, industry and 
non-profit organizations were asked to describe current NCES issues 
regarding digital technologies in Germany. This expert talk was used 
as a screening of the situation on NCES potentials, barriers, and risks 
through digitalization and used for the further search. The talk was 
done online with a total of 23 experts (eight researchers, four farmers, 
four policy makers, four representatives from civil society and three 
technology developers from industry). A table with the results of this 
expert talk is available under Supplementary materials.

Afterwards, the projected potentials, barriers, and risks were 
reviewed with additional keywords “Sustainability” and “Nature 
Conservation.” Overall, the results of relevant potentials, barriers, and 
risks were compiled in NCES indicators as listed under Figure  1. 
We also included additional information from the screening process 
of websites of technology manufacturers, which cannot be classified 
with keywords. We  used relevant information and examples of 
technology manufacturers in the assessment of potentials, barriers, 
and risks.

2.2 Digital technologies’ classification

For this study, two classifications related to the original mode of 
operation of the technologies listed, were elaborated in a first step: 
software- and hardware-based technologies (Figure 1). The categories 

FIGURE 1

Literature review and internet search process for the identification of currently commercially available digital technologies in Germany.
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were expanded to a total of 7  in a second step after the literature 
review: (1) Farm management information systems and decision 
support systems (FMIS/DSS); (2) Digital technologies for guidance 
and steering (DTGS); (3) Digital information platforms (DIP); (4) 
Citizen science applications and platforms (CSAP); (5) Sensors; (6) 
Field robots (FR) and (7) Unmanned aerial vehicles and systems 
(UAV/UAS) (Figure 1). Figure 2 schematically illustrates the hierarchy 
of the digital technologies’ categories in this study toward machine 
learning (ML), artificial intelligence (AI) and Big Data (BD). In the 
middle are ML and AI, which are the cornerstones for the extensive 
functions of software-based technologies. ML and AI are independent 
concepts, whereby the ML configurations have hardly any points of 
contact with the everyday life of farmers – it is a task for computer and 
mathematics experts, who rely on the data generated by farmers (De 
Jong and De Boer, 2009). Farmers provide the input for the ML 
algorithms, but they do not design these algorithms themselves. BD is 
a term for the processing of very large and heterogeneous data 
volumes at high speed. Therefore, it is combining both ML and AI as 
predictive analytics and as an important component of business 
intelligence (Bhat and Huang, 2021).

2.2.1 Software-based digital technologies
We sorted the software-based technologies into 4 sub-categories 

(Table  1). The main difference between farm management 
information systems (FMIS) and decision support systems (DSS) is 
the group of people targeted by the technologies within a farm or 
company. FMIS optimize the farm as a whole and not just parts of 
it  – this is achieved by offering everything on one platform  – 
including crop and livestock management, machinery management, 
payroll and administrative work and reports, as well spatial and 
temporal management (Henningsen et  al., 2022; Streimelweger 
et  al., 2020). DSS support decision-makers by identifying 
information for operational and strategic tasks. Therefore, DSS are 
used in the production process. We explicitly used the original 
definition of FMIS and categorized software, which is referred to 

as an “electronic field diary” or a “digital field index,” as DSS 
(Geppert et al., 2024a). The list of Digital technologies for guidance 
and steering (DTGS) does not go in detail about the hardware of 
steering systems (e.g., touchscreen monitors, tablets, steering wheel 
motors, antennas, steering angle sensors or cable harnesses). In 
some cases, the offered DTGS technology is combined with 
hardware. Digital information platforms (DIP) serve as 
intermediaries between different stakeholders, for example, as a 
simple supply–demand relationship. DIP can provide data for 
various applications that can be applied and developed at a higher 
software level, such as FMIS/DSS. Data from Citizen science 
applications and platforms (CSAP) can be  used to develop and 
enhance ML algorithms. CSAP platforms and apps support 
innovations and promote new learning as an important source of 
data for science (Koffler et al., 2021).

2.2.2 Hardware-based digital technologies
We sorted the hardware-based technologies into 3 sub-categories 

(Table 2). Sensors are often used in combination with robotics (Bellon 
Maurel and Huyghe, 2017; Tansey et al., 2009). Passive sensors reflect 
sunlight and cannot emit any radiation of their own. Their 
measurements take place in the visible and infrared range of the 
electromagnetic spectrum (Erdle et al., 2011). Active sensors can emit 
radiation and receive it at the same time. They transmit radiation in 
the microwave range (Erdle et  al., 2011). A field robot (FR) in 
agriculture also refer to semi-autonomous and fully autonomous 
machines that work with the help of AI-algorithms. FR are associated 
with improved efficiency for specific tasks as well as for overall 
performance (Ghobadpour et al., 2022). The size of Unmanned aerial 
vehicles (UAV) (also known as unmanned aerial systems (UAS) and 
drones) can vary a lot (Kardasz and Doskocz, 2016). The basic element 
of a drone is a frame, which should be very light. The number of arms 
and the motors of a drone can be divided into different categories, e.g., 
bicopters = two engines, octocopters = eight engines (Kardasz and 
Doskocz, 2016).

FIGURE 2

Relationships between Big Data (BD), artificial intelligence (AI), and machine learning (ML) in the context of software- und hardware-based digital 
technologies.
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3 Results and discussion

3.1 Digital technologies commercially 
available on the market in Germany

3.1.1 Software-based technologies
Figure 3 shows the digital technologies by sub-category that were 

identified in the review process. Extensive lists with additional 
information are available in the Supplementary materials.

By giving a few explicit examples, we highlighted the technologies’ 
characteristics and identification criteria. The review showed that 
FMIS and DSS providers develop both mobile and web applications 
(Figure 3). DSS developed in cooperation with science (CropSAT and 
EcoPay) and DSS for simpler tasks (Magic Scout) are free for farmers 
but offer only limited functions. FMIS and DSS cannot be developed 
in a general and uniform way for small- to large-scale farms because 
of the great variety of farm needs and goals (LfULG, 2020).

Trimble® CenterPoint RTX is a DTGS for precise point 
positioning with high level-accuracy (2.5 cm = 95%) delivered via 
satellite or cellular/IP (Rodriguez-Solano et al., 2019). Applications 
such as FieldBee or FieldNavigator work with software that adds 
routes to existing map material. DTGS are still being constantly 
expanded and their user-friendliness is further developed (Lundström 
and Lindblom, 2018).

SMART AKIS is a DIP for farmers, which collects existing 
knowledge and application examples of practices that are about to 
be  established (www.smart-akis.com). Furthermore, it converts 
academic and practical knowledge into easily understandable 
information for farmers, e.g., recommendations, or brief instructions. 
The material is permanently available online and shared on the 
platform eip-agri, too. SMART AKIS is for the entire EU. However, it 
is not regularly updated. During our literature review, we found that 
many of the technologies presented as “available on the market” no 

longer existed. We  could not derive digital technologies from the 
SMART AKIS platform for our technology list for any of the categories.

Most CSAP databases have a spatial reference from geo-tagged 
photographs or location information from a smartphone. CSAP 
data collection by citizens may take place in hard-to-reach locations, 
which is an advantage compared with traditional data sources. 
CSAP comprises denser and more frequent observations as well as 
a diversity of subject areas (Fritz et  al., 2019). CSAP supports 
research regarding the influence of agricultural production, land 
use, and agricultural change on biodiversity (Frigerio et al., 2021). 
Most well-known CSAP projects in Germany are supervised by 
experts. The large interactive CSAP platforms Deutschlandflora and 
The German Red List Center are directly funded and managed by 
the Federal Agency for Nature Conservation. NABU 
(Naturschutzbund Deutschland e.V.) has various platforms and 
apps that can collect data. The well-known Naturgucker app 
organizes observation competition events to attract as many 
participants as possible.

3.1.2 Hardware-based technologies
The most famous sensors in agriculture are aimed at optimizing 

crop yields, for example by using the reflectance (e.g., Yara N-Sensor 
and Isaria) of crops to provide information on the chlorophyll content 
for fertilizer reduction (Bogue, 2017; Reckleben, 2014). Yield potential 
maps with multi-year images of areas during the vegetation period are 
necessary as background information for the correct calibration of the 
sensors. The virtual fencing collars Vence® guide, track, and monitor 
livestock.1 There is still insufficient research on virtual fencing 
regarding the welfare of livestock (Waterhouse, 2023).

1 www.merck-animal-health-usa.com

TABLE 1 Software-based technologies categorized on their mode of operation.

Sub-category 
(mode of operation)

Abbreviation Components of the technology definition

Farm management 

information systems/Decision 

Support Systems

FMIS/DSS Internet of Things (IoT)-based (Villa-Henriksen et al., 2020)

Use plausible relationships between data from all other technologies (such as sensors) to optimize agricultural 

processes (Fountas et al., 2020)

Include the integration of spatial and temporal management and distributed systems and web services (Henningsen 

et al., 2022; Streimelweger et al., 2020)

Analysis of complex systems (Munz et al., 2020)

Facilitation operational planning (Kuhwald et al., 2020)

Digital technologies for 

guidance and steering

DTGS GNSS-based digital technologies for precise steering and driving (Radicioni et al., 2020)

Enable semi-automatic machine guidance and precision (Radicioni et al., 2020)

Limited to software solutions, available to end users

Digital information platforms DIP Technology architecture for digital collaboration, networking, and knowledge-sharing (Sedera et al., 2016)

Include formal and non-formal education for farmers

Closely connected to building synergies in food systems (BMEL, 2022a; FAO, 2019)

Citizen Science Applications 

and Platforms

CSAP Active engagement of the public in scientific research tasks (Vohland et al., 2021)

Produces long-term societal outcomes in agriculture (Koffler et al., 2021)

Data collection in the form of image, sound, short film recordings, geo-tagging possible (Steward et al., 2019)

Comprises denser and more frequent observations (Fritz et al., 2019)
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FIGURE 3

Digital technologies commercially available for farmers in Germany by mode of operation. The total of digital technologies is n = 189. FMIS, Farm 
management information systems; DSS, decision support systems; DTGS, digital technologies for guidance and steering; DIP, digital information 
platforms; CSAP, citizen science applications and platforms; FR, field robots; UAV, unmanned aerial vehicle.

Although field robots are currently being researched and tested in 
field conditions, the dynamic development in the past 10 years and 
especially currently suggests that in the next 10 years, field robots will 
probably be seen working in fields more often. The FR FarmDroid 
(FD20) operates with four photovoltaic modules that generate the 
electricity to move and work. FD20 performs sowing and weeding in 
different crops such as sugar beets, onion, spinach, kale, flowers, and 
rapeseed. Bonirob is a multipurpose FR with different application 
modules (Goettinger et al., 2014; Schwich et al., 2018). BoniRob can 
achieve a control rate of 97% in the intra-row area (Langsenkamp 
et al., 2014). The K.U.L.T Robovator from KRESS is a vision-based 
robot for mechanical weeding. It uses hoeing blades that move in and 
out of the crop row as a crop plant passes, to remove weeds (Lati et al., 
2016). Similarly, the Robocrop InRow Weeder from Garford relies on 

video-image-analysis (machine vision) to determine the positions of 
individual crop plants in order to then remove the weeds mechanically 
from between and within the crop rows (Fontanelli et  al., 2015; 
Hemming et al., 2018; Muscalu et al., 2019). The French company 
Naïo Technologies has developed the small electric OZ weeding robot 
mainly for asparagus producers, small-scale farms, and greenhouses 
equipped with comb harrow, brush, and a trailer (Epée Missé et al., 
2020; Robert et al., 2020).

The use of drones in agriculture is currently increasing and is 
mostly associated with data collection. Probably the best-known use 
of drones in agriculture, directly related to NCES, is the rescue of 
fawns. In Germany, various animal welfare associations and hunters 
are already working on a voluntary basis every year in active 
cooperation with farmers to organize and actively use private drones 

TABLE 2 Hardware-based technologies categorized on their mode of operation.

Sub-category 
(mode of operation)

Abbreviation Components of the technology definition

Sensors – Devices collecting information through observation (Saiz-Rubio and Rovira-Más, 2020)

Stationary mapping and assessment of large agricultural areas (Adão et al., 2017; Li et al., 2017)

Field robots FR “An assembly, fitted with or intended to be fitted with a drive system other than directly applied human or animal 

effort, consisting of linked parts or components, at least one of which moves, and which are joined together for a 

specific application” – European Machinery Directive (European Parliament, 2006)

Perform certain tasks for farming production (Cheng et al., 2023)

Sense and evaluate their environment by extension, and make decisions (“think”) based on the collected information 

(Bekey, 1998; Kliem et al., 2023)

UAV/UAS UAV/UAS Devices controlled remotely by humans or semi-autonomously by an integrated computer (Clarke, 2014).
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with thermal cameras to reduce the mortality of fawns during mowing 
operations, saving up to 100.000 animals a year (Artmann, 2021; 
Gehrke, 2021; Pohle, 2021; Van Bevern, 2021; WDR, 2021).

3.1.3 Employment of digital technologies
The results of the research showed that, in total, the share of software-

based digital technologies is higher compared with the total of hardware-
based technologies. A closer look at the shares of the total numbers of the 
sub-categories showed that Sensors with 22.2% and CSAP with 21.7% had 
the highest share (Figure 4A). FMIS/DSS and FR had with 16.4% equal 
shares, while UAV/UAS and DIP shared the last two places. As mobile 
tools, sensors are used in the reduction of fertilizers and pesticides as well 
as in the determination of forage quality traits (Ali et al., 2017; Duckett 
et al., 2018). In 2020, less than 7% of the German farms were using sensors 
(Gabriel and Gandorfer, 2020), in 2023, the figure increased slightly to 9%, 
whereby 69% of the surveyed farmers stated they do not plan to use 
sensors (Geppert et al., 2024a). CSAP are often accessible free of charge 
and usually involve unpaid volunteers in the data collection process 
(Koffler et al., 2021), which is why their proportion is high. The application 
of FMIS is partly cost-intensive and often complex, which is why their use 
is still limited (Munz et al., 2020).

With the application area of the digital technologies, 50.8% of the 
technologies were only used for crop cultivation, the other 24.9% of the 
technologies had combined features and 22.3% focused on nature 
conservation (Figure 4B). At 12.7%, the proportion of crop cultivation 
and nature conservation was the highest compared with the other listed 
combinations. Although crop cultivation and nature conservation had 
the highest proportions, the combination of both was less represented 
at 3.7%. CSAP are the only technologies entirely directed at nature 

conservation in agricultural landscapes Citizens can participate in data 
collection projects in agriculture and promote NCES. All other 
technologies primarily aim at crop cultivation. Technology providers 
react with their products to the requests of farmers, which currently 
prioritize crop cultivation facilitation than NCES. Detailed lists of the 
technologies are available as Supplementary material.

Figure  4C shows that most of the technologies are fee-based. 
While there were some free usage options in the software-based 
classification, the use of hardware is 100% chargeable. The majority of 
CSAP is available free of charge at just over 60%. In the case of DIP, 
state-subsidized platforms, such as eip-agri Agriculture and 
Innovation and Smart AKIS, are free of charge. However, most DIPs 
are offered by technology manufacturers as a fee-based service 
(Figure 4C). A modest share of DTGS and FMIS are available free of 
charge, but these applications are designed for simplified tasks, e.g., 
Sprayer calibrator or FieldBee app.

The search also showed that 89% of digital technologies were 
developed by industry (Figure 4D). These include sensors, FR, UAV, 
FMIS/DSS and DTGS. Industry is also developing DIP for farmers. 
Solely 11% of the technologies were developed in research in 
cooperation with industry. Large CSAP in Germany are scientifically 
supervised and used for further research.

3.2 Assessment of digital technologies: 
projected potentials

The potentials are presented in two levels in Table 3. In the first 
section of Table  3, the projected potentials are listed as the top 

FIGURE 4

Share [%] of digital technologies by (A) categories (mode of operation). (B) sub-categories (application area). (C) fee-based and free of charge digital 
technologies by category. (D) digital technologies from industry and from cooperations of research and industry. The total of digital technologies 
n = 189 equals 100%.
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TABLE 3 Overview of projected potentials for NCES implementation of digital technologies by category.

Projected 
potential for NCES

Digital 
Technologies

Reference/s

Mitigation of GHG 

emissions

FMIS/DSS Garske et al. (2021), Holloway and Mengersen (2018), and Volpi et al. (2020)

DTGS Baillie et al. (2018), Cobb et al. (2019), Finger et al. (2019), and Soto et al. (2019)

Sensors Balafoutis et al. (2017), Fellmann et al. (2021), and Soto et al. (2019), and Spiegel et al. (2021)

FR Bangert et al. (2013), Bawden et al. (2017), Duckett et al. (2018), and Gaus et al. (2018)

UAV Adão et al. (2017), Ahirwar et al. (2019), and Basavegowda et al. (2022)

Improved nitrogen use 

efficiency

FMIS/DSS Lundström and Lindblom (2018), and Wolters et al. (2021)

DTGS Söderström et al. (2016)

Sensors
Ali et al. (2017), Alshihabi et al. (2020), Balafoutis et al. (2017), Edalat et al. (2019), Fellmann et al. (2021), Horstmann 

(2020), Jasim et al. (2020), Jordan et al. (2019), Kendall et al. (2017), Reckleben (2014), and Rogovska et al. (2019)

Reduction of pesticide 

pollution

FMIS/DSS Carrer (2023) and Poppe et al. (2023)

Sensors
Brugger et al. (2023), Faiçal et al. (2017), Garcia Furuya et al. (2021), Kempenaar et al. (2017), Kliem et al. (2023), and 

Zanin et al. (2022)

FR Arakeri et al. (2017), Bangert et al. (2013), Bawden et al. (2017), and Duckett et al. (2018)

UAV Adão et al. (2017), Ahirwar et al. (2019), Chostner (2017), Chu et al. (2018), and Faiçal et al. (2017)

Diversification of crop 

species and crop rotations

FMIS/DSS
Bligaard (2014), Fountas et al. (2015), Haverkort and Kempenaar (2016), Mouratiadou et al. (2023), and Van Evert et al. 

(2018)

FR Steinherr et al. (2023)

Calculating and mapping 

for NCES purposes

DTGS Melzer and Bellingrath-Kimura (2021)

CSAP Aden and Stephan (2017), Altrudi (2021), Arif et al. (2020), Behr et al. (2015), Boho et al. (2020), Dickinson et al. 

(2010), Dransch et al. (2018), Galván et al. (2022), Kahl et al. (2021), Mäder et al. (2021), McKinley et al. (2017), Molls 

(2021), Pärtel et al. (2021), Schiller et al. (2021), and Valerio et al. (2021)

Sensors Dammer et al. (2019), Hsieh et al. (2017), Irias and Castro (2019), Karp (2020), Ogawa et al. (2021), Pohle (2021), 

Psiroukis et al. (2021), Santangeli et al. (2020), Simon et al. (2015), Ogawa et al. (2021), and Santangeli et al. (2020)

FR Buddha et al. (2019), Duckett et al. (2018), Mathanker et al. (2010), Shah et al. (2021), and Steward et al. (2019)

UAV Artmann (2021), Brugger et al. (2023), De Camargo et al. (2021), Dammer et al. (2019), Gehrke (2021), Librán-Embid 

et al. (2020), Ogawa et al. (2021), Psiroukis et al. (2021), Santangeli et al. (2020), Van Bevern (2021), De Kock et al. 

(2022), Ogawa et al. (2021), Psiroukis et al. (2021), and Santangeli et al. (2020)

Improved soil management

FMIS/DSS Been et al. (2018) and Iversen (2020)

DTGS Soto et al. (2019)

Sensors Javaid et al. (2023)

FR Achtziger et al. (2021), Arakeri et al. (2017), Bangert et al. (2013), Bawden et al. (2017), Bručienė et al. (2021), Buddha 

et al. (2019), and Reiser et al. (2023)

UAV Ahirwar et al. (2019) and Basavegowda et al. (2022)

Climate change 

management

FMIS/DSS
Donat et al. (2022), Hernández-Ochoa et al. (2022), Lehmann and Dwerlkotte (2023), Mukhamedova et al. (2022), and 

Novkovic et al. (2017)

Sensors, FR Hamami and Nassereddine (2020) and Osten and Cattel (2011)

UAV Basavegowda et al. (2022)

Innovative cropping 

systems

DIP/CSAP Fischer et al. (2020) and Jones (2020)

Sensors
Flynn et al. (2008), Gascuel-Odoux et al. (2022), Hennes et al. (2022), Mokhtari et al. (2021), Tansey et al. (2009), and 

Vlaminck et al. (2023)

FR Bangert et al. (2013), Bawden et al. (2017), Billingsley (2019), Duckett et al. (2018), and Gaus et al. (2018)

UAV Ahirwar et al. (2019), Sarwar et al. (2021), and Tansey et al. (2009)

Communication and 

knowledge-sharing
DSS/DIP/CSAP

Fecke et al. (2018), Heimstädt (2023), Ingram and Maye (2020), Krudewig (2016), Schnebelin et al. (2021), Van de 

Gevel et al. (2020), and Peter et al. (2021)
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category. In the sub-category, the digital technologies that could 
be assigned to the potentials are listed by mode of operation.

The mitigation of GHG emissions from crop cultivation can 
be supported by digitalization (Soto et al., 2019). DSS can predict and 
proceed information on nitrous oxide and carbon dioxide emissions 
from different cropping systems and help farmers with crop 
management (Volpi et  al., 2020). DTGS and sensors can have a 
positive impact on NCES through a reduction of fuel consumption 
(Cillis et al., 2018), which can lead to 0.3 to 1.5% less carbon dioxide 
of the total GHG emissions of the EU in agriculture (Soto et al., 2019). 
Germany is ranked second in the EU for successfully reducing GHG 
emissions through the use of digital technologies (Soto et al., 2019) 
and was ranked with high carbon dioxide mitigation potentials at 
relatively low costs (Fellmann et al., 2021).

Sensors offer site-adapted fertilizer application through 
chlorophyll measurements for improved nitrogen (N) use efficiency 
(Ali et al., 2020; Edalat et al., 2019; Noack, 2018; Rogovska et al., 2019; 
Spiegel et al., 2021). If crops are fertilized according to their nutrient 
requirements, less surplus N is released into the environment and 
causes less negative impacts, such as GHG emissions (especially 
during soil cultivation after harvest) (Haas et al., 2022; Simionescu 
et  al., 2019). Furthermore, nitrous oxide emissions and nitrate 
leaching can be reduced through time-adjusted fertilizer application 
by means of sensor-based data (Alshihabi et  al., 2020; Fellmann 
et al., 2021).

Site-adapted or reduced application of pesticides also represent a 
NCES approach. Sensors, FR, and drones work at the plant level: they 
use an own camera or newer models a data source (e.g., satellite 
imagery and AI) that can differentiate crop plants from weeds or 
healthy from pest-infested crop plants. Sensors also detect fertilizer 
requirements and water stress in plants to support site-adapted 
management for healthy plant stands. Site-adapted pesticide 
application relies mainly on DTGS. Reduced pesticide application 
shows favorable NCES-related effects (Kuhn et al., 2022; Ludwig-Ohm 
et al., 2023). DSS can recommend the optimal herbicide rate and time 
of application (Van Evert et al., 2017). Sensor-assisted applications can 
reduce the amount of herbicide by 20 to 40% (Kempenaar et al., 2017; 
Kliem et al., 2023).

Planning a crop rotation is a time-consuming process in which 
many different aspects must be considered: previous crops, the plant-
available mineral content of N in the soil, the soil characteristics of the 
site, weather conditions, pests, and disease, among others. As planning 
must take place separately for each field, digital technologies can 
facilitate the process by collecting and partially analyzing the necessary 
data to decide which crops to plant to diversify crop species and crop 
rotations. FMIS/DSS help farmers to choose the optimal site-specific 
crop rotation in potato cultivation based on data and laboratory 
analysis of soil sampling (Haverkort and Kempenaar, 2016; van Evert 
et al., 2018).

UAVs offer high-definition image-processing in combination with 
object and pattern recognition, which can be enhanced, restored and 
analyzed for calculating and mapping of NCES (Da Silva and 
Mendonça, 2005; Patrício and Rieder, 2018). Drones’ most important 
usage is in weed detection, detection of nutrient and water stress, 
mapping and management (Boursianis et al., 2022; Tsouros et al., 
2019). Other applications include predicting of crop development, 
yield and plant health (Brugger et  al., 2023; Tsouros et  al., 2019). 
Multispectral images from sensors can also be useful for calculating 

and assessing agroecosystem services (Gascuel-Odoux et al., 2022). 
Although weeds are reluctantly tolerated among crops, they should 
be  considered a direct measure for biodiversity conservation 
(Steinmann, 2020). In this sense, a direct contribution to NCES is also 
possible with the help of field robots: they can distinguish between 
crop plants and other plants when a certain degree of ML is reached 
(Mathanker et al., 2010; Steward et al., 2019). If a sufficient database 
associated with NCES becomes available, FR will be able to contribute 
to direct biodiversity conservation by targeting endemic and protected 
plants and sparing weeds for insect feeding during mechanical weed 
control. UAVs can be successfully used in wildlife ecology, especially 
to observe bird species and their nests (Ogawa et al., 2021; Santangeli 
et al., 2020), to detect mammals (De Kock et al., 2022; Psiroukis et al., 
2021) and indicator plants of, e.g., high nature value (Basavegowda 
et  al., 2022). By combining FMIS with other hardware-based 
technologies, farm management and system planning can be used to 
contribute to nature conservation (Mouratiadou et al., 2023).

FMIS/DSS, DTGS, FR and sensors can help farmers to improve 
soil management. Measures for soil protection and preparation are 
closely linked to the mitigation of GHG emissions (Fellmann et al., 
2021). DTGS and sensors can help farmers to adapt and implement 
precise tillage management (Gabriel and Gandorfer, 2022; Kliem et al., 
2023). Sensors and FMIS/DSS process large datasets that include 
numerous variables, such as soil temperature, soil humidity, weather, 
and crop plants, and can structure the results as recommendations to 
reduce soil defects (Javaid et al., 2023). Mechanical lightweight FR 
weed control can significantly increase soil bulk density in the topsoil 
layer compared with conventional heavy agricultural machinery 
(Bručienė et al., 2022).

The major climate challenges farms are facing in Germany are 
increasing winter precipitation along with a higher risk of erosion and 
nutrient leaching, an increase in dry periods during the main growth 
stage, and heavy rainfall events that lead to soil erosion and flooding’s 
(BMEL, 2022b). Climate change management includes a change in 
crop rotation, e.g., with the help of crop managing through FMIS/DSS 
(Mukhamedova et al., 2022; Novkovic et al., 2017) and landscape 
diversification (Donat et al., 2022; Hernández-Ochoa et al., 2022). 
Adaptation actions such as improved soil organic carbon management 
can also have mitigation co-benefits (Lehmann and Dwerlkotte, 2023). 
Any adaptation measures that increase the resilience of NCES to 
climate change – for example, reduced fragmentation or extending 
natural habitats – can allow species to persist (IPCC, 2023).

Digital technologies cannot stop climate change alone, but they 
can help farmers implement innovative cropping systems. The digital 
platform AgoraNatura2 aims at enabling anyone who manages land 
and wants to implement a nature conservation project to finance it via 
crowdfunding or through partnerships with companies. Private 
investors and companies can specifically promote biodiversity and 
nature services by purchasing nature conservation certificates. The 
price of a single certificate (as a donation for a certain project) is 
between 3 and 20 euros. The donations will be  used for the 
development of, e.g., an herb- and species-rich grassland and for the 
selective introduction of important plant species in areas with open 
patches of soil until 2027 (Geppert et al., 2024a). The Uckerbot field 

2 www.agora-natura.de
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robot has been developed in cooperation between industry and 
research. It is a system that promotes ecological sugar beet cultivation 
under unfavorable soil conditions while simultaneously supporting 
weed biodiversity. The weed diversity on the field is examined from 
the beginning of the field robot development as an adaption measure 
to poor soil conditions (Steinherr et al., 2023). Furthermore, FR can 
work 24 h a day, 7 days a week, allowing farmers to adopt diverse 
small-scale agroecological-friendly approaches (Daum, 2021). CSAP 
and DIP are particularly relevant for NCES, as biodiversity indicators 
and the diversity of flora and fauna must be first recorded and assessed 
before NCES can begin and lead to profound decision-making 
(Fischer et al., 2020; Jones, 2020).

The communication and knowledge-sharing among different 
stakeholders are important for the development of new digital tools 
and the collection and analysis of data for NCES (BMEL, 2022a). New 
learning opportunities emerge in the context of agricultural knowledge 
and innovation systems (Ingram and Maye, 2020), where 
communication and interaction between different actors is a crucial 
component to push innovation processes (Knierim et al., 2015; Van de 
Gevel et al., 2020). These actors can be individual farmers, whole farms, 
and extension services for farmers. Knowledge sharing is necessary in 
the same environment (e.g., in same the geographical region) as well 
as at the national and EU levels. A survey from Germany showed that 
89% of the participating farmers use smartphone in their daily life and 
work, with 79% of them agreeing that mobile and digital 
communication will make it easier to check farm workflows (Fecke 
et al., 2018). Farmers want to show society that they are improving their 
skills and are willing to profit from all new digital technologies and 
information in order to improve their production and sustainability 
(Schnebelin et al., 2021). With the help of DIP experts can supply 
farmers, e.g., with knowledge on crop management options excluding 
or mitigating the use of pesticides (Heimstädt, 2023).

3.3 Assessment of digital technologies: 
projected barriers and risks

In this section, in contrast to the potentials (Table 3), the barriers 
and risks are shown in Table 4 in three stages. The barriers are listed 
in the first section of the table in orange, with the first level 
representing the top category, which has been projected into three to 
four sub-categories. In this case, the categories listed could mostly 
be  assigned to all technologies. The projected risks are in red in 
Table 4.

The average income of farms with arable area under 100 ha is rather 
low, whereby almost 69% of all farms in Germany manage less than 
50 ha (Destatis, 2021). High costs for acquisition, maintenance, and 
service are the most impeding factor preventing the use of all digital 
technologies (Table 3; Gabriel and Gandorfer, 2020) and especially for 
NCES purposes, because farmers cannot afford to invest in expensive 
technologies, such as FR or UAV/UAS (Geppert et al., 2024a). Since 
many technology manufacturers do not provide prices online, the 
authors of the study wrote to four companies that offer drone services 
for agriculture in Germany. The names and locations of the companies 
are kept anonymous. A drone survey with RGB, multispectral and 
thermal camera for a one-day flight for a maximum of 300 ha costs 
between 6,000 and 9,000 euros, depending on the company’s offer. The 
evaluation of the raw data is an additional service, which can vary 

between 1,500 and 3,000 euros. In this case, a farmer will not have a 
direct income source for providing NCES, as the NCES monitoring will 
not increase the price of the agricultural products. For this reason, 
satellite images from current and previous years are mostly used. 
Furthermore, policy makers are not ready to finance acquisition costs 
for FR and contractors do not offer FR hire yet. A single FR acquisition 
starts between 50,000 and 70,000 euros, as found in the review process.

The administrative workload on farms for NCES through 
digitalization is an increasing obstacle in Germany (Table 3; Gabriel 
and Gandorfer, 2020). This burden realistically results in little time for 
the implementation of NCES, especially when the practical 
implementation is associated with additional administrative workload 
(Brown et al., 2021) and there is a threat of strict sanctions in case of 
administrative gaps (Joormann and Schmidt, 2019). Digital 
administration platforms do not necessarily facilitate farms as the 
regulations remain very complicated, the sanctions strict, and the 
controls time-consuming (Reissig et al., 2022). Based on our review 
the requirements for applying for NCES subsidies from CAP are 
equally as complicated in the digital format. Furthermore, payments 
for specific NCES are currently quite low (Batáry et  al., 2015; 
Regulation EU, 2013).

Autonomous technologies, such as FR, are facing legal barriers as 
they are still in a grey area according to EU law (Basu et al., 2020). In 
Germany, the European Machinery Directive (European Parliament, 
2006) applies to manufacturing and marketing: autonomous robots 
must be operated by a person. According to Basu et al. (2020), the 
applicable laws for autonomous field robots are not so clear and the 
introduction of the term field robot (such as an agribot) is necessary, 
as the working conditions in the field are not equivalent to other areas 
of operation, such as road traffic. In December 2022, the European 
Commission announced that a new proposal for a Regulation of the 
European Parliament and of the Council on machinery products had 
been filed (European Commission, 2022). From the current point of 
view, the liability regime is challenged by technical legal arguments.

EU-wide regulations for the operation of UAVs have been in force 
since the beginning of 2021, following a decision by the European 
Commission on 24 May 2019 (Commission Implementing Regulation 
EU, 2019). For the operation of drones ≥250 g, proof of competence 
and registration of the drone is mandatory (Commission Implementing 
Regulation EU, 2019). Based on our request to the responsible 
authority, a processing time of 6 weeks is estimated for the approval of 
one drone flight for monitoring purposes over an agricultural area.

The data management of digital technologies is characterized by a 
difficult legal situation and controversial discussions about data 
protection (Lutz, 2017; Vogel, 2020). The problem is mainly the General 
Data Protection Regulation (Regulation EU, 2016), currently in force 
within the EU, which does not guarantee data sovereignty for 
non-personal data. As the application of digital technologies involves the 
collection and storage of very sensitive data (e.g., location, engine 
operating hours, and fuel consumption), there is still skepticism among 
farmers regarding data protection (Schleichler and Gandorfer, 2018). 
There is also a danger in handling digital data, which is a valuable 
commodity for data traders (Clasen, 2021). Large-scale data collections 
and analyses are often not directly accessible to farms, but rather to 
global and financially strong actors (Zscheischler et al., 2021). Farmers 
do not want their data to be stored on unknown/foreign servers that are 
not a subject to the EU law, as pointed out during our second expert talk. 
Systems that can be  used on local computers are considered to 
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TABLE 4 Overview of projected risks and barriers for NCES implementation of digital technologies by category.

Projected barriers and risks for NCES Digital 
technologies

Relevant reference/s

Economic 

barriers

High acquisition costs All technologies Bacco et al. (2019), Dryancour (2017), Gabriel and Gandorfer (2020), Geppert et al. 

(2024a), and Geppert et al. (2024b)

High costs for maintenance/data and 

image processing

All technologies Geppert et al. (2024b) and Munz et al. (2020)

High service costs All technologies Geppert et al. (2024a)

Cost and NCES efficiency unclear All technologies Geppert et al. (2024b) and Kernecker et al. (2020)

Administrative 

barriers

High digital bureaucracy on farms for 

NCES

All technologies Brown et al. (2021), Heilmann (2018), Lakner (2020), Reissig et al. (2022), and 

Joormann and Schmidt (2019)

No adequate public information/ training 

options (↔digital divide)

All technologies Ferrari et al. (2022), Geppert et al. (2024a), Kernecker et al. (2020), Ryan (2020), 

Zscheischler et al. (2021), and Zscheischler et al. (2022)

Lack of access to public data All technologies Luyckx and Reins (2022)

Legal barriers Law restrictions FR, UAV/UAS Reissig et al. (2022), Reger et al. (2018), Schrader (2017), Basu et al. (2020), and 

Commission Implementing Regulation EU (2019)

Data protection All technologies Bacco et al. (2019), Kernecker et al. (2020), Hertzberg et al. (2020), Lutz (2017), 

Schleichler and Gandorfer (2018), and Vogel (2020)

Data sovereignty All technologies Bacco et al. (2019), Clasen (2021), Regulation EU (2016), and Zscheischler et al. 

(2021)

Limitations of 

digital 

technologies in 

practice as a 

barrier

Measurement errors through low data 

quality

Sensors Tummers et al. (2019), Ali et al. (2017), and Galván et al. (2022)

Calibration limited to few crop species/ 

growth stages

FMIS/DSS, FR, 

Sensors

Erdle et al. (2011), Fagundes (2017), Furbank et al. (2019), and Gensch et al. (2019)

Issues/lack of data sent in real time FMIS/DSS, UAV/

UAS, Sensors

Göggerle (2020), Henningsen et al. (2022), and Jackenkroll (2020)

Noise pollution/disturbance of animal 

species

UAV/UAS Mulero-Pázmány et al. (2017), Schrader (2017), and Wilson et al. (2022)

Maturity level 

in practice as a 

barrier

Analysis of NCES indicators in an initial 

phase

All technologies Delgado et al. (2019)

Lack of compatibility/standardization All technologies Araújo et al. (2021), Geppert et al. (2024b), and Kliem et al. (2023)

Working speed/ working area/ 

effectiveness

FR, UAV Gil et al. (2023)

Weather dependence All technologies Weltzien (2016)

Risks of non-

NCES targets

Yield enhancement in foreground All technologies Hennes et al. (2022) and Kliem et al. (2023)

Lack of well-founded research for NCES All technologies Kliem et al. (2023)

Lack of NCES-related information/ 

training options

All technologies Geppert et al. (2024a)

Risks of further 

intensification

Further loss of biodiversity and 

ecosystem services

All technologies Zscheischler et al. (2022)

Increase of large-scale farms All technologies Lioutas et al. (2021)

Further support of yield enhancing crop 

systems

All technologies Zscheischler et al. (2022)

Cyber-related 

risks

Data loss/ fraud/ theft All technologies Gensch et al. (2019) and WEF (2020)

Infrastructure not sufficient/ breakdown All technologies Bendiek (2018) and Rijswijk et al. (2020), and WEF (2020)

Lack of soft skills toward cyber attacks All technologies Alahmadi et al. (2022), Rijswijk et al. (2020), Saha et al. (2021), and WEF (2020)

Trade-offs as 

risks

High demand of energy and raw 

materials

All technologies Golde (2016), Kliem et al. (2023), Weller von Ahlefeld (2019), Axenbeck et al. (2022), 

Brüggemann (2021), and Madlener and Alcott (2011)

Environmental, political, and social-

related risks

All technologies Duporte et al. (2022), Hackfort (2023), Madlener and Alcott (2011), and Rijswijk 

et al. (2020)
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be trustworthy for farmers (Gabriel and Gandorfer, 2020). However, with 
increasing use of AI the storage of data is moved to servers. It is therefore 
important for policy makers to intervene and endorse state-subsidized 
technologies or demand more transparency from large companies. The 
DIP named OdiL (abbreviation in German for “open software platform 
for service innovations in an agricultural value network”), which is 
currently in development, aims to enforce data ownership to each farm 
during data exchange with different stakeholders to win the trust of each 
user (Hertzberg et  al., 2020). The Dutch data platform Akkerweb 
similarly promises farmers that they can decide for themselves exactly 
which farm data they want to pass on for further use (Van Evert et al., 
2018). Another aspect is the fear of data collection, as mentioned by 
farmers in our second expert talk – farmers are afraid that if they allow 
NCES indicators to be monitored by authorities and a rare or severely 
endangered plant or animal species is recorded, their farmland will 
be blocked. For this, farmers do not receive any subsidies in Germany.

There are various limitations of digital technologies in practice in 
arable farming. The data collection and recording of biodiversity CSAP 
are in a very initial phase (Ball-Damerow et al., 2019). While sensors 
generate a great amount of data, only a very small fraction of these data 
can be used in agricultural DSS or software-based technologies. The 
main reasons are compatibility problems when processing data from 
different sensors, excessive time and cost expenditures, and a lack of 
multicausal DSS (Kehl et  al., 2021). Public agricultural data are 
collected for administrative purposes only and there is currently no 
intention to collect and/or use it for decision-making regarding NCES 
(Luyckx and Reins, 2022). Furthermore, it is not yet clear whether 
large datasets will be able to capture and assess the complexity of 
agricultural systems, NCES as a whole (Delgado et al., 2019).

Further challenges for practice arise from data quality. The 
GreenSeeker optical sensor for instance, is for large-scale 
measurements, as smaller measurement units can lead to measurement 
errors (Ali et al., 2020). Limitations also emerge from the calibration of 
sensors, which are primarily intended to detect the genetic diversity of 
solely a few common crops, such as wheat (Khadka et al., 2021; Pratap, 
2019). Currently, the genetic diversity of other crops and/or weeds in 
the stand remains unaddressed for cost reasons. Furthermore, plant 
disease are often caused by more than one pathogen and can show 
different symptoms, including different colors and patterns, which is a 
challenge for sensors, since they rely on image material (N. Zhang et al., 
2020). UAVs have some disadvantages for species’ protection: they can 
cause noise pollution and disturb bird species (Schrader, 2017). The 
comprehensive use of drones is set back by the necessity of complex 
and expensive image processing and analysis software for application 
in practice. In addition, real-time recordings and analyses with UAVs 
are still not possible. The delayed provision of the results of drone 
pictures limits their implementation in agriculture (Kehl et al., 2021).

The maturity level of FR in practice is an impeding factor for 
NCES use (Geppert et al., 2024a). The current working speed of FR 
varies between 1 and 4 km/h (Gil et  al., 2023). Furthermore, the 
effectiveness of weeding can vary greatly between the FR, depending 
on the site, soil type, weed infestation, weed composition and weeding 
time (Ahmad et al., 2014; Bručienė et al., 2021; Fountas et al., 2015). 
Especially on loamy soils, FR must have enough power and weight to 
successfully plough and further cultivate the soil such as farm tractors. 
Up to now, FR are still representing niche products (Kehl et al., 2021).

Digitalization could push the further intensification to cultivate 
agricultural residual areas that are important for NCES as ecological 

stepping stone biotopes, insofar as they are not under protection or 
ecological priority areas within the framework of the CAP. This 
phenomenon could lead to the loss of valuable areas. At the same time, 
there are concerns that an increase in the number of large-scale farms 
alongside digital technologies would have a negative impact on 
NCES. There is fundamental skepticism regarding the use of algorithms 
that are being developed primarily for yield enhancement (Reichel et al., 
2021). If NCES is not considered from the beginning by policy makers 
and farmers, it will be more difficult to add new drivers into such a 
complex system at a later time (Geppert et al., 2024a; Kliem et al., 2023). 
The precise and intensive use of all land areas can lead to a reduction in 
habitat niches in the marginal areas (Reichel et al., 2021). Currently, 
site-specific functions in FMIS are less represented (Melzer et al., 2023). 
During the expert discussion in this study, experts saw a higher risk for 
intensification on conventional farms through digitalization, if financial 
support of NCES is not sufficient. For organic farms the risk of NCES 
losses through digitalization were described as low. Organic farming, as 
an agricultural concept, concentrates on the promotion of NCES mainly 
through agro-ecological practices and not through digitalization.

A great challenge is also the interoperability among digital 
technologies from different vendors. In general, there is a lack of 
compatibility among data formats and available systems. There are 
issues with data from sensors and sensor networks when a transfer in a 
DSS or FMIS application is needed, which is why a variety of isolated 
solutions are offered (Kehl et al., 2021). Due to non-uniform federal 
systems, it is for instance not possible to use public geospatial data on a 
national scale in Germany, which leads to data fragmentation in digital 
technologies. The Shapefile (.shp) from ESRI is meanwhile a common 
data format for software-based technologies in agriculture for the 
storage of geometric locations. However, its size is limited to 2 GB and 
it does not support topologic information. ISO-XML commonly used 
as a communication protocol between agricultural machine terminals 
(MICS, e.g., sensors, robots) and agricultural software (e.g., FMIS/DSS). 
There are different ISO-XML versions available, so it is not always 
possible to use together hardware and software from different vendors. 
With large volumes of data, it is practically impossible for farmers to 
find time to look at many databases and check data sets or formats.

Digital technologies can lead to trade-offs. An increased use of 
digital tools can lead to a higher demand of energy and certain raw 
materials. The mining and installation of raw material can cause 
massive damage to the environment and wastes are costly and difficult 
to dispose (Hoiß, 2023). Furthermore, it is not known with certainty 
whether data storage is relying on renewable energy sources (Van der 
Velden, 2018). Moreover, data centers produce high amounts of heat 
loss, which negatively contributes to global warming. Likewise, the 
production and use of digital and smart technologies demands a lot 
of energy (Gensch et al., 2019).

3.4 Challenges in agriculture slowing down 
the use of digital technologies for NCES, 
critical insights and future research

Germany is one of the world’s leading nations in the production 
and use of modern technologies. With the help of digitalization, the 
competitiveness of German agriculture can be  advanced (BMEL, 
2022a). However, the ambitious goals set regarding digitalization as a 
solution for NCES problems have not yet been fulfilled, and future 
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success depends heavily on agriculture as well as social acceptance and 
economic and political conditions.

The main participants in the digitalization discussion currently 
are researchers and the smallest cohort of participants are farmers 
(Martens and Zscheischler, 2022). In our project, we also found that 
farmers were rather unwilling to participate in talks on NCES 
promotion through digital technologies, while researchers and 
industry already expressed ideas for the direction of digitization. The 
opinions of the experts from the competence areas of research and 
farms differ greatly regarding digitalization and NCES. Researchers 
tend to see a broader spectrum of obstacles and preconditions for 
NCES measures through digital technologies before, during and after 
the technologies reach the field. Farmers were interested in practical 
and financial preconditions for NCES measures with digital 
technologies during and after applications on field. For the future 
development and use of digital technologies, as well as many research 
gaps, it is important for farmers to address the economic aspects that 
currently characterize everyday life on a farm in public discussions 
(Kliem et al., 2023). According to a survey of 500 farmers in Germany 
(2022), some of the biggest obstacles for farmers are (1) the 
implementation of sustainability measures (67%) and (2) digitalization 
is an economic challenge for the farmers’ business (51%). Furthermore, 
surveyed participants from rural areas in Central Europe were asked 
to describe socio-cultural impacts and found that there are concerns 
about an exclusion of those subjects who cannot keep up with 
digitalization (Ferrari et al., 2022).

Alongside farmers, society must also be included in the design of 
NCES supported by digitalization (Kliem et al., 2023). Beyond that, 
however, the public perception of digitalization in agriculture has 
hardly occurred. Assuming that farmers were to actively implement 
NCES measures using digital technologies, it is not known whether 
consumers would increasingly access products from innovative 
systems. The question of how to measure and monetize NCES 
indicators remains unanswered. This would require a case study that 
compiles a cost breakdown from the acquisition of a new technology 
to the commercialization of an agricultural product and examines the 
monetary value of all NCES implemented measures though digital 
technologies for consumers, e.g., through choice experiments when 
buying the agricultural product. However, the problem with NCES 
value remains a broader discussion and the facilitation of NCES 
measures through digitalization in agriculture can offer solely a 
partial solution.

In a study it was concluded that the companies dictating the 
agricultural digital technology market in Germany, as well as in the 
rest of the world, and are allied with powerful national and 
international policy actors (Hackfort, 2023). The author added that 
digitalization pushes low-tech approaches into the background and 
argued for a structural transformation on policy and funding 
(Hackfort, 2023) Whole systems could be marginalized by claiming 
primacy of “sustainable” digitalization in agriculture, while in practice 
more time will be needed to achieve any declared sustainability goal. 
Currently, there are two development paths for the further 
transformation of the agricultural sector: digitalization of existing 
management methods and administrative processes, where existing 
large-scale farm machines and technologies are supplemented with 
digital and automated applications supported by industry; and 
cultivation of fundamentally new small-scale technologies (e.g., FR 
and UAV) that deviate from previously used agricultural machinery 

and cultivation methods supported by researchers (Gaus et al., 2017; 
Kliem et al., 2023). Both paths have one thing in common for the 
future  - digital technologies must be  cost-, yield- and 
NCES-effective.

Digital technologies can enable an ecological utopia for 
sustainability or trigger an ecological dystopia and support 
unsustainable intensification of agriculture (Daum, 2021). Therefore, 
the industry alone should not set the guiding goals, nor should policy 
makers only look at food security. Responsible innovation in 
agriculture is possible only when a wide range of stakeholders is 
included in the entire design and development process of a technology 
(2021). As we found, the current digital transformation is strongly 
focused on global food security, sustainable intensification, and 
climate-smart agriculture measures. However, digitalization in organic 
farming, permaculture, or regenerative agriculture is not of interest 
due to a lower yield potential (Geppert et  al., 2024a). Currently, 
research does not provide sufficient information on the potentials and 
risks of how the use of digital technologies affects NCES in Germany. 
This research gap is an obstacle to the implementation of more NCES-
enhancing measures in agriculture. On the other hand, the difficulty 
analyzing the rapidly developing digitalization based on publications 
could be behind the development of digital technologies in practice. 
Either way, without a well-founded knowledge base from research, it 
is difficult to formulate regulatory measures or policy 
recommendations (Geppert et al., 2024a). There is a great deal of 
potential in the use of digital technologies. However, the potentials 
need to be recognized, developed, and combined for practical NCES 
so that NCES can be widely implemented in agriculture in the next 
10 years (Geppert et  al., 2024a; Lange et  al., 2023). For NCES 
transformation of agriculture, however, more far-reaching changes are 
needed along agricultural and ecological concepts that promote the 
diversification and long-term resilience of agricultural systems 
(Geppert et al., 2024a).

Future research needs to determine, based on practical 
investigations, whether the trade-offs in the production of hardware-
based digital technologies undercut or exceed NCES potentials in 
their use in Germany. Furthermore, aspects of beneficial insect 
promotion and monitoring in the field using digital technologies are 
currently neglected, but need active research to promote NCES. It 
would also make economic sense for commercially available 
technologies in Germany to be analyzed more closely in practice on 
their NCES potentials and risks before more and more new 
technologies are launched.

4 Conclusion

Digitalization in agriculture is advancing rapidly, and the market 
as well as the motivations for the use of technologies are changing 
dynamically. Therefore, it is important to set certain goals for NCES 
and to identify potentials as well as the barriers and risks that 
currently prevent digital technologies in agriculture in the realization 
NCES measures. The technology market in Germany offers many 
digital technologies. However, farmers struggle with many 
challenges – digitalization for NCES has not yet arrived convincingly 
in practice – the barriers and risks outweigh the potentials and cause 
skepticism. The projected potentials are either barely established and 
used in agricultural practices, but are expected to be useful in the 
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future. Digital support for precise management processes while 
saving resources as well as site-specific regional management and 
implementation of NCES measures have high potential in Germany. 
Moreover, there is a high potential to increase and mitigate NCES 
harming emissions. Key aspects impeding the potentials are caused 
by significantly high effort for administrational matters, high 
acquisition costs, and the lack of adequate training programs for 
NCES measures within digitalization.

The ambitious goals set on digitalization as a solution for 
ecological problems have not been fulfilled until now and the success 
depends heavily not only on agriculture but also on social acceptance, 
economic and political conditions, as well as on conquering barriers.
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