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The use of digital technologies in agriculture has resulted in an increase in productivity 
and market access worldwide. Large-scale farmers have successfully adopted 
digital technologies. However, smallholder farmers, especially in rural areas, face 
challenges that hinder the integration of digital technology. This review analysed 
available literature with the intention to assess the current state of agricultural 
digitization among smallholder farmers in South Africa and identify key barriers 
faced by farmers. The study highlights the potential benefits of digital adoption 
such as enhanced precision farming, improved resource management, and better 
access to markets. The analysis highlights the importance of multi-stakeholder 
collaboration and policy interventions to reduce the digital divide among farmers. 
The results confirms that the slow adoption of digital technology among smallholder 
farmer in South Africa is attributed to barriers such as poor infrastructure, limited 
access financial resources and low levels of digital illiteracy.

KEYWORDS

smallholder agriculture, digitization, digital agriculture, South Africa, precision 
agriculture

1 Introduction

Advanced technology has provided resources for the digitization of agricultural processes, 
which refers to the use of digital tools such as sensors, mobile application and data platforms 
to enhance agricultural practices, has increased optimization by increasing productivity, 
market access and environmental sustainability (Bontsa et al., 2023). This innovation has 
primarily benefited large-scale farmers, especially in developed regions. However, many 
smallholder farmers in developing regions are still unable to adopt digital tools due to 
structural barriers (Abdulai et al., 2023). Thus, it results in a digital divide among farmers. 
Agriculture supports the livelihoods of approximately 8.5 million people in South Africa and 
contributes to food security (Born et al., 2021).

South  African large-scale commercial farms and smallholder farmers highlights 
pronounced inequality in resource allocation and support from stakeholders and government 
(Thamaga-Chitja and Morojele, 2014). This inequality has excluded smallholder farmers from 
accessing advanced technology, resulting in reliance on traditional farming methods, which 
have limited their contribution to the national food security. Smallholder farmers represent 
approximately 5% of South Africa’s workforce. In this review, small holder farmers are defined 
as individuals who conduct agricultural practices in <10 hectares, primarily produce for local 
markets using family labor and having limited access to technology (Fanadzo and Ncube, 2018). 
These farmers are primarily based in rural areas such as in Limpopo, KwaZulu-Natal, and 
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Eastern Cape. Agricultural policies have always favored established and 
commercial farmers, resulting in unequal resource allocation. For 
example, government subsidies and extension programmes have 
historically favored commercial farms through programmes such as 
the Comprehensive Agricultural Support Programme which have 
mainly benefited and large-scale producers (Thamaga-Chitja and 
Morojele, 2014; Srinatha et al., 2024). The use digital technology in 
agriculture presents an opportunity to empower marginalized farmers 
by reducing traditional barriers to productivity and market access 
through tools and platforms including e-commerce apps and sensors 
that have been reported to enhance productivity and strengthen the 
role of smallholder farmers in the national food system (Cebiso, 2022).

Digitalization in South African agriculture involves converting 
farming information and operations into digital formats and 
employing advanced technologies—such as IoT sensors, artificial 
intelligence, mobile platforms, and big data analytics—to enhance 
efficiency, productivity, market access, and sustainability (FAO, 2021). 
The pace of digital technology adoption varies widely across 
South  African agriculture. Large-scale operations have integrated 
tools such as sensors, data analytics, and drones, it is typically not 
feasible and rational for smallholder farmers, who have limited 
income and often rely on social grant to invest in expensive tools due 
to high ownership and running costs which in turn make the 
investment in such tools unrealistic (Myeko and Rambe, 2024; 
Habiyaremye et al., 2024; Smidt and Jokonya, 2022; Thamaga-Chitja 
and Morojele, 2014). Although digital solutions for crop management, 
market analysis, and weather monitoring exist, their uptake among 
smallholders is hindered by poor connectivity, lack of awareness, and 
mistrust in technology (Mbatha, 2024; Bontsa et  al., 2023). 
Government initiatives to expand rural broadband have the potential 
to bridge the digital gap in rural areas. For example, the SA Connect 
Phase project, launched in the Eastern Cape has substantially 
improved connectivity and reduced data costs.

Digital agriculture has enabled the optimization of agricultural 
process globally. For example, countries such as China and Germany 
have integrated unmanned aerial vehicle (UAVs) based weed detection 
and robotics in livestock management, respectively. Choruma et al. 
(2024) has highlighted an improvement in market access and advisory 
support for smallholders as a result of using mobile platforms and 
SMS-based services in sub-Saharan African countries such as 
Tanzania and Ghana. In contrast, smallholder farmers in South Africa 
face challenges in using digital tools (Mhlanga and Ndhlovu, 2023). 
Previous studies that analyzed the digitization of smallholder farming 
(e.g., Thamaga-Chitja and Morojele, 2014; Smidt and Jokonya, 2022; 
Choruma et al., 2024) have reported that insufficient infrastructure, 
gender inequality and affordability hinder access to digital technology. 
For example, Bontsa et al. (2023) reported that low monthly income 
was the main driver of non-adoption among smallholder farmers. 
There are gaps in the analysis and understanding of the role of socio-
economic and cultural factors in the adoption of digital technology.

Smidt and Jokonya (2022) has recommended the use of high 
impact literature for an integrated review to address these gaps. This 
review analyses the current state of the digital tool adoption among 
smallholder farmers using the Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses (PRISMA) method to ensure 
a rigorous, transparent, and comprehensive analysis of the most 
relevant literature from the past decade. Therefore, the main aim of 
this review is to systematically review digitalization in South African 

smallholder agriculture, identify region-specific barriers and 
opportunities, and inform research and policy in line with national 
strategies with the following objectives:

 • Provide an overview of the state of digital tool adoption in 
South Africa.

 • Identify the main barriers and opportunities in smallholder 
farming by using SWOT and PESTEL analysis, then highlight 
opportunities for smallholder farmers in the digital age.

 • Draw lessons from international experiences.
 • Highlight implementation gaps

This integrative approach aims to advance the understanding of 
the digital divide and enhance climate smart agriculture in 
South Africa. This review offers novelty by focusing on South African 
smallholder agriculture to identify region specific challenges that are 
often over looked by broad studies, which generalize challenges faced 
by African farmers. The systemic review integrates SWOT and 
PESTEL analyses while aligning findings with South  Africa’s 
Agriculture and Agro-processing Master Plan.

2 Materials and methods

This review article uses a systematic and integrative approach 
analyse the challenges and opportunities that comes with the 
digitization of smallholder agriculture in South Africa (Figure 1). The 
methodology follows a systematic and integrative approach to ensure 
comprehensive coverage of relevant topics and perspectives.

This study used an integrative review methodology to synthesis 
and assess available empirical and theoretical literature on the 
adoption of digital technology among South  African smallholder 
farmers. This approach includes the combination of different research 
designs to provide a holistic understanding of the current digitalization 
landscape in South  Africa using results from case studies, grey 
literature and policy frameworks. The review process included: (1) 
defining the scope of the review, literature search, analysis and 
summarizing the findings, thus allowing us to provide insights 
relevant to the South African context. The integrative review approach 
was guided by established research synthesis methods (Cooper, 2010).

2.1 PRISMA-guided systematic review 
approach

This review followed the PRISMA framework to ensure a 
systematic screening, eligibility assessment and inclusion of relevant 
literature (Moher et al., 2009).

2.2 Literature search strategy

A comprehensive literature search of publications from 2014 to 
2024 was conducted on the Web of Science and Scopus using 
combinations of predefined keywords such as “smallholder 
agriculture,” “digitization,” “digital agriculture,” “South  Africa,” 
“precision agriculture,” “agricultural technology,” “challenges” and 
“opportunities.” Boolean operators (AND, OR) were used to refine 
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results. All keyword combinations and search strings used are listed 
in Supplementary Table A2 for reproducibility (Bramer et al., 2017).

2.3 Inclusion and exclusion criteria

Inclusion:

 • Peer-reviewed articles and reputable grey literature were 
published between 2014 and 2024.

 • Studies focused on the adoption of digital technologies in 
South  African smallholder agriculture, including land 
reform beneficiaries.

 • Studies addressing socio-economic, technical, or policy aspects 
of digitization in smallholder agriculture.

 • English-language publications.

Exclusion:

 • Studies focused exclusively on large-scale commercial farming.

 • Studies with no direct relevance to South Africa or smallholder 
farming contexts.

 • Publications before 2014 unless they had a significant relevance 
and were widely cited among South African smallholder farmers.

2.4 Inter-rater reliability assessment

The Cohen’s kappa statistic method was used to assess inter-rater 
reliability and objectivity in study selection. This helps measure the 
level of agreement between reviewers beyond chance (McHugh, 2012; 
Hanegraaf et al., 2024; Vieira et al., 2010).

2.5 Data extraction and narrative synthesis

Data from included studies were systematically extracted using a 
standardized form, capturing key information such as: (1) types and 
availability of digital tools in south African smallholder agriculture, 
(2) empirical evidence on tool usage, effectiveness, and adoption 

FIGURE 1

Geographical location of South Africa.
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patterns, (3) identified barriers and opportunities, including 
infrastructural, socio-economic, cultural, and policy factors, (4) target 
populations (e.g., region, gender, farm size). These were summarized 
using a narrative synthesis approach, which included grouping the 
results according to main topics what highlight gaps, variation and 
agreement across the selected literature.

2.6 Case studies of successful digital 
implementation

A narrative synthesis was conducted to identify recurring 
patterns, gaps, and emerging trends, which structured the synthesis of 
results (Bontsa et al., 2023).

2.7 Quality assessment

The authors screened the selected literature. The selected studies 
were critically appraised for relevance using the Critical Appraisal 
Skills Programme (CASP) checklists [Critical Appraisal Skills 
Programme (CASP), 2018]. Limitations and biases are addressed in 
the discussion section. Three independent reviewers (authors) did 
screen all titles, abstracts, and full texts for inclusion. Any 
disagreements was resolved through discussion or by involving a 
fourth reviewer where necessary (2014–2024).

The available literature on South African agriculture highlights 
important themes for addressing the country’s challenges in the use of 
digital tools by smallholder farmers (Table 1). Utilizing a PRISMA 
approach (Moher et al., 2009), this review systematically maps the 
evolving research landscape, highlighting key areas of scholarly focus 
and their interconnections.

Figure 2 presents a network graph illustrating the relationships 
among major research themes in agriculture, irrigation, food security, 
and sustainability within South Africa. The color gradient (2014–
2024) visually represents shifts in research priorities over time, with 
studies from 2019 to 2024 depicted in yellow and those prior to 
2019  in blue. Network analysis reveals that keywords such as 
“South  Africa,” “sustainable intensification,” and “food security” 
occupy central positions in recent literature, underscoring their 
significance in shaping both academic discourse and policy 
development. The prominence of these terms (as shown in Figure 2) 
reflects their critical role in informing sustainable agricultural 
practices and strategies across the region.

The thematic clusters identified in the network analysis (Figure 2) 
delineate the principal areas of focus in South  African 
agricultural research:

 • Sustainability and productivity: this cluster includes keywords 
such as “sustainable intensification,” “soil fertility,” and 
“conservation agriculture.” These terms highlight ongoing efforts 
to enhance agricultural productivity while safeguarding 
environmental integrity.

 • Livelihoods and adaptation: although less frequently explored, 
this theme—represented by keywords like “livelihoods,” 
“adaptation,” and “smallholder farmers”—addresses the socio-
economic dimensions of agriculture. It emphasizes the necessity 
of supporting smallholder farmers, who are often the backbone 

of South  African food production, in overcoming 
persistent challenges.

 • Climate and technology: emerging research themes reflect 
increasing interest in the intersection of digitalization, 
technological innovation, and climate resilience. These studies 
signal a growing recognition of the potential for advanced 
technologies to bolster adaptive capacity in the face of 
climate change.

Table  1 provides a summary of selected keywords related to 
sustainable intensification, food security, smallholder farmers, and 
climate change, along with their frequency of occurrence and total 
link strength. High-frequency and strongly linked terms point to the 
most influential topics in the ongoing discourse on agricultural 
sustainability and digitalization.

Figure  3 further illustrates the frequency and significance of 
research topics across agriculture, irrigation, food security, and climate 
change in South  Africa. Yellow circles denote areas of heightened 
research activity and focus. The relationships between keywords are 
depicted as nodes (circles) and edges (lines), with thicker lines 
indicating stronger associations. Thematic clusters are color-coded: red 
for climate change adaptation, green for agricultural sustainability, and 
blue for digital agriculture. Central keywords such as “South Africa,” 
“food security,” and “sustainable intensification” remain at the heart of 
contemporary research, policy, and sustainability discussions.

In summary, the network and frequency analyses demonstrate 
that while sustainability and productivity remain dominant themes, 

TABLE 1 Keyword occurrences and link strength in agricultural research.

Keyword Occurrences Total link strength

south africa 10 26

sustainable intensification 6 25

food security 8 23

agriculture 9 20

smallholder farmers 4 19

sub-saharan africa 4 19

adaptation 5 18

conservation agriculture 5 18

climate-change 3 15

farming systems 3 15

adoption 4 14

productivity 4 13

soil fertility 4 12

yield 3 11

systems 3 8

management 3 7

agroforestry 3 6

livelihoods 3 6

poverty 3 6

irrigation 3 5

digitalization 3 4

maize 3 4
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FIGURE 2

Keyword density map of agricultural research in South Africa.

FIGURE 3

Network visualization of agricultural research themes in South Africa.
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there is a growing emphasis on the socio-economic and technological 
dimensions of South  African agriculture. This evolving research 
landscape highlights the need for integrative approaches that address 
both environmental and human factors to ensure resilient, climate-
smart food systems.

3 Results

3.1 Study selection process

Three independent reviewers (authors) screened all titles, 
abstracts, and full texts for inclusion. Disagreements was resolved 
through discussion or by involving a fourth reviewer where 
necessary. A total of 1,230 documents were retrieved relating to the 
keywords. From which literature that was most relevant to 
South African smallholder farming were selected. From an initial 
pool of 1,230 articles identified across multiple databases, 631 
duplicate records were removed, resulting in 599 unique articles for 
eligibility screening. Following the screening process, 542 records 
were excluded based on predefined inclusion criteria, leaving 57 
studies for full-text assessment. A PRISMA flow diagram (Figure 4) 

is included to visually represent the study selection process, 
including the number of records identified, screened, excluded 
(with reasons), and included in the final synthesis. All sources 
included in this review were obtained from open-access databases, 
and full-text PDFs were readily available at the time of screening. 
As such, no additional retrieval process was required. All 57 eligible 
studies (see Supplementary Table A3 for a full list) were imported 
into the Zotero reference manager for organization and citation 
management. No studies were excluded during the full-text 
evaluation; consequently, all 57 papers were included in the 
subsequent thematic and network analyses. Analysis was conducted 
using NVivo software (QSR International), which facilitated the 
systematic coding and identification of key themes across the 
selected studies.

Additionally, 37 studies from Web of Science and 20 more from 
Scopus were included in the review to ensure a robust review of 
diverse perspectives on the South African smallholder agriculture. For 
this review, articles relevant to South African smallholder agriculture 
were screened by the authors. The calculated Cohen’s kappa value was 
0.78, indicating substantial agreement (Sun, 2011; Cole, 2024). This 
value demonstrates a high level of consistency in the screening process 
and enhances the reliability of the review findings.

FIGURE 4

A PRISMA flow diagram summarizing the selection process, including the number of literatures at each stage (Tricco et al., 2018) and reasons for 
exclusion in the systematic review process.
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3.2 Reviewed studies results

This heatmap (Figure 5) gives us a clear picture of where research 
on smallholder agriculture in South Africa has been most active over 
the past decade. Most of the 57 reviewed studies are clustered in the 
provinces of Limpopo, KwaZulu-Natal, North West and Eastern Cape 
as shown by the deep purple areas on the map. These regions stand out 
as research hotspots, while provinces like the Western Cape, Northern 
Cape, and Free State have seen much less attention, indicated by the 
lighter yellow shades. The colored dots also tell us when the studies 
were done: yellow for 2014–2018, green for 2019–2021, and purple for 
2022–2024. It is easy to see that recent research continues to focus on 
the same high-density areas. Overall, the map highlights not just 
where agricultural challenges are likely most pressing, but also where 
researchers and resources have been concentrated in recent years.

The results of this review underscore that digitalization in 
South  African smallholder agriculture presents both significant 
opportunities and persistent challenges, particularly in rural areas. 

Bontsa et al. (2023) and Malele (2024) demonstrated that the integration 
of Information and Communication Technologies (ICTs), mobile 
applications, and digital platforms holds great promise for enhancing 
agricultural productivity, expanding market access, and promoting 
sustainable farming practices. However, the adoption of these 
technologies among smallholder farmers continues to be constrained by 
infrastructural, technological, and socio-economic barriers (FAO, 2021).

3.3 Overview of digital tools in south 
African smallholder agriculture

This review has identified digital tools that have been successfully 
implemented in smallholder agriculture in South  Africa (see 
Supplementary Table A2 for more details). Notable examples include 
the electronic Rural Farmer System (eRFarSys), the Digital 
Agricultural Knowledge and Information System (DAKIS), and 
mobile-based weather and precision farming sensors. The use of these 

FIGURE 5

Geographical distribution of the reviewed studies from 2014 to 2024.
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digital tools has contributed to optimal crop monitoring, water usage 
and evidence-based decision making. Basic technology such as 
SMS-based information services remains vital for disseminating 
agricultural advice for farmers with limited access to advanced digital 
tools (Von Maltitz et al., 2024).

3.3.1 Opportunities in smallholder agriculture 
digitalization

 1 Improved market access and reduced post-harvest losses

Farmer-centric approaches are important for including 
smallholder farmers in the adoption of digital tools. For example, the 
eRFarSys tool was used to facilitate real-time data collection, 
monitoring, and market linkages for farmers in Bushbuckridge, 
South Africa (Malele, 2024).

 2 Precision agriculture and sustainable practices

The use of digital tools enhances precision agriculture. Therefore, 
promoting affordable mobile applications with low data usage can 
improve digital adoption among smallholder farmers (Alfonsi et al., 
2024). These technologies help optimize processes and improve 
resource management and environmental sustainability.

 3 Capacity building and digital innovation hubs

The development of Provincial Agriculture Digital Innovation 
Hubs and Extended District Agro-food Knowledge Centers were 
recommended to help improve the adoption of digital tools among 
farmers (Smidt and Jokonya, 2022). These hubs can provide farmers 
with necessary digital training, extension support and access to real-
time data and recommendations.

 4 Food security and climate resilience

Systems such as the DAkis enhance climate smart agriculture by 
providing evidence-based decision support for soil moisture 
monitoring, pest control and crop disease management. Thus, 
enhancing food security and rural development.

3.3.2 Challenges in smallholder agriculture 
digitalization

 1 High costs and infrastructure deficits

Inadequate network infrastructure hinders real-time data 
access and the use of digital tools. Mazwane et al. (2022) charges 
that many smallholder farmers in rural areas lack reliable 
internet connectivity.

 2 Low digital literacy and adoption barriers

The lack of digital illiteracy is a significant barrier to adoption, 
especially among older farmers and rural communities in 
South Africa. There is limited access to ICTs and training programmes 
(Morepje et al., 2024; Mabuza and Ndoro, 2023; Kapari et al., 2024).

 3 Limited financial inclusion and policy gaps

Smallholder farmers often lack the financial capacity to invest 
in expensive digital tools. Financial institutions often restrict access 
to affordable business loans for digital investments and smart 
farming technologies. Policy gaps and the absence of an inclusive 
framework affect the rate of digital transformation (Makamane 
et al., 2023).

 4 Digital divide and gender inequality

Women and marginalized farmers face additional obstacles in 
accessing digital tools due to socio-economic inequalities (von Maltitz 
and Bahta, 2023). This digital divide limits the equitable distribution 
of the benefits of smart farming across South Africa (Tibesigwa and 
Visser, 2016).

3.3.3 Summary of findings
The reviewed studies highlight the dual nature of digitalization 

in South African smallholder agriculture. While digital tools offer 
substantial opportunities for increased productivity, sustainability, 
and market access, persistent challenges—particularly regarding 
digital literacy, infrastructure, and affordability—continue to 
marginalize many farmers. Addressing these barriers will require 
comprehensive government support, including policy reforms, 
investments in rural connectivity, and targeted farmer training 
programs. Future research should focus on scalable digital 
solutions and foster collaboration between government and 
private stakeholders to ensure inclusive access to agricultural 
technologies, particularly in underserved rural areas (see 
Figure 4).

As seen in Table  2, the South African government has 
implemented programs such as the Provincial Agriculture Digital 
Innovation Hubs and the Extended District Agro-food Sustainable 
Knowledge Hubs to improve the access to technology in smallholder 
farming (Department of Agriculture and Rural Development, 2025). 
These programs aim to provide digital literacy and improve market 
participation among rural farmers, thus addressing the digital divide 
that often reduces agricultural productivity (Nemisa, 2022).

3.4 Challenges and opportunities in 
integrating digital technologies into land 
reform and smallholder agriculture

The lack of structured policies and frameworks designed for 
digital agriculture poses a challenge to the integration of digital 
technologies into South  Africa’s land reform programme 
(Habiyaremye et al., 2024). The land reform initiatives face a risk of 
being unable to maximize the benefits of smart agriculture (Mazwane 
et al., 2022) due to current policy frameworks.

3.4.1 Economic and infrastructure barriers
Economic factors significantly influence the adoption of digital 

tools among smallholder farmers. Limited funding opportunities 
and restricted access to financial resources discourage investment 
in advanced technologies (Smidt and Jokonya, 2022). While 
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e-commerce platforms hold promise for improving market access 
and reducing post-harvest losses, widespread adoption is hampered 
by gaps in digital literacy and inadequate infrastructure (Manganyi 
et al., 2024). Persistent underinvestment in digital infrastructure 
particularly affects marginalized communities, where limited 
resources further constrain agricultural productivity (Manganyi 
et al., 2024).

3.4.2 Social and educational factors
Social factors, notably low digital literacy rates, also limit the 

effective use of mobile-based solutions among smallholder farmers 
(Table  3). As highlighted by Alant and Bakare (2021), mobile 
applications can play a pivotal role in adapting ICT solutions to local 
contexts, boosting market participation through knowledge-sharing 
and price tracking tools. However, perceptions of digitalization vary 

TABLE 2 SWOT analysis of the findings.

SWOT analysis: digital solutions for smallholder farmers

●● Strengths ✅ Improved market access—digital platforms and e-commerce solutions help smallholder farmers connect with broader markets, increasing 

profitability and reducing post-harvest losses (Morepje et al., 2024; Pengelly et al., 2021).

✅ Enhanced productivity—ICT-based tools such as mobile apps and digital irrigation systems (eRFarSyS) improve precision farming and 

efficiency (Malele, 2024).

✅ Climate resilience and sustainable farming—digital solutions like the Digital Agricultural Knowledge and Information System (DAKIS) 

support farmers in adapting to climate change by optimizing water and soil management (Mouratiadou et al., 2023).

✅ Knowledge sharing and decision support—digital platforms enable smallholders to access real-time agronomic insights, financial services, 

and advisory support, empowering them with better decision-making tools (Mdoda and Mdiya, 2022).

🔴 Weaknesses ❌ Limited digital literacy and adoption barriers

Many farmers, especially in rural areas, lack the skills to use ICT tools effectively, leading to low adoption rates (Alfonsi et al., 2024; Department 

of Agriculture, Forestry and Fisheries, 2015).

❌ High cost of technology and internet access

The affordability of mobile devices, software, and data remains a barrier for smallholder farmers, making digital solutions inaccessible for many 

(Mazwane et al., 2022).

❌ Poor digital infrastructure

Weak internet connectivity and lack of stable electricity in remote areas hinder the effective use of digital farming tools (Morepje et al., 2024).

❌ Fragmented policy frameworks

The absence of comprehensive policies to support smallholder digitalization results in slow technology diffusion and inconsistent adoption 

strategies (Bontsa et al., 2023).

●●  Opportunities 🔷 Expansion of digital financial services

Digital banking, microloans, and mobile payment systems can improve financial inclusion for smallholders (Mdoda and Mdiya, 2022).

🔷 Development of localized and affordable digital tools

Creating user-friendly, low-data, and affordable mobile applications can increase adoption among rural farmers (Alfonsi et al., 2024).

🔷 Public-private partnerships

Collaboration between governments, NGOs, and agritech companies can improve digital literacy programs and subsidize technology for 

smallholders (Mazwane et al., 2022).

🔷 Precision agriculture and AI integration

The use of artificial intelligence, IoT, and machine learning in agriculture can help optimize resource allocation, enhance pest control, and 

improve yield forecasting (Morepje et al., 2024)

🔷 Sustainable knowledge hubs

Government programs like the Provincial Agriculture Digital Innovation Hubs and Extended District Agro-food Sustainable Knowledge Hubs 

help improve technology access (Oyelami et al., 2022; Smidt and Jokonya, 2022).

⚠Threats ⚡ Widening digital divide

Socioeconomic inequalities, particularly affecting women and marginalized farmers, may limit their ability to benefit from digital agricultural 

solutions (Mouratiadou et al., 2023).

⚡Cybersecurity and data privacy risks

Farmers may face data breaches, financial fraud, and misuse of agricultural data by corporations (Habiyaremye et al., 2024)

⚡Climate change and environmental uncertainty

Extreme weather and unpredictable patterns could disrupt data-reliant digital farming models (Malele, 2024).

⚡ Resistance to change and cultural barriers

Some smallholder farmers remain skeptical of digital tools, preferring traditional methods due to lack of trust (Malele, 2024).
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TABLE 3 PESTEL analysis summary of literature.

Factor Analysis

Political The AAMP prioritizes inclusive, market-oriented, and sustainable growth, with a focus on integrating smallholder and emerging farmers into value 

chains and ensuring equitable access to resources. (Mazwane et al., 2022; IFPRI, 2024).

- Key policies such as land reform (PLAS) and district-based development aim to address historical inequalities, but slow and inconsistent policy 

implementation, especially at municipal levels, continues to hinder digital adoption and rural investment (Department of Agriculture, Land Reform 

and Rural Development [DALRRD], 2022).

Economic High costs of digitalization, limited access to finance, and underdeveloped rural infrastructure restrict smallholder adoption of new technologies 

(Smidt and Jokonya, 2022).

- The AAMP calls for enhanced development finance, public-private partnerships, and targeted incentives to support digital transformation, 

competitiveness, and entrepreneurship among smallholders (Bontsa et al., 2023).

Social Socioeconomic disparities, low digital literacy (particularly among women, youth, and rural populations), and insufficient extension services limit 

technology uptake (Alfonsi, 2024).

- The Master Plan emphasizes skills development, digital literacy programs, and improved working conditions to ensure inclusive participation and 

uplift marginalized groups (Bontsa et al., 2023)

Technological - The AAMP recognizes the need for technological innovation, including IoT, AI, and digital platforms, to enhance productivity and sustainability 

(Soeker et al., 2021).

- Persistent gaps in rural broadband, electricity, and digital infrastructure remain major barriers; the Plan calls for investment in infrastructure and 

support for scalable, context-appropriate digital solutions (Department of Agriculture, Land Reform and Rural Development [DALRRD], 2022).

Environmental Climate change, droughts, and resource constraints create urgency for precision agriculture and climate-smart technologies (Born et al., 2021; 

Nxumalo et al., 2022).

- The AAMP promotes sustainable intensification, resource efficiency, and resilience through digital tools and improved environmental 

management practices (CCARDESA, 2022).

Legal Outdated or fragmented legal frameworks regarding data protection, digital trade, and technology licensing create uncertainty for smallholder 

digitalization (Smidt and Jokonya, 2022).

- The AAMP highlights the need for streamlined, inclusive regulatory frameworks to support digital agriculture, data privacy, and cross-sectoral 

collaboration (CCARDESA, 2022).

while some farmers recognize benefits such as improved market access 
and information sharing, others express concerns about job 
displacement and increased dependence on external services (Bontsa 
et al., 2024). Mobile-based agricultural extension services, like the 
Agricloud app, have demonstrated potential in bridging knowledge 
gaps by offering science-based, locally tailored advice (Walker 
et al., 2018).

3.4.3 Technological adaptation and 
environmental considerations

Advanced technologies—including artificial intelligence, 
precision farming, and the Internet of Things (IoT)—offer 
opportunities for smallholder farmers to optimize value chains. 
However, adoption remains slow due to affordability concerns, poor 
rural connectivity, and compatibility issues with traditional farming 
methods. For example, the electronic Rural Farmer System 
(eRFarSys) has improved data management and irrigation efficiency 
for smallholders in areas such as Bushbuckridge (Malele, 2024). 
Digital tools have also been shown to increase agricultural resilience 
to climate change by improving water management, soil quality, and 
pest control, as seen in international contexts like China (Wang, 
2024). Nevertheless, the increased use of digital technologies may 
introduce new challenges, such as higher energy consumption and 
e-waste management, potentially undermining sustainability goals.

3.4.4 Legal and regulatory challenges
The legal fraternity play an important role in South  Africa’s 

smart agriculture. Data privacy and technology imports legislations 

pose challenges for smallholder farmers (Loffstadt et  al., 2023). 
There are increasing concerns about data security and farmer 
independence due to limited knowledge regarding data use and 
protection (Mdoda and Mdiya, 2022). The absence of region-specific 
legal frameworks for digital agriculture further contributes to 
uncertainty and slows the adoption of advanced technologies 
(Mdoda and Mdiya, 2022).

In essence, the results show that while digital technologies offer 
transformative potential for land reform and smallholder agriculture 
in South Africa, their integration is hindered by economic, social, 
technological, and legal barriers. Addressing these challenges will 
require robust policy development, targeted investment in 
infrastructure and training, and the creation of supportive legal 
frameworks to ensure inclusive, sustainable, and climate-resilient 
agricultural systems.

4 Discussion

The digitization of agricultural processes represents an 
opportunity to transform smallholder agriculture, especially in 
developing countries such as South Africa. Digital technology can 
enhance climate-resilient agriculture and improving food security in 
South Africa by improving resource management and productivity 
(Matt et al., 2015). However, farmers experience persistent challenges 
that hinder the adoption of these innovations (Malele, 2024). This 
section discusses the benefits and challenges within the digitization of 
smallholder agriculture in South Africa.
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South  African smallholder farmers experience barriers in 
adopting digital tools despite global advancements. The results 
indicate that challenges such as the excessive cost of internet data and 
unreliable connectivity in rural areas hinder the use of digital 
platforms (Mdoda and Mdiya, 2022). Mazwane et al., 2022 reported 
that the lack of digital literacy and training has hindered the adoption 
of digital tools. While studies from other countries such as China and 
Ghana have emphasized the importance of digital education 
programmes and government support (Wang, 2024; Abdulai et al., 
2023). South Africa can learn from these countries and adapt their 
successful strategies to suit local farmers. Digital literacy programmes 
that specifically focus on the practical use of mobile applications, 
precision farming tools and e-commerce platforms are important are 
important for equipping smallholder farmers with the necessary 
skills to effectively integrate digital solutions into everyday 
smallholder agricultural practices (Morepje et al., 2024; Mapiye et al., 
2022). Integrating smart and climate resilient agriculture can help 
prepare learners for digital agriculture and share their knowledge 
with their families. Economic barriers can be mitigated by providing 
microloans and subsidies for digital tools, ensuring that all farmers 
benefit from technological advancements.

Structural barriers, including land tenure issues and economic 
inequalities, further limit smallholder farmers’ ability to invest in 
technology (Hawkins et al., 2022). Without secure land ownership or 
sufficient financial resources, smallholder farmers often do not have 
formal means (e.g., tittle deeds to their land) to use as collateral 
against loans, which makes them “high risk lenders” and ineligible 
for financial resources such as loans. Therefore, they are less likely to 
adopt long-term digital solutions due to high costs of digital tools and 
low income, exacerbating the digital divide within agriculture 
(Jumare et  al., 2017). Addressing these challenges requires 
community engagement, which actively involves local organizations 
and smallholder farmers in the evaluation and implementation of 
digital agriculture initiatives. This is important for ensuring relevance, 
empowering smallholder farmers through digital literacy and bridge 
the rural–urban gap (Ncube, 2018; Slater, 2024).

Policy interventions and multi-stakeholder collaborations are 
essential for promoting digitalization in smallholder farming. 
Governments must partner with private sector actors to expand rural 
infrastructure and ensure affordable, reliable internet connectivity, 
potentially through subsidized data frameworks (Mazwane et al., 
2022). Establishing Provincial Agriculture Digital Innovation Hubs 
can provide vital resources, training, and technical support for 
smallholder farmers (Smidt and Jokonya, 2022). These hubs can also 
drive innovation by developing digital tools tailored to the needs of 
smallholder farmers (Slater, 2024).

Targeted digital literacy programs are crucial for equipping 
farmers with the skills needed to leverage digital tools effectively 
(Mapiye et al., 2022). Training initiatives focusing on practical use 
of mobile applications, e-commerce, and precision farming 
technologies can help integrate digital solutions into everyday 
agricultural practices (Morepje et  al., 2024). Incorporating 
technology and agriculture into basic education curricula will 
further enhance digital literacy, enabling young learners to support 
their families and preparing the next generation of digital farmers. 
Innovations in South  African digital agriculture predominantly 
target planning, production, and market access, while comparatively 
fewer solutions address storage, transport, and post-harvest stages 

of the value chain (CCARDESA, 2022). Economic barriers can 
be  theoretically mitigated by providing grants and subsidies for 
digital tools, ensuring that all farmers, regardless of economic 
status, can benefit from technological advancements.

Digital tool adoption among smallholder farmers is most studied 
and prevalent in the Eastern Cape, KwaZulu-Natal, and North West 
provinces (see Figure 5). These regions have been the primary focus 
of empirical research and pilot programs, reflecting both the 
concentration of smallholder activity and targeted government and 
NGO interventions (Bontsa et  al., 2024). However, regional 
disparities persist; rural areas with poor infrastructure and high data 
costs face greater barriers to adoption, while farmers in peri-urban 
or better-connected districts are more likely to utilize digital 
solutions. Region-specific challenges in South African agriculture—
such as variable climate conditions, fragmented land tenure, and 
disparities in infrastructure—require tailored solutions that align 
with the country’s Agriculture and Agro-processing Master Plan 
(AAMP). The AAMP emphasizes inclusive growth, sustainable 
resource use, and support for smallholder farmers. The reviewed 
literature emphasizes the need for region-specific adaptation 
strategies to address low productivity and climate vulnerability in the 
agricultural sector. Studies highlight the importance of sustainable 
practices, climate adaptation, and technological integration for 
building resilience among smallholder farmers. High-impact research 
underscores the role of integrated pest management, land tenure 
reform, remote sensing, and adaptive strategies in promoting 
sustainability. For example, remote sensing technologies are vital for 
monitoring land use changes, supporting sustainable development. 
Although remote sensing technologies (earth observation) offer 
valuable insights for agricultural monitoring, their effectiveness on 
smallholder farmlands in South Africa is often constrained by the 
limited spatial resolution of available imagery and the frequent cloud 
cover prevalent in many regions, which can obscure satellite 
observations (Atzberger, 2013). Other studies (Kom et  al., 2022; 
Myeni et  al., 2019) identify socio-economic and environmental 
barriers, recommending that future research focus on affordable, 
accessible solutions for smallholder farmers to enhance climate 
adaptation and food security.

This review offers practical insights for South  African 
smallholder farmers by identifying key factors influencing 
agriculture and food safety, such as climate variability, access to 
resources, and government policy (Kapari et  al., 2023). Notably, 
Sheahan and Barrett (2017) highlight that this kind of research plays 
a pivotal role in guiding advancements in farming practices and 
mechanization—developments that are essential for enhancing 
productivity, fostering economic growth, and reducing poverty 
among rural communities. Additionally, Jaffee et al. (2018) highlights 
the vulnerability of fresh produce supply chains, underscoring the 
need for robust regulatory frameworks to strengthen food safety 
systems in developing countries.

However, the assessment of tool effectiveness in the review is 
primarily based on a review of existing literature, which presents 
inherent limitations. Review-based assessments often synthesize 
findings from diverse contexts, making it difficult to generalize results 
to the unique socio-economic and environmental conditions faced 
by South African smallholders. Many studies cited are pilot projects 
or small-scale interventions, with limited longitudinal data on 
scalability or sustained impact. Furthermore, reviews may 

https://doi.org/10.3389/fsufs.2025.1583224
https://www.frontiersin.org/journals/sustainable-food-systems
https://www.frontiersin.org


Nxumalo and Chauke 10.3389/fsufs.2025.1583224

Frontiers in Sustainable Food Systems 12 frontiersin.org

underreport localized barriers—such as digital literacy gaps, 
infrastructure deficits, and gender disparities—while overemphasizing 
success stories. As a result, while the review highlights promising 
outcomes, it cannot fully account for the variability in adoption, 
contextual challenges, or unintended consequences that only rigorous, 
context-specific empirical evaluations can reveal. In hindsight, while 
empirical evidence supports the effectiveness of digital tools in African 
agriculture, review-based assessments—such as those in this review 
article—are constrained by their reliance on secondary data, lack of 
context-specificity, and limited insight into long-term, 
scalable impacts.

Recent studies demonstrate that, although South Africa leads 
the SADC region in digital agriculture readiness (Earth System 
Governance Project, 2024), the operational implementation of 
digital technologies among smallholder farmers remains limited in 
comparison to commercial producers, who are more likely to adopt 
advanced tools such as precision agriculture and IoT-based systems 
(Choruma et  al., 2024). Most smallholders rely on basic mobile 
applications for weather, market, and extension information, but 
their adoption is constrained by high data costs, limited rural 
connectivity, and low digital literacy (Mapiye et al., 2023; Gumbi 
et  al., 2023). Despite the existence of more than 50 digital 
innovations in the country, only a fraction is accessible or relevant 
to smallholder contexts, and infrastructural gaps—such as 
unreliable electricity and internet—pose significant barriers to 
scalability (Fanadzo and Ncube, 2018; Kapari et  al., 2023). To 
address these challenges and enable future expansion, research 
recommends the development of integrated, context-specific digital 
platforms, increased investment in rural infrastructure, and the 
rollout of targeted digital literacy programs tailored to smallholder 
needs (Choruma et  al., 2024; Mapiye et  al., 2023; Gumbi et  al., 
2023). Future research should focus on mapping the distribution of 
these tools and their adoption levels, while developing a widely 
accepted index to measure their impact and accessibility. 
Furthermore, policy coherence and multi-stakeholder partnerships 
are essential to ensure that digitalization efforts are inclusive, 
affordable, and capable of substantially improving productivity, 
resilience, and food security among smallholder farmers in 
South  Africa (Fanadzo and Ncube, 2018; Kapari et  al., 2023). 
Interventions should go beyond infrastructure and training to 
include support for building psychological and social capital (Wale 
and Mkuna, 2025).

5 Conclusion

The reviewed literature indicates that digital transformation of 
agriculture supports smallholder farmers by providing tools to 
enhance productivity, sustainability, and market accessibility. For 
example, the eRFarSys platform enhanced marked access in areas such 
as Bushbuckridge. However, barriers such as inadequate infrastructure 
and limited finances and digital illiteracy have hindered the rate at 
which farms adopt digital tools for agricultural practices. These 
barriers require a structured and inclusive adaptation strategy to help 
empower smallholder farmers and enhance food security using digital 
tools. This review highlights the need for region specific interventions 
such as digital literacy programs, improved rural internet 

infrastructure and multistakeholder incentives. Lessons from other 
developing regions suggest a collaborative approach which includes 
policymakers, private sector stakeholders and farmers to ensure 
sustainable digital adaptation. Future research should focus on the 
evaluation of South African digital solutions, financial strategies, and 
training programmes to help address the digital divide among 
smallholder farmers.

To accelerate digital transformation in South African smallholder 
agriculture, we recommend the following for future studies to analyse: 
(1) the expansion of rural broadband and electricity infrastructure, 
prioritizing underserved provinces and ensuring affordable 
connectivity for smallholder farmers, (2) digital literacy programs 
rolled out through local extension services, agricultural colleges, and 
innovation hubs, with a special focus on women, youth, and 
marginalized groups. (3) Regulatory frameworks that streamline 
technology licensing, ensure data privacy, and promote interoperability 
of digital platforms. Finally, ongoing monitoring and participatory 
feedback mechanisms to evaluate the impact of digital interventions 
and ensure they remain responsive to farmers’ evolving needs. 
Addressing these gaps will help bridge the digital divide and unlock 
the full potential of digital agriculture for smallholder farmers in 
South Africa.
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