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1 INTRODUCTION

In the last decade, various kinds of smart end devices and sensors have been widely deployed and
applied, and become the necessities in modern society Chettri and Bera (2019). It is also widely
recognized that these devices should well collaborate with each other. This also catalyses the
birth of Internet-of-Things (IoT) Hassan. (2019). IoT allows various devices, such as sensors,
actuators, smart phones, and any smart devices, to connect with each other via the network, and
to work together for providing better services eventually. Thanks to the fast development in the
last decades, IoT has been applied in various aspects successfully, i.e., smart home Yang et al.
(2018), smart city Kim et al. (2017) and smart health Sun et al. (2020), greatly reshaping our
society.

As communication is the core to realize collaboration, the communication and networking
protocol plays a critical role in implementing an IoT system. As already widely discussed, due to
the limitation of size, power and computation capability, traditional Internet oriented
communication and networking protocols are not quite suitable to IoT. To this end, many
protocols, such as Bluetooth Low Energy, ZigBee, Lora, NB-IoT, CoAP, 6LoWPAN, MQTT,
have been proposed with different characteristics (e.g., power consumption, transmission rate,
transmission range, etc.,) and application domains Dizdarević et al. (2019). In addition, the
recent 5G, B5G, and 6G networks are also well known for their special support to IoT
communications. Besides, Artificial Intelligence (AI) technology also become an essential
part of IoT systems. Besides exploring AI technology to process the IoT data, the system
could be also manipulated by AI for autonomous performance or resource efficiency
optimization. Recognizing the fact that one protocol may not fit for all scenarios, the
coordination and the compatibility between different protocols thus become critical issues.
Besides, various IoT applications also urge us to optimize the communication and network
protocols to satisfy diverse Quality-of-Experience (QoE). Therefore, in the past decades, many
efforts has been devoted to optimizing the IoT communication and networking protocols from
various aspects. Nonetheless, with the emergence of new technologies (e.g., Software Define
Networking, backscatter communications, Blockchain), new trend (e.g., in-network computing),
new applications (e.g., autonomous driving), the protocol design is still a hot topic as it still
confronts many challenges. As a result, in this article, we will discuss the main challenges
imposed by these new technologies, concept, and trends to the design of IoT communication and
networking protocols.

The rest of the paper is organized as follows: Section 2 discusses eight main challenges in the
development of IoT communication and networking protocols. Section 3 summarizes these
challenges and concludes this article.
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2 CHALLENGES

2.1 Software Definability
The potential of Software-Defined Networking (SDN) has been
widely recognized in traditional Internet domain since its
inception as a way to simplify the network management and
configuration. By integrating the technology, or concept of SDN
into Wireless Sensor Network (WSN), it realizes a new concept
known as Software-Defined Sensor Network (SDSN) Zeng et al.
(2013, 2015). In SDSNs, thanks to the decoupling of the control
plane and the data plane, not only the networking behaviours can
be manipulated in a software-define way, but also the sensing and
computation behaviours can be defined in an on-site manner.
Thus, the whole IoT infrastructure, from sensing, transmission,
storage and computation, can be defined over the air, realizing
comprehensive system management and orchestration. At the
same time, it also introduces some new problems to be tackled.

For example, traditional network oriented SDN relies on a
central controller. But when it comes to the IoT case, which is
featured by its vast distribution, one controller may not be
enough. In this case, multiple controllers should be
introduced. How these controllers interact with each other
horizontally, and how they interact with the IoT devices
vertically (including not only the sensors, but also all the
devices in the infrastructure) should be well defined. In
addition, it is well known that traditional SDN is
comparatively resource consuming due to the additional
introduction of the control overhead, more resource efficient
protocols are expected to realize lightweight software-definability
of IoT. Another non-ignorable issue on software-definability is
the security. Although the software-definability makes the
infrastructure more elastic, flexible, and open, the
infrastructure becomes more vulnerable at the same time. The
protocols should be secure enough and robust enough to deal
with the possible vulnerabilities and threats Mathebula et al.
(2019).

2.2 Interoperability, Integration, and
Compatibility
As mentioned before, there already have been lots of different
communication protocols available. This raises the
interoperability problem when the devices need to
communicate with each other. To reach the full potential of
the IoT, it is not sufficient for the things only to be connected to
the Internet, they also need to be found, accessed, managed and
semantically linked to each other Blackstock and Lea (2014). To
enable this interaction, a higher degree of interoperability is
necessary. An effective means to improve the interoperability
is to use the Web technology, evolving from the IoT to the Web-
of-Things (WoT) Zeng et al. (2011). Some protocols (e.g.,
6LowPAN) have also been proposed toward such vision.
However, we still have not yet achieve the consensus on many
issues. For example, we still lack the standard on how to exposing
physical objects on the Web. In addition, some low-power
networking protocols (e.g., ZigBee, ZWave, and Bluetooth) are

designed for domain-specific applications with unique
capabilities. Addressing interoperability issues at this level
requires standardization at the hardware level Desai et al.
(2015). Therefore, a universal standard is highly demanded to
address the whole IoT interoperability issue.

Besides the inter-device interoperability, it is also highly
desired that the IoT can be seamlessly integrated with some
other newly emerging technologies (e.g. cloud, Blockchain). This
also raises some new challenges on the integration. For example,
the IoT ecosystem’s reliance on centralized cloud infrastructure
and lack of security protocols may lead to many cybersecurity
attacks Tawfik et al. (2017). For the integration of IoT and
Blockchain, as discussed in Pieroni et al. (2020), it still faces
many challenges such as data security, privacy protection, access
control, and resource management.

With the evolution of IoT, many different IoT architectures
and protocols arises, and this introduces the problem on
compatibility. Just like the evolution from IPv4 to IPv6, we
cannot suddenly change all the protocols on all the devices at
the same time. Thus, from the consideration of interoperability,
the newly introduced protocols would be better compact with the
old protocols. However, most existing solutions restrict
compatible devices to a certain type of protocol Bin Ahmadon
et al. (2021). Thus, the compatibility is also another challenge to
the development of IoT.

2.3 In-Network Computing
With the development of IoT, it is predicted that billions of IoT
devices will be connected to the Internet. Bulk data will be
produced and cannot be fully processed by the IoT devices on
the premises. Although it is possible to shuffle these data to the
cloud, simply transmitting the raw data may overwhelm the
network and cause extremely high energy consumption at the
same time. This is not friendly to the development of IoT. To this
end, there comes a compromise proposal, i.e., In-Network
Computing (INC) or COmputing In the Network (COIN)
Zeng et al. (2021a), which unlocks all the networked devices’
computing power to process the data along the
transmission route.

Traditionally, the communication and networking protocols,
such as TCP’s congestion control, flow control, and various
routing algorithms, are designed independent of the
computing. Hence, after the introduction of INC, the whole
protocol stack needs to be refactored. For example, the
congestion control needs to take the packet processing
semantics into consideration as even the same routine may
have different end-to-end delays due to the different
processing semantics. The routing protocols should further
take the computation power into consideration as the routing
devices (beyond router) are able to handle some data processing
tasks. INC blurs the edge between networking and computing,
and any device may participate in. An IoT device could also be a
routing device, and the IoT data may be processed by some
routers on its routing path. Thus, the protocols should be able to
deal with the high heterogeneity in the infrastructure, and can
well adapt to different devices with different capabilities.
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2.4 By AI and for AI
The INC converges the networking and the computing. Such
convergence enables, and also asks for, a high degree of
intelligence and automation to enhance the productivity and
efficiency Mai et al. (2021). Artificial Intelligence (AI) emerges
as a key enabling technology toward such vision. It has been
demonstrated that AI technology such as reinforcement learning
is with high potential in the routing management and congestion
control in traditional networks. Without doubt that it can be also
applied in the IoT communication and networking management.
However, it still faces many challenges. Firstly, AI technology
faces severe adaptability problem. The agent well trained for one
scenario may not perform well in another scenario. It is still hard
to realize a general solution. Secondly, different service providers
use different AI agents for different needs, and the asynchrony
between these agents may also lead to performance degradation
Sheth et al. (2020). Thirdly, the AI based solution could be are
computationally intensive and it may take a long time to train,
which requires a lot of time and resource costs, and may even be
unaffordable to some IoT devices. Fourthly, the operation of an
intelligent agent requires a large volume of data. The collection of
these data also introduces some additional overhead, which even
competes with the data transmission. While, latency
requirements are especially critical when the data collected by
IoT devices is used for automatic or semiautomatic control
applications Kaminski et al. (2017). Therefore, applying AI
technology to manage the IoT communication and networking
seems a promising way but it still needs more efforts to tackle
these challenges.

With high popularity, many IoT applications adopt AI
technologies to process the IoT data. The notorious thing of
AI technologies is the extremely high computation power
consumption. As mentioned above, the requirement may be
beyond the capability of some IoT devices. There are two
main approaches to deal with such problem. One approach is
on the AI technologies themselves. For example, to some DNN
models, we may apply pruning and compression to lower the
computation power needs. Another approach is on the task
scheduling. For example, we may split a large DNN models
into a set of dependent tasks, which are then assigned to
networked devices to process in a distributed manner.
Actually, we may also try to combine the two approaches to
find a more efficient solution to well match the computation
power demands and supply, and eventually to the high Quality-
of-Service (QoS) of AI based IoT applications. Nevertheless, this
is still a grand challenge asking for more novel solutions.

2.5 Energy Efficiency
Energy efficiency has already been extensively studied in the IoT
community as many IoT devices are powered by capacity limited
batteries, and communicate with each other via wireless
communications Hossein Motlagh et al. (2020). It is significant
to apply appropriate communication technologies to ensure
continuous connection links and support real-time
transmission in an energy-efficient manner Ramamurthy and
Jain (2017). As a result, low-power communication technologies
suitable for IoT such as Bluetooth, Zigbee, and Long Range

(LoRa) have been continuously developed. Meanwhile, the
research community has also proposed many energy-efficient
routing mechanisms to extend network lifetime Gopika and
Panjanathan (2020) and reduce energy consumption. Low-
power network encapsulation protocols such as 6LoWPAN,
ZigBee IP, and Routing Protocol for Low Power and Lossy
Networks (RPL) continue to emerge. However, the newly
introduced ICN requires an IoT device not only able to sense
and communicate but also to do some computation tasks. These
things correlate with each other and solely relying on energy
efficient communications seems not an end-all solution. New
protocols that can well balance the energy consumption in
sensing, transmission, and computation are highly expected.

Another development trend to deal with the energy efficiency
issue is to exploit renewable energy from the environment to
pursue the goal of zero-carbon IoT Zeng et al. (2021b). Energy
harvesting technology also has experienced fast development in
recent years. It is appealing to integrate these technologies to
power the IoT devices with renewable energy. By now, although
many algorithms on how to efficiently exploit the renewable
green energy to extend the IoT device’s lifetime or to lower the
brown energy have been proposed. We are still in the early stage
of such trend. The communication and networking protocols
should also be designed in an energy-aware way, other than
working independently. In addition, some new energy efficient
communication technologies have also attracted lots of attention
recently. For example, researchers recently have advocated
backscatter communications for IoT Zhang et al. (2019). With
the emergence and adoption of these new technologies,
corresponding communication and networking protocols are
also required.

2.6 Diverse Communication Mediums
Most IoT communication and networking protocols target at
electromagnetic or optical communications. However, some
special environments (e.g., underwater and underground)
require some other medium oriented communication
technologies and the corresponding protocols. For example,
the underwater IoT is considered as one of the revolutionary
technologies not only for ocean exploration but for its
biodiversity maintenance as well Khalil et al. (2021). The
performance of electromagnetic communication severely
declines in the harsh underwater environment. To address
such problem, acoustic communication is often advocated for
underwater IoT Ghimire and Badi (2018). Similarly, the
underground IoT devices are usually buried in the medium
composed of asphalt and soil layer. The rate of
electromagnetic wave, and hence the communication
performance, will be greatly affected by soil texture (e.g., pore
spaces, clay, sand, and silt particles) Vuran et al. (2018). Hence, it
is important to understand the impact of these layers of
communication medium over the propagating signal and
design the communication and networking protocols in an
environment-aware way Raza and Salam (2020) The ultimate
goal of IoT development is to realize a global pervasive IoT
system, and this requires that all the IoT devices can be seamlessly
interconnected and freely communicate, no matter where the
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device is and what kind of communication medium it uses. This
raises another interconnection challenge on how to adapt to these
different communication mediums and technologies. Thus, the
protocols should be designed in a cross-layer design way to
strengthen their adaptability.

2.7 Security and Privacy
This is also an topic always under discussion. Malicious
hackers may easily compromises the capacity-constrained
IoT devices to launch network-wide attacks. Meanwhile,
the integrity and authentication of the IoT data may also
be damaged by malicious operations. For example, Denial-of-
Service (DoS) attacks may saturate the network and shut
down the network between the devices and their source Lyu
et al. (2019). A false overflow indication may be injected to an
IoT device to kill a normal processes. The data may be
overheard by malicious attackers and the private data may
be exposed. The attackers can also inject false data to pollute
the system and make it react inappropriately or even
dangerously. These attacks severely jeopardize the
functionality of many IoT devices or IoT systems, e.g.,
auto-driving system, smart cities Kanuparthi et al. (2013).

Although many solutions have already proposed, many
threats are still continuously emerging. Beside
pervasiveness, another development of IoT is on the
openness, which is with high potential to excavate the
power of IoT. However, openness always implies security
hazards. Specially, with the introduction of software-
definability, an IoT device’s could be manipulated over the
air. Although this makes the IoT become flexible and open, it
also introduce more security threats as either the controller
or a device could be compromised by malicious attackers.
Such new trend also asks for more security solutions.

2.8 Mobility
An IoT system may contain a large number of heterogeneous
communication devices, which are usually resource-constrained
and require efficient routing protocols to realize data
transmission from source to destination. In recent years, other
than deploying dedicated IoT devices at some fix locations,
mobile IoT devices are advocated to expand the coverage or to
increase the flexibility. For example, Unmanned Aerial Vehicles
(UAVs) and Unmanned Ground Vehicles (UGVs) equipped with
various sensors (e.g., cameras) could be regarded as an IoT device

TABLE 1 | Summary of the challenges and directions.

Challenge Core Future directions

Software Definability The whole IoT infrastructure can be defined over the air - Distributed control plane
- Low control overhead
- Security enforcement

Interoperability, Integration,
and Compatibility

The IoT devices should be freely inter-operable with each other, and
can be seamlessly integrated with newly emerging technologies

- Interoperability between different protocols
- Integration with new technology (e.g., Blockchain)
- Compatibility between different generations

In-Network Computing All the networked devices’ computing power (including the router)
should be explored to process the data along the transmission route

- Redesign of in-network computing aware protocols (e.g., routing,
congestion control)

- Adaptability to the high heterogeneity in both the networking and
the computing

By AI and For AI The AI technology should be able to adapt to the diverse computing
capability of various devices and the IoT infrastructure could be
manipulated by AI.

- Adaptability of AI technology for diverse devices (e.g., pruning,
compression, knowledge distillation, etc.)

- Low latency communication for high performance AI based control
- Interoperability between different intelligent agents - Application of
AI technology (e.g., reinforcement learning) to mange the IoT
infrastructure

Energy Efficiency Appropriate communication technologies are demanded to ensure
continuous connection links and support real-time transmission in
an energy-efficient manner

- Zero-carbon IoT (e.g., energy harvesting, backscatter
communications)

- Collaboration between communication and networking for low
energy consumption

Diverse Communication
Mediums

Some special communication medium ask for corresponding
communication and networking protocols

- Analysis of the influence from the environment (e.g., underwater,
underground)

- Seamless interconnection across diverse communication medium
- Medium aware cross-layer protocol design

Security and Privacy The capacity-constrained IoT device and the sensitive IoT data
should be well protected

- Balance the openness and the security/privacy
- Pervasive security and privacy enhancement

Mobility The infrastructure should be able to well deal with the mobility of any
sensing, networking and computing devices

- Mobility management with massive connections
- Space-air-ground-sea integration with well mobility support
- Three-dimensional mobility management
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and crowdsensing applications could be built by recruiting a
number of mobile smartphones. Obviously, different from
traditional IoT infrastructure, another challenges introduced in
such scenario is on the mobility. Some recent effort have been
devoted to the mobility management. For example, Santos et al.
(2018) propose Mobility Matrix (μMatrix) as a complementary
solution to standard routing protocols for IoT by using
hierarchical IPv6 address allocation to manage mobile devices.

During movement, sometimes it is hard to guarantee the
QoS of the network connections. While, some IoT
applications ask for low-latency and reliable data
communication. The movement may incurs long delay and
high packet loss. In the past decades, many novel solutions
have been proposed to address the mobility issue. For
example, Hossein et al. Fotouhi et al. (2015) integrate an
active handover mechanism (called smart-HOP) in RPL to
achieve simple and effective backward compatibility with
standard protocols. Nonetheless, the mobility still imposes
a grand challenge on the IoT management and orchestration,
especially with the emergence of new telecommunication
technology like 5G, B5G and 6G. These technologies are
all characterized with massive connections and even
integrate with space-air-ground-sea networking. Besides

the inter-connectivity challenge as discussed above, the
mobility in the three-dimension environment also imposes
a grand challenge to the IoT communication and networking.

3 SUMMARY AND CONCLUSION

In this article, with the consideration of newly emerging
technologies, concepts, and trends on IoT communication,
networking, and computing, we shed light on the challenges
that may encounter during the design and implementation of IoT
communication and networking. For the convenience of the
readers, we summarize the main challenges and future
directions in Table 1. It is worth noting that these challenges
do not exist independently. Some of them are correlated with
each other to shape the future IoT systems. More efforts from the
researchers and engineers are expected to devote to these fields to
advance the development of IoT.
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