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The Metaverse, a transformation of the internet by XR-technologies progressively blending the digital and physical world, is already changing our social structures. The success of VR-headsets like Quest has made both virtual worlds and the “metaverse” ubiquitous. This technological evolution yields the potential to fundamentally change the way we communicate, live, and work together. At the same time, the perceptions of how these worlds affect our lives differ considerably. To that end, this study investigates the perceptions of 115 younger people from the generations Y and Z, the potential “power users” of virtual worlds. In addition, it investigates differences in perception between non-academics and academics. We looked at perceived knowledge, preferred usage scenarios, interaction with avatars and embodiment, perceived problems and challenges, personal worries, solutions for safeguarding, and institutions to drive safeguarding. While generation Y and Z are often aligned, it is a major finding that in the cases they differ, the younger generation Z is more skeptical. Likewise, non-academics are more skeptical than academics. Finally, we found differences in perception related to gender and provide possible explanations and recommended actions.
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INTRODUCTION
Books like Snow Crash (Stephenson, 1993) or Neuromancer (Gibson, 1984), made society wait for digital virtual worlds to rise from technological niche to the mainstream. With early attempts like Second Life (Linden, 2003) devices and graphics were too clumsy to sustain long-term success. In the movie Ready Player One (Spielberg, 2018) mainstream-cinema idolized gaming culture and a metaverse called “Oasis”. One year later, the VR-headset Oculus Quest was released by the company Oculus VR, a subsidiary of Facebook rebranded as Meta in 2021. The success of Quest and Quest 2 with almost 20 million sold devices (Wöbbeking, 2023) makes virtual worlds and the “metaverse” a commodity available to many. However, these possibilities are very recent: the perception of a teenager who grew up with the game Roblox and regularly plays Beat Saber differs a lot from the perceptions of other generations, even from those of their older siblings.
For this reason, we investigated the perceptions of 115 younger people from generations Y and Z. Beside gender-related differences, we also investigated the perceptions of non-academics versus academics. Given the younger generations’ general openness towards new technologies one could hypothesize that generation Z would appreciate virtual worlds more than generation Y. On the other hand, their heightened sensitivity regarding diversity or language might lead to more reluctance regarding a world, where persons can easily harass each other.
In consequence, our main research agenda was explorative: how appreciative and how skeptical are the two young generations and in which areas do they differ? Does it make a difference if persons have an academic background? We especially wanted to know how challenges and problems are perceived and how they think virtual worlds could be safeguarded and made more inclusive as proposed by Zallio and Clarkson (2022).
RELATED WORK
The metaverse: origin and perspectives
The metaverse, a neologism from the terms “meta” (implying transcending or beyond) and “universe” (Duan et al., 2021) has been defined through diverse concepts comprising elements from extended reality (XR), virtual worlds, mirror worlds, and lifelogging (Cho et al., 2023) without being conclusively clarified so far. In the scoping review they called it “an augmented digital world that is blending physical and virtual spaces through the use of extended reality (XR) and artificial intelligence-based systems for users to interact, and/or trade virtual goods or services through cryptocurrencies (e.g., NFTs), with one another and other/virtual entities.” Furthermore, the virtual representation of oneself through avatars allows to connect, socialize, work, and explore scenarios or immersive spaces with persons who are not physically present. Multi-user virtual environments where avatars embody users often lead to the formation of complex societies (Díaz, 2020) known from online gaming.
According to the “reality-virtuality continuum” (Milgram et al., 1995), XR-technologies blend physical and digital elements to various degrees resulting in different levels of immersion. One characteristic of highly immersive VR is to “absorb” the user (Skarbez et al., 2018). This feeling of “being there”, commonly known as presence leads to profound cognitive and sensorimotor experiences (Slater and Usoh, 1993) and can intensify certain emotions (Jicol et al., 2021). The possibilities to interact with virtual worlds and manipulate them with one’s own body—commonly referred to as agency, self-location and body-ownership (Kilteni et al., 2012)—can benefit many scenarios, not only in entertainment, but also in education (Lampropoulos et al., 2022), training (Wu and Ho, 2023), healthcare (Gonzalez-Moreno et al., 2023), and business and marketing (Giang Barrera and Shah, 2023).
The metaverse: potentials and limitations
To illuminate the economic potential, Gartner reported that by 2026 a quarter of the Earth’s population will be spending at least an hour a day in the Metaverse and that 30% of the organizations will have products or services ready for this area (Gartner, 2022). Indeed, such numbers translate into huge economic potential: McKinsey estimates the metaverse to generate up to $5 trillion in value by 2030 (McKinsey and Company, 2022).
One of the exciting aspects of virtual worlds is bridging geographical barriers. Through VR people explore new places without leaving their homes—for example, tourist facilities to make the most out of their visit in the real-world (Israel et al., 2020). However, virtual worlds do not only offer benefits for prospective travelers, but also during and after traveling (Fenu and Pittarello, 2018; Buhalis and Karatay, 2022; Buhalis et al., 2023). They can also participate in immersive experiences and events, such as concerts and conferences (Meta, 2022) or create familiarity by sharing social VR for joint sports or even just for “falling asleep together” (Maloney and Freeman, 2020).
Digital environments can also change the way people work and do business. Although cybersickness might still be an issue, many products can be presented in VR (Israel et al., 2019). The metaverse likewise offers several benefits from a general marketing perspective (Cho et al., 2023), extensive brand engagement, and direct sales (Dwivedi, Hughes, et al., 2023a). Virtual offices and meeting spaces allow more efficient collaboration than video conferences, and virtual storefronts can provide access to a global market for small businesses (Forbes, 2022). Furthermore, products and customer experiences can be tested with the help of virtual prototypes (Rauschnabel et al., 2022).
Virtual environments, e.g., for firefighter training (Schönauer et al., 2023), are particularly interesting from an educational perspective: they provide both priceworthy and low-risk life-like experiences and allow learning with comprehensive perception (Zhong and Zheng, 2022). This also applies to language learning (Chen et al., 2022), as well as educational levels such as elementary (Zonaphan et al., 2022) and higher education (Curran et al., 2022; Zwoliński et al., 2022), and lifelong learning (Ferreira and Qureshi, 2020).
Surveys like (Wang et al., 2023) discuss main technology drivers. However, it is not easy to define where previous technological systems end and virtual worlds or the metaverse start. Indeed, a third dimension or haptic feedback have already been provided by early gaming consoles. Virtual spaces may have the “potential to transform industries and change the way we experience the world” (Dwivedi et al., 2022), but so did the two-dimensional browser-based internet—given enough time to evolve. On the other hand, user-tailored sensory and cognitive feedback could go far beyond what people currently experience in two dimensions with mainstream consumer electronics. Thus, it is important to understand how users experience themselves and interact with others in virtual spaces, especially if representations evolve towards higher levels of embodiment (Freeman and Maloney, 2021).
However, there are technological, economic, and social limits of virtual spaces: “sometimes to several million persons, but never so large that the entire population of a large country or even the whole world could participate” (Görlich, 2022). This shows how the notion of global accessibility is still restricted to a comparatively small part of privileged users with access to the required technology, who are not subject to governmental restrictions.
To conclude, looking at virtual worlds and the metaverse is not like looking at “technology acceptance” (Davis, 1989). Even the “Unified Theory of Acceptance and Use of Technology” (Venkatesh et al., 2003) is too narrow for examining attitudes and expectations rather than specific technologies. In our understanding, the concept of a metaverse represents a blending of the physical and the digital world, facilitated by a fundamental transformation of the “internet” and a convergence of web and XR technologies. This “new” digital transformation will result in profound socio-cultural changes, altering the ways we communicate, work, and live together. Therefore, we deliberately chose a more explorative approach, laid out in the method section.
The metaverse: how age matters implicitly
Older research on virtual worlds typically focused on aspects like realism, ubiquity, interoperability, and scalability (Dionisio et al., 2013). More recent research often looks at definitions (Lee et al., 2021; Ritterbusch and Teichmann, 2023) and explores challenges and opportunities (Cho et al., 2023), or risks and threats (Dwivedi, Kshetri, et al., 2023b; Wang et al., 2023). While age is an implicit aspect of every population, it is often not discussed explicitly. Still, there is some work on how the metaverse can be understood by different age groups (Buhalis and Karatay, 2022). However, almost always such research highlights specific areas of application—e.g., health effects and possible physiological and cognitive benefits for the elderly. An example is a set of VR exercises mimicking activities of daily living (Gamito et al., 2019). An overview on the potentials and challenges is provided by (Seifert and Schlomann, 2021).
Another research focus is education or higher education, typically involving younger persons. (Kuleto et al., 2021). examined challenges, opportunities, and trends related to XR impacting educational institutions by comparing generation X and Z. In fact, the domain of education is so well explored that several systematic reviews have been published (Radianti et al., 2020). De Felice et al. (2023) even compare six systematic reviews from the years 2014–2018 and identify several shortcomings on the development-side. Another systematic review looks at 41 studies in higher education (Oyelere et al., 2020). Alfaisal et al. (2022) explore VR games for education, thus bridging a gap to another important domain: gaming, an area which also focuses on younger generations. However, studies looking at a wider age range are scarce. One study that explores the differences in VR experience and acceptance between elderly adults and college students shows that elderly adults reported a higher level of telepresence and stronger emotional responses than young adults (Liu et al., 2020).
To conclude, so far there is not enough research systematically looking at the acceptance of virtual worlds and the metaverse on a larger scale including ethical and societal aspects, and especially inter-generational analyses.
Generations
As this work looks at intergenerational differences, we briefly want to introduce the relevant generations Y and Z and the two generations before. To better structure this overview, we condensed essential information in Table 1.
TABLE 1 | Overview of four generations: Baby boomers, Generation X, Generation Y, and Generation Z.
[image: Table 1]METHODS
As pointed out in the previous section, the concept of virtual worlds or the metaverse is too broad to be evaluated by tools like TAM. For this reason, we designed an online survey instrument to gather data on the following areas: perceived knowledge (single item); preferred usage scenarios (five items); interaction with avatars and embodiment (six items); perceived problems and challenges (six items); personal worries regarding virtual worlds (six items); solutions for safeguarding virtual worlds (four items); institutions to drive the safeguarding (five items).
Due to the exploratory nature of the study, we aimed to recruit participants from a convenience sample in Germany, although some participants chose the English version of the questionnaire which was optionally provided. Participants were recruited via web forums and social media groups as well as via email distribution lists. Data was collected anonymously in accordance with the GDPR and ethics procedures from the University of Offenburg. Participants were given an unlimited amount of time to complete the survey. They were not paid.
A five-point Likert-scale from 1 (strongly disagree) to 5 (strongly agree) was used. Data analysis was performed using descriptive and inferential statistical techniques in Excel and RStudio: t-tests for evaluating differences between groups—like generations or genders. For correlations, the Pearson correlation coefficient was applied, the classification is ‘small’ for r > .1, ‘medium’ for r > .2 and ‘large’ for r > .3. Being aware that Cohen, 1988 originally proposed higher thresholds, these values are a recommendation based on a pool of 708 meta-analytically derived correlations (Gignac and Szodorai, 2016), where the 25th, 50th, and 75th percentiles corresponded to the values mentioned.
Population
A total of 139 participants were recruited. However, as the study focuses on generations Y and Z, we excluded seven baby boomers and seventeen persons from generation X, resulting in a final sample size of 115 persons. The non-binary person was excluded from gender-related analyses. Table 2 provides an overview:
TABLE 2 | Overview of participants.
[image: Table 2]In the sample 56% (n = 64) are non-academics, holding either a professional or a high school degree at the most, and 44% (n = 51) hold a higher educational degree, like a master’s degree, or are at least currently studying in an undergraduate program.
Internal validity
Before the actual analysis, we used Cronbach’s Alpha (Cronbach, 1951) to test inter-item correlations of the questionnaire. Cronbach’s Alpha for six scales comprising multiple items was computed using the “Psych” package in RStudio. Except subscale number two (‘interaction with avatars and embodiment’) raw alpha is above the recommended threshold of α > 0.6 (Table 3). Since dropping items did not drastically change the raw alpha, subscale number two was subsequently excluded from analyses investigating mean differences of the underlying constructs. Scores of the subscales are computed as simple means of the subscale.
TABLE 3 | Cronbach’s Alpha for the six subscales.
[image: Table 3]RESULTS
Perceived knowledge
We first looked at the respondents’ perceived level of knowledge with the single statement ‘I know what digital, virtual worlds and the metaverse are and what they are used for’. The mean across both generations was M = 3.6 (SD = 1.1) with MY = 3.6 (SD = 1.0) and MZ = 3.7 (SD = 1.1), so both generations have almost identical slightly positive perceptions regarding their knowledge.
This also applies to the means of non-academics (MNon-Acad = 3.6, SD = 1.0) and academics (MAcad = 3.7, SD = 1.0) depicted by Figure 1. When looking at gender, the males perceive themselves more knowledgeable with M = 4.0 (SD = 0.9) than the females with M = 3.2 (SD = 1.1). This difference is highly significant with t(112) = 4.109, p < .0001 (Figure 1). It reflects the common notion that men are more attracted to technology. It would be interesting to test in an exam, if the competence-levels are indeed different or rather the self-perception.
[image: Figure 1]FIGURE 1 | The boxplot diagrams show the mean values and standard deviations regarding ‘perceived knowledge about the metaverse’ for generations y and z, non-academics and academics, and females and males.
Preferred usage scenarios
In this sub-section, we look at the preferred use cases of virtual worlds and the metaverse: (1) gaming, (2) establishing social connections, (3) work and productivity, (4) entertainment, e.g., festivals and concerts, (5) sports:
As Figure 2 illustrates, with M = 4.3 (SD = 0.9) participants still consider gaming the primary activity in virtual worlds. It is followed by entertainment with M = 3.5 (SD = 1.2), social connections with M = 3.4 (SD = 1.0), work with M = 3.0 (SD = 1.1), and finally sports with M = 2.4 (SD = 1.1). This shows that despite the success of VR-games, most respondents still do not consider the body a major agent of interaction. Since Microsoft Kinect is no longer a part of the X-Box console, full-body tracking is still hardly established in consumer markets, which could explain these results. Generations Y and Z mostly agree on the importance of games, entertainment, and sports—but they significantly differ regarding (1) social connections with MY = 3.6 (SD = 0.9) and MZ = 3.2 (SD = 1.1) with t(113) = 2.184, p < .04 and (2) work with MY = 3.3 (SD = 1.1) and MZ = 2.8 (SD = 1.1) with t(113) = 2.111, p < .04 (Figure 2). Interestingly, in both cases younger participants from generation Z are more skeptical than older ones from generation Y.
[image: Figure 2]FIGURE 2 | The first boxplot diagram shows the mean values and standard deviations for all questions regarding ‘preferred usage scenarios’ for the entire sample. The second and third boxplot diagrams show the mean values and standard deviations regarding ‘preferred usage scenarios’ for generations y and z, and non-academics and academics.
This also reflects in the correlations: age/social connections with r = .24 and age/work with r = .23, two medium-sized correlations (regarding this classification, see methods section): older participants are more likely to attribute potential to virtual worlds. This tendency can also be observed regarding the areas gaming with r = .10, entertainment with r = .12, and sports with r = .18.
Both educational groups agree on the importance of work, entertainment, and sports. However, there are significant differences regarding gaming with MNon-Acad = 4.1 (SD = 0.9) and MAcad = 4.5 (SD = 0.7) with t(113) = −2.442, p < .02 (Figure 2). Furthermore, academics with MAcad = 3.7 (SD = 0.9) in comparison to non-academics with MNon-Acad = 3.2 (SD = 1.0) rate the importance of social connections significantly higher with t(113) = −2.444, p < .02 (Figure 2). An explanation might be that many academics use virtual technologies in their daily working lives and therefore appreciate their potentials more. We did not find any significant gender related differences.
However, the greater skepticism of generation Z is also reflected in the significant difference of the overall score for the construct ‘Preferred Usage Scenarios’ with MY = 3.5 (SD = 0.7) and MZ = 3.2 (SD = 0.7) and t(113) = 2.297, p < .03 (Figure 3). The underlying construct shows how much the two generations generally see their own socio-cultural life in the metaverse.
[image: Figure 3]FIGURE 3 | The boxplot diagram shows the mean values and standard deviations of the overall construct ‘preferred usage scenarios’ for generations y and z.
Interaction with avatars and embodiment
In this subsection, we look at how interactions between avatars and the real world are perceived regarding (1) limitations in comparison with the real world, (2) identification of persons behind avatars, (3) familiarity of avatars with their owners, (4) avatars and bots without human owners, (5) autonomous avatars which outlive their owners, and (6) inheritance of avatars.
With M = 3.9 (SD = 1.1) both generations are aware of the limitations that virtual worlds still have in terms of avatar interaction (Figure 4). There is no significant difference between the generations or genders (Figure 4). Likewise, there are no significant inter-educational differences with MNon-Acad = 3.9 (SD = 1.0) and MAcad = 3.8 (SD = 1.2) (Figure 4).
[image: Figure 4]FIGURE 4 | The first boxplot diagram shows the mean values and standard deviations for all questions regarding ‘avatar interaction and embodiment’ for the entire sample. The second, third, and fourth boxplot diagrams show the mean values and standard deviations regarding ‘avatar interaction and embodiment’ for generations y and z, non-academics and academics, and females and males.
With M = 3.4 (SD = 1.3) more than 50% of the respondents think that the ‘identification of persons behind avatars’ is important (Figure 4). Although the younger generation is somewhat more generous in this regard with MZ = 3.3 (SD = 1.2) versus MY = 3.5 (SD = 1.3), the difference is not significant (Figure 4). Similarly, no significant educational differences were found (Figure 4). However, with MMALE = 3.2 (SD = 1.3) and MFEMALE = 3.6 (SD = 1.3), females stress the importance of an ‘identification of persons behind avatars’ more. With t(112) = −1.684, p < .05 this difference is significant (Figure 4).
With M = 2.7 (SD = 1.4) the ‘familiarity of avatars with their owners’ (we specified: e.g., regarding gender and age) does not seem a high priority for both generations and educational groups (Figure 4). Probably, they remember the freedom of avatar design in most games. Also, there is no significant difference between the generations or educational groups (Figure 4). Again, females with MFEMALE = 3.3 (SD = 1.4) rate the importance of a ‘familiarity of avatars with their owners’ higher than males with MMALE = 2.4 (SD = 1.4). With t(112) = −2.993, p < .01 this difference is highly significant (Figure 4). These results indicate that women care more about knowing the identity of persons they are interacting with, which might be explained by the fact that women are more likely to experience sexual assault and coercion.
The item ‘avatars and bots without human owners’ despite its controversial topic, was perceived neutral with M = 3.1 (SD = 1.4) (Figure 4). It would be interesting to see how this view adapts with the rise of agents based on artificial intelligence. However, the neutral attitude is shared by both generations and both educational groups with no significant difference (Figure 4). Interestingly, males with MMALE = 3.4 (SD = 1.3) accept bots and non-human avatars significantly more than females with MFEMALE = 2.8 (SD = 1.3) and t(112) = 2.346, p < .02 (Figure 4). This is consistent with the general assumption that men are often more risk-taking.
The somewhat weird idea of ‘autonomous avatars outliving their owners’—a topic related to the inheritance of digital data on social media platforms—is generally rejected with M = 2.3 (SD = 1.4) (Figure 4). However, in this case there is a marginally significant difference between the generations with MY = 2.5 (SD = 1.5) and MZ = 2.2 (SD = 1.2), resulting in t(113) = 1.353, p < .09 (Figure 4). Here, the heightened sensitivity of generation Z regarding data integrity might have come into play. Likewise, females responded more skeptical to this idea with MMALE = 2.6 (SD = 1.5) and MFEMALE = 2.0 (SD = 1.2), and a significant difference with t(112) = 1.957, p < .05 (Figure 4). Moreover, with MNon-Acad = 2.0 (SD = 1.2) and MAcad = 2.7 (SD = 1.5) and t(113) = −2.456, p < .02, academics felt significantly less uncomfortable with this idea (Figure 4).
Another controversial topic is the ‘inheritance of avatars’. As a well-equipped character in a game can be worth hundreds or even thousands of dollars, this topic is rather concrete. Again, the two generations do not have strong feelings in either direction with M = 3.1 (SD = 1.3) and there are no significant intergenerational or inter-educational differences (Figure 4). Again, with MMALE = 3.4 (SD = 1.2) and MFEMALE = 2.7 (SD = 1.3), males accept this notion significantly more than females with t(112) = 3.152, p < .01 (Figure 4).
As outlined in the methods section, due to the low Cronbach’s Alpha value we did not analyze any differences with regards to the overall construct ‘Interaction with Avatars and Embodiment’.
Perceived problems and challenges
In this subsection, we investigate the perceived challenges of virtual worlds: (1) discomfort (“cybersickness”), (2) exclusion by others, (3) exclusion by content, (4) psychological harm or harassment, (5) physical harm by accidents, and (6) negative real-life effects.
With M = 3.0 (SD = 1.4) participants take a neutral standpoint regarding ‘discomfort’ or cybersickness (Figure 5). Also, there is no significant difference between the generations or genders (Figure 5). However, there is a significant difference between the educational groups with MNon-Acad = 2.8 (SD = 1.4) and MAcad = 3.3 (SD = 1.3), with t(113) = −2.109, p < .04 (Figure 5). Nevertheless, this issue might become obsolete with future improved VR-headsets.
[image: Figure 5]FIGURE 5 | The first boxplot diagram shows the mean values and standard deviations for all questions regarding ‘perceived problems and challenges’ for the entire sample. The second, third, and fourth boxplot diagrams show the mean values and standard deviations regarding ‘perceived problems and challenges’ for generations y and z, non-academics and academics, and females and males.
With M = 4.1 (SD = 1.0) the ‘exclusion by others’ is perceived a much greater threat than technology (Figure 5). Both generations, genders, and educational groups are aligned in this perception as there is no significant difference between them (Figure 5).
In contrast to persons, the ‘content’ of virtual worlds is perceived as less problematic with M = 3.9 (SD = 1.1) (Figure 5). Nevertheless, this score reflects an intergenerational as well as inter-educational agreement with no significant differences (Figure 5).
Regarding the threat of ‘psychological harm or harassment’, the two generations again are aligned with an overall mean of M = 4.2 (SD = 1.0) (Figure 5). This is the highest mean value regarding threats and challenges, and there is no significant difference (Figure 5). The same applies for the genders, and the educational groups (Figure 5).
Interestingly, worries about being harassed (e.g., being bullied, sexually coerced etc.) correlate with the item ‘identification of persons behind avatars’ with r = .34 and p < .001, indicating a coherence between worries and the potential to identify the persons behind such harassments. In comparison, ‘physical harm’—just like ‘physiological discomfort’—is considered a smaller threat with M = 3.3 (SD = 1.4) (Figure 5). Again, there is no significant difference between generations, educational groups, or genders (Figure 5).
The final item focuses on ‘negative real-life effects’. Here we thought about addiction or the loss of real-world social relations. Indeed, this is perceived as the second highest risk with M = 4.1 (SD = 1.0) (Figure 5). There is a slight difference between the generations, with MY = 4.2 (SD = 0.9) and MZ = 4.0 (SD = 1.0)—however, with t(113) = 1.473, p < .15 (Figure 5) it is not significant. The younger generation Z, who grew up with digital technologies, may have a slightly reduced fear of losing traction with the real-world. The educational groups are aligned with MNon-Acad = 4.0 (SD = 1.0) and MAcad = 4.1 (SD = 1.0) (Figure 5) as well as the genders with MMALE = 4.1 (SD = 1.0) and MFEMALE = 4.1 (SD = 1.0) (Figure 5).
Regarding the analysis of mean differences of the overall construct ‘Perceived Challenges of Virtual Worlds’, with MY = 3.8 (SD = 0.7) and MZ = 3.7 (SD = 0.9), MNon-Acad = 3.7 (SD = 0.8) and MAcad = 3.8 (SD = 0.7), and MMALE = 3.8 (SD = 0.7) and MFEMALE = 3.7 (SD = 0.9) there were no significant differences. Generations, educational groups, and genders align regarding perceived challenges with a tendency to see rather problems than solutions.
Personal worries regarding virtual worlds
In this subsection, we expand the analysis of how potential challenges of virtual worlds are perceived by adding a personal dimension: all assertions start with “I feel worried about”. Topics are (1) content shared and created, (2) data on emotional responses, (3) data of physical behavior, (4) data on cognitive behavior, (5) data on the surrounding environment, and finally (6) AI mimicking the own behavior.
With M = 3.3 (SD = 1.2) participants are only mildly worried about ‘content shared and created’ (Figure 6). Despite a high awareness of data privacy in Germany, laws like GDPR seem to inspire confidence. This goes for both generations, both educational groups, and both genders, as there is no significant difference (Figure 6).
[image: Figure 6]FIGURE 6 | The first boxplot diagram shows the mean values and standard deviations for all questions regarding ‘personal worries’ for the entire sample. The second, third, and fourth boxplot diagrams show the mean values and standard deviations regarding ‘personal worries’ for generations y and z, non-academics and academics, and females and males.
Since emotions are a much more private matter it is surprising that collecting ‘data on emotional responses’ only reaches M = 3.8 (SD = 1.1) (Figure 6) with no significant differences between the generations, educational groups, or genders (Figure 6). Indeed, options like eye tracking or heartrate measurement could increase the immersion of users in games and other applications—so these positive aspects might have played a role in this neutral attitude.
Moving from affects to cognition, we asked about worries regarding the collection of ‘data on cognitive behavior’. With M = 3.8 (SD = 1.2) (Figure 6) this question closes a row of three with identical means and no intergenerational, nor inter-educational, or gender-related differences (Figure 6).
The next item “hit the spot” regarding the common fear of being spied on. With M = 4.3 (SD = 0.9) the collection of ‘data on the surrounding environment’ is the greatest of the six worries (Figure 6). A multitude of scandals from permanently recording Echo devices to the Ring doorbell being used to spy on customers (Farid, 2023) are good reasons for this skepticism. Again, the values for both generations—including the low SD—are almost identical and thus do not differ significantly (Figure 6). The same applies for the different educational groups and gender groups (Figure 6).
The last potential worry is ‘AI mimicking one’s own behavior’ when the user is not present in the virtual world. With M = 4.1 (SD = 1.1) (Figure 6) this is the second greatest of the six worries, which again is equally shared by both generations, educational groups, and genders with no significant differences (Figure 6).
Considering the mean values MY = 3.3 (SD = 1.1) and MZ = 3.4 (SD = 1.3), MNon-Acad = 3.8 (SD = 0.9) and MAcad = 3.9 (SD = 0.8), and MMALE = 3.9 (SD = 0.8) and MFEMALE = 3.8 (SD = 0.9) of the overall construct ‘personal worries regarding virtual worlds’, generations y and z, non-academics and academics, as well as females and males share the same worries and favor a cautious use of the new technology.
Solutions for safeguarding virtual worlds
After two sub-sections on challenges, problems, and worries, this subsection looks at solutions. We asked: “To guarantee safety and ethical behavior in digital, virtual environments and the metaverse, please rate which system you think would be most appropriate.” The proposed decision-making systems were (1) AI-based case-to-case, (2) AI-based case-to-case with human-in-the-loop, (3) third-party evaluators and safety officers, and (4) digital filters, shield systems etc.
This might be the most interesting part of this section, as the respondents had to come up with solutions to all the problems and worries elaborated in the previous parts. With M = 3.0 (SD = 1.2) an ‘AI-based case-to-case’ decision-making system is in overall considered neutral (Figure 7). However, there is a significant difference between the two generations with MY = 3.2 (SD = 1.3) and MZ = 2.8 (SD = 1.1) with t(113) = 2.005, p < .05 (Figure 7). This shows that the younger generation Z is more skeptical regarding a system purely based on AI and thus confirms the observation from the subsection on usage scenarios. This increase with age is also reflected by the positive correlation between age and the preference for such a system with r = .15.
[image: Figure 7]FIGURE 7 | The first boxplot diagram shows the mean values and standard deviations for all questions regarding ‘solutions for safeguarding virtual worlds’ for the entire sample. The second, third, and fourth boxplot diagrams show the mean values and standard deviations regarding ‘solutions for safeguarding virtual worlds’ for generations y and z, non-academics and academics, and females and males.
A decision-making system using ‘AI-based case-to-case with human-in-the-loop’ is clearly preferred with M = 4.0 (SD = 1.0) (Figure 7). While again generation Z is more skeptical with MZ = 3.9 (SD = 0.9) versus MY = 4.1 (SD = 1.0), this difference is not significant (Figure 7). Likewise, there are no significant differences between the educational groups, or the genders (Figure 7).
At least for the younger generations, large controlling bodies do not seem attractive anymore: while with M = 3.3 (SD = 1.3) the option of ‘Third-party evaluators and safety officers’ was preferred to the AI-only alternative, it still is far less appreciated than the solution discussed above (Figure 7). There are no significant differences between the generations, the educational groups, or the genders (Figure 7).
With M = 3.5 (SD = 1.3) the option of using ‘Digital filters, shield systems etc.’, the common practice in many social media and gaming platforms, is the second most popular (Figure 7). Again, there are no significant differences between generations, education groups, or the genders (Figure 7).
Regarding the analysis of mean differences of the overall construct ‘Solutions for Safeguarding Virtual Worlds’, with MY = 3.5 (SD = 0.9) and MZ = 3.4 (SD = 0.8) and MNon-Acad = 3.4 (SD = 0.7) and MAcad = 3.5 (SD = 0.9), both generations and educational groups rated the importance of solutions for safeguarding the metaverse equally. However, females stressed the importance of safeguarding measures significantly more than men, with MMALE = 3.3 (SD = 0.8) and MFEMALE = 3.6 (SD = 0.8) and t(112) = −2.119, p < .04 (Figure 8). Apart from the fact that men are considered more risk taking, this result reflects the general higher caution of females interacting as entities in virtual worlds and aligns with the results regarding avatar interaction.
[image: Figure 8]FIGURE 8 | The boxplot diagram shows the mean values and standard deviations of the overall construct ‘solutions for safeguarding virtual worlds’ for females and males.
Institutions to drive the safeguarding
In this subsection we explore which institution is perceived as most suitable to put safeguarding solution into practice. The alternatives were: (1) technology businesses, (2) independent research institutes, (3) policymakers and standardization organizations, (4) states or countries, and (5) academic institutions.
With the scandals mentioned above and a background of frequent compensation payments from legal disputes it is not surprising that ‘Technology businesses’ with M = 2.9 (SD = 1.5) only reach a neutral ranking (Figure 9). This is identical for both generations and educational groups. However, there is a marginally significant difference between females and males with MMALE = 2.7 (SD = 1.5) and MFEMALE = 3.2 (SD = 1.4) and t(112) = −1.812, p < .1 (Figure 9).
[image: Figure 9]FIGURE 9 | The first boxplot diagram shows the mean values and standard deviations for all questions regarding ‘institutions to drive safeguarding’ for the entire sample. The second, third, and fourth boxplot diagrams show the mean values and standard deviations regarding ‘institutions to drive safeguarding’ for generations y and z, non-academics and academics, and females and males.
‘Independent research institutes’ are much more appreciated: with M = 4.0 (SD = 1.2) this is the favorite option (Figure 9). However, with MZ = 4.2 (SD = 1.0) the young respondents from generation Z like it even more than respondents from generation Y with MY = 3.8 (SD = 1.3). This is a marginally significant difference with t(113) = −1.723, p < .1 (Figure 9). Moreover, there is a significant difference between females and males with MMALE = 3.8 (SD = 1.3) and MFEMALE = 4.2 (SD = 1.0) and t(112) = −1.948, p = .5 (Figure 9).
Not surprisingly, with M = 3.4 (SD = 1.3), ‘Policymakers and standardization organizations’ are more trusted than the technology companies, but considerably less than independent research institutions (Figure 9). There is no significant difference between the generations, educational groups, or genders (Figure 9).
With M = 3.0 (SD = 1.3) the belief in ‘States or countries’ is only slightly higher than the trust in technology companies, leaving them with a neutral rating (Figure 9). Again, there is no significant difference between the generations, educational groups, or genders (Figure 9).
The ‘Academic institutions’—in this case the established universities rather than the independent ones—are still second in preference with M = 3.8 (SD = 1.0) (Figure 9). Again, there are no significant intergenerational, inter-educational, or gender-related differences (Figure 9). Accordingly, it looks like the respondents, of which 44% have an academic background themselves, believe in the power of research institutions—although they prefer the independent ones.
Regarding the analysis of mean differences of the overall construct ‘Institutions to Drive Safeguarding, with MY = 3.4 (SD = 0.9) and MZ = 3.4 (SD = 0.8) and MNon-Acad = 3.4 (SD = 0.7) and MAcad = 3.5 (SD = 1.0), both generations and educational groups are aligned regarding different safeguarding institutions. However, with MMALE = 3.3 (SD = 0.9) and MFEMALE = 3.6 (SD = 0.7) and t(112) = −1.687, p < .1, there is a marginally significant difference between females and males. Females generally seem to see a greater responsibility in institutions.
CONCLUSION
In this study we investigated the perceptions of 115 younger people from the generations Y and Z and analyzed their perceptions and expectations regarding their educational background and their gender. The study highlighted the following areas: perceived knowledge, preferred usage scenarios, interaction with avatars and embodiment, perceived problems and challenges, personal worries, solutions for safeguarding, and institutions to drive the safeguarding process.
Perceived Knowledge. Both generations have almost identical slightly positive perceptions regarding their knowledge. When looking at gender, male respondents perceive themselves as significantly more knowledgeable than females. In general, men tend to rate their own abilities higher than women. While women are predominantly more cautious about their own abilities, men often overestimate themselves. With regard to their own cognitive abilities, for example, this has been confirmed many times in the literature (Hogan, 1978; Bennett, 2019). Moreover, there is the common notion that men are more attracted to technology than women.
Preferred usage scenarios. Most participants consider ‘gaming’ the primary activity in virtual worlds, followed by ‘entertainment’ and ‘social connections’. ‘Work’ and ‘sports’ are hardly seen as promising areas. While both generations mostly agree, there are significant differences regarding ‘social connections’ and ‘work’: in both cases the younger participants from generation Z are more skeptical than the older ones from generation Y. Regarding the inter-educational perspective, academics rate the importance of ‘social connections’ significantly higher than non-academics. A possible explanation is that academics use virtual technologies more often in their working lives and therefore not only appreciate their benefits more but also rate the necessity and importance higher due to their facilitative characteristics.
Interaction with Avatars and Embodiment. The generations are mostly aligned regarding ‘limitation in comparison with the real world’, ‘identification of persons behind avatars’, ‘familiarity of avatars with their owners’, ‘avatars and bots without human owners’, and ‘inheritance of avatars’. The only area they differ is ‘autonomous avatars outliving their owners’, where again generations Z is more critical. We also found significant gender-related differences regarding ‘identification of persons behind avatars’: while men consider this unimportant, the significantly higher value for women implies that they are keen on knowing who is behind an avatar. This also reflects in ‘familiarity of avatars with their owners’. A possible explanation is the fact that women are more likely to experience sexual assault or coercion. This is an important finding for designers of virtual worlds to include “safe spaces” and appropriate sensitive measures to protect women who might feel unsafe. Finally, academics felt significantly less uncomfortable with the idea of ‘autonomous avatars outlasting their owner’s death’. One possible explanation could be a higher prioritization of one’s own self-realization and the desire to leave something behind for posterity that will last even after one’s own death.
Perceived Problems and Challenges. The respondents of different age groups mostly perceive threats and challenges similarly. ‘Psychological harm or harassment’ is the greatest, closely followed by ‘exclusion by others’. Since people who stress the importance for an ‘identification of persons behind avatars’ also worry more about ‘psychological harm or harassment’, there is a strong indication for measures and policies addressing these issues, particularly for female users. Regarding technology adoption, this is an important fact for metaverse developers and designers in order to create systems for reporting.
Personal Worries Regarding Virtual Worlds. Respondents are only mildly worried about ‘content shared and created’ and share mild worries regarding ‘data on emotional responses’, ‘data on physical behavior’ and ‘data on cognitive behavior’. In comparison, the fear of “being spied on” is much more prevalent, directly followed by the worry of ‘AI mimicking one’s own behavior’.
Solutions for Safeguarding Virtual Worlds. When it comes to solutions to the challenges and worries, both generations clearly favor a decision-making system using ‘AI-based case-to-case with human-in-the-loop’ over purely AI-based solutions. Especially the younger generation Z is significantly more skeptical regarding an AI-only solution. Solutions primarily relying on humans like ‘Digital filters, shield systems etc.’ or ‘Third-party evaluators and safety officers’ are considered inferior.
Institutions to Drive Safeguarding. Both generations prefer independent research institutions, with generation Z preferring this option even more. Other options like technology companies, political entities or policymakers and standardization organizations rank considerably lower—only normal universities are also appreciated.
To conclude, in many areas, respondents from the generations Y and Z are aligned in their perception of virtual worlds and the metaverse—both regarding challenges and potentials. It is a major finding that in the cases where they differ, the younger generation Z is always more skeptical than generation Y. Potentially this is due to its heightened sensitivity regarding data integrity, personal wellbeing, and sustainability.
Another major finding are the gender-related differences regarding the importance of interaction with avatars and embodiment, and safeguarding measures. Indeed, sexual harassment of female players is a well-known phenomenon in online video games and massively multiplayer games (Tang et al., 2019), where—unlike in social media—players are also present as embodied spatial entities. Our findings underscore the value of specifically designed measures for reporting and safeguarding one’s own personality. This is particularly important, as the metaverse will influence numerous areas of real life (e.g., work, administration, community life) in addition to its currently predominating entertaining character. At the same time, developers and designers should avoid “overruling” users with smart solutions and evoke “technology paternalism” (Rochi et al., 2024).
LIMITATIONS AND FUTURE WORK
Although 23 respondents were from abroad (e.g., five persons from Turkey, two from France, and two from Poland), 92 respondents had a German cultural background. Thus, it is up to future research to determine if the results gained in this work are universal. First analyses over the subsets German/abroad did not yield big differences. Indeed, young academics might be culturally alike due to shared experiences in higher education, so future studies might highlight different cultural groups.
A central question is, where Generation Z’s raised skepticism comes from. Beside a general heightened sensitivity, another reason could be so-called inheritance effects, as they are already known from other disciplines such as political science (Angus et al. , 1954). For example, there is evidence that younger people’s cultural opinions are not yet solidified, and many have not gathered enough life experience to develop their own political views. A parental socialization is the consequence (Achen, 2002). It would be interesting to determine whether similar attitudes prevail in Generation X and whether these have been passed on to Generation Z.
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“Baby boomers” 1946-1964  Born in a time with a significant increase in birth rates after World War IL. This generation witnessed momentous significant
historical events such as the civil rights movement, the Vietnam War, and the moon landing. Amongst other things, they are
known for putting an emphasis on personal achievement, career, and status (Twenge et al., 2012)—a mindset, which younger
generations often associate with today's environmental crisis

Generation X 1965-1980  This generation witnessed the rise of now ubiquitous technologies like the internet and mobile phones and experienced various
economic changes, including recessions like the collapse of the dotcom-bubble in early 2000 (Katz, 2017). Some characteristics of
this generation include striving for independence, a skepticism towards authority, and adaptability to technological advancements
(Twenge et al, 2012)

Generation Y (“Millenials”) | 1981-1995  They are also referred to as the “children of the Baby Boomers” (Goldgehn, 2004). They grew up in the time of the rapid expansion
of the internet and the proliferation of digital technology. Thus, they are well-accustomed to technology (“digital natives”), embrace
diversity and inclusivity, appreciate an adequate work-ife balance, and value experiences and personal fulfillment (Krahn and
Galambos, 2014)

Generation Z (“iGen”) 1996-2012  This generation has grown up in a fully digital world and is characterized by their relationship with technology and social media
(Mahapatra et al., 2022). Members of Generation Z are considered tech-savvy digital natives, embracing diversity and inclusivity.
While they are concerned about social and environmental issues, they also prefer instant gratification and have shorter attention
spans (Twenge, 2017)
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