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Editorial: Multiparty secure
quantum and semiquantum
computations

Tianyu Ye*
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Editorial on the Research Topic
Multiparty secure quantum and semiquantum computations

During recent 2 decades, multi-party secure quantum computation and multi-party secure
semiquantum computation have successfully attracted the attentions of researchers and have
been greatly developed, whose security is decided by the fundamental laws of quantum
mechanics, such as the uncertainty principle, the non-orthogonal state indistinguishable
theorem, the quantum non-cloning theorem et al. However, there are still important and
difficult Research Topic on them need to be solved. This Research Topic aims to show the recent
achievements and the future challenges in Multiparty secure quantum and semiquantum
computations. Research Topic of interest includes: multiparty secure quantum computation,
containing multiparty quantum key agreement, multiparty quantum summation, multiparty
quantum multiplication, multiparty quantum private comparison, multiparty quantum sealed-
bid auction, multiparty quantum voting, multiparty quantum ranking, etc., multiparty secure
semiquantum computation, containing multiparty semiquantum key agreement, multiparty
semiquantum summation, multiparty semiquantum private comparison, multiparty
semiquantum sealed-bid auction, multiparty semiquantum voting, etc., and quantum
network and quantum Internet.

There are 18 papers published totally in this Research Topic. In order to solve the problem of
generating temporary session key for secure communication in optical-ring quantum networks,
an authenticated multiparty quantum key agreement method for optical-ring quantum
communication networks was proposed by Gao et al. A novel multi-party quantum private
comparison protocol with d-dimensional Bell states was proposed, where a semi-honest quantum
third party can determine the size relationship of all participants’ privacies without knowing the
private information (Wang et al.). A new non-entangled quantum secret sharing protocol among
different nodes based on locally indistinguishable orthogonal product states was designed, which
promotes the development of quantum secure communication in the future (Fu et al.). In order to
solve the problem that most of the quantum voting protocols are impractical due to the currently
limited quantum storage capabilities, based on the interference principle of light, a new quantum
voting protocol without quantum memory was constructed (Xu et al.). An original multi-party
semiquantum key distribution protocol based on hyperentangled Bell states simultaneously in
polarization and spatial degrees of freedom was put forward, which enhances the channel
capacity (Tian et al.). A semiquantum key distribution protocol which allows one quantum user
to distribute two different private secret keys to two classical users respectively at the same time
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was proposed (Wu et al.). Two joint photon-number splitting attacks
against a single-state semiquantum key distribution system were put
forward, with which Eve can obtain key information without being
detected by Alice or Bob (Mi et al.). Amulti-party semiquantum private
comparison protocol based on themaximally entangled GHZ-type state
was designed, which can compare the equality of n parties within one
execution of the protocol (Wu et al.). We hope that these research
achievements can help promote the developments of multi-party secure
quantum computation and multi-party secure semiquantum
computation.
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Authenticated Multiparty Quantum
Key Agreement for Optical-Ring
Quantum Communication Networks
Li-Zhen Gao1, Xin Zhang2*, Song Lin3*, Ning Wang2 and Gong-De Guo2*

1College of Computer Science and Information Engineering, Xiamen Institute of Technology, Xiamen, China, 2College of
Computer and Cyber Security, Fujian Normal University, Fuzhou, China, 3Digital Fujian Internet-of-Things Laboratory of
Environmental Monitoring, Fujian Normal University, Fuzhou, China

Quantum communication networks are connected by various devices to achieve
communication or distributed computing for users in remote locations. In order to
solve the problem of generating temporary session key for secure communication in
optical-ring quantum networks, a quantum key agreement protocol is proposed. In the key
agreement protocols, an attacker can impersonate a legal user to participate in the
negotiation process and eavesdrop the agreement key easily. This is often overlooked in
most quantum key agreement protocols, which makes them insecure in practical
implementation. Considering this problem, the function of authenticating the user’s
identity is added in the proposed protocol. Combining classical hash function with
identity information, we design the authentication operation conforming to the
characteristics of quantum search algorithm. In the security analysis of the proposed
protocol, quantum state discrimination is utilized to show that the protocol is secure
against common attacks and impersonation attack. In addition, only single photons need
to be prepared andmeasured, whichmakes our protocol feasible with existing technology.

Keywords: quantum communication, quantum key agreement, identity authentication, quantum search algorithm,
unambiguous state discrimination

1 INTRODUCTION

Communication is the exchange and transmission of information between people in a certain way.
With the development of communication technology, people pay more attention to the privacy and
security of data. In the present communication networks, RSA public key scheme is widely used for
secure communication since it depends on the mathematical problem of large integer
decomposition. However, the famous quantum factorization algorithm proposed by Shor [1]
shows that this scheme is no longer safe. To ensure the security of communication, the research
of quantum cryptography attracts people’s attention. In contrast to the security of classical
cryptography that are based on the assumption of computational complexity, the security of
quantum cryptography relies on quantum-mechanics principles, which makes it unconditionally
secure in theory. Since the first quantum key distribution protocol (BB84 protocol) was proposed [2],
people try to solve some secure communication tasks with quantum cryptography, including
quantum key distribution(QKD) [2–4], and quantum secure direct communication (QSDC) [5–7].

In addition to key distribution, key agreement (KA) is another major method of key establishment
and plays a key role in the field of cryptography. In a key agreement protocol, two or more users in
communication networks can agree on temporary session keys to achieve secure communication. As
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a significant cryptographic primitive, key agreement is flexibly
used in multiparty secure computing, access control, electronic
auctions, and so on. However, as the concept of quantum
computer was put forward, classical key agreement was found
to be as vulnerable to quantum computation as classical key
distribution. Therefore, quantum key agreement (QKA) has been
naturally proposed and has recently become a new research
hotspot.

In 2004, [8] proposed the first two-party QKA protocol, which
was designed based on the correlation of measurement results of
EPR pairs. Unfortunately, this protocol is insecure, as shown in
Ref. [9]. That same year, [10] proposed a fair and secure two-
party QKA protocol based on BB84. Afterwards, researchers
expands the number of negotiators from two to multiple
parties to fit the actual scenarios. [11] proposed the first
multi-party QKA (MQKA) protocol with Bell states and
entanglement exchange in 2013. But in the same year, [12]
pointed out that the protocol was unfair, then proposed a new
MQKA protocol with single photons. Later [13] introduced two
unitary operations and proposed the circle-type MQKA to
improve the execution efficiency. Since then, many scholars
have used various properties of quantum mechanics to design
a few subtle MQKA protocols [14,15].

Actually, these protocols are only theoretically secure. Once
they are used in practice, they will inevitably encounter the same
problem as classical key agreement, namely, the impersonation
attack. That is, an attacker may impersonate a legal user to
participant in the protocol. Moreover, in classical key
agreement protocols [16–19], the authentication of users is
usually considered to protect against this particular attack.
However, this is often overlooked in QKA. Although in some
MQKA protocols, authentication of classical channels has been
required to prevent classical messages from being tampered,
message authentication is different from identity
authentication. Therefore, in designing a secure QKA protocol,
the authentication of users should be considered as in other
authenticated quantum cryptographic protocols [20–24].

In this paper, an authenticated MQKA protocol for optical-
ring quantum networks is proposed. The result shows that when
all users perform the protocol honestly, they can get the correct
negotiation key simultaneously. According to our analysis, the
protocol in the network is secure against both common attacks
and impersonation attacks.

2 PRELIMINARIES

2.1 Review of Communication Network
Let us start with a brief review of quantum communication
networks. A communication network is a data link in which
isolated individuals share resources and communicate through
physical connections of various devices. The classical
communication networks mainly consists of three parts:
transmission, switching and terminal. According to the
topological structure, it can be divided into bus, star, tree, ring
and mesh types. Evidently, different types of networks are flexibly

applied to different scenarios. This also provides the foundation
for the study of quantum communication networks.

Similar to classical communication networks, quantum
communication networks can be classified into four types in
terms of topology, which are: a passive-star network, an optical-
ring network, a wavelength-routed network, and a wavelength-
addressed bus network [25–27]. Among them, since the optical-
ring topology is lower cost in the construction of the network, it is
more conducive to promotion and studied by more people. In
2002, [28] have proposed an efficient multiuser quantum
communication network, which can realize the QKD between
arbitrary two users in the cascaded loop local networks. Inspired
by them, we propose a multiparty quantum key agreement
protocol in an optical-ring network.

Unlike the scheme of [28], the communication network in this
paper only considers one loop, not a cascade. As shown in
Figure 1, the network consist of three parts. 1) A third party.
The third party is to facilitate communication between users on
the network. 2) Users. Linked via coupled fibers and distributed in
the communication network. 3) Switch. At each node, there is a
“space optical switch”, which is usually closed. Whenever a
session key is required to be established, the photons are
transmitted through the optical fiber among all users.

2.2 Review of Quantum Search Algorithm
Let us introduce Grover’s search algorithm [29], which is used in
the protocol. Suppose that we want to search a target |φmn〉 = |
mn〉,m, n ∈ {0, 1}, in the database of a set of two-qubit states, i.e.,

|~φxy〉 � 1
2

|0〉 + −1( )y|1〉( ) |0〉 + −1( )x|1〉( ), (1)

where x, y ∈ {0, 1}. In order to search the target, two specific
unitary operations need to be performed on |~φxy〉. Namely, the
phase reversal operation Umn = I − 2|φmn〉〈φmn| and the
amplitude amplification operation Vxy � 2|~φxy〉〈~φxy| − I.
After executing these two unitary operations, we get

VxyUmn|~φxy〉 � |φmn〉. (2)

FIGURE 1 | An optical-ring quantum communication network. The third
party and users of the network are linked with their loop by the coupled fibers.
By the “space optical switch”, the photons can be received by the right users.
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In this paper, since the global phase has no effect on results, it
can be ignored.

In addition, the unitary operation Umn has two good
properties, which have been used to design some quantum
cryptographic protocols [30,31]. We suppose that a total of r
operations ofUmn are performed on a two-qubit state. On the one
hand, when the number of r is odd, there is

Umrnr/Um2n2Um1n1 � Umn, (3)
wherem =m1 ⊕m2 ⊕/ ⊕mr and n = n1 ⊕ n2 ⊕/ ⊕ nr, the symble
⊕ indicates bitwise Exclusive OR. In combination with Eq. 2, we
know that the deterministic measurements can be obtained by
single-particle measurement with basis MBZ = {|0〉, |1〉} at last.
When the number of executions is even, there is

Umrnr/Um2n2Um1n1|~φxy〉 � |~φmn〉, (4)
where m = x ⊕ m1 ⊕ m2 ⊕/ ⊕ mr and n = y ⊕ n1 ⊕ n2 ⊕/ ⊕ nr.
Then, the measurements can be obtained by single-particle
measurement with basis MBX = {| + 〉, | − 〉}.

In our protocol, the user encodes his private input by unitary
operationUmn. In addition, to assure that the protocol satisfies the
characteristics of Grover’s algorithm after identity encoding, we
design the identity encoding operations as U00 and U01U10

respectively. In the protocol, the user always encodes his
identity information after private input encoding, that is, the
encoded quantum state is U00Umn|~φxy〉 or U01U10Umn|~φxy〉.
Furthermore, there exists Um1n1Um2n2 � Xm1⊕m2 ,n1⊕n2. So when
the identity encode is U00, the private input stays the same.
Otherwise, on the basis of Eq. 3, U01U10Umn � U �m�n, where
�m � m ⊕ 1, �n � n ⊕ 1, which means the private input is
flipped once.

3 QUANTUM KEY AGREEMENT
PROTOCOL WITH IDENTITY
AUTHENTICATION
Now, let us describe the proposed quantum key agreement
protocol for optical-ring quantum communication networks,
which can realize the key negotiation between arbitrary N
users in the networks. In this network, a third party P0 is
semi-trusted, who can perform the operation Umn. Suppose
there are M users in the network and any N of them perform
the quantum key agreement. That is, the switches for N users are
turned on at the proper time, while the switches for the remaining
M − N users are constantly off.

Without loss of generality, assume that the first N users
participant in the negotiation, denoted as P1, P2, . . ., PN. They
can not only perform the operations Umn and Vxy, but also have
the ability to prepare and measure single particles. They want to
negotiate a session key K with the help of P0, where K = S1 ⊕ S2
⊕/ ⊕ SN, and Si is Pi’s private input with length of 2n.
Furthermore, each user has an identity information IDi of
length l. In order to ensure the legitimacy of these users’
identity, it is necessary for Pi(i = 1, 2, . . ., N) to complete the
identity authentication with P0, who shares master key �ki with Pi.

It should be noted that the switches for PN, . . ., PM are always
closed, i.e., photons can be transmitted directly from PN to P0. The
general process of this protocol is shown in Figure 2.

In this quantum communication network, multi parties are
connected by a quantum channel and a classical public channel.
The quantum channel consists usually of an optical fiber. The
classical channel, however, can be any communication link. Users
and the third party can send classical messages via the classical
channel, and these messages cannot be tampered with by anyone.
That is, this transmitted classical message is required to be
authenticated. Typically, the public classical channel can be
achieved by broadcasting. However, it is worth noting that
message authentication is different from identity authentication.
So, we still need to verify the identity of each user. In the following, a
description of the procedure for the protocol is given.

Step 1: P0 and Pi(i = 1, 2, . . .,N) generate a random sequence r0
and ri respectively and declare them through the classical channel.
Then P0 selects a hash function f: 2p → 2n and declares it. P0 and
each user calculate their authenticated message
hi � f�ki(IDi ‖ ri ‖ r0), where ‖ denotes string concatenation.

Step 2: Each user Pi(i = 1, 2, . . ., N) generates a random bit
sequence Li = (li,1, li,2, . . ., li,2n) and Bi = (bi,1, bi,2, . . ., bi,2n) with
length of 2n. In the process with Pi as an initiator, an ordered
sequence Ti of n two-qubit states is prepared by Pi according to Li:

Ti � |~φli,1 ,li,2
〉, |~φli,3 ,li,4

〉, . . . , |~φli,2n−1 ,li,2n〉( ), (5)
where, the tth quantum state is
|~φli,2t−1,li,2t〉∈ {|~φ00〉, |~φ01〉, |~φ10〉, |~φ11〉}.

FIGURE 2 | (Color online) The detailed performance of the proposed
protocol, in which different colored circles represent the particles prepared by
different users.
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Step 3: Pi performs the identity encoding operation on the tth
quantum state of the sequence Ti according to the values of hi,t and
bi,2t−1. Concretely, when hi,t ⊕ bi,2t−1 = 0, Pi performs U00; otherwise,
he performsU01U10. Then the encoded sequence is denoted as ~Ti,i⊞1,
which is sent to the next user Pi⊞1 over the quantum channel, where
⊞ (⊟) represents addition (subtraction) module N + 1.

Step 4: At this point, Pi⊞1 opens his switch to receive the
photons emitted by Pi. When Pi⊞1 receives the sequence ~Ti,i⊞1, he
will perform corresponding operation to encode his own private
input si⊞1,2t−1, si⊞1,2t. Namely, Pi⊞1 performs the unitary operation
Usi⊞1,2t−1 ,si⊞1,2t on the tth quantum state. After that, Pi⊞1 performs his
identity encoding similar to Step 3, and sends the encoded
particle string ~Ti,i⊞2 to the user Pi⊞2.

Step (g + 3) (g = 2, 3, . . ., N): Similar to Steps 4 and 3, Pi⊞g
encodes his private input and identity information. After that, he
sends the encoded sequence ~Ti,i⊞(g+1) to Pi⊞(g+1). Notice that P0
knows the hash values of all users. When the sequence of particles
is transmitted to P0, he calculate h0,t � ⊕N

i�1hi,t. Based on the
result, P0 performs his identity encoding on the sequence. That is,
if h0,t is 0, he performs U00; Otherwise, he performs U01U10.

Step (N + 4): When all users Pi(i = 1, 2, . . ., N) receive the
sequence ~Ti,i from Pi⊟1, they publish the random bit string Bi in
random order. Then, Pi calculates B2t−1 �
⊕N
i�1bi,2t−1(t � 1, 2, . . . , n) and performs different operations as

shown in follows.

1) When B2t−1 is 0, Pimeasures the single photon with basisMBX
directly to get the measurement result |~φwi,2t−1,wi,2t

〉, then he can
extract the session key:

ki,2t−1ki,2t � si,2t−1si,2t ⊕ wi,2t−1wi,2t ⊕ li,2t−1li,2t. (6)

2) When B2t−1 is 1, according to the classical bit sequence Li, the
unitary operation Vli,2t−1,li,2t is performed on the tth two-qubit
state in the quantum sequence, then the particles are
measured with basis MBZ to obtained the result
|φwi,2t−1 ,wi,2t

〉. The agreement key is extracted as

ki,2t−1ki,2t � si,2t−1si,2t ⊕ wi,2t−1wi,2t ⊕ 11. (7)
Obviously, each user Pi can obtain the agreement keys Ki =

(ki,1, ki,2, ki,3, ki,4, . . ., ki,2N−1, ki,2N).
Step (N + 5): The eavesdropping detection process is executed.

Namely, all users choose δn samples to detect whether malicious
or forged users exist. Specifically, each user Pi randomly selects
�δnN� samples from Ki, and declares these samples’ positions. Then,
he requires the other users Pj(j ≠ i) to announce the
corresponding part of Kj. Since only legitimate users know the
correct hash values and make the hash values satisfy
h0 ⊕ (⊕N

i�1hi,t) � 0, the users can get a consistent negotiation
key by step (N + 4). Afterwards, Pi calculates the error rate
according to his ki,m and the other users’ kj,m. That is, the number
of inconsistencies in the sample as a proportion of the total
sample size. If the error rate exceeds a certain threshold, the
protocol is abandoned. Otherwise, the other users Pj(j ≠ i)
perform similar actions. It should be noted that there are no
common elements in the samples selected by all users. Finally, the
remaining particles form their session key.

To illustrate the negotiation process more clearly, we give an
example with (N = 3,M = 5). Similarly, we assume that P1, P2 and
P3 are involved in key negotiation and the switches for P4 and P5
are always off. In this case, P1, P2 and P3 respectively hold secret
inputs with length of 8 (i.e. n = 4), S1 = 01,101,011, S2 =
01,000,100, and S3 = 10,110,001 and identity information with
length of 6, ID1 = 010,110, ID2 = 001,101, ID3 = 100,011. By the
following steps, they can agree on a session key, K = S1 ⊕ S2 ⊕ S3.

In Step 1, each user Pi(i = 1, 2, 3) gets the random string ri. In
addition, P0 generates r0. Then, they can obtain the hash values hi
according to the selected hash function. In the next step, P1(P2,
P3) generates two random 8-bit strings L1 and B1 (L2 and B2, L3
and B3). From L1(L2, L3), P1(P2, P3) prepares the single photons to
obtain the two-particle sequence T1(T2, T3). The concrete values
of these classical bit sequences are listed in Table 1.

After that, they proceed to the encoding phase of the protocol.
The process with P1 as the initiator is described in detail, where
the sequence T1 is back to P1 after being encoded by all users.
Concretely, in Step 3, P1 performs the unitary operations U00 ⊗
U00 ⊗ U01U10 ⊗ U01U10 to encode his identity information.
Afterwards, P1 transmits the encoded sequence ~T1,2 to P2.
When P2 receives the sequence from P1, he encodes his
private input and identity information by performing unitary
operations in Step 4, and sends to P3. Similarly, P3 also performs
encoding operations. It is worth noting that the sequence ~T1,0 sent
from P3 to P0 passes through P4 and P5. When P0 receives the
sequence, he calculates h0 = 1,000, which means his operations
are U01U10 ⊗ U00 ⊗ U00 ⊗ U00. After that, P0 sends the encoded
sequence to P1. Obviously, the transmission process of particle
sequences, which are prepared by P2 and P3, is similar to the
above process. The variations of quantum states in three
sequences are shown in Table 2. In Step 7, when all users
receive the travelling particles ~T1,1, ~T2,2, ~T3,3, they make the
random strings Bi public in random order. P1 (P2, P3)
calculates B2t−1 = 0,010. Therefore, P1 (P2, P3) performs I ⊗
I ⊗V11 ⊗ I (I ⊗ I ⊗V01 ⊗ I, I ⊗ I ⊗V11 ⊗ I). After that, they measure
with appropriate measurement basis. By corresponding
calculation, they get K1, K2, K3 respectively. Apparently, if
there is no eavesdropping, K1 = K2 = K3 = 10,011,110.

4 ANALYSIS OF THE PROTOCOL

For a quantum key agreement protocol, it is generally required to
satisfy correctness and security, regardless of the structure of the
communication network. That is, all users can get the correct

TABLE 1 | The classical sequences of the example.

P1 P2 P3

IDi 010,110 001,101 100,011
ri 1,100 1,111 0,010
hi 0,111 1,010 0,101
Si 01,101,011 01,000,100 10,110,001
Li 10,001,101 00,110,110 01,101,100
Bi 00,100,100 10,110,010 11,011,110
Bi,2t−1 ⊕ hi,t 0,011 0,111 1,110
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session key by executing the protocol. Security, on the other hand,
implies that no attacker can obtain any information about the
session key without being detected. Analysis shows that it can
resist not only common external and internal attacks, but also
impersonation attack.

4.1 Correctness
Obviously, with the example of three users in previous section, we
can easily know that the session keys obtained by all users are
equal. In this section, we will give a more rigorous proof to give a
more convincing conclusion.

Without loss of generality, the session key derived from the tth
quantum state is taken as an example. That is, we discuss whether
or not the following equation holds:

k1,2t−1k1,2t � k2,2t−1k2,2t � / � kN,2t−1kN,2t. (8)
In the protocol, in order to obtain k1,2t−1k1,2t, P1 prepares the

initial quantum state |~φl1,2t−1 ,l1,2t〉 in Step 2. After that, P1 and the
other users perform their encoding operations on that quantum
state in turn. For the sake of simplicity, let the identity of Pi beOi,t,
where,Oi,t = hi,t ⊕ bi,2t−1 when i ≠ 0;O0,t � h0,t � ⊕N

j�1hj,t when i =
0. Thus, in step (N + 4), the quantum state received by P1 is in:

UO0,tUON,tUsN,2t−1 ,sN,2t/UO3,tUs3,2t−1 ,s3,2tUO2,tUs2,2t−1 ,s2,2tUO1,t|~φl1,2t−1 ,l1,2t〉.
(9)

In the protocol, when Oi,t = 0, UO0,t � U00; when UOi,t � 1,
UOi,t � U01U10. Then, the parity times of the unitary operations
Uxy performed by the users are

C � O1,t ⊕ O2,t ⊕/⊕ ON,t ⊕ O0,t. (10)
By calculation, we get

C � ⊕N
i�1bi,2t−1. (11)

Obviously, C = B2t−1. So, in the protocol, the users can get the
number of operations performed on the quantum state by calculating
B2t−1. Where, when C = 0, the unitary operation is executed an even
number of times; otherwise, it is executed an odd number of times.

Due to the good reciprocity of the unitary operation Uxy, Eq. 9
can be rewritten as:

UO0,tUON,t/UO3,tUO2,tUO1,tUsN,2t−1 ,sN,2t/Us3,2t−1 ,s3,2tUs2,2t−1 ,s2,2t|~φl1,2t−1 ,l1,2t〉.
(12)

In addition, since UxyUxy = I, the identity encoding operation
UO0,tUON,t/UO3,tUO2,tUO1,t has the following conclusion. When
C = 0, there are

UO0,tUON,t/UO3,tUO2,tUO1,t � I. (13)
When C = 1, we get:

UO0,tUON,t/UO3,tUO2,tUO1,t � U11 or U01U10. (14)
So, Eq. 12 is equivalent to

UsN,2t−1 ,sN,2t/Us2,2t−1 ,s2,2t|~φl1,2t−1 ,l1,2t〉, (15)
and

U11UsN,2t−1 ,sN,2t/Us2,2t−1 ,s2,2t|~φl1,2t−1 ,l1,2t〉, (16)
or

U01U10UsN,2t−1 ,sN,2t/Us2,2t−1 ,s2,2t|~φl1,2t−1 ,l1,2t〉. (17)
Therefore, the user P1 can perform different operations to

extract the session key depending on the number of unitary
operations.

As mentioned in Step (N + 4) of the protocol, when the
number of unitary operations is even, according to Eq. 4, P1
directly measures the quantum state as in Eq. 15 with MBX to
obtain |~φw1,2t−1 ,w1,2t

〉. From Eq. 6, we can obtain

k1,2t−1k1,2t � s1,2t−1s1,2t ⊕ w1,2t−1w1,2t ⊕ l1,2t−1l1,2t
� s1,2t−1s1,2t ⊕ s2,2t−1s2,2t ⊕/⊕ sN,2t−1sN,2t.

(18)

When the number of unitary operations is odd, according to
Eqs. 2 and 3, P1 needs to perform the unitary operation Vl1,2t−1 ,l1,2t
on the quantum state of Eq. 16 or Eq. 17, and then use MBZ to
obtain the result |φw1,2t−1 ,w1,2t

〉. In terms of Eq. 7, the agreement key
is extracted as follows.

k1,2t−1k1,2t � s1,2t−1s1,2t ⊕ w1,2t−1w1,2t ⊕ 11
� s1,2t−1s1,2t ⊕ s2,2t−1s2,2t ⊕/⊕ sN,2t−1sN,2t.

(19)

Apparently, the agreement key is the sum of the private
inputs of all users regardless of whether the number of
operations is odd or even. Similarly, the quantum state
|~φli,2t−1 ,li,2t〉 prepared by user Pi is obtained after being
encoded by other users as

UOi⊟1,tUsi⊟1,2t−1 ,si⊟1,2tUO0,tUON,tUsN,2t−1 ,sN,2t/UOi⊞1,tUsi⊞1,2t−1 ,si⊞1,2tUOi,t |~φli,2t−1 ,li,2t〉. (20)

In the same way, the user Pi can obtain

ki,2t−1ki,2t � si,2t−1si,2t ⊕ wi,2t−1wi,2t ⊕ li,2t−1li,2t
� s1,2t−1s1,2t ⊕ s2,2t−1s2,2t ⊕/⊕ sN,2t−1sN,2t.

(21)

or

TABLE 2 | Change of the particle sequences during the encoding phase of the three-user protocol.

P1 P2 P3

Ti |~φ10〉⊗|~φ00〉⊗|~φ11〉⊗|~φ01〉 |~φ00〉⊗|~φ11〉⊗|~φ01〉⊗|~φ10〉 |~φ01〉⊗|~φ10〉⊗|~φ11〉⊗|~φ00〉
~Ti,i⊞1 U00 |~φ10〉⊗ U00|~φ00〉⊗|~φ00〉⊗|~φ10〉 U00|~φ00〉⊗|~φ00〉⊗|~φ10〉⊗|~φ01〉 |~φ10〉⊗|~φ01〉⊗|~φ00〉⊗ U00|~φ00〉
~Ti,i⊞2 U01|~φ10〉⊗|~φ11〉⊗ U10|~φ00〉⊗ U11|~φ10〉 |~φ01〉⊗ U00 |~φ00〉⊗ U11|~φ10〉⊗|~φ00〉 |~φ01〉⊗ U00|~φ01〉⊗ U00|~φ00〉⊗|~φ00〉
~Ti,i⊞3 |~φ10〉⊗ U00|~φ11〉⊗|~φ01〉⊗ U10|~φ10〉 |~φ10〉⊗|~φ00〉⊗|~φ01〉⊗ U00|~φ00〉 |~φ00〉⊗ U10|~φ01〉⊗|~φ01〉⊗ U00|~φ00〉
~Ti,i |~φ01〉⊗|~φ11〉⊗ U00|~φ01〉⊗|~φ00〉 |~φ11〉⊗|~φ10〉⊗ U01|~φ01〉⊗|~φ00〉 |~φ01〉⊗|~φ00〉⊗ U10|~φ01〉⊗|~φ11〉
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ki,2t−1ki,2t � si,2t−1si,2t ⊕ wi,2t−1wi,2t ⊕ 11
� s1,2t−1s1,2t ⊕ s2,2t−1s2,2t ⊕/⊕ sN,2t−1sN,2t.

(22)

From Eqs. 18 and 21 or Eqs. 19 and 22, it is shown that all
users receive the same agreement key, i.e., Eq. 8 holds. Therefore,
the proposed protocol is correct.

4.2 Security
In this section, we analyze the security of the proposed protocol in
the optical-ring quantum communication network. It not only
proves that the protocol is secure against common external
attacks and internal attacks, but also proves that
impersonation attacks are also ineffective for this protocol.

4.2.1 External Attacks
Assuming Eve is an external attacker, who may try her best to
eavesdrop on the private input Si, the session key K or the master
key �ki without being detected. Next, we will discuss these three
cases.

Case 1: Eavesdropping user’s private input.
In the proposed protocol, each user has a private input. Since

the private input constitutes the final session key, it is evident that
it should be kept secret from others. Subsequently, we discuss that
how Eve eavesdrops on the secret input of users.

During the process of the protocol, each user performs three
operations: particle preparation, encoding private input and
identity information, and single-particle measurement.
Obviously, the disclosure of users’ private inputs only occurs
after the encoding operations. So, Eve’s attacks mainly take place
in the transmission of the particle sequence. In the following, we
will consider two common attacks: intercept-resend attack and
entangle-measure attack.

Intercept-resend attack. Eve firstly intercepts the particle
sequence sent from Pj, and measures it. Based on the
measurements, Eve re-prepares the sequence to send to Pj⊞1.
In this way, Eve hopes to obtain the private input without being
detected. However, this is impossible. In the protocol, the carrier
particles after different encoding operation numbers belong to
two sets of non-orthogonal states, which are in

| + +〉, | + −〉, | − +〉, | − −〉{ }, (23)
or

1
2

|00〉 − |01〉 − |10〉 − |11〉( ),{
1
2

|00〉 − |01〉 + |10〉 + |11〉( ),
1
2

|00〉 + |01〉 − |10〉 + |11〉( ),
1
2

|00〉 + |01〉 + |10〉 − |11〉( )},

(24)

where, the second set can be converted into {|00〉, |01〉, |10〉, |
11〉} after the unitary operationVxy. The identity encoding of user
is determined by both hash values hj and random numbers Bj.
Until step (N + 4) of the protocol, Eve does not know the value of
Bj. Therefore, she can only perform random operations to obtain
the information. That is, she randomly chooses the measurement

base. Evidently, the probability that Eve selects a right
measurement basis is approximately 50%. Then, a fake particle
string is prepared and sent to Pj⊞1 based on the measurement
results. In this case, Eve introduces an error with a probability of
(12p34) � 3

8. Hence, this attack can be easily detected in step (N + 5).
In a word, Eve cannot get user’s private input without being
detected in this way.

Entangle-measure attack. Assuming that Eve wants to
perform the entangle-measure attack, she can intercept the
travelling sequence prepared by Pj⊟1, and apply entangling
operation UE between her own ancillary particles and the
intercepted particles. At last, she transmits the particles to Pj.
Pj just encodes his private input and identity information directly
in the particles. Afterwards, the encoding sequence is transmitted
to Pj⊞1, at which point Eve intercepts again. Then, she measures
the ancillary particles to infer the private input Sj.

Without loss of generality, the effect of Eve’s unitary operation
UE can be shown as

UE|α〉|E〉 � |00〉|e00〉 + |01〉|e01〉 + |10〉|e10〉 + |11〉|e11〉, (25)
where, |e00〉, |e01〉, |e10〉, |e11〉 are pure states determined by UE.
The quantum state in the sequence intercepted by Eve again is
shown in Table 3.

By simply calculating, we get the correlation between these
eight states

|α7〉 � |α0〉 + |α4〉 − |α3〉
� |α1〉 + |α5〉 − |α3〉
� |α2〉 + |α6〉 − |α3〉.

(26)

Obviously, there is a linear correlation between the quantum
states after different coding operations. As Chefles and Barnett
[32] said, the necessary and sufficient condition for distinguishing
the quantum states is linear independence. Therefore, these
linearly correlated quantum states cannot be unambiguous
discriminated, which means Eve cannot obtain the private
input Sj through the entangle-measure attack.

Case 2: Eavesdropping the session key.
Here, we discuss whether Eve is able to eavesdrop on the

session key K. Since K = S1 ⊕ S2 ⊕/ ⊕ SN, Eve can generally use
two methods to obtain the value of K. One is that Eve tries to
eavesdrop each value of Si to infer the agreement key. However,
from the analysis of Case 1, we know that Eve cannot succeed.
The other method involves directly eavesdropping on the value of
K. According to the analysis above, we know that Eve is unable to
distinguish between two linearly correlated sets of quantum
states. So, Eve will always be detected if the number of
encoding operations is unknown. Then, what if she was
directly involved in the protocol? Namely, she might execute
the impersonation attack.

In this protocol, a semi-trusted third party, P0, is introduced to
help these parties accomplish this task. So, Eve may impersonates
P0 (called P̂0) to attack the protocol. In Section 4.2.2, we prove
that a genuine P0 cannot attain the session key. So, we could
deduce directly that P̂0 is also unable to eavesdrop successfully.
Hence, in this section, we focus on the second case. Namely, Eve
wants to disguise herself as one user to execute the protocol with
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others. Suppose Eve impersonates Pj (called P̂j). P̂j prepares the
quantum carriers, and hopes attain the K−Pj, that is, the
negotiation key of other users except Pj. In fact, this action
can be detected by the authentication in step (N + 5). As �kj is
only known to the valid user Pj and P0, P̂j cannot calculate correct
hash value hj. Because of the special relationship between hash
values, h0 � ⊕N

i�1hi, as long as any one hj is error, this relationship
is broken. Consequently, the quantum states will be changed, and
the measurement using the measurement basis determined by
B2t−1 will result in random results. In other words, her
impersonation was discovered. Therefore, the proposed
protocol is secure against such attack.

Case 3: Eavesdropping the master key.
We discuss whether it is possible for Eve to eavesdrop on the

master key �ki. �ki is shared only by users Pi and P0 and is related to
the hash value hi. In the proposed protocol, the public
information is identity IDi, random string ri, and hash
function f. Evidently, Eve cannot infer �ki from these public
information. So, she wants to infer �ki from hi. However, Pi
does not disclose hi. In the protocol, users decide the identity
operation with hi and Bi. Even if the user announces the random
string in step (N + 4), Eve does not have access to any information
about �ki for B2t−1 � ⊕N−1

i�1 bi,2t−1, independent of hi.

4.2.2 Internal Attacks
Compared with external attackers, internal parties have greater
capacity since they are involved in the execution of the protocol.
In the following, we will discuss some attacks of users.

Case 1: Dishonest users’ collusion attacks.
In the case of a single dishonest user, even if he participates in

the protocol, he cannot obtain the hash values of other parties
from the information he knows. Therefore, he can be detected in
step (N + 5) just like an external attacker. It is important to note
that there is more than one dishonest user in a protocol, and the
most serious case is only one honest user. Obviously, in this case,
all dishonest users want to conspire to eavesdrop the private input
of the only honest party and determine the final key K. If the
protocol is secure in the extreme case, it is secure in others. Next,
we will discuss this situation.

Since P0 is semi-trusted in the protocol, he cannot conspire
with others. When Pj is the only honest one, other dishonest users
will attack P0 and Pj. For simplicity, let us take the example of
three users (N = 3, M = 3). The users P1 and P3 in particular
position are assumed to be dishonest, denoted as Pp

1 and Pp
3. The

running process of the example is shown in Figure 3. The attack
will be performed in the following ways.

For one thing, we discuss the attack on P0, where the dishonest
users wish to obtain the hash value h0. Through the above
protocol, we know h0 = h1 ⊕ h2 ⊕ h3, which means it is
determined by hash values of other users. In this case, since
Pp
1 and Pp

3 conspired, they could know both h1 and h3. In spite of
this, they could only know h1 ⊕ h3 = h0 ⊕ h2, but unable to
determine the specific h0 and h2. Eventually, they have to obtain
the information through the negotiation process. However, even
Pp
1 and Pp

3 conspired, no matter what kind of attack they use, the
deterministic information about h0 could not be obtained.
Because the encoded quantum states are nonorthogonal, they
cannot be perfectly distinguished.

For another, we discuss the attack on P2, in which the
dishonest users wish to obtain the identity information h2, the
private input S2, or determine the final key. Since Pp

1 and P
p
3 failed

to attack P0, it is impossible to determine whether the specific h2 is
0 or 1. Next, we discuss attacks during the protocol process.
Evidently, there is no information about S2 is disclosed during Q2

in Figure 3. In the encoding process Q3, P2 encodes his own
information in the last stage of transmission. Since these three
transmission processes are actually synchronized, it is obvious
that Pp

1 and P
p
3 cannot encode the pre-negotiated message inQ3 to

determine the final key. So the most likely attack to obtain S2 and
determine the final key occurs in Q1. In the transmission process
of Q1, Pp

1 prepares and encodes n two-qubit particles, represented
as ~T1,2. Then, he sends them to P2 and shares all his information
with Pp

3. Since P
p
3 does not know whether h2 ⊕ b2 is 0 or 1, he does

not know whether the particles should be measured with basis
MBX directly or basis MBZ after the operation V. Therefore, he

TABLE 3 | Quantum states after different encoding operations on the entangling state.

xy � mn Encoded Quantum State

Odd times encoding Uxy |~φmn〉 00 |α0〉 � 1
2 (|00〉|e00〉 − |01〉|e01〉 − |10〉|e10〉 − |11〉|e11〉)

01 |α1〉 � 1
2 (|00〉|e00〉 − |01〉|e01〉 + |10〉|e10〉 + |11〉|e11〉)

10 |α2〉 � 1
2 (|00〉|e00〉 + |01〉|e01〉 − |10〉|e10〉 + |11〉|e11〉)

11 |α3〉 � 1
2 (|00〉|e00〉 + |01〉|e01〉 + |10〉|e10〉 − |11〉|e11〉)

Even times encoding Xxy |~φmn〉 00 |α4〉 � 1
2 (|00〉|e00〉 + |01〉|e01〉 + |10〉|e10〉 + |11〉|e11〉)

01 |α5〉 � 1
2 (|00〉|e00〉 + |01〉|e01〉 − |10〉|e10〉 − |11〉|e11〉)

10 |α6〉 � 1
2 (|00〉|e00〉 − |01〉|e01〉 + |10〉|e10〉 − |11〉|e11〉)

11 |α7〉 � 1
2 (|00〉|e00〉 − |01〉|e01〉 − |10〉|e10〉 + |11〉|e11〉)

FIGURE 3 | Running process of the example, Qi represents the process
in which the initiator is Pi.

Frontiers in Physics | www.frontiersin.org July 2022 | Volume 10 | Article 9627817

Gao et al. Authenticated Multiparty Quantum Key Agreement

13

https://www.frontiersin.org/journals/physics
www.frontiersin.org
https://www.frontiersin.org/journals/physics#articles


can only get random results like an external attacker. To sum up,
the proposed protocol is immune to this attack.

Case 2: A semi-trusted third party’s attack.
Here, P0 is semi-trusted. That is, he cannot conspire with

others, but misbehave on his own. For clarity, we represent the
dishonest third party as Pp

0. P
p
0 wishes to obtain Pj’s private input

Sj or the session key K. Apparently, he has the advantage of
knowing hj. However, in this protocol, the user decides what kind
of identity operation to perform through the value hj ⊕ bj. Even if
P0* knows each person’s hash value, he would not be able to get
the correct operation information before step (N + 4). In addition,
due to the non-cloning theorem, it is impossible for Pp

0 to preserve
the quantum state without knowing about it. Therefore, this
protocol is secure against the attack by a semi-trusted third party.

Case 3: A dishonest user’s impersonation attack.
Users may also carry out impersonation attack in addition to the

attacks described above. His purpose is to determine the agreement
key by himself, and succeed in cheating others to accept this fake key.
Even if Pi is part of the protocol, he cannot perform correct identity
encoding operation without knowing Pj’s hash value. Because the
master key �kj is only shared by Pj and P0. Just like the impersonation
attack by external attacker, themeasurement result is random, which
is difficult to pass the detection in step (N + 5). Therefore, a forged
user cannot participate in the protocol and determine the session key
without being detected.

Based on the above analysis, we prove that the protocol in the
context of quantum networks is secure.

4.3 Efficiency
In this section, we will discuss the particle efficiency of the
proposed protocol. According to [33], the particle efficiency is
defined as

η � c

q + b
, (27)

where, c is the length of the final shared key string, q is the number of
qubits transmitted in the quantum channel, and b is the number of
classical bits transmitted for decoding. In our scheme, the length of
the final shared key is (2 − δ)n, the number of transmitted qubits is
n*N, and the number of transmitted classical bits is 2n*N. Therefore,
the particle efficiency of the proposed protocol is

η � 2 − δ

3N
. (28)

Without considering the detection of particles, the particle
efficiency of the example presented in this paper is η � 2

3*3 �
22.2%.

Compared with [31] and [15], although they both perform
multi-user quantum key agreement in an optical-ring
communication network, there are differences in the
specific negotiation process. Table 4 shows that our
protocol is preferable as its readily accessible quantum
resource, good security and high efficiency.

5 CONCLUSION

Before presenting our conclusion, we briefly discuss the hash function
used in the protocol. In the protocol, we use the hash value to complete
the authentication of the user. Only the legitimate user knows the
correct hash value. In the absence of an impersonation attack, the hash
values satisfy h0 � ⊕N

i�1hi. So the selection criteria of themeasurement
basis is correct. Moreover, the hash values are not public. No one can
obtain valid information from known information. Therefore, the
introduction of classical hash function does not reduce the security of
the protocol. Even if the classical hash function is corrupted by
quantum computation, each user’s master key is still secure. Since
the master key is only shared by the third party and users through
QKD, it can achieve absolute security. In addition, the security analysis
shows that no matter what kind of attacks are used, the master key
cannot be obtained by attackers. In this way, the sharedmaster key can
be reused and the user’s identity can be authenticated, which greatly
improves the practicability of the protocol.

In this paper, we study an authenticated quantum key agreement
protocol, which is another main key establishment method in
addition to quantum key distribution. This scheme enables key
negotiation for any N users in optical-ring quantum networks.
Each user in the protocol has his own identity information and
shares a master key with a semi-trusted third party. With the help of
the third party, they can simultaneously obtain the negotiated key.
Security analysis shows that the protocol is secure against common
attacks and impersonation attack. Furthermore, the implementation
of the protocol only requires preparing andmeasuring single particles,
which can be easily implemented with current technology. And, our
method can be easily applied to other MQKA protocols with
authentication in quantum networks, so that they can resist
impersonation attack in practical. Since the implementation of the
protocol is inevitably affected by noise, the threshold value for the
error rate should be provided before implementing it. As mentioned
in [34], the exact value of the threshold is determined by a variety of
practical elements, such as the desired level of security, the noise level
of channels, etc. Therefore, choosing an appropriate threshold is
complex, which is also the case for many multi-party
quantum cryptographic protocols. Combined with quantum state
discrimination, we will study this issue in the future.

TABLE 4 | Comparison of several multi-party QKA protocols.

Communication Network
Type

Identity
Authentication

Decoy Particles Quantum Source Particle Efficiency

[31] Optical-ring No Yes Single photon η � 1
(δN+1)N

[15] Optical-ring No No Entangled particles η � 1
2N2

The proposed protocol Optical-ring Yes No Single photon η � 2−δ
3N
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Determining quantum
topological semion code
decoder performance and error
correction effectiveness with
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Quantum error correction technology is a vital method to eliminate noise

during the operation of quantum computers. To solve the problem caused by

noise, in this paper, reinforcement learning is used to encode defects of Semion

codes, and the experience replay technique is used to realize the design of

decoder. Semion codes are quantum topological error correction codes with

the same symmetry group Z2 as Kitaev toric codes, we used the topological

characteristics of error correction codes to map qubits to multi-dimensional

space, and error correction accuracy of the decoder is calculated to be 77.5%.

Calculate the threshold of topological quantum Semion code, depending on

the code distance, resulting in different thresholds, pthreshold = 0.081574 when

the code distance is d= 3, 5, 7 and threshold pthreshold = 0.09542when the code

distance is d = 5, 7, 9. And we design the Q-network to optimize the cost of

quantum circuit gates and compare the size of the cost reduction under

different thresholds. Reinforcement learning is an important method for

designing Semion code decoders and optimizing numerical values, providing

more general error models and error correction codes for future machine

engineering decoders.

KEYWORDS

quantum error correction technology, topological quantum semion code,
reinforcement learning, decoder performance, qubit overhead

1 Introduction

Quantum computing and quantum information have made tremendous progress

over the years, and technologies based on quantum communication and quantum error

correction (QEC) are developing rapidly [1–4]. The robustness of quantum memory to

outer noise and noise removal is an extremely significant resource for quantum fault

tolerance [5–9]. Among quantum memories, Among quantum memories, Kitaev toric

code [10] is the first proposed topological torus code, which is a simple two-dimensional
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lattice gauge theory with the Z2 gauge group. A double-Semion

model is a model with the same gauge group theory as Kiteav but

with not the same topological properties [11,12]. Although the

double Semion model and Kitaev have the same standard set,

there are some differences. Double Semion codes weave two

elementary quasiparticle excitations that will give ± i phase,

showing the statistic of anyons, while Kitaev toric codes only

give a ±1 phase factor. The topological order provides a wide

range of new topological codes with non-Pauli stabilizers, such as

error correction codes: Semion code, which is topologically

ordered, respect the stabilizer formalism, but due to Pauli X

and Pauli Z existing in the square operator, it is not Pauli’s code,

it can not be represented as a tensor product of Pauli matrices, so

it is not Calderbank-Shor-Steane (CSS) code [13].

Threshold is an effective means of characterizing fault

tolerance performance. Specifically, when the physical error

rate of qubits is lower than a certain threshold, quantum error

correction can be applied to perform effective quantum

computing, and the logical error rate can be suppressed to an

arbitrarily low level. Due to the fragile nature of quantum

information, future universal quantum computers could

diagnose syndromes based on the logic qubits of stabilizers.

To prevent error propagation and logical failures, a decoder

needs to be designed that provides a set of recovery operations to

correct errors given a specific syndrome, must include the

corresponding error statistics [13] for any given syndrome,

and must account for the defects of the syndrome due to

measurement errors of the stabilizer, requiring QEC. At

present, there are many decoders designed based on

topological codes, not only toric codes [14,15], but also color

codes [16,17]. The logical qubit is composed of a large number of

entangled physical qubits. It can prevent local disturbance caused

by errors such as bit flips when the logic operation requires global

changes.

Reinforcement learning (RL) combined with deep learning

has achieved great success in many fields [18–20]. Techniques

frommachine learning have begun to find applications in various

fields of quantum physics and to fast solve decoding problems

[21–23], decoders of many kinds of neural networks have been

proposed, although such methods have obvious advantages, it

promises extremely fast decoding times, flexibility relative to

underlying code and noise models, and the ability to scale to large

code distances, there is room for improvement and application.

At present, there are many decoders designed based on toric

codes and color codes [24,25], but few decoders based on Semion

code are involved. Although the performance of our proposed

decoder is not better than the current decoder, its value lies in the

show that it is feasible to implement the design of Semion code

using RL. The paper studies a decoder to find the optimal error

correction strategy for quantum topological Semion codes. In the

field of quantum computing, it is necessary to try to measure the

logical errors generated by the decoder given the syndrome, and

to detect the logical errors generated by the decoder through

intelligent algorithms. We apply deep learning to quantum

computing, decoding for future universal self-training devices

provides ideas.

The following contents are arranged as follows. In Section 2, a

brief background on quantum topological Semion codes and RL.

In Section 3, an algorithm was designed for quantum topological

Semion codes. In Section 4, analysis of error correction

performance, and conclude in Section 5.

2 Background

2.1 Quantum topological semion code

The double Semion model plays a principal role in the fields

of gapped systems and new topological orders [26], and the

Semion code is an error correction code that needs to be studied

in depth in topological codes. Semion code is a QEC code with

the characteristics of the double Semion model. The Semion code

has a topological protection effect on quantum information and

will not affect the global error due to local errors. Semion code is a

non-CSS and non-Pauli topological code described as a

hexagonal lattice Λ. We map the qubits in three-dimensional

space and use the topology of the code to convert qubits into

qubits in multi-dimensional space. The edges represent physical

qubits and the vertices represent stabilizer operators. The vertex

operator is represented by VQ, and vertex Q is represented as

shown in Figure 1(1), and the Pauli Z operator is represented as:

VQ � ZiZjZk (1)

Plaquette operator is represented by PG, and apply the Pauli

X operator on the sides of the hexagon:

PG � ∏
k∈zG

Xk ∑
�j

pG
�j( )| �j〉〈 �j| (2)

�j in the above formula represents the bit string of a state on the

basis of calculation, zG belongs to the edge of the plaquette

boundary, the value of pG( �j) is {±1, ±i}. The diagonal operator
∑ �jpG( �j)| �j〉〈 �j| acts on the twelve qubits in Figure 1(2).

2.2 Reinforcement learning

RL problems consider an agent that interacts with the

environment [27]. The agent can manipulate and observe

parts and perform a sequence of actions to accomplish a

particular problem. Through RL, we can find the optimal

policy of the action subject in the system. The optimal policy

is the policy that proxies the best return in the process of

interacting with the system. Discrete problems are usually

considered. At each time step t, the environment can be

represented by a state st ∈ S, where S is the state space. Given
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a state, the agent can choose to perform an action at ∈ A, where A
is the action space. According to the result after the agent selects

the action, the state is updated accordingly, entering a new state

st+1, and providing the agent with feedback on the action

selection in the form of reward rt+1, starting from time t, the

return Rt = rt+1 + λrt+1 + λ2rt+1 + /, where λ ≤ 1 is the discount

factor that quantifies how one wants to value immediate and

subsequent returns [28]. There will be a constant return r = 1 for

each step. To formalize the agent’s decision-making process, we

define the agent’s policy as π, and π(a, s) is the probability that the

agent chooses at = awhen the state is in st = s. By using a measure

of discounted cumulative reward, the value of any given state

depends not only on immediate rewards from that state following

a particular policy but also on expected rewards in the future.

3 Algorithmic process

3.1 Explore semion code

As shown in Figure 1(4), the subscript q runs over the vertices

belonging to the plaquette G. βq can be represented by twelve

qubits as

Σq∈Gβq � in
+
7 n+1 n

−
6−n−1 n+6( )in−8 n−1 n

−
2−n+1 n+2( )

� in
−
9 n+2 n

+
3−n−2 n−3( )in+10 n−3 n

+
4−n+3 n−4( )

� in
−
11 n−4 n

−
5−n+4 n+5( )in−12 n+5 n

+
6−n−5 n−6( )

(3)

and

n±i �
1
2

1 ± Zi( ) (4)

According to the above analysis, pG( �j) can be clearly

defined as

∑
j

pG
�j( )| �j〉〈 �j| � ∏

k∈zG

−1( )n−k−1n+k ∏
q∈G

βq (5)

Therefore, according to the above reasoning, we add βq to PG′ on
each vertex, and we can obtain a PG′ expression that conforms to

the entire Hilbert space.

PG′ � ∏
k∈zG

Xk ∏
k∈zG

−1( )n−k−1n+k (6)

PG′ satisfies the commutate [29] principle of the operator, and the

plaquette operator allows the definition based on stability

topological error-correcting code in agent form.

The same as the string operator in Kitaev toric code, TZ in

Semion code is expressed as a string operator that generates grid

excitation [30], that is, TZ is a string of Z operators. Each stabilizer

commutes with these operators except the grid operator at the end of

the string, and the string X produces the string operator of the vertex

excitation, as shown in Figure 1(3). We commute the characters on

the pathG. The string ismarked asT+
G and is supported by coon.T+

G

can only act on the coon set of qubits non-trivially. According to the

constraints: (1)The square of the string operator is 1. (2)It must be

determined by exchanging with the stabilizer. The system of linear

equations can be withdrawn from F( �j),

FIGURE 1
Hexagonal lattice diagram, the outermost hexagonal frame is only for aesthetics and does not represent a bounded hexagonal diagram. (1)
Vertex operator VQ. (2)Plaquette operator PG, the plaquette operator not only includes the blue hexagon, but also the outputting legs connecting the
hexagon. (3)The path G of the positive or negative chirality string operator T±

G is represented by the blue path, the connecting line represents the T±
G

support Conn(G), and the yellow dots represent a pair of vertex excitations generated at the endpoints of the path G. (4)Phase factor diagram
expanded from (2).
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F �j( ) � F �j ⊕ �i( ) (7)

the qubit of F( �j) in Coon(G) [11] is 0, and the ⊕ sign represents

the sum of the remainder of the bit string to Z. The value of F( �j)
is {±1, ±i}. So the string T+

G is:

T+
G � ∏

k∈G

Xk ∑
j

F �j( )| �j〉〈 �j| (8)

The quasiparticle vertex excitation behavior generated by T+
G is

the same as that of anyons.

The positive chirality string is defined as T+, the negative chirality

string is T−, and the negative chirality string can be got by calculating

the TZ string operator, that is, T− = TZT+. The operator commutes

with the Z operator, and the Z operator and T± do not commute. In

conclusion, the commutation principle to be followed is:

T±, T±[ ] � 0, T∓ , T±[ ] � 0, TZ, T±[ ] � 0 (9)

The Hamiltonian is used as the coding space, Semion codes

are alike to Kitaev toric codes, with vertex and plaquette

operators. Embedding the Semion code in Kitaev toric code

results in two quantum memories with logical qubits. The

logical operator consists of T+
L and T+

H, H(L) is any

homogeneous non-trivial path in the horizontal (vertical)

direction, and the other pair logical operator is T−
L and T−

H,

which are non-self-intersecting or overlapping the composition

of each path is shown in Figure 2(1). Two logical qubits of the

code require two pairs of logical operators, which are defined as

X1 and X2:

X1 � T−
H, Z1 � TZ

L , X2 � T+
L, Z2 � TZ

H (10)

The set of these operators satisfies the inverse

relationship. The hexagonal lattice makes the distance of the

X operator twice that of the Z operator, which can better avoid

errors. To perform error correction, the stabilizers have to be

measured periodically, and the excitations have to be annihilated

by bringing them together using the string operators.

3.2 Build noise models

The error-correcting ability [31] of QEC codes depends on

the type and strength of qubit manager errors [32–34]. In the

context of topological codes, two error models have been

extensively studied, namely depolarizing noise and

independent bit-flip and phase errors. In the depolarizing

noise model, each qubit has an error according to the

following probability (1−perror) for no error, and perror

3 for X, Y,

and Z errors. perror is a parameter between 0 and 1. The model is

symmetric between X, Y, Z.

In the independent bit-flip and phase errors, each qubit will

be affected by the error, we record the probability of X error, Y

error, and Z error as pXYZ, so the probability of error is

perror � 2pXYZ − p2
XYZ. As shown in Table 1.

Assuming that the X operator is applied to a qubit, for three

possible edge orientations, the probability of a syndrome error

can be obtained, with the “+” sign indicating the excitation on a

given plaquette. Table 2 shows the probabilities of calculating a

given flux pattern, corresponding to Figure 2(2).

Consider that the error operator of the n-qubit Pauli

operator is E. In the stabilizer, errors are detected by

measuring the stabilizer generator. If no errors occur, these

measurements will output +1 eigenvalues. If an error E occurs,

the same as The stabilizer generator against E commutation

will output −1, and the output of the stabilizer measurement is

the error syndrome. To correct the error, the inverse operator

of the error is applied, and in the case of the self-inverse Pauli

error, the same operator can be applied [35,36]. The main task

of error correction is to determine the correction operator to

apply to a given syndrome. The decoder is designed to give an

error model and output a correction operator after analyzing

the probabilities of all possible errors consistent with the

observed syndrome. The optimal decoder is to choose the

most suitable correction chain, and this choice will depend

heavily on the specific error model.

FIGURE 2
(1)Uncomplicated example of two sets of logical operators on a torus, with arrows denoting the identified boundaries. (2)The three possible
edge orientations on the X operator can be applied. The qubitmarked 3 is influenced in any case, in addition to this, it may leave flux excitations on the
four surrounding plaquettes labeled by G1, G2, G3, G4.
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3.3 Convert to square form

Embed the Semion code into the torus. We improved it and

used the Ref. [37] programming framework to map the

hexagonal lattice of Semion code to square, Ref. [11] provided

an idea for our conversion process. As shown in Figure 3, the left

picture is a schematic diagram of a hexagonal lattice, the numbers

with blue circles represent half calculations, there are sixteen

symbols in total, the red numbers are vertex operators, and there

are thirty-two in total. The data outside of the square is the period

filling used, which shows the periodic boundary condition of the

Semion code. The figure on the right is a converted square lattice,

and the numbers with blue circles represent plaquette operators.

The “|” in the figure is to ensure hexagonal space structure. Its

value is always recorded as zero and does not correspond to any

element measured by the stabilizer. The numbers in the blue

circles represent companion calculations. Letters were used to

represent vertices and plaquette operators, when the code

TABLE 1 Error model.

Noise model X error Y error Z error

Depolarizing noise perror

3
perror

3
perror

3

Independent bit-flip and phase errors 2pXYZ − p2
XYZ 2pXYZ − p2

XYZ 2pXYZ − p2
XYZ

TABLE 2 Different probabilities of plaquette excitation.

T (G1, G2, G3,
G4)

Orientation (a) Orientation (b) Orientation (c)

(+ + ++) 1
16

1
16

1
16

(− − ++) 1
16

1
16

1
16

(− + −+) 1
16

1
16

1
16

(+ −−+) 1
16

9
16

1
16

(− + +−) 1
16

1
16

1
16

(+ − +−) 1
16

1
16

1
16

(+ + −−) 1
16

1
16

1
16

(− −−−) 9
16

1
16

9
16

FIGURE 3
Lattice transformation square diagram. The left picture is a schematic diagram of a hexagonal lattice. The numbers with blue circles represent
half calculations. There are 16 symbols in total, the red numbers are vertex operators, and there are 32 in total. The figure on the right is a converted
square lattice. The numbers with blue circles represent plaquette operators, and red “|” represents the spatial structure. Extra values do not have any
meaning, other numbers are vertices. In the previous figure, letters were used to represent vertices and plaquette operators. Due to the large
number here, we use numbers to represent.
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distance is d, there are 2d2 vertices and d2 plaquettes, so there are

3d2 stabilizers in total. Map the Semion code into a square and

choose d = 4, so a square image of 8 × 8 is obtained. We assume

that vertex and plaquette operators are marked from right to left

and top to bottom. The syndrome of vertex s corresponds to the

Wk,m of an image element, where k and m are expressed as

follows:

k � 2 × ⌊q − 1
2d

⌋ + 1 (11)

m � mod q − 1 + 1 − 2d( )⌊q − 1
2d

⌋, 2d( ) + 1 (12)

The syndrome of plaquette G corresponds to the Wk,m of the

image element, where k and m are expressed as follows:

k � 2 × ⌊G − 1
2d

⌋ + 2 (13)

m � mod 2G + 1 − 4d( )⌊G − 1
d

⌋, 2d( ) + 1 (14)

3.4 Emulate semion codes decoder

Quantum computers are affected by the noise of the

external environment, which makes the operations perform

defects. Therefore, an error correction mechanism is needed

to improve the defects. The decoding algorithm needs to count

the homology of each particle to restore topological

information [6,38]. Stabilizer code allows errors to be

detected by measuring stable code operators without

changing the encoding information and correcting errors

by performing recovery operations [39]. If the encoding

task has a specific structure, the decoding task can be easier

to handle, and an efficient decoder with better performance

can be obtained. The topological code stabilizer is

geometrically local, and the abnormal return value

indicates that some qubits have errors [40]. Local errors

can be detected and corrected by encoding quantum

information in a non-local manner. Error syndromes

consist of measurements of non-trivial stabilizer operators,

and syndrome analysis can infer what errors have occurred

and how to correct them.

Using the Q function to represent the action-value function

of a set of actions and the cumulative reward of the

corresponding transition, update the estimate of Q using the

formula:

Q s, a( ) + δ r + λmaxa′Q s′, a′( )( ) −Q s, a( )[ ] → Q s, a( ) (15)

where δ < 1 is the learning rate. The action-value functionQ(s, a)
represents the payoff of taking action a in state s and following a

certain strategy at π. In the next step ofQ-learning,Q(s, a) � r +
λmaxa′Q(s′, a′) is used to quantifyQ, s→ s′ is the optimal policy

to follow for the current estimate of Q. The policy is given by

maxaQ(s, a) taking action a will eventually converge to the

optimal policy, and it is quite useful to follow the ε-greedy

policy, which takes the optimal action for the estimate of

Q(s, a) with probability (1 − ε), but take a random action

with probability ε. For a large state-action space, it is

impossible to store a complete action-value function. In deep

Q-learning, a deep neural network is used to represent the action-

value function. The input layer is the representation of a certain

state, and the output layer is possible the value of the action, using

Q(s, a, θ) to denote the parameterization of the Q-function by

the neural network, and θ to denote the network’s complete set of

weights and biases.

The RL decoder used is the evaluation of the capability of

generated action by an agent through reinforcement information

provided by the environment, without telling the agent how to

generate corrective action. Since the outer environment offers a

little piece of information, an agent must learn through

experience. It learns a mapping from the environment state to

the behavior so that the selected behavior can get the maximum

reward of the environment, and the system dynamically adjusts

the parameters. To achieve themaximum enhancement signal. In

a larger state-action space, it is impossible to save a complete

action-value function, using depth Q-learning, a deep neural

network represents the action-value function, and the input layer

represents a specific state. The output layer is the value of some

earthly actions. This simulation part uses a neural network-based

decoder [41,42], uses RL methods to optimize the observation of

Semion code syndrome, and gradually proposes the recovery

chain of a syndrome.

Training of decoder adopts deep Q-network algorithm,

which uses experience playback technology to store

experience gained by an agent in the form of a conversion

tuple in-memory buffer. A specific process is to first send

syndrome to an agent in the action part, according to the

defect of Q-network, select action store results in a buffer in

the form of a tuple, and then enter the learning process, and

use stochastic gradient descent algorithm to reduce

Q-network prediction for a gap between target and sample

target, according to the requirements of the target network,

network parameters are optimized, and then a new training

sequence is started, the weight of Q-network is synchronized

with the weight of target network. In terms of sample

selection, the samples are divided into three independent

parts, namely the training set, validation set, and test set.

The training set is used to estimate the model, the validation

set is used to determine the network structure or parameters

that control the complexity of the model, and the test set tests

the performance of the final selected optimal model. 50% of

the sample is the training set, 25% of the sample is the

validation and test sets, and all three parts are randomly

selected from the sample.
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4 Error correction performance
analysis

4.1 Error correction performance

Taking depolarization noise as an example, through the

training of the decoder, the data map shown in Figure 4 is

obtained. It is found that the performance of the decoder is better,

and the accuracy of error correction can reach 77.5%. The

decoder in this paper is to calculate the threshold of the

Semion code. The logical error rate is drawn in the range of

the physical error rate for different code distances, and the

threshold is generally determined as the physical error rate

value at the intersection of the two. For physical error rates

below the intersection of the two, the logical error rate will

decrease as the code distance increases. For each physical error

rate, the logical error rate is calculated as the average of multiple

independent instances, and for experimental certainty, it must be

determined that a certain number of logical errors are observed

each time in an actual experiment. For the code distance d, the

logical error rate plogical should have the following

correspondence:

plogical � perror − pthreshold( ) × d
1
vo (16)

where perror is the physical error rate, pthreshold is the threshold, vo
is the scaling exponent. Based on the above formula, this paper

obtains the data graph as shown in Figure 5. It can be observed in

Figure 5(1) that when the logical error rate plogical = 0.31257, the

threshold pthreshold = 0.081574. Figure 5(2) can be observed, but

when the logical error rate plogical = 0.2642, the threshold

pthreshold = 0.09542. Thresholds vary due to code distances and

qubits. It is considered to compare the outcome of this paper with

a series of previous estimates of thresholds, some small difference

between estimates is reasonable due to not the same execution of

decoding algorithms and numerical simulations. As can be seen

from the two graphs in Figure 5, when the physical error rate is

below the threshold, the greater the code distance the more errors

can be corrected, so the logical error rate will be lower. When the

physical error rate is above the threshold, although a larger code

distance can correct more errors, the logical error rate will be

greater as the code itself has more quantum bits and more errors

will occur.

Our threshold is significantly lower than that of other papers,

this difference seems to be related to the definition of logical error

rate, some papers define logical error rate plogical as the error rate

measured per round [43–45], according to the analysis of Ref.

[46], with the d increase, the perror of continuous curve

intersection will decrease, and this definition will lead to an

overestimation of the threshold. This is roughly the same as the

data of some articles. Therefore, it is difficult for this paper to

make a conclusive statement on the difference in the results.

Nonetheless, this paper achieves the feasibility of implementing

Q-networks for Semion code decoders.

4.2 Quantum circuit performance

RL has a good effect on optimization problems. It can extract

non-local laws from noise and perform transfer learning in

various tasks. Applying this advantage to the cost of qubits

passing through the quantum gate can reduce the cost of

qubits. The qubits contain auxiliary qubits in the process of

comprehensive measurement, and the logic overhead is the cost

of auxiliary qubits in the process of comprehensive measurement.

In this paper, theQ-network of RL is used to experiment, and the

number of simulated qubits ranges from 3 × 107 to 2.1 × 108, and

compare the original overhead under different thresholds and the

optimized overhead of the Q-network, Figure 6(1) shows that

when the threshold is pthreshold = 0.081574, as the number of

qubits increases, both the original overhead and the Q-network

overhead increase, but the Q-network optimized overhead is

significantly lower than the original overhead. Figure 62) shows

that when the threshold is pthreshold = 0.09542, as the number of

qubits increases, the optimized overhead of theQ-network is also

much lower than the original overhead, although when the

number of qubits is 2.1 × 108, the optimized Q-network has

the overhead is slightly higher than the original, but this does not

affect our overall results in the slightest. At the same time,

comparing the results under different thresholds in Figure 6,

we can find that the larger the threshold, the greater the overhead

of the quantum circuit gate.

FIGURE 4
The number of training times corresponds to the function of
training error rate and training accuracy. The horizontal axis
represents the number of training times, and the vertical axis
represents the training error rate and accuracy rate. Training
error and accuracy are marked in blue and orange, respectively.
For accurate viewing, zoom plots are set to make it easier to
observe the data.
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FIGURE 5
(1)Function correspondence of physical error rate perror, logical error rate plogical, and code distance d = 3, 5, 7. Threshold pthreshold = 0.081574.
(2)Function correspondence of physical error rate perror, logical error rate plogical, and code distance d = 5, 7, 9. Threshold pthreshold = 0.09542. The
abscissa represents the physical error rate, the ordinate represents the logical error rate. For better numerical analysis, the different code distances d
are marked in different colours, d = 3 in green, d = 5 in blue, d = 7 in purple and d = 9 in brown.

FIGURE 6
Quantum circuit gate overhead data graph. (1)When the threshold pthreshold=0.081574, the original cost is comparedwith the optimized cost of
the Q-network. (2)When the threshold pthreshold = 0.09542, the original cost is compared with the optimized cost of the Q-network. Among them,
the abscissa represents the number of qubits, which is displayed in scientific notation, and the ordinate is the logical cost. The original cost is marked
in orange, and the Q-network optimized cost is marked in blue.
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5 Conclusion

In this paper, topological QEC codes based on Semion codes

in the case of noise are studied. It is a novel error correction

method. Make sure that the perturbations of local errors do not

destroy the global degrees of freedom through periodic

measurement and inspection. Error-correcting codes protect

the security and correctness of quantum information. Semion

code is more innovative and flexible. The hexagonal lattice is

transformed into a quadrilateral lattice through mathematical

thinking, and the deep RL algorithm is input to get the error-

corrected experimental results. In addition, the optimization

problem of quantum circuits is also involved. Of course, this

work leaves a lot to be desired. For example, the current Semion

code decoder can only be input into the decoder in the form of

squares and has not been completely input in the form of

hexagonal grids. And we only realized that the RL decoder

embedded in Semion code is feasible, but the threshold is not

optimal. The follow-up work still needs to be further explored.
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A feasible multi-party quantum private comparison (MQPC) protocol based on

d-dimensional Bell states was proposed. In the protocol, all participants can

independently encrypt their privacies and send them to a semi-honest quantum

third party (TP) through authenticated channels. Then, the TP can determine the

size relationship among all participants’ privacies without gaining access to the

private information. We verified correctness and effectiveness of the proposed

protocol with some examples. In addition, compared with other similar

protocols, it is not necessary to perform unitary operation on particles and

only single-particle measurement is required. Furthermore, the relatively high

qubit efficiency is promised. The security analysis verifies that the proposed

protocol can counteract external and internal attacks in theory.

KEYWORDS

multi-party quantum private comparison, size relationship, d-dimensional bell state,
qubit efficiency, semi-honest quantum third party

1 Introduction

Secure multi-party computation (SMC) was introduced by the famous Millionaires’

problem in 1982 [1], where two millionaires want to compare their wealth and learn who

is wealthier without revealing their actual property. With the combination of quantum

mechanics and information science, researchers have found that processing information

using quantum systems has led to many striking results, such as teleportation of quantum

states and quantum algorithms that are exponentially faster than their known classical

counterpart. Therefore, the quantum version of SMC has once again set off a research

boom. As a particular instance of quantum SMC (QSMC), quantum private comparison

(QPC) has wide applications in private bidding and auctions, secret ballot elections,

commercial business, identification.

Right after Yao’s millionaire problem, [2] designed an efficient and fair protocol to

determine whether two millionaires are equal rich. However, as proved by [3], a quantum

two-party secure computation is impossible. Therefore, a third party (e.g., a semi-honest

third party) is often involved to help them achieve the task in a QSMC protocol. The semi-

honest quantum third party (TP) will always follow the process of the protocol honestly.
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Hewill not prepare other types of particles (e.g., GHZ state, single

photon) and conspire with any participants or outside

eavesdroppers to steal the participants’ privacies. But the TP

is curious to know the participants’ privacies, and try to extract

their private information from he knows.

In 2009, the first QPC protocol was proposed by based on

Bell states [4]. With decoy particle technology, one-way hash

function and unitary operation, this protocol can compare the

equality. In 2010, [5] devised a novel QPC protocol to compare

the equality based on GHZ states, where the unitary operation is

necessary. These early QPC protocols can only compare the

equality. In 2011, a new QPC protocol was presented by [6] to

compare the size relationship of privacies, where the information

of size was encoded into the phase of GHZ state. In 2013, Lin

et al. also designed a protocol to compare the size relationship

based on the d-dimensional Bell states [7]. However, the four

QPC protocols mentioned above are only related to the

comparison between two participants. These two-party

protocols are by no means the end of the QPC research. In

future secure quantum network communication, the MQPC

protocol will play an important role.

Fortunately, in 2013, the first MQPC protocol was proposed

based on GHZ states by [8]. Suppose there are N (N≥ 2 )

participants, each of them has a privacy, then N participants

can determine whether their privacies are the same or not with

the assistance of the TP. In 2014, Luo et al. devised a novel MQPC

protocol based on d-dimensional multi-particle entangled states

[9]. In their protocol, N (N≥ 2 ) participants’ privacies can be

sorted by size with the help of the TP, and decoy particles were

used to check eavesdropping. In the same year, [10] presented

two MQPC protocols in distributed mode and traveling mode

respectively based on multi-particle entangled states. With the

assistance of the TP, the two protocols can also compare the

equality of privacies for N (N≥ 2 ) participants. Since then,

various two-party [11–13] and multi-party QPC protocols have

been proposed [14–17]. In 2018, Ye et al. proposed two novel

multi-party quantum private comparison protocols for size

relation comparison by using d-level single-particle states. In

2021, Zhou et al. presented an efficient QPC protocol to compare

the size relationship of privacies between two classical

participants based on d-dimensional Bell states. It should be

noted that many previous protocols involved many kinds of

operations, such as quantum measurement, unitary operation,

and hash function. What’s more, some of them suffer from low

qubit efficiency. Besides, only few MQPC protocols can compare

the size relationship among the privacies.

To make the implementation of the protocol easier, a new

MQPC protocol to compare the size relationship among many

participants’ privacies is proposed. The d-dimensional Bell states

are taken as quantum resources and the TP is introduced to help

participants to make private comparison. The rest of this paper is

organized as follows: the proposed MQPC protocol based on the

d-dimensional Bell state is detailed in Section 2. The correctness

and security are analyzed in Section 3, Section 4, respectively. The

comparisons of the proposed protocol and the similar QPC

protocols are made in Section 5. Finally, a short conclusion is

given in Section 6.

2 The proposed MQPC protocol
based on d-dimensional bell states

Assume there are N participants (P1, P2, ..., PN) and each

participant Pn (n ∈ {1, 2, ..., N}) possesses a L-length privacy

pn � p1
np

2
n...p

L
n (if the numbers of some digits are less than L,

then sufficient 0s are added to their highest digit), where,

pl
n ∈ {0, 1, ..., h − 1}, h � d+1

2 , and l ∈ {1, 2, ..., L}. In addition,

there is a pre-shared key through a secure QKD protocol [18]

among these participants denoted as A � A1A2...AL,

Al ∈ {0, 1, ..., h − 1}. Via the help of TP, they want to compare

their privacies by size without revealing any private information.

Next, the d-dimensional Bell state will be reviewed first. Then, the

detailed description of the proposed protocol will be given (Figure 1).

2.1 d-dimensional bell state

Bell state, used to describe the four maximal entangled states

in two-qubit system, is the most basic quantum entangled state.

Compared with other quantum entangled states, Bell state is the

easiest to prepare in experiment. Therefore, Bell state is widely

used to design quantum cryptographic protocol. In a

d-dimensional Hilbert space, Bell state can be expressed as [19, 20]

∣∣∣∣ψu,v〉 � 1��
d

√ ∑
d−1

k�0
e

2πiku
d |k〉 ⊗ |k ⊕ v〉 (1)

where u,v ∈ {0, 1, 2, ..., d − 1}, and ⊕ denotes modulo d addition.

Two indistinguishable orthogonal bases Z-basis �Z and X-basis �X

in the d-dimensional quantum system are

�Z � {∣∣∣∣j〉∣∣∣∣j � 0, 1, ..., d − 1.}
�X � {F∣∣∣∣j〉∣∣∣∣j � 0, 1, ..., d − 1.} (2)

where F|j〉 � 1�
d

√ ∑d−1
k�0 e

2πi
d kj|k〉 with j � 0, 1, . . . , d − 1represents

quantum Fourier transform.

2.2 The proposed MQPC protocol

Step 1: According to Eq. 1, the TP randomly prepares L × N

d-dimensional Bell states and they are

∣∣∣∣∣ψu11 ,v
1
1
〉,
∣∣∣∣∣ψu12 ,v

1
2
〉, ...,

∣∣∣∣∣∣ψu1N,v1N
〉∣∣∣∣∣ψu21 ,v

2
1
〉,
∣∣∣∣∣ψu22 ,v

2
2
〉, ...,

∣∣∣∣∣∣ψu2N,v2N
〉

...∣∣∣∣∣ψuL1 ,v
L
1
〉,
∣∣∣∣∣ψuL2 ,v

L
2
〉, ...,

∣∣∣∣∣∣ψuLN,vLN
〉

(3)
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Based on these prepared Bell states in Eq. 3, he will record the

vln of each state and prepare 2N quantum sequences, namely S �
{Sn|n � 1, 2, ..., N.} andT � {Tn|n � 1, 2, ..., N.}, which contain all
the first and second particles of the EPR pairs, respectively. Each

particle-sequence contains L particles

Sn: [S1n, S2n, ..., SLn],
Tn: [T1

n, T
2
n, ..., T

L
n].

To prevent eavesdropping, TP will prepare NL decoy

particles randomly in �Z or �X, and uniformly insert them

into each sequence Sn to form a new sequence S′n. Then,

sequence S′n is sent to participant Pn via a quantum

channel, while all sequences T � {Tn|n � 1, 2, ..., N.} are kept

by the TP.

Step 2:After all the quantum sequences have been received

by the corresponding participants, TP will announce the

position and the measurement basis of each decoy particle

in sequence S′n. Then, each participant will check the security

of the sequence received. Concretely, according to the

announcement, each participant will use the right bases to

measure these decoy particles and return the measurement

results to TP. Then, the TP will verify these results and check

whether eavesdroppers exist in the quantum channel. If the

error rate is less than a predetermined threshold, the protocol

will proceed to the next step; otherwise, the protocol will be

terminated.

Step 3:After removing these decoy particles, each participant

will measure the remaining particles with Z basis and record

them as kln. Then, he (she) will compute cln,

cln � kln ⊕ pl
n ⊕ Al (4)

Then, Participant Pn will obtain a sequence cn � c1nc
2
n...c

L
n and

send it to the TP via an authenticated channel.

Step 4:When confirming all sequences embedded privacy

data have been received, TP will measure the particles in

each sequence Tn and record them as tln. Then, he will

compute Cl
n,

Cl
n � cln ⊕ vln ⊖ tln (5)

Here, vln is the record value in Step 1 and ⊖ denotes modulo d

subtraction.

Step 5: After TP obtaining sequence Cn � {Cl
n|l � 1, 2, ..., L.}

from each participant, he will finish sorting the privacies by

size. The TP takes out the same digits (the l-th digit) from

sequences C1, C2, . . ., CN and compute Rl
nn′,

Rl
nn′ � Cl

n ⊖ Cl
n′ (6)

Then, he can obtain sign[Rl
nn′],

sign[Rl
nn′] �

⎧⎪⎪⎨
⎪⎪⎩

1, 0<Rl
nn′ ≤ h − 1;

0, Rl
nn′ � 0;

−1, h − 1<Rl
nn′ ≤ 2h − 2.

(7)

For the l-th elements of all participants’ privacies pl
1, p

l
2, . . .,

pl
N, the TP can deduce their size relationship easily from

sign[Rl
nn′]. that is

sign[Rl
nn′] �

⎧⎪⎨
⎪⎩

1, pl
n >pl

n′;
0, pl

n � pl
n′;

−1, pl
n <pl

n′.
(8)

FIGURE 1
The schematic figure of the proposed protocol. The TP needs to implement steps 1, 4, 5 and each participant needs to implement steps 2, 3.
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3 Correctness analysis

3.1 Output correctness

The quantum resource used in the protocol is the

d-dimensional Bell state. According to the entanglement

properties of Bell state, if one measures the particle with �Z,

the d-dimensional Bell state will collapse into |k〉|k ⊕ v〉.
Therefore, the measurement results kln and tln satisfy the

relationship, such that

kln ⊕ vln � tln (9)

Therefore, based on Eqs 4, 5 and 6, the Eq. 9 can be deduced

Rl
nn′ � Cl

n ⊖ Cl
n′

� (cln ⊕ vln ⊖ tln) ⊖ (cln′ ⊕ vln′ ⊖ tln′)
� (kln ⊕ pl

n ⊕ Al ⊕ vln ⊖ tln) ⊖ (kln′ ⊕ pl
n′ ⊕ Al ⊕ vln′ ⊖ tln′)

� (pl
n ⊕ Al) ⊖ (pl

n′ ⊕ Al)
� pl

n ⊖ pl
n′

(10)

From Eq. 10, one can see that the value of Rl
nn′ indicates the

size relationship between pl
n and p

l
n′. Therefore, according to Eqs

7, 8 the TP can obtain the size relationship among the privacies.

3.2 Examples

Here, some examples are given for illustration the presented

protocol without considering the eavesdropping checking. Let

N � 4 and their privacies are p1 � 214, p2 � 403, p3 � 211,

p4 � 043, respectively. The pre-shared key A among four

participants is 123.

Step 1: TP randomly prepares 3 × 4 9-dimensional Bell

states,
∣∣∣∣∣ψ311 ,5

1
1
〉,
∣∣∣∣∣ψ212 ,1

1
2
〉,
∣∣∣∣∣ψ613 ,0

1
3
〉,
∣∣∣∣∣ψ414 ,4

1
4
〉∣∣∣∣∣ψ021 ,1

2
1
〉,
∣∣∣∣∣ψ122 ,3

2
2
〉,
∣∣∣∣∣ψ023 ,0

2
3
〉,
∣∣∣∣∣ψ624 ,7

2
4
〉∣∣∣∣∣ψ831 ,6

3
1
〉,
∣∣∣∣∣ψ232 ,6

3
2
〉,
∣∣∣∣∣ψ333 ,1

3
3
〉,
∣∣∣∣∣ψ534 ,7

3
4
〉

(11)

First, he records v11v
2
1v

3
1 � 516, v12v

2
2v

3
2 � 136, v13v

2
3v

3
3 � 001,

v14v
2
4v

3
4 � 477 according to Eq. 11. Then, he prepares a set of

sequences S′ � {S′n|n � 1, 2, 3, 4.} and sends sequence S′n to the

corresponding participant via the quantum channel.

Step 2: Suppose that no eavesdropper is detected; then, move

to Step 3.

Step 3: After removing these decoy particles, Participants P1,

P2, P3 and P4 will measure the remaining particles with Z basis

and record the measurement results. If their measurement results

are k1 � 203, k2 � 874, k3 � 257, k4 � 161, then the TP’s

measurement results in Step 5 can be determined according to

the entanglement properties of Bell state and they are

t1 � 710, t2 � 011, t3 � 258, t4 � 548 (12)

Therefore, after all participants encode their privacies

according to Eq. 4, Participants P1, P2, P3 and P4 will obtain

c1 � 531, c2 � 401, c3 � 581,c4 � 237, separately. Then, each

participant will send the encoding information to TP via an

authenticated channel.

Step 4: When confirming that the encoding information

from all participants has been received, the TP will measure the

particles in sequence Tn(n � 1, 2, 3, 4). From Step 3, one can

know that the TP’s measurement results must be determined as

Eq. 12. Therefore, after TP computes Cl
n, he will obtain C1 � 337,

C2 � 526, C3 � 333, C4 � 166.

Step 5: TP will finish sorting the privacies by size as follows

R1
12 � (C1

1 ⊖ C1
2) � (3 ⊖ 5) � 7, R1

13 � (C1
1 ⊖ C1

3) � (3 ⊖ 3) � 0

R1
14 � (C1

1 ⊖ C1
4) � (3 ⊖ 1) � 2, R1

23 � (C1
2 ⊖ C1

3) � (5 ⊖ 3) � 2

R1
24 � (C1

2 ⊖ C1
4) � (5 ⊖ 1) � 4, R1

34 � (C1
3 ⊖ C1

4) � (3 ⊖ 1) � 2

(13)
Similar to Eq. 13, the TP can obtain

R2
12 � 1, R2

13 � 0, R2
14 � 6, R2

23 � 8, R2
24 � 5, R2

34 � 6,

R3
12 � 1, R3

13 � 4, R2
14 � 1, R3

23 � 3, R2
24 � 0, R2

34 � 6. Therefore,

based on Eqs 7, 8, TP can deduce the comparison results as

follows

sign[R1
12, R

1
13, R

1
14, R

1
23, R

1
24, R

1
34] � sign[7, 0, 2, 2, 4, 2]

� −1, 0, 1, 1, 1, 1
0p1

2 >p1
1 � p1

3 >p1
4

sign[R2
12, R

2
13, R

2
14, R

2
23, R

2
24, R

2
34] � sign[1, 0, 6, 8, 5, 6]

� 1, 0,−1,−1,−1,−1
0p2

4 >p2
3 � p2

1 >p2
2

sign[R3
12, R

3
13, R

3
14, R

3
23, R

3
24, R

3
34] � sign[1, 4, 1, 3, 0, 6]

� 1, 1, 1, 1, 0,−1
0p3

1 >p3
2 � p3

4 >p3
3

Apparently, the size relationship that TP sorts without

knowing participants’ privacies is consistent with the actual

data (p1 � 214, p2 � 403, p3 � 211, p4 � 043 ) given in

Section 3.2. To further clarify this process, more examples are

compiled in Table 1.

4 Security analysis

Assumed that the quantum and authentical channels are

the ideal channels, that’s to say, there is no noise in the

channel and the particles can be sent to the receivers. In this

section, the security of the proposed protocol will be analyzed

from both external and internal attack. It is shown that no

private information has been leaked according to the security

analysis.
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TABLE 1 Relation of essential indices for some examples.

Initial
states

L × N d p1 p2 p3 k1 k2 k3 c1 c2 c3 A sign[R1
12, R

1
13, R

1
23]

sign[R2
12, R

2
13, R

2
23]

sign[R3
12, R

3
13, R

3
23]

Size
relationship

|ψ011 ,4
1
1
〉,|ψ112 ,3

1
2
〉,|ψ213 ,0

1
3
〉 2 × 3 5 21 10 11 03 14 21 41 41 04 22 1, 1,0 p1

1 >p1
2 � p1

3

1, 0,−1 p2
1 � p2

3 >p2
2

|ψ321 ,2
2
1
〉,|ψ122 ,4

2
2
〉,|ψ323 ,4

2
3
〉 01 12 20 22 43 34 43 20 24 20 −1,−1,−1 p1

3 >p1
2 >p1

1

−1, 1, 1 p2
2 >p2

1 >p2
3

|ψ111 ,2
1
1
〉,|ψ012 ,3

1
2
〉,|ψ213 ,4

1
3
〉 3 × 3 9 123 014 201 321 382 601 448 301 806 004 1,−1,−1 p1

3 >p1
1 >p1

2

|ψ321 ,5
2
1
〉,|ψ622 ,1

2
2
〉,|ψ323 ,4

2
3
〉 1, 1, 1 p2

1 >p2
2 >p2

3

−1, 1, 1 p3
2 >p3

1 >p3
3

|ψ531 ,6
3
1
〉,|ψ232 ,0

3
2
〉,|ψ433 ,1

3
3
〉 401 432 210 372 616 064 885 251 386 112 0, 1, 1 p1

1 � p1
2 >p1

3

−1,−1,1 p2
2 >p2

3 >p2
1

−1, 1, 1 p3
2 >p3

1 >p3
3

|ψ511 ,6
1
1
〉,|ψ612 ,5

1
2
〉,|ψ513 ,4

1
3
〉 3 × 3 7 103 201 312 314 240 616 423 453 233 012 −1,−1,−1 p1

3 >p1
2 >p1

1

|ψ621 ,5
2
1
〉,|ψ422 ,1

2
2
〉,|ψ423 ,3

2
3
〉 0,−1,−1 p2

3 >p2
2 � p2

1

|ψ531 ,0
3
1
〉,|ψ232 ,3

3
2
〉,|ψ433 ,2

3
3
〉 1, 1,−1 p3

1 >p3
3 >p3

2

310 220 032 646 302 161 302 645 246 123 1, 1, 1 p1
1 >p1

2 >p1
3

−1,−1,−1 p2
3 >p2

2 >p2
1

0, −1, −1 p3
3 >p3

2 � p3
1
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4.1 External attack

Eve, an external attacker, may attempt to acquire information

from the participants including TP. In Step 1, Sequence S′n is sent to

the corresponding participant via the quantum channel. Eve may

steal some useful information from sequences S′n withmany kinds of

attacks in this step. Obviously, the security of the protocol is

guaranteed by inserting the decoy particles [21, 22]. Since Eve

does not know the position and the measurement basis of each

decoy particle, some well-known attacks, such as intercept-resend

attack, measurement-resend attack, and entanglement-measure

attack can be detected with the checking mechanism [4, 23, 24].

The decoy particle technology can be thought as a variant of the

eavesdropping check method of the BB84 protocol [25] which has

been proven to provide unconditionally security [26]. In Step 2, the

encoding information is sent to the TP via the authenticated

channels. The security in this step is promised. Therefore, an

external attacker cannot learn any useful information about the

privacies without being detected.

4.2 Internal attack

Case 1 Internal attack from Pn

Suppose participant Pn is a dishonest participant who tries to

obtain other participants’ privacies in Step 1. Since Pn has no

knowledge about the positions and the measurement bases of

counterparts’ decoy particles, the attack from the participant Pn

will be detected as an external one as described in Section 4.1.

Thus, the proposed protocol is immune to internal attack from

dishonest Pn.

Case 2 Internal attack from TP

From Section 2.2, one can know that TP is both the sender

of quantum information and the receiver of all encrypted

information. Therefore, he can obtain more information than

other attackers during the protocol execution. Significantly,

due to TP semi-honesty, that the only thing he can do is try to

extract the information from the received ciphertext

cln � kln ⊕ pl
n ⊕ Al. However, he is unable to learn any

information about Al shared among these participants with

a secure QKD protocol. Thus, the TP can’t obtain any useful

private information from cln with the internal attack.

5 Discussion

In Table 2, the proposed protocol is compared with some

other similar protocols with the following aspects: quantum

resource used, category of QPC (size or equality), number of

participants, number of TP, need for the authenticated classical

channel, need for unitary operation, measurement involved, and

qubit efficiency η (Defined as η � bc/bt, where bc is the total

number of compared qubit while bt is the total number of qubits

and classical bits used in this protocol).

In Ref. [27], we proposed a new QPC protocol to compare

the size relationship of privacies between two participants.

The quantum resources used in the protocol are

d-dimensional GHZ states. To calculate the qubit efficiency

η, we must count the number of bits consumed in the

transmission of information. First, TP needs 12L (L is the

length of each privacy) qubits to prepare 4L GHZ states.

Second, the participants (Alice and Bob) use 4L qubits to

send information to the TP. 2L is the total number of

compared qubit. Hence, the qubit efficiency is η � 1/8. It is

noted that the protocol can only make private comparison

between two participants. In addition, both Bell measurement

and single-particle measurement are needed.

In Ref. [28], the authors presented a new QPC protocol to

compare the equality of privacies between two participants.

The quantum resources used are GHZ states. First, the TP

needs 8L qubits to prepare L four-particle GHZ states and 4L

decoy states. Second, Alice needs 2L qubits to send

information to Bob. Third, Alice and Bob need 2L qubits to

send information to the TP. In addition, the total number of

compared qubit is 2L. Hence, the qubit efficiency is η � 1/6. In

TABLE 2 The comparisons of our QPC with other similar QPC protocols.

Compared aspects Reference [27] Reference [28] Reference [29] Reference [30] Our protocol

Quantum resources dD GHZ state GHZ state dD GHZ state GHZ state dD Bell state

Category of QPC Size Equality Size Equality Size

Number of participants 2 2 N (N≥ 2) N (N≥ 2) N (N≥ 2)

Number of TP 1 1 1 2 1

Efficiency η 1
8

1
6

1
6

1
4

1
4

Need for authenticated classical channels No Yes No Yes Yes

Need for unitary operation No Yes Yes No No

measurement BM and SM BM and SM SM SM SM

SM (single-particle measurement), BM (Bell measurement), dD (d-dimensional).
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the protocol, both Bell measurement and single-particle

measurement are involved, and unitary operation is needed.

In Ref. [29], a novel MQPC protocol for comparing the size

relationship among N participants’ privacies was designed. The

quantum resources used are d-dimensional GHZ states. First, the

TP needs 4NL qubits to prepare L pairs ofN-particle d-dimensional

GHZ states and 2NL decoy states. Second, each participant needs 2L

qubits to sends information to the TP. Thus, bt � 4NL + 2NL. In

addition, the total number of compared bits bc is NL. Hence, the

qubit efficiency is η � 1/6. Although the authenticated channels are

not necessary in advance, quantum unitary operations have to be

performed in the protocol.

In Ref. [30], the authors proposed a new MQPC protocol to

compare the size relationship among N participants’ privacies.

The quantum resources used areN-particle GHZ states. First, the

TP1 needs 2NL qubits to prepare L N-particle GHZ states and

NL decoy states. It is note that TP1 sends the information of

the initial GHZ states to TP2 using quantum secure direct

communication protocol. Second, each participant needs 2L

classical bits to send information to TP1 and TP2 via the

authenticated channels. The total number of compared qubit is

NL. Hence, the qubit efficiency is η � 1/4. In addition to the classic

authentication channels, two TPs are required in the protocol.

In our protocol, a new MQPC protocol to compare the size

relationship among N participants’ privacies was proposed. The

quantum resources used are d-dimensional Bell states. First, the

TP1 needs 3NL qubits to prepare NL d-dimensional Bell states

and NL decoy particles. Second, each participants need L

classical bits to send information to the TP via the

authenticated classical channel. The total number of compared

qubit is NL. Hence, the qubit efficiency is η � 1/4.

From Table 2, one can see that, like the protocols in [27, 29],

our protocol can compare the size relationship among privacies,

while in [28, 30] they can only compare the equality. When it

comes to the MQPC, Refs. [27, 28] are useless. Compared with

these protocols listed in Table 2, the unitary operation is not

necessary, and only single-particle measurement is required in

our protocol. Additionally, our protocol ensures the highest qubit

efficiency only with the help of one TP. Table 2 clearly shows that the

performance of the proposed protocol is better than these similar

QPC protocols. However, it has to be said that the high dimensional

quantum state is not easy to obtain experimentally at present.

Therefore, we still need to work harder to realize the protocol

based on the high dimensional quantum state in experiment.

6 Conclusion

Based on the d-dimensional Bell states, a novel MQPC

protocol is presented. With the help of a semi-honest quantum

TP, our protocol can determine the size relationship among N

participants’ privacies without any information leakage. Since the

quantummeasurement and unitary operation aren’t required, it is

easier to implement the proposed protocol. Furthermore,

compared with the similar protocols, the qubit efficiency is

increased. Decoy particles promise the security of the proposed

protocol. Although it will takemany efforts tomove the theoretical

research towards social practices, we will be very happy if this work

plays a little facilitating role in further research of QSMC.
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Multiparticle quantum
walk–based error correction
algorithm with two-lattice
Bose–Hubbard model

Shu-Mei Wang1, Ying-Jie Qu1, Hao-Wen Wang2, Zhao Chen2

and Hong-Yang Ma1*
1School of Science, Qingdao University of Technology, Qingdao, China, 2School of Information and
Control Engineering, Qingdao University of Technology, Qingdao, China

When the evolution of discrete time quantum walk is carried out for particles,

the ramble state is prone to error due to the influence of system noise. A

multiparticle quantumwalk error correction algorithm based on the two-lattice

Bose–Hubbard model is proposed in this study. First, two point Bose–Hubbard

models are constructed according to the local Euclidean generator, and it is

proved that the two elements in the model can be replaced arbitrarily. Second,

the relationship between the transition intensity and entanglement degree of

the particles in the model is obtained by using the Bethe hypothesis method.

Third, the position of the quantum lattice is coded and the quantum state

exchange gate is constructed. Finally, the state replacement of quantum walk

on the lattice point is carried out by switching the walker to the lattice point of

quantum error correction code, and the replacement is carried out again. The

entanglement of quantum particles in the double-lattice Bose–Hubbard model

is simulated numerically. When the ratio of the interaction between particles

and the transition intensity of particles is close to 0, the entanglement operation

of quantum particles in the model can be realized by using this algorithm.

According to the properties of the Bose–Hubbard model, quantum walking

error correction can be realized after particle entanglement. This study

introduces the popular restnet network as a training model, which increases

the decoding speed of the error correction circuit by about 33%. More

importantly, the lower threshold limit of the convolutional neural network

(CNN) decoder is increased from 0.0058 under the traditional minimum

weight perfect matching (MWPM) to 0.0085, which realizes the stable

progress of quantum walk with high fault tolerance rate.
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quantum error correction, multiparticle quantum walk, Bethe hypothesis,
Bose–Hubbard model, threshold
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1 Introduction

A quantum walk is one of the effective methods to realize

quantum computation [1,2]. However, because of the

randomness of quantum walk, it is difficult to correct errors

when the particles are affected by system noise during particle

evolution. The physical system used in this study is a

homogeneous system, which extends the two-lattice

Bose–Hubbard model to the Bose–Hubbard model, and the

arbitrary replacement of two particles does not lead to a new

quantum state of the system [3–6].

A quantum walk algorithm can be implemented on many

graph structures, and its function is very significant [7–14]. Also,

quantum walks have important applications in quantum

cryptography and quantum communication [15,16]. Noise

research in the quantum walk algorithm is also one of the key

points, and general quantum walk calculation based on the

Bose–Hubbard model has been proposed [17,18]. On this

basis, the multiparticle quantum walk error correction

algorithm based on the two-lattice Bose–Hubbard model is

further studied. As early as 2003, Shapira et al. used computer

simulation to study the influence of unitary noise on one-

dimensional quantum walk and showed the variation of

probability distribution of quantum walk under the influence

of noise [19]. Also, specific noise types are studied, such as the

non-Markov continuous time quantum walk algorithm with

dynamic noise [20] and the quantum Bernoulli central limit

theorem in the quantum walk algorithm [21]. In 2015, Ambainis

et al. improved the potential barrier using the Grover algorithm,

improved the amplitude of quantum walking coin state, and

reduced the impact of noise during particle quantum walking

[21,23]. In 2016, Wang et al. proposed to construct time-varying

quantum walking with infinite degrees of freedom by using

quantum Bernoulli noise [24]. In 2018, Du et al. constructed

quantum gates using the quantum walk algorithm under noise,

and the algorithm increased the number of addresses on the

graph or the ratio of jump strength to potential could improve the

coherence time, thus inhibiting the decoherence [25]. In 2019,

Claudia et al. address the use of quantum walks as a quantum

probe to characterize defects and perturbations occurring in

complex, classical, and quantum networks [26]. These

algorithms are designed to reduce the influence of noise on

particles during the quantum walk.

Similar to the aforementioned algorithm, a multiparticle

quantum walk error correction algorithm is proposed to

reduce the influence of noise in the quantum walk. The two-

lattice Bose–Hubbard model is constructed for the multiparticle

quantum ramble, and it is proved that the quantum state does not

change after the displacement of any two particles in the model.

Using the encoding method of quantum states mentioned in the

study in reference [17], entanglement of quantum states in two

lattices is generated by controlling the ratio of transition intensity

and interaction between particles [27]. Controlling the ratio of

model parameters to generate entanglement is easier than other

methods [15,28]. The convolutional neural network decoder has

been introduced in detail in the study mentioned in reference

[29–33]. In this study, the threshold of the quantum walk error

correction circuit has been greatly improved by using the

convolution operation of the decoder and the improvement of

the training speed. The evolution operator of quantum walk is

improved and quantum state error correction is realized. Finally,

the advantages and disadvantages of the algorithm are analyzed.

Figure 1 shows the core idea of the work.

The sections of this article are organized in the following manner.

In Section 2, we briefly introduce the background knowledge of

discrete quantum walks. In Section 3, the two-lattice Bose–Hubbard

model is constructed. In Section 4, the position of the quantum lattice

is coded and the quantum state exchange gate is constructed. In

Section 5, an analysis of error correction performance is performed,

and Section 6concludes the study.

2 Discrete quantum walk

A quantum walk is a quantized model for a classical random

walk. The discrete time models discussed here include the walker

position state and the “coin” state. The position n of the walker is

a vector of infinite dimensional Hilbert space Hp, and the basis

vector of Hilbert space is {|n〉: n ∈ Z}, which is called the

computational basis for position space.

The evolution of the walk depends on the state of a quantum

coin. Suppose the walker is on position |n〉, after the quantum

coin is flipped “heads”, the walker goes to position |n + 1〉 in the

next step. If the coin is flipped “tails”, the walker will go to

position |n − 1〉. Now, the Hilbert space of the whole ramble

system is

FIGURE 1
In this figure, there are three corresponding layers: the left
hemisphere layer is the quantum ramble, right is the error-
correcting code, and middle SWAP gate is the exchange gate. The
green B→ E→B node on the left is the quantumwalk process
and corresponds to the error correction code of the pink b-e node
on the right. When the particles are in a quantum walk, they are
swapped through SWAP gate to the lower network to correct
errors and then switched back to the original position.
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H � Hc ⊗ Hp, (1)

where Hc is a two-dimensional Hilbert space of the quantum

coin (different walkers have different throwing operators), and

the basis vector of Hilbert space is {|0〉, |1〉}. The aforementioned

ground state is also the computational basis of the quantum coin

space, and the computational basis for space H is {|i〉|n〉, i ∈ {0,

1}, n ∈ Z}.

P is the coin operator that determines the direction of the

quantum walk. The operator for the walker to move from

position |n〉 to position |n + 1〉 or position |n − 1〉 is called

the transition operator S.

S|0〉|n〉 � |0〉|n + 1〉
S|1〉|n〉 � |1〉|n − 1〉 . (2)

We calculated the representation of the transition operator S

under the computational basis of Hilbert space H:

S � |0〉〈0|⊗∑ |n + 1〉〈n| + |1〉〈1|⊗∑ |n − 1〉〈n|. (3)

3 Two-lattice Bose–Hubbard model

It is assumed that the graph structure of quantum walk is G,

and the vertices V in the graph represent lattice points and satisfy

the local Euclidean symmetry [4]. The two-lattice Bose–Hubbard

model is used to describe the discrete time quantum walk in

multiparticle interaction on the graph and to correct the error of

quantum walk.

To construct the two-lattice Bose–Hubbard model, we first

introduce the boson creation (annihilation) operator, b†j(bj),
where j = 1, 2, . . ., n, which satisfies the commutation relation:

b̂i, b̂j[ ] � 0, b̂
†

i , b̂
†

j[ ] � 0, b̂i, b̂
†

j[ ] � δij. (4)

Then we get the Hamiltonian of the two-lattice

Bose–Hubbard model:

Ĥ � −t∑
∝

k�1
∑

j1/jk

~b
†

j1
/~b

†

jk
∑

j1′/jk

~b
†

j1
/~b

†

jk′ +∑
j

V n̂j( ) +∑
j

ϵjn̂j,

(5)
where t is the real parameter to describe the particle jumping

intensity (in this work t = 1), ϵj is the local potential, and V(n̂j) is
the interaction between particles at the lattice point:

V n̂j( ) � V2 n̂j( ) + V3 n̂j( ) +/

� U1

2
n̂j n̂j − 1( ) + U2

6
n̂j n̂j − 1( ) n̂j − 2( ) +/ ,

(6)

where V2(n̂j) is the interaction between two particles, V3(n̂j) is
the interaction between three particles, U1 and U2 are the

strength of the interaction between particles, and n̂j � b̂
†

j b̂j.

In Eq. 6, the constraint of the two sets {j1, j2, . . ., jk} and

{j1′, j2′, . . . , jk′} is that the sum extends over all lattice points, and

the two sets are not the same. Also, the operator operation

condition is satisfied:

~bj � f n̂j( )b̂j, ~b
†

j � b̂
†

jf n̂j( ), f n̂j( ) � 1					
n̂j + 1

√ , (7)

where n̂j � b†jbj is the number operator at the lattice point j.

Operator {~bj, ~b†j , n̂j} satisfy the commutation relation:

n̂j, ~bj[ ] � −~bj, n̂j, ~b
†

j[ ] � ~b
†

j ,
~bj, ~b

†

j[ ] � δnj0. (8)

According to the Hamiltonian of the model, the model can

make multiple particles transition at the same time without

limiting the transition of two adjacent lattice points. In the

study mentioned in reference [17], the limit condition of

Hilbert space H of n boson is calculated in the 2n

dimensional computational Hilbert space C, and the location

is encoded by subset HC ⊆ H and |HC| � 2n, along with an

isomorphism ρ: HC → C, where C and HC are

interchangeable. The quantum state |Φ〉∈ HC in the model

system provides a computer state encoding on the n-qubits,

|Φ〉C � ρ(|Φ〉). A Hamiltonian was obtained by coupling HC
with states space Hτ (Hτ=H\HC) outside of the computational

space, which generated entanglement in C. It is proved that any

FIGURE 2
Due to the need of quantumwalk error correction, two layers
of network lattice (V0 and V1) are set in the Bose–Hubbard mode.
In the 3D figure, the left side represents the original two-
dimensional lattice diagram, and the right side represents the
lattice encoded by using the Yang diagram method in V1, where
the lattice position in V0 remains unchanged. The following 2D
diagram describes the encoding mode of the particles in the red
lattice V0, i=1 and V0, i=1 = |Φ〉 = |0〉 ⊗|1〉 ⊗| + 〉 (the particles in the
lattice are encoded using the method described in reference [17]).
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initial state can be mapped to H_{C} and can be returned to C
recoded as a valid computed state.

4 SWAP gate operator construction

Assume two lattices V0 and V1 (Figure 2), where V0 is

the location of the quantum walk and V1 is the error-

correcting coded location. The corresponding two

lattices in V0 and V1 represent a qubit whose calculated

ground state is |0〉 and |1〉, respectively. The corresponding
qubits in the lattice must be entangled, and we show how

quantum lattices are encoded and how qubits generate

entanglement. Suppose the initial n-qubit state |Φ〉
satisfies the following condition:

∑
1

i�0
〈Φ ~b

†

j,i
~bj,i

∣∣∣∣∣∣
∣∣∣∣∣∣Φ〉

∣∣∣∣∣∣
∣∣∣∣∣∣
2 � 1. (9)

The function of the four calculated ground-state mapping

relations and the creation (annihilation) operators for a

10 dimensional space is

~b
†

j,0
~b
†

j+1,0|00〉i|00〉i+1 � |10〉i|10〉i+1 ↔|0〉i|0〉i+1,
~b
†

j,0
~b
†

j+1,1|00〉i|00〉i+1 � |10〉i|10〉i+1 ↔|0〉i|1〉i+1,
~b
†

j,1
~b
†

j+1,0|00〉i|00〉i+1 � |10〉i|10〉i+1 ↔|1〉i|0〉i+1,
~b
†

j,1
~b
†

j+1,1|00〉i|00〉i+1 � |10〉i|10〉i+1 ↔|1〉i|1〉i+1,

(10)

The Hamiltonian of the two-lattice Bose–Hubbard model is

reduced to

Ĥ1 � −∑
N

y�1
ty01b

†
j,0bj,1 + ty10b

†
j,1bj,0( )

+ U

2
∑
2

j�1
n̂j n̂j − 1( ) + n̂j n̂j − 1( )[ ], (11)

when the interaction of two particles and the local potential

ϵj are considered only. In Eq.6, N is the particle number,

and the subscript j is the lattice position, and the parameter

tij is

tij � t

										
n̂i! n̂j − y( )!
n̂j! n̂i − y( )!

√√
. (12)

In the two-lattice Bose–Hubbard model, the six lattice points

are coded according to the Yang diagram, so the lattice coding

sequence is as follows:

|0, 6〉|5, 1〉|4, 2〉|3, 3〉|2, 4〉|1, 5〉|0, 6〉 , (13)

According to the aforementioned Eqs 11, 12, 13, we can

get the energy matrix E6 by matrix diagonalization. From the

energy matrix E6, the eigenvalues {E(ι)
6 }6ι�0 of lattice particles

and the ground state of the model can be obtained when

determining the values of U/t, which is helpful for the

establishment of the two-lattice Bose–Hubbard model.

Moreover, the entangled degree calculation system

mentioned in the study in reference [4] is used to

calculate the entangled degree between the ground-state

particles:

η � − 1
M

∑
M

i�1
Tr ϕ( )ilogN+1 ϕ( )i, (14)

where N is the number of particles, M is the number of lattices,

and (ϕ)i is the reduced density matrix at the ith lattice point. The

next step is to find the relationship between the specific value U/t

and the degree η of entanglement. The lattice energymatrix of the

seven lattice points is shown below.

FIGURE 3
According to the Bethe assumption method, the Eq. 17
related to the degree of entanglement can be obtained, which
shows the relationship between the degree of entanglement η
(vertical axis) and U/t (horizontal axis). The aforementioned
two figures are, respectively, the relationship curves of
entanglement degree η andU/twhen the total number of particles
is 10 and 20. It can be seen that the degree of entanglement tends
to 1 as U/t→ 0, so the two particles in the model can be entangled
by controlling the values of parameters U/t.
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E6 � −t

−15U
t

1 1 1 1 1 1

1 −10U
t

1 1 1 1 1

1 1 −7U
t

1 1 1 1

1 1 1 −6U
t

1 1 1

1 1 1 1 −7U
t

1 1

1 1 1 1 1 −10U
t

1

1 1 1 1 1 1 −15U
t

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

.

(15)
According to the eigenenergy, the Bethe hypothesis method

can be obtained, as follows:

F m, n( ) � E δ( ) − t −∑
j

V n̂j( ) −∑
M

j�1
ϵjn̂j, (16)

where − t∑m,nC(m, n)/F(m, n) = 1, m and n (m ≥ n) are the

number in the lattice points, when m = n and C(m, n) = 1 and

whenm ≠ n and C(m, n) = 2. According to Eq. 16, the calculation

formula of entanglement is improved:

η � ∑
N

m,n

1

F m, n( )2 logN+1
1

F m, n( )2. (17)

We can get the degree of entanglement between the two lattice

points to 1 at U/t → 0, as shown in Figure 3. The SWAP gate is

obtained by limiting [4] to U/t ≈ 0:

U

t
� 4

											
a2

2b + 1( )2 − 1

√
≈ 0, a, b ∈ Z, (18)

SWAP �
e−iαπ 0 0 0
0 0 −1 0
0 −1 0 0
0 0 0 e−iαπ

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠, (19)

where α � b + 															
l2 − 4a(a + 1) − 1

√
a and b need to be evaluated

according to the degree of entanglement η to ensure the degree of

entanglement between two particles.

5 Error correction and analysis

5.1 Quantum walk error correction

Because the generator of local Euclidean symmetry is used to

construct the two-lattice Bose–Hubbard model, it is necessary to

modify the quantum ramble operator. Assuming that the

generator in the model (n lattices) is {ξi}ni�1, the modification of

quantum walk transfer operator and coin operator is as follows:

P′ � ∑
1

p, q�0
|ξp〉〈ξq|, (20)

S′ � |ξ0〉〈ξ0|⊗ ∑
N−1

n�0
|n + 1〉〈n| + |ξ1〉〈ξ1|⊗ ∑

N

n�1
|n − 1〉〈n|. (21)

Because it is currently in a two-dimensional physical

system, the aforementioned formula only takes two

generative elements to construct the quantum walk evolution

operator.

In the previous section, we showed that the quantum states of

two corresponding lattice points can be entangled by controlling

the ratio of the parameters U/t. Thus, according to the Properties

of the Bose–Hubbard model, when particle qubits wander to

lattice point α, it can be exchanged with another lattice point α′,
which becomes entangled with the particle qubits through the

exchange gate and corrects the error.

In the space of N-qubits, a single-bit quantum

measurement will appear at each lattice point when the

evolution of the particles is in the discrete time quantum

walk. The measurement operator is:

V � ∑
N−1

i�0
∑
1

j�0
|v〉i,j〈v|i,j, (22)

where, |v〉i,0 is the encoded quantum state in the first lattice in

Figure 2, which is the state of quantumwalk; |v〉i,1 is the quantum
state in the second lattice, which is used to assist quantum error

correction. Also, the lattice locations of |v〉i,0 and |v〉i,1 are

entangled in the model. The quantum state |v〉i,0 has

superposition state in the process of quantum walk:

|Ψ t( )〉 � ∑
N−1

n�0
ψ0,n t( )|ξ0, n〉 + ψ1,n t( )|ξ1, n〉, (23)

where ψ0,n and ψ1,n are the amplitude, |ξ0〉 and |ξ1〉 are the coin

state, and |n〉 is the position state. In the process of quantum

walk, there are mainly two kinds of errors, which are phase

inversion and bit inversion. However, the amplitude in Eq. 23 is

generated by the superposition state, so the detection and

correction of walker errors are mainly aimed at bit inversion

errors. The quantum walk error correction circuit is shown in

Figure 4. In order to suppress the error generated in the quantum

walk, the noise error based on the double-lattice Bose–Hubbard

model in the quantum walk is reduced by reducing the circuit

gate overhead. Taking depolarization noise as an example, the

data map is obtained through the training of the decoder. The

decoder uses the convolutional neural network [27–29] in the

current hot machine learning algorithm as the dominant

algorithm to decode the quantum information in the line. The

specific decoding training model is shown in Figure 5. By training

with different restnet layers, the accuracy and speed of training

are improved; the speed is 1/3 higher than before and the

accuracy reaches 99.82%.
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5.2 Algorithm analysis

At present, there are many research achievements in quantum

walking. For example, the quantum state operator based on the

Bose–Hubbard model is given in the study in reference [17],

including single-bit operation, entanglement operation, and

permutation operation. This study mainly studies the error

correction of system noise during a quantum walk.

The algorithm is based on the two-lattice Bose–Hubbard

model, and the evolution of the quantum walk algorithm is

carried out. In the first section, it is proved that no new

quantum state will be generated after the particles are replaced

in the model [17]. Based on the model, this algorithm can correct

the quantumwalk error by using quantum error correction coding.

In the second section, according to the Bethe hypothesis method

mentioned in reference [4], we can get the relationship between

energy eigenvalues, particle transition intensity, particle

interaction, and entanglement (Eq. (17)). Therefore, two lattice

points can be entangled by controlling the value of U/t, and the

step of generating entanglement can be omitted compared with the

study mentioned in reference [17].

5.3 Error correction performance analysis

We extracted non-local regularities from noise and performed

transfer learning in various tasks. Applying this advantage to the

cost of qubits passing through quantum gates can reduce the cost

of qubits. The qubits contain auxiliary qubits in the synthetic

measurement process, and the logic overhead is the cost of the

auxiliary qubits during the synthetic measurement process.

FIGURE 4
Quantum walk error correction circuit diagram. During the quantum walk, the particles are swapped into another lattice via the SWAP gate,
which is then swapped into the lattice of quantum walk after correcting the coin state and the initial state by the quantum error-correcting code.

FIGURE 5
Number of training times corresponds to a function of training
error rate and training accuracy. The horizontal axis represents the
number of training sessions, and the vertical axis represents the training
error rate and accuracy rate. Restnet=7, restnet=14, and
restnet=21 aremarkedwith blue, red, and green, separately. For intuitive
viewing, zoom plots are set up to make it easier to observe the data.

TABLE 1 Unified quantization of network layers under different
decoders.

Trainable dataset Steps Accuracy (%)

MWPM 1.48 × 105 4.8 × 104 75.388

RestNet7 1.37 × 103 3.1 × 103 84.256

RestNet14 2.75 × 103 2.9 × 103 88.792

RestNet21 3.79 × 103 1.7 × 103 96.753
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Threshold is an effective way to characterize fault tolerance

performance. Specifically, applying quantum error correction

for efficient quantum computing can suppress the logical error

rate to arbitrarily low levels when the physical error rate of the

qubits is below a certain threshold. The CNN used in this study is

used for experiments. The number of simulated qubits varies from

3.8 × 103 to 1.5 × 105 bits. The specific training data quantification

is shown in Table 1. Comparing the overhead of MWPM and

CNN optimization with thresholds of 0.0058 and 0.0085.

Figure 6A shows that with the increase of the number of qubits

both the MWPM overhead and the CNN overhead increase, but

the increase in CNN-optimized overhead is significantly lower

than that of the MWPM overhead. Figure 6B shows that as the

number of qubits increases, the optimization overhead of CNN

also gets much lower than the original one; although when the

number of qubits is 2.0 × 108, the overhead of the optimized CNN

is slightly higher than the original one. At the same time,

comparing the results under different thresholds in Figure 6, it

can be found that the larger threshold, the greater the overhead of

quantum circuit gate.

6 Conclusion

In this study, a multiparticle quantum walk error

correction algorithm based on the two-lattice

Bose–Hubbard model is proposed. This algorithm controls

the proportion of the interaction between particles and the

transition intensity of particles to realize the entanglement of

quantum state in two lattices and then corrects the quantum

walking error by using the invariant property of model

particle replacement. Under the condition of the threshold

of 0.0085, the restnet network layer is used as a training model,

and the error noise of quantum walk is reduced by decoding

the error correction circuit model, so as to achieve a more

stable walk circuit. Compared with the traditional quantum

walk error correction, the threshold limit is increased from

0.0058 under the traditional MWPM to 0.0085, and the speed

is increased by a full 1/3. However, when the number of

particles or the size of the system exceeds a certain

threshold, it is impossible to accurately control the

transition strength of particles and the interaction between

particles, thus destroying the entanglement operation. The

development of quantum convolutional neural network is

relatively mature at present, and it is the focus of the next

research, in preparation for further improving the fault

tolerance performance.
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Quantum information networks can transmit quantum states and perform

quantum operations between different quantum network nodes, which are

essential for various applications of quantum information technology in the

future. In this paper, a potentially practical scheme for implementing nonlocal

quantum controlled-not (CNOT) gate operations on quantum-dot-confined

electron spins between two quantum network nodes is presented. The scheme

can realize parallel teleportation of two nonlocal quantum CNOT gates

simultaneously by employing hyperentangled photon pairs to establish

quantum channel, which can effectively improve the channel capacity and

operational speed. The core of the scheme are two kinds of photon-spin

hybrid quantum CNOT gate working in a failure-heralded and fidelity-robust

fashion. With the heralded mechanism, the nonlocal CNOT gates can be

implementated with unity fidelities in principle, even if the particularly ideal

conditions commonly used in other schemes are not satisfied strictly. Our

analysis and calculations indicate that the scheme can be demonstrated

efficiently (with efficiency exceeding 99%) with current or near-future

technologies. Moreover, the utilized photon-spin hybrid quantum gates can be

regarded as universal modules for many other quantum information processing

(QIP) tasks. Therefore, the scheme is potential for constructing elementary

quantum networks, and realizing nolocal QIP with high channel capacities, high

fidelities, and high efficiencies.
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quantum network, quantum CNOT gate, quantum-dot spin, optical microcavity,
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1 Introduction

Quantum information technology, which aims to develop

new theories and methods for processing information based on

the laws of quantum mechanics, has developed very rapidly

during the past decades. The main branches of this field,

i.e., quantum communication [1], quantum computation

[2–4], and quantum metrology [5, 6], have been established

and become the focus of research. One of the ultimate directions

for the development and integration of quantum information

technology in the future is to construct quantum information

networks [7–9], which are considered as spatially separated

quantum network nodes connected by quantum

communication channels. The fundamental characteristic of

quantum networks lies in the capability to nonlocally transmit

not only quantum states but also quantum operations between

different quantum nodes, which makes it essential for various

applications such as quantum secure direct communication

[10–15] and secure multi-party quantum computation

[16–21]. The quantum network can therefore significantly

improve the power of quantum information processing (QIP)

compared with individual QIP systems.

For the physical implementation of quantum networks,

photon is the best carrier for fast and reliable communication

over long distance, which plays the central role in the realization

of nonlocal interactions between spatially distant quantum

network nodes [22–24]. In particular, some interesting

schemes for implementing nonlocal quantum operations

between two different nodes have been proposed based on the

sharing of entangled photon pairs, which act as the quantum

channel for the teleportation of quantum gates [25–29]. In

contrast to other schemes which rely on the transmission of a

single photon through an optical channel to transmit interaction

between two separate nodes, an attractive advantage of

teleportation-based architectures is that the environmental

noise and photon loss could be well overcome via

entanglement purification together with quantum repeaters

[30–36]. Moreover, photon possesses multiple degrees of

freedom (DOFs) for encoding, such as polarization, spatial

mode, frequency, time bin, and orbit angular momentum.

Photon hyperentanglement [37–39], which refers to

entanglements simultaneously existing in multiple DOFs of

photons, has been demonstrated and proven useful in high-

performance quantum communications [40–45], and hence

represents a valuable quantum resource for quantum networks.

Solid-state spin systems such as electron or hole spins

confined in semiconductor quantum dots (QDs) are ideal

candidates for stationary qubits due to their good properties

such as spin coherence and potential scalability [46–50]. Fast

initialization, manipulation, and measurement of electron spins

in charged QDs have been well-investigated [51–54]. Spin echo

and dynamical decoupling techniques can be used to preserve

the electron-spin coherence [55, 56]. With the help of optical

microcavities or nanocavities, effective coupling between

photons and singly charged QDs can be realized in coupled

QD-cavity systems, which is crucial for realizing various

quantum interfaces between single photons and spins

[57–60]. With the photon-spin quantum interfaces, many

QIP schemes such as universal quantum logic gates [61–67],

quantum entanglement generation and analysis [68–73], and

quantum entanglement purification and concentration [74–77]

have been proposed. The QD-cavity systems supply ideal

platforms for implementing quantum networks by

constituting the quantum nodes and providing photon-spin

interfaces [78, 79]. Significant progress has been achieved

towards the practical demonstration of the photon-spin

interfaces. For example, photon sorter [80], photon switch

[81], Faraday rotation induced by a single electron or hole

spin [82, 83] have been explored in experiments. These

experiments were performed in the weakly-coupled cavity

quantum electrodynamics (QED) regime.

In this work, we present a potentially practical scheme for

implementing nonlocal quantum controlled-not (CNOT) gate

operations on QD-confined electron spins between two quantum

network nodes, by exploiting optical microcavities,

hyperentangled photon pairs, and linear-optical elements. The

scheme can realize parallel teleportation of two nonlocal

quantum CNOT gates simultaneously by employing

hyperentangled photon pairs to establish quantum channel,

which can effectively improve the channel capacity and

operational speed of the quantum network. The core units of

the scheme are two kinds of photon-spin hybrid quantum CNOT

gate constructed based on the interaction between an input

photon and a singly charged QD mediated by a single-sided

FIGURE 1
(A) Schematic diagram of a singly chargedQD inside a single-
sided optical micropillar cavity with two DBRs and circular cross
section. g is the QD-microcavity coupling strength. γ is the exciton
decay rate. κ and κs are the cavity-mode decay rates into the
input-output mode and the leaky mode (side leakage),
respectively. (B) The energy levels and the optical transition rule of
exciton transitions. |L〉 and |R〉 represent the photonic left-
circularly and right-circularly polarized states, respectively. The
left-circularly polarized photon |L〉 and the right-circularly
polarized photon |R〉 drive the transitions |↑〉 → |↑↓\〉 and |↓〉 →
|↓↑Z〉, respectively. z axis is the spin-quantization axis.
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optical microcavity, which work in a failure-heralded and

fidelity-robust fashion. With the help of the heralded

mechanism, the nonlocal CNOT gates can be implemented

with unity fidelities in principle, even if the particularly ideal

conditions commonly used in other schemes are not satisfied

strictly. Our analysis and calculations indicate that the scheme

can be demonstrated efficiently with current or near-future

technologies. Moreover, the photon-spin hybrid quantum

gates used in this scheme can be regarded as universal

modules, and can be used in many other QIP tasks.

Therefore, the scheme has potential application prospects in

constructing elementary quantum networks and realizing

nonlocal QIP tasks with high channel capacities, high

fidelities, and high efficiencies.

2 Interaction between an input
photon and a singly charged QD
mediated by a single-sided optical
microcavity

As shown in Figure 1A, we consider a singly charged

semiconductor QD [e.g., a self-assembled In(Ga)As QD or

a GaAs interface QD] with an excess electron embedded in a

single-sided optical micropillar cavity constructed by two

GaAs/Al(Ga)As distributed Bragg reflectors (DBRs) and

with a circular cross-section. The bottom DBR is 100%

reflective and the top DBR is partially reflective so that the

single-sided cavity hypothesis is valid. When we consider an

input single photon interacting with the singly charged QD

mediated by the single-sided optical microcavity, it has been

proven that the optical property of the singly charged QD is

dominated by the spin-dependent optical transitions of a

negatively charged exciton (X−). The X− is composed of two

electrons bound to one hole, and the optical transition rule is

based on the Pauli exclusion principle and the conservation of

total spin angular momentum. The related energy levels and

the optical transition rule of X− transitions is shown in

Figure 1B. The left-circularly polarized photon |L〉 and the

right-circularly polarized photon |R〉 drive the transitions |↑〉
→ |↑↓\〉 and |↓〉→ |↓↑Z〉, respectively. Here, we use | ↑〉 and |
↓〉 to represent the excess-electron spin states with spins Jz � 1

2

and −1
2, respectively. | \〉 and | Z〉 represent the heavy-hole

spin states with spins Jz � 3
2 and −3

2, respectively. The spin-

quantization axis (z-axis) is along the normal direction of the

cavity.

By solving the Heisenberg-Langevin equations of the cavity

mode operator â and the X− dipole operator σ̂− in the interaction

picture, we can calculate the optical reflection coefficient of the

QD-cavity system [57]. Including losses in both the cavity and

QD, as well as cavity excitation, we can attain the

Heisenberg–Langevin equations as

dâ

dt
� − i ωc − ω( ) + κ

2
+ κs

2
[ ]â − gσ̂− − �

κ
√

âin + Ĥ,

dσ̂−
dt

� − i ωX− − ω( ) + γ

2
[ ]σ̂− − gσ̂zâ + Ĝ.

(1)

Here, ωc, ω, and ωX− represent frequencies of the cavity mode,

the incident photon, and the X− transition, respectively. κ and κs are

the input-output decay rate and the leakage rate of the cavity field

mode. g is the coupling strength between X− and the cavity mode. γ

is the X− dipole decay rate. σ̂z is the population operator. âin is the

input field operator, which connects to the output field operator âout
through the standard cavity input-output relation âout � âin + �

κ
√

â.

Ĥ and Ĝ are the noise operators related to reservoirs. In the

approximation of weak excitation, we take 〈σ̂z〉 � −1 and the

reflection coefficient of the QD-cavity system can be described by

r Δ, g( ) � iΔ + γ
2( ) iΔ − κ

2 + κs
2( ) + g2

iΔ + γ
2( ) iΔ + κ

2 + κs
2( ) + g2

. (2)

Here we setωc � ωX− , and Δ � ωX− − ω � ωc − ω is the frequency

detuning between the input photon and the cavity mode. When

the photon does not couple to the QD (g = 0), the reflection

coefficient is

r Δ, 0( ) � iΔ − κ
2 + κs

2

iΔ + κ
2 + κs

2

. (3)

When the excess electron is in the spin state | ↑〉(| ↓〉), only
the |L〉(|R〉) state photon can couple to the transition

|↑〉↔|↑↓\〉(|↓〉↔|↓↑Z〉) and obtain the reflection coefficient r

(Δ, g), while the |R〉(|L〉) photon would feel an empty cavity and

obtain the reflection coefficient r (Δ, 0). This is due to the optical
transition rule and the cavity-QED effect. The reflection

coefficients of coupled case r (Δ, g) and uncoupled case r (Δ,

0) can be significantly different, which is the so called giant

circular birefringence effect [57]. As the single-photon input-

output process is coherent, this description holds for

superposition states as well. Therefore, when a horizontal

polarized photon |H〉 � (|R〉 + |L〉)/ �
2

√
or a vertical polarized

photon |V〉 � −i(|R〉 − |L〉)/ �
2

√
interacts with a QD-cavity

system with the excess electron spin being prepared in the

state |±〉 � (| ↑〉± | ↓〉)/ �
2

√
initially, the photon-spin hybrid

system evolves according to the following rules

|H〉| ±〉→ r+ Δ( )|H〉|±〉 + ir− Δ( )|V〉| ∓ 〉[ ]/ ��
p1

√
,

|V〉| ±〉→ ir+ Δ( )|V〉|±〉 + r− Δ( )|H〉| ∓ 〉[ ]/ ��
p1

√
.

(4)

Here, r±(Δ) = [r (Δ, 0)±r (Δ, g)]/2, p1 = [|r (Δ, 0)|2 + |r (Δ, g)|2]/2
is the probability of the photon being reflected by the QD-cavity

system. That is, after the photon interacts with the QD-cavity

system, the photon-spin system evolves into an orthogonally

entangled state with two components: 1) due to the imperfect

photon scattering process in reality, both the photon and

electron spin remain unchanged with the probability of |r+(Δ)|2/
p1; 2) both the photon and electron spin are flipped with the
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probability of |r−(Δ)|2/p1, which is the valid interaction we use to

construct the quantum gates between a single photon and an

electron spin. We note that the evolution rule is general and

does not depend on the particularly ideal conditions [κs → 0,

g > (κ, γ), |Δ|≪ g] usually used in other schemes.

3 Heralded photon-spin hybrid
quantum CNOT gates with
theoretically unity fidelities

Now we present two hybrid quantum CNOT gates, which

are represented by UCNOT
s,e and UCNOT

p,e operation units,

respectively. In the UCNOT
s,e gate, the spatial-mode state of an

incident photon encodes the control qubit, while the electron

spin confined in QD encodes the target qubit. In the UCNOT
p,e

gate, the polarization state of an incident photon encodes the

control qubit, while the QD spin encodes the target qubit. The

quantum circuits for UCNOT
s,e and UCNOT

p,e are shown in Figure 2.

Hereinafter, VBS represents an adjustable beam splitter with

transmission coefficient r−(Δ) and reflection coefficient����������
1 − |r−(Δ)|2

√
. Di (i = 1, 2, 3, 4) represents a single-photon

detector. DL is the delay line, which makes the photon

components in spatial modes s1 and s2 arrive the output

port simultaneously without affecting the quantum state.

PBSj (j = 1, 2, . . . , 6) is a polarization beam splitter, which

transmits the photonic horizontal polarization component |H〉
and reflects the vertical polarization component |V〉. Pθ �
|H〉〈H| + e−π

2 i|V〉〈V| is a quantum phase gate on the

polarization of the photon. Xt (t = 1, 2, 3) is a half-wave

plate which performs a polarization bit-flip operation

σPX � |H〉〈V| + |V〉〈H|. Rf (f = 1, 2) completes the

polarization rotation |H〉→ r−(Δ)|H〉 +
����������
1 − |r−(Δ)|2

√
|V〉 u

and d are to distinguish two different spatial modes in the

quantum circuits. The red dots denote the optical switches.

As shown in Figure 2A, suppose the initial states of the input

photon and the electron spin confined in QD are |ψp〉 = (k|H〉 + l|

V〉) (m|s1〉 + n|s2〉) and |ψe〉 = μ| + 〉 + ]| − 〉, respectively. Before
the photon enters the UCNOT

s,e unit, the state of the photon-spin

hybrid system is

|ψ0〉 � |ψp〉⊗|ψe〉
� k|H〉 + l|V〉( ) m|s1〉 + n|s2〉( ) ⊗ μ| + 〉 + ]| − 〉( ). (5)

Here, s1 and s2 are two spatial modes of the photon, respectively.

When the photon enters the unit from the input port, the photon

component in spatial mode s1 passes through the delay line DL

with state unchanged. The photon component in spatial mode s2
passes PBS1, and the |H〉(|V〉) photon component interacts with

the QD-cavity system via spatial mode u(d) as described by Eq. 4.

Then the photon component in spatial mode u passes Pθ and X1,

the photon component in spatial mode d passes X1. After which,

the state of the photon-spin system becomes

|ψ1〉 � m|s1〉 k|H〉 + l|V〉( ) μ| + 〉 + ]| − 〉( )
+n r− Δ( ) k|H〉u + l|V〉d( ) μ| − 〉 + ]| + 〉( )[
+r+ Δ( ) k|V〉u + il|H〉d( ) μ| + 〉 + ]| − 〉( )],

(6)

where the subscripts u and d are used to distinguish the spatial

modes. Then, the photon components pass through VBS and

PBS2, respectively. When neither of the photon detectors D1 and

D2 click, we call this a valid state evolution, and we get the state

|ψ2〉 � r− Δ( ) k|H〉 + l|V〉( )
× m|s1〉 μ| + 〉 + ]| − 〉( ) + n|s2〉 μ| − 〉 + ]| + 〉( )[ ]. (7)

FIGURE 2
Schematics of the heralded photon-spin hybrid CNOT gates. (A) The spatial mode of the photon is the control qubit, and the QD-confined
electron spin is the target qubit. (B) The polarization of the photon is the control qubit, and the QD-confined electron spin is the target qubit. All the
functions of the optical elements are presented in the text.
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Then the heralded photon-spin hybrid CNOT gate is completed,

where the spatial mode of the incident photon is the control qubit

and the electron spin confined in the QD is the target qubit. The

polarization state of the photon does not change after this

process.

On the contrary, if the photon detector D1 or D2 clicks, these

two cases mean that errors occur in the state evolution. Any

detector response means photon loss, and we get an invalid

quantum state evolution result. This failure-herald mechanism

guarantees the fidelity of the UCNOT
s,e unit by filtering out the

errors. The QD-spin state does not change when an error occurs,

and we can let a new photon enter the circuit to repeat the

operation until success.

The UCNOT
p,e operation unit is shown in Figure 2B. Suppose

the initial state of the photon-spin hybrid system is still |ψ0〉.
Similar to the UCNOT

s,e gate, if no photon detector responds, the

photon leaves the output port and the state of the photon-spin

system changes from |ψ0〉 to

|ψ3〉 � r− Δ( ) k|H〉 μ| + 〉 + ]| − 〉( ) + l|V〉 μ| − 〉 + ]| + 〉( )[ ]
× m|s1〉 + n|s2〉( ). (8)

The hybrid CNOT gate UCNOT
p,e is completed, in which the

polarization of the incident single photon controls the

electron spin confined in the QD. The spatial-mode state of

the photon does not change. If the photon detector D1 or D2

clicks, the operation failed, and the spin state does not change.

We can repeat the operation until success.

These two hybrid CNOT gates UCNOT
s,e and UCNOT

p,e have some

characteristics for building quantum circuits. First, the CNOT

gates can work when the particularly ideal conditions usually

used in other schemes cannot be satisfied. Second, the failure of

the operations can be announced by the single-photon detectors,

so we can know whether the operation succeeded or not. Third,

the fidelities of the CNOT gates can reach unity in principle. As

modular functional units, the UCNOT
s,e and UCNOT

p,e operation units

can not only be used in the proposed scheme but also in many

other QIP tasks.

4 Nonlocal high-fidelity quantum
controlled-not gates on QD-
confined electron spins between
quantum network nodes

In this section, we propose the scheme for nonlocal high-

fidelity quantum CNOT gates between two remote quantum

network nodes Alice and Bob, resorting to single-sided QD-

cavity systems, hyperentangled photon pairs, and linear

optical elements. As shown in Figure 3, the quantum

network node consists of two electron spins confined in

QD-cavity systems. We assume the QD-cavity systems in

the scheme are identical. Network node Alice holds the

electron spins AA′ and the initial state is |ΨAA′〉 = (α| +〉
+β|−〉)A (α′| +〉 +β′|−〉)A′. Network node Bob holds the

electron spins BB′ and the initial state is |ΨBB′〉 = (γ| +〉
+ξ|−〉)B (γ′| +〉 +ξ′|−〉)B′. The subscripts A, A′, B, and B′ are
used to distinguish the four electron spins. The coefficients

satisfy the relation |α|2 + |β|2 = 1, |α′|2 + |β′|2 = 1, |γ|2 + |ξ|2 = 1,

and |γ′|2 + |ξ′|2 = 1. The electron spin A (A′) of Alice is the

control qubit, while the electron spin B(B′) of Bob is the target
qubit. The hyperentangled photon pair a and b are used to

build the quantum channel and encoded in two DOFs, i.e., the

FIGURE 3
Schematic of nonlocal high-fidelity quantum CNOT gates
between remote quantum network nodes. The electron spin A (A′)
of Alice is the control qubit, while the electron spin B(B′) of Bob is
the target qubit. a and b are hyperentangled photon pair. BSi
(i = 1, 2, 3) is a 50:50 beam splitter used to perform a Hadamard
operation on the spatial mode DOF of a photon, which completes
the following transformation: |s1〉→ (|s1〉 + |s2〉)/

��
2

√
and

|s2〉→ (|s1〉 − |s2〉)/
��
2

√ (s � a,b). Hj (j = 1, 2, . . . , 6) represents a
half-wave plate to perform a Hadamard operation on the
polarization of a photon, which completes the following
transformation: |H〉→ (|H〉 + |V〉)/ ��

2
√

and |V〉→ (|H〉 − |V〉)/ ��
2

√
.

Alice and Bob holds four local single-photon detectors,
respectively. i.e., D1-D4 and D5-D8. The other elements have the
same function as that in Figure 2.

FIGURE 4
Schematic of the USWAP

s,p unit, which swaps the polarization
and spatial mode states of the incident photon. The elements have
the same function as that in Figure 2.
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polarization and the spatial mode. Photons a and b are initially

prepared in the state

|Ψab〉 � 1
2(|HH〉 + |VV〉)ab(|a1b1〉 + |a2b2〉), where the

subscripts a and b are used to distinguish two photons. |

a1〉(|b1〉) and |a2〉(|b2〉) are the two spatial modes of photon

a(b), respectively. The scheme is detailed as follows.

Before the photons enter the circuits, the state of the system

composed of photon a, photon b, electron spin AA′ and BB′ is
|Ψ〉0 � |Ψab〉⊗|ΨAA′〉⊗|ΨBB′〉

� 1
2
|HH〉 + |VV〉( )ab |a1b1〉 + |a2b2〉( ) ⊗ α| + 〉 + β| − 〉( )A

× α′| + 〉 + β′| − 〉( )A′ ⊗ γ| + 〉 + ξ| − 〉( )B γ′| + 〉 + ξ′| − 〉( )B′ .
(9)

After the hyperentangled photon pair a and b are prepared,

photon a is sent to Alice, while photon b is sent to Bob

simultaneously. Photon a enters the node Alice and

sequentially passes through H1, H2, UCNOT
p,e , H3, H4, BS1,

UCNOT
s,e , BS2 in both spatial modes a1 and a2. If none of the

photon detectors in the UCNOT
s,e and UCNOT

p,e units clicks, the state

of the photon-spin system is changed from |Ψ〉0 to |Ψ〉1 in

unnormalized form

|Ψ〉1 � r2− Δ( )
2

α|+〉A |a1b1〉 + |a2b2〉( ) + β|−〉A |a2b1〉 + |a1b2〉( )[ ]
⊗ α′|+〉A′ |HH〉 + |VV〉( )ab + β′|−〉A′ |VH〉 + |HV〉( )ab[ ].

(10)
At the same time, photon b enters the node Bob and

sequentially passes through UCNOT
s,e , UCNOT

p,e in both spatial

modes b1 and b2. If no detector in the UCNOT
s,e and UCNOT

p,e

units clicks, the state of the system evolves into

|Ψ〉2 � r4− Δ( )
2

α|+〉A |a1b1〉 γ| + 〉 + ξ| − 〉( )B + |a2b2〉 γ| − 〉 + ξ| + 〉( )B[ ]{
+β|−〉A |a2b1〉 γ| + 〉 + ξ| − 〉( )B + |a1b2〉 γ| − 〉 + ξ| + 〉( )B[ ]}
⊗ α′|+〉A′ |HH〉ab γ′| + 〉 + ξ′| − 〉( )B′ + |VV〉ab γ′| − 〉 + ξ′| + 〉( )B′( ][{
+β′|−〉A′ |VH〉ab γ′| + 〉 + ξ′| − 〉( )B′ + |HV〉ab γ′| − 〉 + ξ′| + 〉( )B′[ )]}.

(11)

Then, Hadamard operations are performed on photon b in

both the polarization and the spatial mode via H5, H6, and BS3.

Before photon b gets the photon detectors D5-D8, the state of the

system is

|Ψ〉3 � r4− Δ( )
4

α|+〉A |a1〉 |b1〉 + |b2〉( ) γ| + 〉 + ξ| − 〉( )B + |a2〉 |b1〉([{
− b2〉| ) γ| − 〉 + ξ| + 〉( )B] + β|−〉A |a2〉 |b1〉 + |b2〉( ) γ| + 〉([
+ξ| − 〉)B + |a1〉 |b1〉 − |b2〉( ) γ| − 〉 + ξ| + 〉( )B]}
⊗ α′|+〉A′ |H〉a |H〉 + |V〉( )b γ′| + 〉 + ξ′| − 〉( )B′ + |V〉a |H〉([{
−V〉| )b γ′| − 〉 + ξ′| + 〉( )B′] + β′|−〉A′ |V〉a |H〉 + |V〉( )b γ′| + 〉([
+ξ′| − 〉)B′ + |H〉a |H〉 − |V〉( )b γ′| − 〉 + ξ′| + 〉( )B′)]}.

(12)

Finally, the photons a and b pass the PBSs and get the local

photon detectors D1-D4 and D5-D8, respectively. Alice and Bob

communicate their measurement results through a classical

communication channel. According to the results, Alice and

Bob choose the corresponding single-qubit rotation operations

on electron spins according to Table 1. For example, if the photon

pair ab are finally detected in the state |a1b1HaHb〉, the state of
the four-spin system AA′BB′ is

|ΨAA′BB′〉 � r4− Δ( )
4

α|+〉A γ| + 〉 + ξ| − 〉( )B + β|−〉A γ| − 〉 + ξ| + 〉( )B[ ]
⊗ α′|+〉A′ γ′| + 〉 + ξ′| − 〉( )B′ + β′|−〉A′ γ′| − 〉 + ξ′| + 〉( )B′[ ],

(13)

which means two CNOT gates between the spins AA′ of
Alice and the spins BB′ of Bob have been implemented. If the

photons are detected in the state |a1b2VaVb〉, Alice should

perform a σz operation on the electron spin A and a − σz
operation on the spin A′, and Bob should perform a σx
operation on the spin B′. After the operations above, the

state |ΨAA′BB′〉 can be obtained. Other situations can be

seen in Table 1. Moreover, if any photon detector in the

UCNOT
s,e or UCNOT

p,e unit clicks, it declares a failed operation,

and we can restart the process just via launching a new pair of

hyperentangled photons.

So far, we have described the teleportation of two nonlocal

CNOT gates operations on spin qubits between two quantum

network nodes in parallel assisted by single-sided QD-cavity

systems. Electron spin A (A′) of Alice is the control qubit, while
the electron spin B(B′) of Bob is the target qubit. Two CNOT

gates are achieved simultaneously. The modular functional

units make the circuit more flexible and extensible. For

instance, if we let the electron spin A (A′) of Alice control

B′(B) of Bob, we only need to let photon b pass through a linear

TABLE 1 The measurement results of the photons and the
corresponding single-qubit gate rotation operations required on
the electron spins.

Measurement results The spin operations

|a1b1〉|HH〉ab IA⊗IA′⊗IB⊗IB′

|a1b1〉|HV〉ab IA ⊗ σzA′ ⊗ IB ⊗ IB′

|a1b1〉|VH〉ab IA ⊗ IA′ ⊗ IB ⊗ σxB′

|a1b1〉|VV〉ab IA ⊗ − σzA′ ⊗ IB ⊗ σxB′

|a1b2〉|HH〉ab σzA ⊗ IA′ ⊗ IB ⊗ IB′

|a1b2〉|HV〉ab σzA ⊗ σzA′ ⊗ IB ⊗ IB′

|a1b2〉|VH〉ab σzA ⊗ IA′ ⊗ IB ⊗ σxB′

|a1b2〉|VV〉ab σzA ⊗ − σzA′ ⊗ IB ⊗ σxB′

|a2b1〉|HH〉ab IA ⊗ IA′ ⊗ σzB ⊗ IB′

|a2b1〉|HV〉ab IA ⊗ σzA′ ⊗ σzB ⊗ IB′

|a2b1〉|VH〉ab IA ⊗ IA′ ⊗ σzB ⊗ σxB′

|a2b1〉|VV〉ab IA ⊗ − σzA′ ⊗ σzB ⊗ σxB′

|a2b2〉|HH〉ab −σzA ⊗ IA′ ⊗ σzB ⊗ IB′

|a2b2〉|HV〉ab −σzA ⊗ σzA′ ⊗ σzB ⊗ IB′

|a2b2〉|VH〉ab −σzA ⊗ IA′ ⊗ σzB ⊗ σxB′

|a2b2〉|VV〉ab −σzA ⊗ − σzA′ ⊗ σzB ⊗ σxB′
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optical USWAP
s,p unit shown in Figure 4 before the UCNOT

s,e , which

swaps the spatial mode and polarization states of the incident

photon.

5 Discussion and summary

In this section, we discuss the performance of the scheme,

which can be characterized by fidelity and efficiency. We define

the fidelity as F = |〈Ψr|Ψi〉|2, where |Ψr〉 is the final state of the

system composed of four electron spins hold by two network

nodes Alice and Bob in reality, and |Ψi〉 is the final state of the

system in ideal conditions, which should be

|Ψi〉 � 1
4

α|+〉A γ| + 〉 + ξ| − 〉( )B + β|−〉A γ| − 〉 + ξ| + 〉( )B[ ]
⊗ α′|+〉A′ γ′| + 〉 + ξ′| − 〉( )B′ + β′|−〉A′ γ′| − 〉 + ξ′| + 〉( )B′[ ].

(14)

Consider the cavity QED parameters (g, κ, κs, γ), the final

state of the system in unnormalized form is

|Ψr〉 � |ΨAA′BB′〉
� r4− Δ( )

4
α|+〉A γ| + 〉 + ξ| − 〉( )B + β|−〉A γ| − 〉 + ξ| + 〉( )B[ ]

⊗ α′|+〉A′ γ′| + 〉 + ξ′| − 〉( )B′ + β′|−〉A′ γ′| − 〉 + ξ′| + 〉( )B′[ ].
(15)

The average fidelity of the scheme is

�F � |〈Ψr|Ψi〉|2
� 1

4π4 ∫
2π

0
dθA ∫

2π

0
dθA′ ∫

2π

0
dϕB ∫

2π

0
dϕB′

|〈Ψr|Ψi〉|2
〈Ψr|Ψr〉

� 1,

(16)
where cos θA = α, sin θA = β, cos θA′ = α′, sin θA′ = β′, cos ϕB = γ,

sin ϕB = ξ, cos ϕB′ = γ′, and sin ϕB′ = ξ′. The fidelity of the scheme

is unity in principle. The herald mechanism of the UCNOT
s,e and

UCNOT
p,e operation units filters out the errors and announces them

via single-photon detectors, which guarantees high fidelity. We

can conclude that the fidelity is robust to the cavity QED

parameters (g, κ, κs, γ) and photon loss.

The efficiency of the scheme is defined as the probability that

the hyperentangled photon pair are detected by the local single-

photon detectors of Alice and Bob. In other words, the efficiency

is the probability that none of the single-photon detectors of

UCNOT
s,e or UCNOT

p,e operation units clicks, and the network nodes

Alice and Bob each have a local single-photon detector click. The

efficiency can be described as

η � r− Δ( )4∣∣∣∣ ∣∣∣∣2 � r Δ, 0( ) − r Δ, g( )
2

∣∣∣∣∣∣∣∣
∣∣∣∣∣∣∣∣
8

� −4g2/κ2
2iΔ/κ + 1 + κs/κ( ) 2iΔ/κ + γ/κ( ) 2iΔ/κ + 1 + κs/κ( ) + 4g2/κ2[ ]

∣∣∣∣∣∣∣∣
∣∣∣∣∣∣∣∣
8

,

(17)

which depends on cavity-QED parameters. The relation between

the absolute amplitude of r−(Δ), the cavity-QED parameters (g, κ,

κs, γ), and the frequency detuning Δ is depicted in Figure 5, where

we take γ = 0.01κ. As shown in Figure 5, we take the slices g/κ =

0.5, g/κ = 1, g/κ = 2.4, κs/κ = 0, κs/κ = 0.05, and κs/κ = 0.1 for

examples. We can conclude that |r−(Δ)| can get relevant high

values not only around the resonant frequency Δ = 0 but also at

some other frequency detuning such as Δ = ±g. The cavity side

leakage and loss rate κs/κ decrease |r−(Δ)| slightly.
When the system works under the resonance frequency (Δ =

0), the efficiency η is the function of the coupling strength g/κ and

the cavity decay rate κs/κ under given γ. The relation between η

and the cavity QED parameters (g, κ, κs, γ) under the resonant

FIGURE 5
The absolute amplitude |r−(Δ)| of r−(Δ) vs. the cavity QED
parameters (g, κ, κs, γ) and the frequency detuning Δ. The slices
shown are g/κ = 0.5, g/κ = 1, g/κ = 2.4, κs/κ = 0, κs/κ = 0.05, and κs/
κ = 0.1. γ = 0.01κ.

FIGURE 6
The efficiency η vs. g/κ and κs/κ at the resonant frequency Δ =
0. γ = 0.01κ.
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frequency Δ = 0 is shown in Figure 6. When the side leakage is

negligible, the efficiency is 92.35% at g = 0.5κ, 98.021% at g = κ,

and 99.65% at g = 2.4κ. The scheme has high efficiency without

the strict requirement of the strong-coupling condition. When

κs = 0.05κ, the efficiency is 62.26% at g = 0.5κ, 66.28% at g = κ, and

67.44% at g = 2.4κ. The scheme still works when the side leakage

is taken into account. To obtain high efficiency, the side leakage

and the cavity loss rate κs/κ should be controlled as small as

possible. The side leakage κs can be reduced by engineering the

fabrication and adjusting the material, structure and size of the

cavity.

The hyperentangled photon pairs can be generated by

combinations of the techniques used for creating

entanglement in a single DOF [37, 38], such as with the

assistance of an optical cavity [84, 85] or spontaneous four-

wave mixing [86]. The bandwidth of the hyperentangled pules

should be narrow than the linewidth of the cavity mode. The

superposition state of an electron spin can be prepared assisted

by nanosecond ESR pulses or picosecond optical pulses [53]. The

fast single-qubit rotation operations on the electron spin can be

achieved by ultrafast optical pulses or optically controlled

geometric phases [54]. The dark counts of photon detectors

may lead to false-positive responses that affect the efficiency

slightly. Other factors such as the imperfect hyperentangled

sources and the linear elements would affect the performance

of the scheme, and can be improved by the manufacturing

process.

In summary, assisted by single-sided QD-cavity systems, we

presented two robust photon-spin hybrid CNOT gates with a

herald mechanism, i.e., the UCNOT
s,e and UCNOT

p,e operation units.

The units can work without the strict requirement of strong

coupling. Single-photon detectors can herald the failure of the

operation. The fidelities of the units can get unity in principle.

Utilizing the units, we propose a parallel teleportation scheme of

two nonlocal quantum CNOT gates between two remote

quantum network nodes, Alice and Bob. Electron spins A and

A′ of Alice simultaneously control electron spins B and B′ of Bob,
respectively. The scheme has some characteristics. First, we use

hyperentangled photon pairs to build the quantum channel for

nonlocal operations, which can effectively improve the channel

capacity. Second, with the herald mechanism, the fidelities of the

nonlocal CNOT gates can be raised to unity in principle. Third,

teleporting two CNOT gates in parallel can save quantum

resources and accelerate computing speed. Fourth, the scheme

with the modular design has good flexibility. The advantages

above make the scheme feasible with current technology, which

may open promising possibilities for nonlocal quantum

computation and quantum information networks. To

construct a practical multi-node quantum network, a series of

cascade cavities with coupled quantum memories or registers are

required. Although our scheme could weaken the requirements

for coupling strength and cavity leakage to some extent, it is still a

technical challenge to connect multiple different cavities while

keeping all cavities in the required coupling conditions.

Therefore, we have great expectations for the optimization of

microcavity parameters design and the improvement of the

microfabrication process.
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Quantum voting protocol
without quantum memory

Lidong Xu and Mingqiang Wang*

School of Mathematics, Shandong University, Jinan, China

Most of the quantum voting protocols are impractical due to the currently

limited quantum storage capabilities. In this article, based on the interference

principle of light, we proposed a new quantum voting protocol without

quantum memory. In our protocol, the ballot is a sequence of non-

orthogonal coherent states, the voting information is encoded by implying

different phase shifts on the coherent states, and the vote counting is carried

out by performing USD measurement on the coherent states. Particularly, the

design of USD measurement on coherent states eliminates the need for

quantum storage. Our protocol satisfies the general security requirements of

quantum voting protocols and can resist various attacks. In addition, our

protocol can be implemented by only linear optics and thus can be

experimentally achieved with current technology.

KEYWORDS

quantum voting, USD measurement, coherent state, QKD, linear optical

1 Introduction

As is known, electronic voting is extensively used in various fields of modern life such

as proposal collection and elections. In 1982, Chaum [1] proposed the first privacy-

assured voting protocol. Since then, a lot of voting protocols have been constructed where

the security of them depends on some difficult mathematical problems, for example, the

protocols proposed by Ku and Wang [2] and Jan and Tai [3]. However, with the

development of quantum information and quantum computing, as shown by Grover

[4]; Shor [5]; Shi [6]; Shi [7]; Zidan et al. [8]; Abdel-Aty et al. [9]; and Zidan et al. [10], the

previous voting protocols are under increasing security threat and so cannot meet the

security requirements of electronic voting protocols. Since the security of quantum

cryptography is guaranteed by the laws of quantummechanics including the unclonability

of quantum states and the principle of uncertainty, it becomes one of the hot issues to

design a secure and efficient quantum voting protocol.

In recent years, many secure and efficient quantum voting protocols have been

proposed with different features such as anonymous voting, large-scale voting, and

traveling ballot. In 2006, Hillery et al. [11] designed a quantum voting protocol that can

prevent voters’ cheating by resisting each voter to vote more times. In the same year,

Hillery [12] first proposed the traveling ballot protocol and distributed ballot protocol

which clearly divided the quantum voting protocols into two modes. In 2007, Vaccaro

et al. [13] proposed a quantum voting protocol by using quantum entanglement states and

summarized the basic rules that a quantum voting scheme should satisfy. In 2011,
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Horonshko and Kilin [14] proposed a voting protocol that

protects the privacy of voters from malicious tallyman and

dishonest voters. In 2019, Wang et al. [15] proposed a fault-

tolerant quantum protocol that can resist the collective-phasing

noise and the collective-rotation noise.

Note that, all of the aforementioned voting protocols are

based on quantum entanglement technology. Compared with

quantum entangled states, quantum orthogonal product states

mentioned by Jiang and Xu [16] and single-particle states are

easy to obtain and manipulate. So, quantum voting protocols

using non-entangled states have started attracting people’s

attention. In 2018, Xu et al. [17] constructed a quantum

voting protocol by choosing a single-particle state from a set

of mutually unbiased bases (MUBs). In 2020, based on locally

indistinguishable orthogonal product states, Jiang andWang [18]

proposed a quantum voting scheme that can resist known

quantum attacks and has high efficiency.

In this article, we propose a new quantum voting protocol that

uses the non-orthogonal coherent states as information carriers. In

our protocol, the management center distributes a voting code to

each voter over an encryption channel, which plays the role of voting

certification. The center also sends these voting codes in a disordered

way to the tallyman for vote counting, over an encryption channel.

Then, themanagement center sends a sequence of coherent states as

the blank ballot to the first voter. The ballot travels from the first

voter to the last one where each voter casts ones vote by applying the

phase shift R(π) or R(0) on some coherent states based on ones

voting code and finally arrives at the tallyman. The tallyman

measures the received coherent states by the USD measurement

and counts the votes by comparing the original bits used to generate

the blank ballot with the measurement outcomes.

Compared with other existing quantum voting protocols, our

voting protocol has two outstanding advantages. In the voting

process, instead of entangled states or single-particle states, the

voting information is encoded into a sequence of non-orthogonal

states which can be produced by VCSEL. The phase shift and USD

measurement on non-orthogonal states can be performed only by

linear optics, which are widely available commercial components.

So, our voting protocol can be experimentally achieved with current

technology. On the other hand, when receiving the sequence of non-

orthogonal states, the receivers immediately implement the USD

measurement, which eliminates the need for quantum storage in our

protocol. In addition, we also analyze our protocol’s security from

almost all aspects mentioned in the previous works, such as

correctness, anonymity, resisting malicious attacks, legality, non-

repeatability, and verifiability.

In this article, we use the non-orthogonal coherent states to

design a quantum voting protocol. The rest of this article is

structured as follows: Section 2 introduces some basic theories

involved in our voting protocol, Section 3 elaborates on our

quantum voting protocols, and Section 4 gives the security

analysis of the protocol. In the last section, we present the

conclusions of this article.

2 Preliminaries

2.1 Notations

In this article, we use boldface lowercase letters to represent

sequences of numbers and bit strings, such as s, sT, si, r. The sequences
of quantum states are denoted as bold Greek letters, for example,

ρr , ρ
i
r . When the letters are non-boldface, they denote the elements of

the sequences, such as si, s
(j)
i , ri, ρi. Particularly, when we write s − sT,

where sT is some subsequence of s, itmeans the complement sequence

of sTwith respect to s. In addition, the unitary operator that rotates the
phase of the coherent state by θ is written as R(θ).

2.2 Quantum key distribution

In the early 1980s, Bennett and Barassard [19] first proposed a

scheme to deal with the problem of key distribution based on

quantum physics. From then on, a variety of quantum key

distribution protocols were proposed, such as the works of

Bennett [20]; Scarani et al. [21]; Broadbent and Schaffner [22];

Abdulbast and Khaled [23]; and Ye et al. [24], making quantum

key distribution (QKD) themost successful practical application of

quantum mechanics to information processing. In recent years,

QKD devices have become more and more mature and have

entered the application of commercial communication.

The security of QKD is guaranteed by the principles of

quantum mechanics and has been proven against any

eavesdropper, who has unbounded computational ability.

When the key is prepared, as long as the message is to be

sent and the key is used only once (one-time pad; OTP), the

ciphertext cannot be decrypted by any amount of computation,

even by the most powerful computers. The first security proof

that considered an unbounded adversary was given by Mayers

[25]; Biham et al. [26]; Mayers [27]; and Biham et al. [28], more

than a decade after. Another decade after the first such proof,

König et al. [29] showed that the security criterion used was

insufficient: even though it guarantees that an eavesdropper

cannot guess the key, this only holds if the key is never used.

If a part of the key is revealed to the eavesdropper, for example, by

using it to encrypt a message known to her, the rest becomes

insecure. Fortunately, Canetti [30] and Canetti et al. [31]

introduced a general framework, universally composable (UC)

framework, to define cryptographic security. The security of

QKD was discussed within the framework by Ben-Or et al.

[32]. They proved that QKD also satisfies the universally

composable security under the UC framework, that is, the

QKD protocol can be safely used as a sub-protocol to

compound with any other (secure) protocols.

Next, we briefly recall the first QKD scheme, BB84, proposed

by Bennett and Brassard in 1984, as follows:

Alice prepares a sequence of n photons each in one of the four

states(|0〉, |1〉, | + 〉, |×〉) and sends it to Bob over the quantum
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channel. Bobmeasures it in either the +or× basis.Now, bothAlice and

Bob have a list of n pairs (bit and basis). Alice and Bob communicate

over the classical channel and compare the “basis” value of each item

and discard those in which they used different bases. Now, Alice and

Bob have a list of approximately n/2 bits, called the raw key. Alice and

Bob reveal a random sample of the bits of their raw keys to estimate the

error rate in the quantum channel, thus in turn Eve’s information. In

the absence of errors, the raw key is identical for Alice and Bob, while

Eve has no information. If there are errors, Alice and Bob have to

correct them and erase the information that Eve could have obtained

by communicating over the classical channel. At the end,Alice andBob

share either a truly secret key or nothing at all. Figure 1 shows the

process of BB84 scheme when n = 4.

2.3 Coherent states and USD
measurement

A coherent state is a quantum state, which closely resembles a

classical electromagnetic wave and can be produced by a single-

mode laser such as the vertical-cavity surface-emitting laser

(VCSEL), according to the works of Loudon [33]. We adopt

the notation |αeiθ〉 to represent a coherent state, where α is a real

positive amplitude and θ is the phase of the quantum state. As is

known, the principles of quantum mechanics prohibit

determining the phase of a coherent state with complete

certainty if we only have access to the quantum state. The

principles were introduced rigorously in the book written by

Barnett [34] and Nielsen and Chuang [35]. So, the phase of a

coherent state can be thought as the secret information, which

cannot be revealed in a conclusive way. Coherent states are

comparatively easy to generate and manipulate, and this

makes them a far more practical choice for use in quantum

information protocols than single photons. So, since 2006, many

experimental quantum cryptography schemes using coherent

states have been proposed and demonstrated experimentally,

for example, the schemes proposed by Andersson et al. [36];

Clarke et al. [37]; Dunjko et al. [38]; Collins et al. [39]; and

Donaldson et al. [40]. In these schemes, the classical secret

information is encoded by the sender in a sequence of non-

orthogonal coherent states, which are distinguished by the

receivers using the USD measurement.

Since beam splitters are central to the measurement of two-

photon interference phenomena, the USD measurement device

employs them as basic optical components. Figure 2 shows the

representation of a beam splitter.

The relations between the inputs and outputs are as follows:

c � Rb + T a,

d � Ra + T b,

FIGURE 1
Example of BB84 protocol, where Alice and Bob shared a 4-
bit common string from a random bit sequence chosen by Alice.

FIGURE 2
Beam splitter is an optical device that can split one beam of
light into two beams. It is a key part of most interferometers. When
two beams of light get into the beam splitter from Input1 and
Input2, respectively, each of themwill be split into two beams.
Output1 and Output2 will output the interfering results of the split
beams.

FIGURE 3
USD measurement device.
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where R and T are the reflection and transmission coefficients,

respectively.

Next, let us describe the optical realization of USD measurement

between two non-orthogonal coherent states suggested in [1995]. The

sender (Alice) generates and sends theweak coherent states |±α〉with
phase encoding 0 or π and the strong coherent state |β〉 to the receiver
(Bob), where |± α〉 has vertical polarization and |β〉 has horizontal

polarization.When receiving the two states, Bob separates them using

a polarization beam splitter (PBS). Then, Bob rotates |β〉 to vertical

polarization and sends it mainly through a transmitting beam splitter

(BS1) to detector D1. A small fraction of |β〉, equaling to |α〉, is
reflected to BS2 where it interferes with |± α〉 and then goes toward

two detectorsD2 andD3. A count inD2 corresponds to phase 0, while

a count inD3 corresponds to π. No count in bothD2 andD3means an

inconclusive result. The optical realization of USD measurement

between two non-orthogonal coherent states suggested in [1995]

can be described in Figure 3.

Finally, we give the optimal probability of obtaining an

unambiguous outcome in USD measurement, which is

mentioned in the works of Ivanovic [41]; Peres [42]; and

Dieks [43]. Given two non-orthogonal coherent states |α〉 and

| − α〉, if an individual quantum system Q is either in state |α〉 or
in state | − α〉, then the optimal probability of obtaining an

unambiguous outcome in the USD measurement on Q depends

on the amplitude α and is given by

pUSD � 1 − e−2α
2
.

Obviously, the probability pUSDwill tend to 1 when α tends to

infinity. So, the amplitude α can be chosen based on the practical

requirement.

3 Quantum voting protocol

In this section, we describe our protocol in three stages:

the initial stage, the voting stage, and the counting stage.

There are n + 2 participants in our protocol, including the

management center (M) as a trusted participant who will not

disclose any information on the voters’ voting codes, the

tallyman (T) who is responsible to count the number of

votes, and n voters (V1, V2, . . ., VN). In the initial stage, M

sends a voting code to each voter, then mixes up all the voting

codes, and sends them to T. In the voting stage, T sends the

quantum ballot to V1. Then, V1 encodes V1’s vote by applying

the phase shift R(0) or R(π) on some coherent states of the

ballot based on V1’s voting codes and sends the resulting ballot

to V2, and so on. After Vn finishes the voting, Vn sends the

resulting ballot to T. In the counting stage, T measures each

coherent states of the received ballot by USD measurement

and counts the number of votes.

3.1 Encryption channel

Before describing our protocol, we introduce how to set up an

encryption channel at first. This channel will be used in our

protocol to transmit classical sequences without being revealed to

anyone other than the receiver.

It is well known that QKD can be implemented only by linear

optics, so the aforementioned subroutine is feasible with current

technology. The security of QKD is guaranteed by the principles

of quantum mechanics and has been rigorously proven by

Mayers [25]; Biham et al. [26]; Mayers [27]; and Biham et al.

[28]. Thus, we can conclude that the QKD protocols can be

against any eavesdropper, who has unbounded computational

ability.When considering using the QKD as a subroutine in other

protocols, the proof of the security of QKD under the UC

framework is given by Ben-Or et al. [32], which makes the

aforementioned subroutine that can be securely composed

into our protocol. Figure 4 shows the establishment of the

encryption channel.

3.2 Our protocol

Our protocol can be applied in the following scenario: the

management center acts as a trusted party and supervises all

other participants, including voters and tallyman. The tasks of

voters and tallyman are the same as normal voting protocols. In

addition, when there is a disagreement on the number of votes

between the voters and tallyman, the management center can

verify the result. Now, we describe our protocol in detail.

The initial stage:

1) The management center M sets up a bulletin board and

announces the voters and tallyman and their order on the

bulletin board.

2) M randomly chooses L elements from the sequence s = (1, 2,

. . ., 2 nL) as V1’s voting code, denoted by

s1 � (s(1)1 , s(2)1 , . . . , s(L)1 ). Then, V1 randomly chooses L

elements from the remaining numbers as V2’s voting code,

FIGURE 4
Transportation of a classical message from one party to
another, while no third party can get any information about this
message.
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denoted by s2 � (s(1)2 , s(2)2 , . . . , s(L)2 ), and so on. Finally, the

last member randomly chooses L elements from the

remaining (n + 1) numbers as Vn’s voting code, denoted

by sn � (s(1)n , s(2)n , . . . , s(L)n ).
3) M rearranges s(j)i (i = 1, 2, . . ., n and j = 1, 2, . . ., L) in an

incremental manner to form a subsequence of s, denoted
by sT.

4) M sends si to Vi and sT to T by calling Subroutine 1.

The voting stage:

1) M and T discuss to determine a sequence r = (r1, r2, . . ., r2nL) ∈
{−1,1}2nL by BB84 protocol, and then M generates a sequence

ρr = (ρ1, ρ2, . . ., ρ2nL) of coherent states, where ρi = |riα〉〈riα|.
Here, ρr is called the ballot.

2) M sends ρr to the first voter V1.

3) After receiving ρr, the voter V1 starts to vote based on V1’s

voting code. If V1 decides to vote the current candidate, then

V1 applies R(π) to each element of (ρs(1)1
, ρs(2)1

, . . . , ρs(L)1
) and

performs nothing on the rest states of ρr. If V1 does not want

to vote for the current candidate, then V1 performs nothing

on the element of ρr. V1 sends the sequence of resulting states,

denoted by ρ1r , to V2.

4) For 2 ≤ i ≤ n − 1, suppose the voter Vi has received ρi−1r , then

Vi starts to vote based onVi’s voting code. IfVi decides to vote

the current candidate, then Vi applies R(π) to each element of

(ρs(1)i
, ρs(2)i

, . . . , ρs(L)i
) and performs nothing on the rest states

of ρr. IfVi does not want to vote the current candidate, thenVi

performs nothing on the element of ρi−1r . Vi sends the

sequence of resulting states, denoted by ρir , to Vi+1.

5) After receiving ρn−1r ,Vn votes based onVn’s voting code just as

other voters carry out. Then, Vn sends the sequence of

resulting states, denoted by ρnr , to T.

The counting stage:

1) The tallyman T measures each element of ρnr by USD

measurement and records the measuring results as a

sequence r′ � (r1′, r2′, . . . , r2nL′ ), where ri′ � 1 if the

measuring result of the ith state is |α〉, ri′ � −1 if the

measuring result of the ith state is | − α〉, and ri′ � 0 if the

measuring result is ambiguous.

2) T compares ri and ri′ for each i ∈ s − sT and counts the number

of mismatches for the unambiguous measuring results. If the

number is larger than sapUSDnL, T aborts the protocol.

Otherwise, T continues the next step.

3) T compares ri with ri′ for each i ∈ sT and counts the number of

mismatches for the unambiguous measuring results. If the

number is inside [(pUSD − δ)kL, (pUSD + δ)kL], then the

number of votes is k.

4) T announces the measurement result r′ � (r1′, r2′, . . . , r2nL′ )
and the number of votes on the bulletin board.

Remark: sa is the mismatch tolerance for the set

{(ri, ri′): i ∈ s − sT}, and δ is the unambiguous count tolerance.

According to the analysis in the next section, our protocol has

six important properties, which are mentioned in the previous

works. Here, we list them as follows:

1) Correctness: the protocol will abort only with a negligible

probability and output a correct number of votes with an

overwhelming probability.

2) Anonymity: only the voter knows what the voter votes.

3) Resisting malicious attack: any malicious Eve can change the

number of votes and cannot be detected by the tallyman T

with a negligible probability.

4) Legality: only the legitimate voters can vote.

5) Non-repeatability: each legitimate voter can vote just once.

6) Verifiability: each voter can ask the management center to

verify whether the voter’s vote has been calculated correctly.

4 Analysis

In this section, we analyze our protocol from six aspects:

correctness, anonymity, resisting malicious attack, legality, non-

repeatability, and verifiability.

4.1 Correctness

In this scenario, all parties in the protocol are assumed to be

honest, and no attack occurs. We discuss the correctness in two

aspects: our protocol will abort only with a negligible probability,

and it will output a correct number of votes with an

overwhelming probability.

LetX1 be the empirical number of mismatches in Step 2 of the

counting stage, then the expectation μ of X1 is 0. Obviously, our

protocol will abort wheneverX1 ≥ sapUSDnL. So, the probability of

“the protocol aborts” is

Pa � P X1 ≥ sapUSDnL[ ]. (1)

According to Hoeffding’s inequalities, we obtain

Pa � P X1 ≥ sapUSDnL[ ]≤ exp −2 sapUSD( )2nL( ). (2)

This means that Pa decreases exponentially as L increases,

and thus our protocol will abort only with a negligible probability

for some large enough L.

Now, let us consider the counting process. Suppose that the

number of votes is k andX2 is the empirical number of matches in

Step 3 of the counting stage, then the expectation of X2 is pUSDkL.

It follows that the probability of “the number of votes is wrong” is

Pw � P |X2 − pUSDkL|≥ δ[ ]. (3)
By Hoeffding’s inequalities, we claim that
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Pw � P |X2 − pUSDkL|≥ δ[ ]≤ 2 exp −2δ2nL( ). (4)

Clearly, the probability Pw is decreasing exponentially as the

L is increasing. So, our protocol will output a correct number of

votes with an overwhelming probability for some large enough L.

4.2 Anonymity

Obviously, there are two extreme situations where the

privacy is meaningless. When the number of votes is 0, all

voters have not voted the candidate. When the number of

votes is n, all voters have voted the candidate. Next, we skip

these situations to discuss the voter’s privacy.

To verify whether a voter Vi has voted the current candidate,

a curious participant needs to know Vi’s voting code, the

sequence r, and the sequence r′. If the curious participant has

no information about Vi’s voting code, then the participant could

not determine on which coherent states the phase was shifted. If

the curious participant has no information about the sequence r

or the sequence r′, then the participant will not know how Vi

voted for the current candidate.

Since the voting codes are transmitted from M to the voters

over encryption channels, Vi can only obtain Vi’s own voting

code si, while Vi does not know any information of other voters’

voting codes. Furthermore, in the voting stage, the original

sequence r was randomly selected by M and T. So, no one

can obtain the voting results by comparing the original bit ri
with the corresponding measurement outcomes ri′ except T, even
if T intercepts some sequence ρ j

r and measures all elements of it.

Thus, the voting result is anonymous for each voter.

In the initial stage, the management centerM sends sT, which
is a rearrangement of s(j)i (i � 1, 2, . . . , n and j � 1, 2, . . . , L) in an
incremental manner, to the tallyman T. So, T can only know

which coherent state has been changed by the voters but cannot

know which voter has changed the state. Thus, T can only obtain

the number of votes but cannot determine how each voter voted,

that is, the voting result is anonymous for the tallyman.

4.3 Resisting malicious attack

According to the aforementioned analysis, our protocol can

resist the attack of dishonest parties. But, what happens if there is

a malicious Eve who wants to make T get the wrong number of

votes?

First of all, let us consider the malicious Eve’s two possible

strategies:

• When the voting code si of some voter Vi is transmitted

over the encryption channel, Eve selects enough bits of si to

perform XOR with 1. In this way, Eve can change Vi’s

voting code, and thus the voter Vi will apply a phase shift

on coherent states at some incorrect position of the ballot.

This will possibly affect the correctness of vote counting by

the tallyman.

• When some voter Vi sends Vi’s ballot ρri over the quantum

channel to the next receiver, Eve intercepts it and applies

R(π) on enough states of it. As a result, Vi’s vote will be

reversed, and thus the tallyman will obtain the incorrect

number of votes in the counting stage.

Since Eve knows neither the voter Vi nor the sequence ρir of

coherent states from Vi to Vi+1, Eve’s choices of bits or coherent

states are random. So, there is no difference between changing

some bits of Vi’s voting code by XOR and changing some

coherent states of ρir by the phase shift for Eve’s aim. Based

on this fact, we focus on the case that Eve applies R(π) on some

coherent states of ρir when Vi votes. In fact, we only need to

consider that Eve applies R(π) on some coherent states of ρnr
when Vn votes.

Suppose the actual number of votes is k and Eve applies R(π)

on l coherent states of the sequence ρnr , then the expectation of

the number of changed states by Eve at the position of voting

codes is l
2 and the expectation of the number of changed states by

Eve at other positions is l
2. So, the expectation of the number of

not being the original states at the position of voting codes is

n − k( )L
nL

l

2
− kL

nL

l

2
� n − 2k( )l

2n
, when n≥ 2k, (5)

or

kL

nL

l

2
− n − k( )L

nL

l

2
� 2k − n( )l

2n
, when n< 2k, (6)

and the expectation of the number of not being the original states

at the other positions is l
2.

Next, we first consider the case of n ≥ 2k. Let XnL be the

empirical number of changed states by Eve at the position of

voting codes, where X is the empirical change ratio. Then, by

Hoeffding’s inequalities, we have that

P | XnL − n − 2k( )pUSDl

2n
| ≥ εnL( )

� P | X − n − 2k( )pUSDl

2n2L
| ≥ ε( )≤ 2 exp −2ε2L( ). (7)

Let YnL be the empirical number of not being the original states

at other positions, where Y is the empirical change ratio. Then, by

Hoeffding’s inequalities, we have that

P | YnL − 1
2
pUSDl | ≥ εnL( ) � P | Y − l

2nL
pUSD | ≥ ε( )≤ 2 exp −2ε2L( ),

(8)

where ε is any small positive number. So, the empirical number of

changed states by Eve at the positions of voting codes will be

inside [(n−2k)pUSDl
2n2L − εnL, (n−2k)PUSDl

2n2L + εnL], with an overwhelming

probability for large enough L, and the empirical number of not
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being the original states at the other positions will be inside

[12pUSDl − εnL, 12pUSDl + εnL], with an overwhelming probability

for large enough L.

To successfully change the number k of votes, Eve should

increase or decrease at least L coherent states, which are not the

original ones at the position of voting codes, and guarantee that

the number of not being the original states at the other positions

is less than sapUSDnL, that is,

n − 2k( )PUSDl

2n
− εnL≥pUSDL, (9)

1
2
pUSDl + εnL≤ sapUSDnL. (10)

Note that, inequality 9 implies that l≥ 2(pUSD+εn)nL
(n−2k)pUSD

, and

inequality 10 implies that l≤ 2(sapUSD−ε)nL
pUSD

. If the tallyman T sets

sa < pUSD+εn
(n−2k)pUSD

+ ε
pUSD

, then 2(sapUSD−ε)nL
pUSD

< 2(pUSD+εn)nL
(n−2k)pUSD

. This means

that no matter how many coherent states Eve selects to apply the

phase shift R(π), Eve cannot achieve the aim both to change the

number k of votes and not to be detected by the tallyman T.

For the case of n < 2k, a similar discussion will yield the

requirement that sa < pUSD+εn
(2k−n)pUSD

+ ε
pUSD

. Since the number k of

votes is uncertain and between 1 and n, it is enough for T to set

sa < 1
n + 2ε

pUSD
.

4.4 Legality

Only eligible voters can vote in the voting stage. Each voter

who has the qualification to vote must be announced on the

bulletin board and distributed a voting code by the voting

management center M over an encryption channel. For an

illegal voter, any legal voter will not send the ballot to the

illegal voter. Even obtained the ballot, the illegal voter has no

way to know a voting code and so does not know which coherent

states should be operated. According to the analysis of malicious

attack, any random phase shifts on elements of the ballot will be

either invalid or detected by the tallyman at the counting stage.

4.5 Non-repeatability

According to the analysis of the malicious attack, any voter’s

illegal operation after voter’s first voting will yield two possible results.

If the voter changes the coherent states at the position of voter’s

voting codes, then the voter will turn voter’s own voting. If the voter

changes the coherent states at the other positions, then either voter’s

operation is not valid when the number of changed coherent states at

the position of other voters’ voting codes is less than L or voter’s

operation is detected by the tallyman when the number of changed

coherent states at the other positions is more than 2saL.

4.6 Verifiability

After the tallyman T publishes the measurement results and the

voting results on the bulletin board, each voter can check whether

voter’s voting is tampered or missed according to voter’s voting code.

If there is a dispute, the voter can apply to the management center for

arbitration (M distributes ballot ρr to the first voter and sends r to T
over an encryption channel). As a scrutineer of the voting process, the

management center knows both classical information r of the ballot ρr
and voters’ voting codes. Once the tallyman announces the

measurement outcomes, any deception carried out by voters or the

tallyman can be found by the management center M.

5 Conclusion

In this article, we propose a quantum voting protocol without

quantum memory by using the coherent states, USD

measurement, and QKD technology. Our protocol satisfies the

general security requirements of the quantum voting protocols

such as correctness, anonymity, resisting malicious attack, legality,

non-repeatability, and verifiability. If the parameters in the

protocol are properly chosen, our protocol will abort or output

a wrong number of votes only with a negligible probability.

Compared with other existing quantum voting protocols, our

voting protocol has two outstanding advantages. In the voting

process, instead of entangled states or single-particle states, the

voting information is encoded into a sequence of non-orthogonal

states which can be produced by VCSEL. The phase shift and

USD measurement on non-orthogonal states can be performed

only by linear optics, which are widely available commercial

components. So, thus our voting protocol can be experimentally

achieved with current technology. On the other hand, when

receiving the sequence of non-orthogonal states, the receivers

TABLE 1 Comparison with other quantum voting protocols.

Wang et al[15] Xu et al[17] Jiang and Wang [18] Our protocol

Number of participants n + 3 n + 3 n + 3 n + 2

Quantum resources Entangled states Orthogonal product states Single-particle states Non-orthogonal coherent states

Measurement technology Basis measurement Basis measurement Basis measurement USD measurement

Quantum memory Yes Yes Yes No
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immediately implement the USD measurement, which

eliminates the need for quantum storage in our protocol. The

comparison with other existing protocols is given in Table 1.

The most important advantage of our quantum voting protocol

lies in that the tallyman measures the sequence of coherent states

immediately after the tallyman receives it, by theUSDmeasurement.

So, our protocol does not require any quantummemory to store the

coherent states. In this way, the limitation of quantum storage

capabilities faced by other voting protocols no longer exists.

To sum up, our voting protocol not only satisfies the security

required by quantum voting protocols but also takes into account

the infeasibility in reality. We believe that our voting protocol will

have a good application prospect.
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Semi-quantum key distribution allows generating a raw key between two

communication participants, in which the sender is a quantum participant

and the receiver is a classical participant. This article presents an original

semi-quantum key distribution protocol based on hyperentangled Bell

states. The hyperentangled Bell states can be entangled simultaneously in

polarization and spatial degrees of freedom, enhancing channel capacity.

According to the characteristics of hyperentangled Bell states, the proposed

protocol is more efficient than the protocol based on Bell states. Moreover, the

measure–resend attack, the intercept–resend attack, and the

entangle–measure attack are analyzed in detail. The security analysis

demonstrates that the proposed protocol is secure. In addition, a multi-party

semi-quantum key distribution scheme based on hyperentangled Bell states is

proposed, which can realize key distribution between one quantum participant

and multiple classical participants.

KEYWORDS

quantum cryptography, semi-quantum key distribution, hyperentangled Bell states,
polarization degree of freedom, spatial degree of freedom

1 Introduction

A traditional cryptographic protocol is the foundation of information security in

public network channels [1–3]. With the successful development of quantum computers

and quantum computing, the traditional classical encryption algorithm based on

mathematical problems has been seriously threatened [4]. Different from traditional

cryptography, quantum cryptography is based on quantum physics [5] and information

science to guarantee communication security [6]. Therefore, quantum information

processing has gained increasing attention for potential applications such as quantum

communication technology and quantum computing. Quantum communication

technology is based on quantum cryptography to solve the potential problem of

channel eavesdropping, which has provable security. Quantum communication

includes quantum key distribution (QKD) [7, 8], quantum secure direction

communication (QSDC) [9, 10], quantum secret sharing (QSS) [11, 12], quantum
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private comparison (QPC) [13, 14] etc. Quantum key

distribution protocol, as a significant field of quantum

cryptography, is a quantum cryptography protocol, which can

be verified theoretically and experimentally.

The BB84 protocol [15], the initial quantum key distribution

protocol, was presented by Bennett and Brassard in 1984. It

guarantees the secure transmission of keys between two

participants. The BB84 protocol had gained widespread

attention when it was proposed, and many researchers began

to study the QKD protocol since BB84 was presented, such as

Ekert91 protocol [16], BBM92 protocol [17], SARG04 protocol

[18], and so on. In recent years, the latest protocols and the

development of QKD were presented [19–22]. However, the

traditional QKD protocols require all communication

participants to have quantum capability and quantum devices

[23], which are too complex and expensive to realize. At present,

only a few environments can be implemented. These are also

important factors hindering QKD’s current development.

Aiming at the problems faced in complex quantum

operations and expensive quantum devices, the concept of

“semi-quantum” was proposed for the first time by Boyer

et al. [24]. They proposed the first semi-quantum key

distribution protocol in 2007. Alice, a sender, has quantum

capability, and Bob, a receiver, has classical capability. The

classical capability is restricted within the following operations :

(1) reflecting the qubits with no disturbance ; (2) measuring the

qubits with basis Z; (3) preparing the fresh qubits with basis Z;

and (4) reordering the qubits via delay lines. Because the

concept of “semi-quantum” requires less quantum power

and resources and is easy to implement, it has received

extensive attention, has been studied by an increasing

number of scholars, and even extended to other directions

such as semi-quantum distribution (SQKD) protocols

[25–33], semi-quantum secret sharing (SQSS) protocols

[34–37], semi-quantum private comparison (SQPC)

protocols [38–41], etc. In 2009, Zou et al. [25] put forward

five SQKD protocols based on three quantum states, two

quantum states, and one quantum state, and strong proofs

are given. In 2011, an SQKD protocol based on Bell states was

devised by Wang et al. [26]. Without invoking the classical

participant’s measurement capability, an efficient SQKD

protocol was designed by Zou et al. [27] in 2015. In 2017,

an SQKD protocol that limits the quantum sender’s

measurement capabilities was presented by Krawec et al.

[28]. Two semi-quantum key distribution protocols based on

GHZ states were proposed by Zhu et al. [29] in 2018. The

presented protocol had higher noise tolerance than the “fully

quantum” protocol. Iqbal et al. [30] designed an SQKD protocol

based on high-dimensional quantum states which increased the

noise tolerance in 2019. In 2020, Ye et al. [31] proposed a novel

SQKD based on single photons in both polarization and spatial-

mode degrees of freedom, which improved the capacity of

quantum communication. In 2021, Tian et al. [32] presented

an efficient SQKD based on EPR and single-particle

hybridization, which has higher efficiency than that found in

the similar literature. An efficient SQKD protocol based on

single photons in both polarization and spatial-mode degrees of

freedom was proposed by Ye et al. [33], which has double

quantum communication capacity.

The hyperentangled states not only contain the entanglement

between multi-particles but also multi-dimensional entanglements,

such as spatial degree of freedom and polarization degree of freedom

[42]. The way to transmit secret information safely is to measure the

spatial degree of freedom and polarization degree of freedom of a

photon by hyperentangled Bell state measurement to change the

spatial degree of freedom and polarization degree of freedom of

another photon.

To improve the efficiency and security of information

transmission, reducing the responsibility of the protocol,

this study proposes a semi-quantum key distribution

protocol based on hyperentangled Bell states. In addition,

the security analysis of the protocol shows that the proposed

protocol can effectively resist the measure–resend attack,

intercept–resend attack, and entangle–measure attack. It is

demonstrated that the proposed protocol is efficient and

secure. In the process of key distribution, sometimes not

only two participants but also multiple participants are

required. Considering that more scenarios are applicable,

we design a semi-quantum key distribution protocol that

satisfies multiple participants and achieves more than the

previous key distribution between two participants.

This article is organized as follows: Section 2 proposes the semi-

quantum distribution protocol, Section 3 gives the security proof

and comparison of the protocol, Section 4 designs the multi-party

semi-quantum distribution protocol, and Section 5 summarizes it.

2 Semi-quantum key distribution
protocol

In this section, we introduce the hyperentangled Bell states

and propose an SQKD protocol based on the hyperentangled Bell

states.

2.1 The hyperentangled Bell states

We present the hyperentangled Bell states as follows:

|Φ〉12ps � |μ〉12p ⊗ |]〉12s , (1)

where 1 and 2 represent the two qubits in the hyperentangled Bell

states and p, s represent the polarization degree of freedom and

the spatial degree of freedom, respectively.

Under the polarization degree of freedom |μ〉12p , the Bell

states can be described as follows:
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|ϕ±〉12p � 1�
2

√ |HH〉±|VV〉( ), (2)

|ψ±〉12p � 1�
2

√ |HV〉±|VH〉( ), (3)

where |H〉, |V〉 are the horizontal and the vertical polarizations,

respectively.

Under the spatial degree of freedom |]〉12s , the Bell state can

be described as follows:

|ϕ±〉12s � 1�
2

√ |RR〉±|LL〉( ), (4)

|ψ±〉12s � 1�
2

√ |RL〉±|LR〉( ), (5)

where |R〉, |L〉 are orthogonal spatial states.

2.2 Protocol

Based on hyperentangled Bell states, the quantum sender

Alice and the classical receiver Bob can produce secure keys. In

this protocol, Alice has full quantum capabilities, with the

potential to generate and measure the qubits with an arbitrary

basis. Bob has classical capabilities, with the potential to only

prepare and measure the qubits with Z basis. The proposed

protocol comprises the following six steps.

Step 1: Alice generated N = 4n hyperentangled Bell states,

which are chosen from sets {|ϕ±〉12p ⊗|ϕ±〉12s , |ψ±〉12p
⊗|ϕ±〉12s , |ψ±〉12p ⊗|ψ±〉12s , |ϕ±〉12p ⊗|ψ±〉12s }, where 1, 2 represent

the two particles of each state. Alice implemented particle 1 to

compose the sequence A = {A1, A2, . . . , AN} and particle 2 to

compose the sequence B = {B1, B2, . . . , BN}. Then, she held the A

sequence in her hands and transmitted the B sequence to Bob.

Step 2: When Bob received the qubits, he randomly

performed two operations. CTRL operation: reflecting the

qubits to Alice with no disturbance and SIFT operation:

measuring the qubits with base ZP ⊗ ZS and resending the

same states to Alice.

Step 3: When the qubits arrived, Alice notified Bob that she

has received them. Bob announced the operations of qubits,

which he performed.

Step 4: Alice and Bob conducted eavesdropping detection.

For CTRL particles, Alice combined particle 2 with the

corresponding particle 1 and recorded hyperentangled Bell

state measurements. The measurement results should be the

same as what Alice sent. If the error rate exceeds the

threshold value, Alice and Bob will terminate this protocol.

Otherwise, they will move on to the next step.

Step 5: For SIFT particles, Alice carried out ZP ⊗ ZS base

measurement on particle 1. Alice randomly selected n

measurement results from particle 1, in which Bob chose SIFT

operation. Alice and Bob checked the error rate, and Alice’s

measurements should be equal to Bob’s measurements. If the

error rate is higher than the threshold value, the protocol will be

discarded. Otherwise, they will proceed with the next step.

Step 6: Alice and Bob performed error correcting code (ECC)

and privacy amplification (PA) for the remaining nmeasurement

results, in which Bob chose SIFT operation to obtain the

final keys.

Table 1 gives a description of Alice’s and Bob’s operations

when Alice transmitted |ϕ+〉2p ⊗|ϕ+〉2s to Bob.

3 Security analysis and comparison

A malicious eavesdropper, Eve, attempted to obtain the

significant keys between Alice and Bob in this

communication. Eve may attack keys by the measure–resend

attack, intercept–resend attack, and entangle–resend attack.

3.1 Measure–resend attack

When Alice transmitted qubits to Bob via the quantum

channel, Eve measured qubits from Alice and sent the

measured qubits to Bob. Eve is eager to obtain the significant

operations, which is chosen by Bob. Unfortunately, no matter

what measures Eve took, errors will be introduced. When Alice

and Bob conduct eavesdropping detection, Eve will be found.

Without loss of generality, Alice prepared the

hyperentangled Bell states |ϕ+〉12p ⊗|ϕ+〉12s and sent the particle

2 sequence to Bob. The security analysis of hyperentangled Bell

states |ϕ−〉12p ⊗|ϕ−〉12s , |ψ±〉12p ⊗|ϕ±〉12s , |ψ±〉12p ⊗|ψ±〉12s and

|ϕ±〉12p ⊗|ψ±〉12s } are similar to |ϕ+〉12p ⊗|ϕ+〉12s .

Eve intercepted the particles and recorded base ZP ⊗ ZS
measurement on |ϕ+〉2p ⊗|ϕ+〉2s . The qubit is collapsed to |0〉 ⊗|
0〉, |0〉 ⊗|1〉, |1〉 ⊗|0〉, or |1〉 ⊗|1〉, each with 25% probability.

After measurement, we suppose that Eve transmitted the states |

0〉 ⊗|0〉 to Bob (if Eve’s measurement results are the rest of three

results, the analysis is similar to the mentioned analysis). When

Bob received the qubits, he chose CTRL operation or SIFT

operation at random. If Bob chose CTRL operation, Alice

performed hyperentangled Bell state measurement on the

reflected qubit and the remaining qubit. Because Eve

destroyed particle 2 from the hyperentangled Bell states,

particle 2 has been changed, which is differently sent by Alice.

The hyperentangled Bell states are collapsed to |ϕ+〉12p ⊗|ϕ+〉12s ,

|ϕ−〉12p ⊗|ϕ+〉12s , |ϕ+〉12p ⊗|ϕ−〉12s and |ϕ−〉12p ⊗|ϕ−〉12s , each with

25% probability. Alice can gain the initial measurement

results |ϕ+〉12p ⊗|ϕ+〉12s with 1/4 probability. Therefore, Eve will

be detected with the probability of 75% by the security check of

Step 4. If Bob chose CTRL operation, there is no error introduced

in this case. So Eve will not be detected.

Therefore, the proposed protocol can resist the

measure–resend attack.
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3.2 Intercept–resend attack

When Alice transmitted qubits to Bob via the quantum

channel, Eve intercepted qubits from Alice and resent faked

qubits, which were generated by Eve to Bob. Eve wanted to figure

out which operation Bob had chosen. Unfortunately, irrespective

of the measures taken by Eve, errors will be introduced. When

Alice and Bob conduct eavesdropping detection, Eve will be

found.

Without loss of generality, Alice prepares the hyperentangled

Bell states |ϕ+〉12p ⊗|ϕ+〉12s and sends the particle 2 sequence to

Bob. The security analysis of hyperentangled Bell states

|ψ−〉12p ⊗|ϕ−〉12s , |ψ±〉12p ⊗|ψ±〉12s and |ϕ±〉12p ⊗|ψ±〉12s } are similar

to |ϕ+〉12p ⊗|ϕ+〉12s .

Eve intercepted the particles and generated hyperentangled

Bell states |ϕ−〉12p ⊗|ϕ−〉12s (if Eve generated the remaining three

hyperentangled Bell states, the analysis is similar to the

mentioned analysis). Eve transmitted particle 2 to Bob

because Eve reflected the qubits directly from Alice, and if

Bob selected CTRL operation, there is no error introduced in

this case. If Bob selects SIFT operation, the received qubits will be

measured with base ZP ⊗ ZS, and the qubits will collapse to |0〉 ⊗|
0〉, |0〉 ⊗|1〉, |1〉 ⊗|0〉, and |1〉 ⊗|1〉, each with 25% probability.

When Alice received qubits, the received qubits with base ZP ⊗ ZS
will be measured with ease, and the qubits will collapse to |0〉 ⊗|
0〉, |0〉 ⊗|1〉, |1〉 ⊗|0〉, and |1〉 ⊗|1〉, each with 25% probability.

Alice and Bob obtain the same measurement results with 1/

4 probability. Therefore, Eve can be detected with the probability

of 75% by the security check of Step 5.

Therefore, the proposed protocol can resist the

intercept–resend attack.

3.3 Entangle–measure attack

When Alice transmitted qubits to Bob via the quantum

channel, Eve entangled the ancillary qubits to the transmitted

qubits fromAlice.When the qubits were transmitted back to Alice,

Eve measured the transmitted qubits to obtain Bob’s measurement

results. The implementation of the entangle–measure attack is

shown in Figure 1. Unfortunately, irrespective of the measures

taken by Eve, errors will be introduced. When Alice and Bob

conduct eavesdropping detection, Eve will be found.

Without loss of generality, it is assumed that Alice sent

|ϕ+〉2p ⊗|ϕ+〉2s to Bob and Eve performed unitary operation Ue to

entangle the ancillary qubit |e〉 with the target qubits and sent to

Bob. When the qubits returned to Alice, Eve measured the ancillary

qubit |e〉 to get the information. For the target qubits |ϕ+〉2p ⊗|ϕ+〉2s ,
which are sent by Alice, after Ue, the states become as follows:

Ue |H〉2p ⊗ |R〉2s( )|e〉 � |H〉2p|ehh〉 + |V〉2p|ehv〉( ) ⊗ |R〉2s |err〉 + |L〉2s |erl〉( ),
(6)

TABLE 1 One example description of Alice’s and Bob’s operations.

Alice’s transmission Bob’s operation Returned result Usage

|ϕ+〉2p ⊗|ϕ+〉2s CTRL |ϕ+〉2p ⊗|ϕ+〉2s Eavesdropping detection

|ϕ+〉2p ⊗|ϕ+〉2s SIFT |0〉2p ⊗|0〉2s Eavesdropping detection/obtaining the raw keys

|ϕ+〉2p ⊗|ϕ+〉2s SIFT |0〉2p ⊗|1〉2s Eavesdropping detection/obtaining the raw keys

|ϕ+〉2p ⊗|ϕ+〉2s SIFT |1〉2p ⊗|0〉2s Eavesdropping detection/obtaining the raw keys

|ϕ+〉2p ⊗|ϕ+〉2s SIFT |1〉2p ⊗|1〉2s Eavesdropping detection/obtaining the raw keys

FIGURE 1
Entangle–measure attacks with two operations Ue and Uf.
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Ue |H〉2p ⊗ |L〉2s( )|e〉 � |H〉2p|ehh〉 + |V〉2p|ehv〉( ) ⊗ |R〉2s |elr〉 + |L〉2s |ell〉( ),
(7)

Ue |V〉2p ⊗ |R〉2s( )|e〉 � |H〉2p|evh〉 + |V〉2p|evv〉( ) ⊗ |R〉2s |err〉 + |L〉2s |erl〉( ), (8)
Ue |V〉2p ⊗ |L〉2s( )|e〉 � |H〉2p|evh〉 + |V〉2p|evv〉( ) ⊗ |R〉2s |elr〉 + |L〉2s |ell〉( ), (9)

where |ehh〉, |ehv〉, |evh〉, |evv〉, |err〉, |erl〉, |elr〉, and |ell〉 are the

pure ancillary states, which are controlled by the operation Ue.

Eve expected to pass the eavesdropping detection, where the

operation Ue does not introduce errors. According to Eqs. 6–9, it

can be inferred that

|ehv〉 � |erl〉 � |elr〉 � |evh〉 � 0. (10)

Then, Eve sent the qubits to Bob. Bob selected CTRL operation

or SIFT operation on the qubits when he received them, and Bob

returned the qubits to Alice. Eve carried out unitary operation Uf

on the qubits which Bob transmitted back to Alice.

Case 1: Bob performed SIFT operation and returned the

qubits to Alice. Eve performed Uf on the states sent back to Alice.

Uf |H〉2p|ehh〉⊗|R〉2s |err〉( ) � |H〉2p|fhh〉⊗|R〉2s |frr〉, (11)
Uf |H〉2p(

∣∣∣∣∣ehh〉⊗ |L〉2s |ell〉( ) � |H〉2p|fhh〉⊗|L〉2s |fll〉, (12)
Uf |V〉2p|evv〉⊗|R〉2s |err〉( ) � |V〉2p|fvv〉⊗|R〉2s |frr〉, (13)
Uf |V〉2p|evv〉⊗|L〉2s |ell〉( ) � |V〉2p|fvv〉⊗|L〉2s |fll〉. (14)

Case 2: Bob performed CTRL operation and did nothing on

the qubits. Therefore, after entangling the ancillary particle on

the hyperentangled Bell states, the states become as follows:

Uf |ϕ+〉12p ⊗|ϕ+〉12s( )
� 1�

2
√ |H1〉 |H2〉|fhh〉 + |V2〉|fhv〉( ) + |V1〉 |H2〉|fvh〉 + |V2〉|fvv〉( )( )(
⊗ |R1〉 |R2〉|frr〉 + |L2〉|frl〉( ) + |L1〉 |R2〉|flr〉 + |L2〉|fll〉( )( )

� 1�
2

√ |H1H2〉|fhh〉 + |H1V2〉|fhv〉 + |V1H2〉|fvh〉 + |V1V2〉|fvv〉( )(
⊗ |R1R2〉|frr〉 + |R1L2〉|frl〉 + |L1R2〉|flr〉 + |L1L2〉|fll〉( ))

� 1
2

|ϕ+〉12p + |ϕ−〉12p( )|fhh〉 + |ψ+〉12p + |ψ−〉12p( )|fhv〉(
+ |ψ+〉12p − |ψ−〉12p( )|fvh〉 + |ϕ+〉12p − |ϕ−〉12p( )|fvv〉)
⊗ |ϕ+〉12s + |ϕ−〉12s( )|frr〉 + |ψ+〉12s + |ψ−〉12s( )|frl〉(
+ |ψ+〉12s − |ψ−〉12s( )|flr〉 + |ϕ+〉12s − |ϕ−〉12s( )|fll〉))

� 1
2

|ϕ+〉12p |fhh〉 + |ϕ−〉12p |fhh〉 + |ψ+〉12p + |ψ−〉12p( )|fhv〉(
+ |ψ+〉12p − |ψ−〉12p( )|fvh〉 + |ϕ+〉12p |fvv〉 − |ϕ−〉12p |fvv〉)
⊗ |ϕ+〉12s |frr〉 + |ϕ−〉12s |frr〉 + |ψ+〉12s + |ψ−〉12s( )|frl〉(
+ |ψ+〉12s − |ψ−〉12s( )|flr〉 + |ϕ+〉12s |fll〉 − |ϕ−〉12s |fll〉)

� 1
2

|ϕ+〉12p |fhh〉 + |fvv〉( ) + |ϕ−〉12p |fhh〉 − |fvv〉( ) + |ψ+〉12p + |ψ−〉12p( )|fhv〉(
+ |ψ+〉12p − |ψ−〉12p( )|fvh〉)
⊗ |ϕ+〉12s |frr〉 + |fll〉( ) + |ϕ−〉12s |frr〉 − |fll〉( ) + |ψ+〉12s + |ψ−〉12s( )|frl〉(
+ |ψ+〉12s − |ψ−〉12s( )|flr〉).

(15)

Eve expected to pass the eavesdropping detection, so Uf

should not change the states which were sent by Alice.

Therefore, from Eq. 15, it can be inferred that

|fhh〉 − |fvv〉 � 0, (16)
|frr〉 − |fll〉 � 0, (17)

|fhv〉 � |fvh〉 � |frl〉 � |flr〉 � 0. (18)

According to Eqs. 16–18, Eqs. 11–14 can be rewritten as

follows:

Uf |H〉2p|ehh〉⊗|R〉2s |err〉( ) � |H〉2p|fhh〉⊗|R〉2s |frr〉, (19)
Uf |H〉2p|ehh〉⊗|L〉2s |ell〉( ) � |H〉2p|fhh〉⊗|L〉2s |fll〉

� |H〉2p|fhh〉⊗|L〉2s |frr〉,
(20)

Uf |V〉2p|evv〉⊗|R〉2s |err〉( ) � |V〉2p|fvv〉⊗|R〉2s |frr〉
� |V〉2p|fhh〉⊗|R〉2s |frr〉,

(21)

Uf |V〉2p|evv〉⊗|L〉2s |ell〉( ) � |V〉2p|fvv〉⊗|L〉2s |fll〉
� |V〉2p|fhh〉⊗|L〉2s |frr〉.

(22)

According to the aforementioned equations, Eve’s probes are

dependent on the corresponding states. Once Eve acquired the

information, the eavesdropping behavior will introduce the error

and be detected. So, Eve cannot acquire any valuable

information.

For security analysis of qubits |ψ−〉12p ⊗|ϕ−〉12s ,

|ψ±〉12p ⊗|ψ±〉12s , |ψ±〉12p ⊗|ϕ±〉12s , and |ϕ±〉12p ⊗|ψ±〉12s are similar

to |ϕ+〉12p ⊗|ϕ+〉12s .

Consequently, the proposed protocol can resist the

entangle–measure attack.

3.4 Comparison

The efficiency of key distribution can be improved by using

the properties of hyperentangled Bell states. For example, Bell

states can transmit two bits of classical information each time,

while hyperentangled Bell states can transmit four bits of classical

information each time, twice as much as Bell states. Specifically,

the proposed protocols transmitted two bits in each interaction,

and the previous SQKD based on the Bell state can only transmit

one bit.

The efficiency qubit can use equation η = c/(q + b) for

calculation, where c represents the compared classical

TABLE 2 Comparison.

Protocol Quantum resource Communication capacity Information carried Qubit efficiency

[24] Single photon 1 1 8.3%

[26] Bell states 1 2 16.6%

[29] GHZ states 1 3 7.1%

[33] Single photon 2 2 22.2%

Proposed protocol Hyperentangled Bell states 2 4 16.6%
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participants, q represents particles generated by the quantum

participant, and b represents particles generated by the classical

participant. In Boyer et al. [24], the quantum resource is single

photon; Alice prepared eight particles, and Bob measured and

prepared four particles. Hence, η = c/(q + b) = 1/(8 + 4) = 1/12.

Wang et al. [26] used the Bell states to describe an SQPC

protocol, wherein Alice generated four particles and Bob

measured and prepared two particles. Therefore, η = c/(q +

b) = 1/(4 + 2) = 1/6. Zhu et al. [29] employed GHZ states to

construct an SQPC protocol. Therefore, η = c/(q + b) = 1/(12

+ 2) = 1/14. In Ye et al. [33], the single photon in two degrees

of freedom is used to implement quantum key distribution.

Alice prepared six particles, and Bob measured and prepared

three particles. So, η = c/(q + b) = 2/(6 + 3) = 2/9. In the

proposed protocol, SQKD is based on hyperentangled Bell

states, Alice randomly prepared eight particles, and Bob

measured and prepared four particles. Hence, η = c/(q +

b) = 2/(8 + 4) = 1/6.

Table 2 shows the comparison between the proposed

protocol and some protocols. It can be seen that this protocol

and protocol [33] expand the degree of freedom of particles from

a single degree of freedom to two degrees of freedom. This

increases the communication capacity. The proposed protocol

takes Bell states as an example to discuss the multiple degrees of

freedom of the entangled state, which provides an indication for

further research of various entangled states (GHZ states, cluster

states, etc.).

4 Multi-party semi-quantum key
distribution protocol

In this section, the previously proposed protocol is extended

to a multi-party semi-quantum key distribution protocol

(MPSQKD), which can realize that one quantum participant

distributes keys among T (T > 1) classical participants.

Here, set U1, U2, . . . , UT is referred as existing classical

participants. In MPSQKD, only Alice has full quantum capability

and can perform any quantum operation. Others are limited to

measuring and preparing qubits with base ZP ⊗ ZS and realize the

key distribution with the help of Alice. The following steps are

part of the MPSQKD protocol.

Step 1: Alice generated 2T+1N hyperentangled Bell states

in the set {|ϕ±〉12p ⊗|ϕ±〉12s , |ψ±〉12p ⊗|ϕ±〉12s , |ψ±〉12p ⊗|ψ±〉12s ,

|ϕ±〉12p ⊗|ψ±〉12s }. Subsequently, Alice transmitted particle 2 of

each hyperentangled Bell state to the first user U1.

Step 2: T classical participants are sorted in the order of U1,

U2, . . . , UT. The former classical participant randomly selected

measurement or reflection operation and then back to the latter

participant. The last participant randomly selected a

measurement or reflection operation back to Alice.

Step 3: After Alice received all the qubits, U1, U2, . . . , UT

published their specific choices.

Step 4: According to the operation of their choices, Alice will

take a different operation.

Case 1: When all classical participants chose SIFT operation,

the measurement results of U1, U2, . . . , UT will be raw keys.

Case 2: When all classical participants chose CTRL operation,

Alice will check whether an eavesdropper arises. The results

announced by Alice should be the same as prepared. Once the

error rate is higher than the threshold, the protocol will be terminal.

Case 3: the classical participants discarded the qubits whose

operations performed differently.

Step 5: T classical participants recorded some measurement

results to check the eavesdropper of Case 1.

Step 6: U1, U2, . . . , UT will own the final keys after

promulgating the error correcting code (ECC) and privacy

amplification (PA) data.

5 Conclusion

In this study, a novel semi-quantum key distribution protocol

based on the hyperentangled Bell states is proposed. Alice has

quantum capability and transmitted the hyperentangled Bell states

to the classical participant Bob. Bob randomly performed two

operations on the received qubits. Communication participants

used the hyperentangled Bell states to realize the secure

transmission. The security analysis proves that this scheme can

effectively resist the measure–resend attack, intercept–resend

attack, and entangle–measure attack. Hence, the proposed

protocol is secure. The hyperentangled states dramatically

improves the efficiency of key transmission, which effectively

improves the efficiency and feasibility of the protocol. Moreover,

a multi-party scenario protocol based on the hyperentangled Bell

stats is presented, realizing key distribution for multiple classical

participants. The proposed protocol is the first SQKD protocol

based on multi-degree of freedom entangled states, which has a

certain guiding role for future research.
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The Caputo fractional order Lotka-Volterra system is time-consuming in

practical applications, since its starting point is fixed. To tackle this problem,

a short memory fractional order Lotka-Volterra system (SMFrLVS) is proposed,

where the chaotic attractor of the short memory fractional order Lotka-Volterra

system is achieved by the predictor-corrector method. Then, a multilayer

fractional order Lotka-Volterra system with short memory (MSMFrLVS) is

introduced, whose chaotic behaviors are explored via Poincare sections and

frequency power spectra. A quantum image encryption algorithm is proposed

by combining MSMFrLVS with quantum dual-scale triangular map. A quantum

circuit of the dual-scale triangular map is designed with ADDER-MOD2n. At the

permutation stage, the plaintext image is transformed into quantum form with

the generalized quantum image representation model. The resulting quantum

image is divided into sub-blocks and scrambled by the quantum dual-scale

triangular map. Subsequently, the intra and the inter permutation operations on

bit-planes are realized by sorting pseudo-random sequence and by quantum

Gray code, respectively. At the diffusion stage, the initial values of theMSMFrLVS

are generatedwith a plaintext correlationmechanism. The ciphertext image can

be acquired by carrying out three-level diffusion operations. It is demonstrated

that the proposed quantum image encryption algorithm performs better than

some typical image encryption algorithm in terms of security, robustness,

computational complexity and encryption speed.

KEYWORDS

quantum image encryption, fractional order differential equation, Lotka-Volterra
system, predictor-corrector method, quantum dual-scale triangular map

1 Introduction

Lots of efficient quantum image encryption algorithms have been developed [1–5].

Since chaotic systems have good dynamic characteristics, they are very suitable for

quantum image encryption [6–8]. Dai et al. presented an image encryption and

compression algorithm based on 4D hyper-chaotic Henon map [9]. Zhou et al.
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designed a secure quantum image encryption algorithm based on

5D hyper-chaotic system [10]. Ye et al. explored a fast image

encryption scheme based on public key cryptosystem, quantum

logistic map and the substitution-permutation network [11].

Khan et al. proposed a fast quantum image encryption

scheme based on affine transform and fractional order

Lorenz-like chaotic dynamical system [12]. Signing et al.

provided an image encryption algorithm by combining a

chameleon chaotic system with dynamic DNA coding [13].

Wang et al. researched a color image encryption scheme by

combining hyper-chaotic system with improved quantum

revolving gate [14]. Li et al. proposed an image encryption

scheme by combining quantum chaos with discrete fractional

wavelet transform [15]. Wu et al. designed a quantum image

encryption based on 2D logistic map and quantum Baker map

[16]. Hu et al. presented an efficient quantum color image

encryption scheme using a new 3D chaotic system [17].

Kamran et al. proposed a secure image encryption algorithm

based on quantum walk and chaos [18].

There have been numerous proposals for quantum image

encryption algorithms with image scrambling methods [19–21].

Hu et al. proposed a quantum image encryption algorithm based

on Arnold transform and wavelet transform, where the wavelet

coefficients are scrambled by the Arnold transform [22]. Liu et al.

designed a quantum image encryption algorithm by combining

general Arnold transform with substitution tables (S-box)

scrambling [23]. Liu et al. developed a quantum block image

encryption algorithm with quantum Arnold transform based on

the superposition property of quantum states [24]. Zhou et al.

suggested a multi-image encryption scheme based on quantum

3D Arnold transform [25]. However, these methods have some

limitations and cannot be used to scramble the rectangle image.

For any rectangle image, it should be expanded into the square

image or divided into many square images before scrambling,

which will add extra space and increase computational

complexity.

A fast quantum image encryption scheme for a rectangle

image based on the MSMFrLVS and quantum dual-scale

triangular map is proposed. During the encryption process,

the plaintext image is represented with the generalized

quantum image representation (GQIR) model, the image sub-

blocks are shuffled with quantum dual-scale triangular

map. Subsequently, the bit-level permutation is performed by

the random sequence generated by theMSMFrLVS and quantum

Gray code, respectively. Then, the three-level diffusion

operations among the pixel values, binary bits and pixel bits

are implemented by the chaotic sequences originated by the

MSMFrLVS. Simulation analyses show the proposed quantum

image encryption algorithm has good encryption performance

and can resist any key sensitivity attacks and any brute-force

attacks.

The rest of this paper is organized as follows: The basic

knowledge of the GQIR for images, the MSMFrLVS and the Gray

code are introduced in Section 2. The quantum circuits of dual-

scale triangular map are designed in Section 3. The proposed

quantum image encryption scheme is shown in Section 4.

Numerical simulation analyses are described in Section 5.

Finally, a conclusion is given in Section 6.

2 Preliminaries

2.1 Generalized quantum image
representation

In Ref. [26], the generalized quantum image

representation (GQIR) can store arbitrary integer numbers

H × W quantum images with �log 2H� + �log 2 W� + q qubits,

where q is the image color depth, �log 2 H� and �log 2 W�
remarked as h and ω are the sizes of the Y-axis coordinate

information and the X-axis coordinate information,

respectively. Hence, an H × W quantum image |I〉 with

GQIR can be expressed as

|I〉 � 1

( �
2

√ )h+ω
⎛⎝ ∑

H−1

Y�0
∑
W−1

X�0
⊗q−1
i�0

∣∣∣∣Ci
YX〉|YX〉⎞⎠

|YX〉 � ∣∣∣∣y0y1/yh−1〉|x0x1/xω−1〉, yi, xi ∈ {0, 1}
|CYX〉 � ∣∣∣∣C0

YXC
1
YX/Cq−1

YX〉, Ci
YX ∈ {0, 1}

,
(1)

where |YX〉 and |CYX〉 are the location information and the

color information, respectively.

2.2 Multilayer short memory fractional
order Lotka-Volterra system

2.2.1 Short memory fractional order system
The α order Caputo fractional derivative of function f(t) is

defined as [27]

C
t0
Dα

t f(t) �
1

Γ(1 − α)∫
t

t0

f(s)
(t − s)α ds, 0< α< 1, (2)

where Γ(·) is the Gamma function. The standard Caputo

fractional order system is illustrated as

FIGURE 1
Short memory fractional order system.

Frontiers in Physics frontiersin.org02

Ma et al. 10.3389/fphy.2022.1028630

70

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1028630


C
t0
Dα

t x(t) � f(t, x(t)), x(t) � x0, (3)

where t0 is the fixed starting point of the fractional order system.

The standard fractional order system Eq. 3 stores memory

from t � t0. Wu et al. proposed a short memory fractional order

system which holds memory from t* � tk and provides more

freedom in the real-world applications [28], as shown in Figure 1.

Let the interval [t0, T] be divided into m1 subintervals of length

n1h1 such that [t0, T] � [t0, t1] ∪ [t1, t2] ∪/∪ [tm1−1, tm1], n1 is

an integer and h1 � (T − t0)/N1. The short memory fractional

order system is given as

{ C
t*
Dα

t x(t) � f(x, t), x(t0) � x0

tp � tk, t ∈ [tk, tk+1], k � 0, . . . , m1 − 1
. (4)

2.2.2 Short memory fractional order Lotka-
Volterra system

The fractional order Lotka-Volterra chaotic system is defined

as [29].

C
t0
Dα1

t x � γx + ex2 − ϖxy − λzx2

C
t0
Dα2

t y � −μy + τxy
C
t0
Dα3

t z � −ξz + σzx2

, (5)

where αi(i � 1, 2, 3) represents the fractional order of the system
Eq. 5, γ denotes the intrapopulation natural growth rate of the

prey, ϖ denotes the effect of the predator on the prey, μ is the

intrapopulation natural growth rate of the predator, τ is the

positive effect of the prey on the predator, the parameters

γ,ϖ, μ, τ, and the constants e, ξ, σ are positive.

We define the SMFrLVS as

C
t*
Dα1

t x � γx + ex2 − ϖxy − λzx2

C
t*
Dα2

t y � −μy + τxy
C
t*
Dα3

t z � −ξz + σzx2
. (6)

In Eq. 6, the starting point of the SMFrLVS is the variable

point t* rather than a fixed point t0 such that the SMFrLVS

improves the speed of the numerical computation.

2.2.3 Predictor-corrector method for the
SMFrLVS

The predictor-corrector method is one of the most widely

methods used in the chaotic analysis of the fractional order

system, which explains the approximate solution of the nonlinear

fractional order differential equations. The SMFrLVS is solved by

the predictor-corrector method as follows.

For the interval [t0, t1], the predicted values are given as

xp
1 � x0 + hα11

α1Γ(α1) (γx0 + ex2
0 − ϖx0y0 − λz0x

2
0)

yp
1 � y0 + hα21

α2Γ(α2) ( − μy0 + τx0y0)

zp1 � z0 + hα31
α3Γ(α3) ( − ξz0 + σz0x

2
0)

. (7)

The numerical solutions are determined by

x1 � x0 + hα11
Γ(α1 + 2) [(1 + α1)(γx0 + ex2

0 − ϖx0y0 − λz0x
2
0) + γxp

1 + exp
1 2 − ϖxp

1y
p
1 − λzp1x

p2
1 ]

y1 � y0 + hα21
Γ(α2 + 2) [(1 + α2)( − μy0 + τx0y0) + τxp

1y
p
1 − μyp

1 ]

z1 � z0 + hα31
Γ(α3 + 2) [(1 + α3)( − ξz0 + σz0x

2
0) + σzp1x

p2
1 − ξzp1 ]

.

(8)

For t ∈ [tk, tk+1], 1≤ k≤m1 − 1, and m1 ≥ 2, the predicted values

are defined as

xp
k+i+1 � xk + hα11

Γ(α1)∑
i

j�0
bj,i+1(γxk + ex2

k − ϖxkyk − λzkx
2
k)

yp
k+i+1 � yk + hα21

Γ(α2)∑
i

j�0
bj,i+1( − μyk + τxkyk)

zpk+i+1 � zk + hα31
Γ(α3)∑

i

j�0
bj,i+1( − ξzk + σzkx

2
k)

, (9)

where the coefficient bj,i+1 is expressed as

bj,i+1 � 1
α
[(i + 1 − j)α − (i − j)α]. (10)

The numerical solutions are defined as

xk+i+1 �xk + hα11
Γ(α1 +2)

⎛⎝∑
i

j�0
aj,i+1(γxk+j + ex2

k+j −ϖxk+jyk+j −λzk+jx2
k+j)

+γxp
k+i+1 + exp2

k+i+1 −ϖxp
k+i+1y

p
k+i+1 −λzpk+i+1xp2

k+i+1)

yk+i+1 �yk + hα21
Γ(α2 +2)

⎡⎢⎢⎣∑
i

j�0
aj,i+1(−μyk+j + τxk+jyk+j)+ τxp

k+i+1y
p
k+i+1 −μyp

k+i+1⎤⎥⎥⎦

zk+i+1 � zk + hα31
Γ(α3 +2)

⎡⎢⎢⎣∑
i

j�0
aj,i+1(− ξzk+j +σzk+jx2

k+j)+σzpk+i+1xp2
k+i+1 − ξzpk+i+1⎤⎥⎥⎦

,

(11)

where the coefficient aj,i+1 is given as

aj,i+1 �
⎧⎪⎨
⎪⎩

iα+1 − (i − α)(i + 1)α, j � 1;
(i − j + 2)α+1 + (i − j)α+1 − 2(i − j + 1)α+1, 1< j≤ i;
1, j � i + 1.

(12)

The parameters are set as γ � 1, ϖ � 1, μ � 1, τ � 1, e � 2,

ξ � 3, σ � 2.7, h1 � 0.01, N1 � 5000, and the initial values are

taken as [1, 1.4, 1]. When αi(i � 1, 2, 3) � 0.8, the chaotic

attractors of the SMFrLVS with phase portraits are plotted in

Figure 2. When αi(i � 1, 2, 3) � 0.95, the chaotic attractors of the

SMFrLVS with phase portraits are described in Figure 3. The

SMFrLVS can significantly save time and is more suitable for

practical applications than the fractional order Lotka-Volterra

system, since the SMFrLVS starts from t*, as shown in Table 1.

2.2.4 Multilayer short memory fractional order
Lotka-Volterra system

We propose the MSMFrLVS as follows
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C
tp
Dα1′

t x � γx + ex2 − ϖxy − λzx2

C
tp
Dα2′

t y � −μy + τxy
C
tp
Dα3′

t z � −ξz + σzx2

C
tp
Dα4′

t w � (υx2 − 1)tanh(w)
, (13)

where the parameters γ,ϖ, μ, τ, and the constants e, ξ, σ, υare

positive, α′i(i � 1, 2, 3, 4) represent the fractional order of the

MSMFrLVS, the starting point of the MSMFrLVS is tp. The

numerical solutions of the MSMFrLVS are acquired with the

predictor-corrector method, the chaotic attractors of the

MSMFrLVS with phase portraits are depicted in Figure 4,

when α′i(i � 1, 2, 3, 4) � 0.95 and N1 takes 2000, 3000, 4000,

5000, the values of other parameters remain unchanged, it is

illustrated that the number of layers of the MSMFrLVS increases

with the increase of N1. When N1 � 5000 and

α′i(i � 1, 2, 3, 4) � 0.7, 0.8, 0.85, 0.9, the values of other

parameters remain unchanged, the chaotic attractors of the

MSMFrLVS with phase portraits are displayed in Figure 5, it

is shown that the number of layers of the MSMFrLVS decreases

as the increase of the fractional order.

It is difficult to describe the orbits of a chaotic system

concisely due to the disorder of the orbits. One of the ideas is

to reduce the dimension of description and simplify the

trajectory of the space into a series of discrete points, thus the

Poincare section is observed. A large number of points observed

at the intersection of the phase space trajectory and the Poincare

section are a feature of the chaotic motion, as shown in Figure 6.

In addition, the continuous frequency power spectrum is

generally regarded as an indicator of chaos, the frequency

power spectra of the MSMFrLVS are plotted in Figure 7.

2.3 Gray code

Gray code is a signal coding method and generally used in the

digital conversions [30]. Gray code can be expressed as

{ ϕi � δi ⊕ δi+1, i � 0, 1, . . . , q − 1
ϕq � δq

, (14)

where δ is a positive integer with binary code δ � δqδq−1/δ1δ0.

3 Quantum realization of the dual-
scale triangular map

3.1 Quantum representation of the dual-
scale triangular map

Li et al. [31] proposed 2D dual-scale triangular map which

can be utilized to scramble a rectangle image directly. For a given

FIGURE 2
Phase portraits of the SMFrLVS when αi (i = 1, 2, 3) = 0.8 in: (A) x-y-z space, (B) x-y, (C) x-z, (D) y-z planes.
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M × N matrix, (x, y) represent the pixel coordinates and

(x′, y′) corresponding to the changed pixel coordinates. 2D

dual-scale triangular map is defined as

[ x′
y′] � [ a 0

c d
][ x

y
]mod[M

N
], (15)

where a, c and d are non-negative integers. Note that a and M

should be co-prime, so should d and N.

The inverse dual-scale triangular map is

⎧⎨
⎩

x � (a−1x′)modM

y � (d−1y′ − px + s)modN
, (16)

where p � d−1c and s � ceil(cM/N) ·N · d−1, ceil(x) denotes that
each element of x is rounded to the nearest integer greater than or

equal to that element. (a−1a)modM � 1 and (d−1d)modN � 1.

According to the classical dual-scale triangular map, the quantum

representation of the dual-scale triangular map can be expressed as

{
∣∣∣∣x′〉 � ∣∣∣∣axmod 2m〉∣∣∣∣y′〉 � ∣∣∣∣(cx + dy)mod 2n〉 . (17)

Correspondingly, the quantum representation of the inverse

dual-scale triangular map can be defined as

{
∣∣∣∣x〉 � ∣∣∣∣a−1x′mod 2m〉∣∣∣∣y〉 �

∣∣∣∣∣(d−1y′ − px + s)mod 2n〉 . (18)

3.2 Quantum circuits for the dual-scale
triangular map and the inverse dual-scale
triangular map

3.2.1 Quantum circuits for the dual-scale
triangular map

According to Eq. 17, the states |x′〉 and |y′〉 are independent
of each other. Therefore, the quantum circuits of |x′〉 and |y′〉
can be designed.

(1) Quantum circuit |x′〉. According to Eq. 17, |x′〉 can be

achieved with a steps.

∣∣∣∣x, x〉 →
∣∣∣∣x, 2xmod 2m〉 →/→

∣∣∣∣x, axmod 2m〉. (19)

axmod 2m from the first step to the last step can be acquired

with the ADDER-MOD2m network [32], as shown in

Figure 8A.

FIGURE 3
Phase portraits of the SMFrLVS when αi (i = 1, 2, 3) = 0.95 in: (A) x-y-z space, (B) x-y, (C) x-z, (D) y-z planes.
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(2) Quantum circuit |y′〉. According to Eq. 17, |y′〉 can be

realized with c + d + 1 steps.

|x, x〉 → |x, 2xmod 2n〉 →/→ |x, cxmod 2n〉 →
∣∣∣∣y, cxmod 2n〉

→
∣∣∣∣y, (cx + y)mod 2n〉 →/→

∣∣∣∣y, (cx + dy)mod 2n〉.
(20)

It shows that cxmod 2n from the first step to the c-th step can

be obtained with the ADDER-MOD2n network. In the (c + 1)-th
step, x is substituted for y. (cx + dy)mod 2n from the (c + 2)-th
step to the last step can be constructed with the ADDER-MOD2n

network. The quantum circuit |y′〉 is depicted in Figure 8B.

FIGURE 4
Phase portraits of the MSMFrLVS in x-y-w space and x-z-w space: (A,B): N1 � 2000, (C,D): N1 � 3000, (E,F): N1 � 4000, (G,H): N1 � 5000.

FIGURE 5
Phase portraits of the MSMFrLVS in x-y-w space and x-z-w space: (A,B): α′i � 0.7, (C,D): α′i � 0.8, (E,F): α′i � 0.85, (G,H): α′i � 0.9

TABLE 1 Time comparison between the SMFrLVS and the fractional
order Lotka-Volterra system.

N1 The SMFrLVS (s) Fractional order Lotka-Volterra
system (s)

4,000 0.863 14.575

8,000 0.992 66.054

16,000 1.077 226.386

30,000 1.272 1306.923

40,000 1.437 1802.287

50,000 1.624 3,256.137

Frontiers in Physics frontiersin.org06

Ma et al. 10.3389/fphy.2022.1028630

74

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1028630


3.2.2 Quantum circuits for the inverse dual-scale
triangular map

To recover the plaintext image from the scrambled image, the

quantum circuits of |x〉 and |y〉 should be involved. From Eq. 18,

the inverse transform uses subtraction operation. A theorem

stated in [32] provides a solution to realizing the subtraction

operation.

(x − y)mod 2n � (x + (�y + 1))mod 2n, (21)

where �y � yn−1yn−2 . . .y0, yi � 1 − yi, i � n − 1, n − 2, . . . , 0.

(1) Quantum circuit |x〉. FromEq. 18, it requires a−1 steps to realize
|x〉, as illustrated in Figure 9A. |x〉 can be constructed as

∣∣∣∣x′, x′〉 →/→
∣∣∣∣x′, a−1x′mod 2m〉. (22)

a−1x′mod 2m from the first step to the last step can be created

with the ADDER-MOD2m network.

(2) Quantum circuit |y〉. By recalling Eq. 18, |y〉 can be

implemented with p + d−1 + 6 steps, as depicted in

Figure 9B.

|�x, �x〉 →/→
∣∣∣∣�x, p�xmod 2n〉 →

∣∣∣∣p, p�xmod 2n〉 →
∣∣∣∣p, p(�x + 1)mod 2n〉

→
∣∣∣∣y′, p(�x + 1)mod 2n〉 →/→

∣∣∣∣∣y′, (p(�x + 1) + d−1y′)mod 2n〉
→

∣∣∣∣∣s, (p(�x + 1) + d−1y′)mod 2n〉 →
∣∣∣∣∣s, (p(�x + 1) + d−1y′ + s)mod 2n〉.

(23)
It demonstrates that p�xmod 2nfrom the first step to the p-th

step can be obtained with the ADDER-MOD2n network. �x is

superseded by p in the (p + 1)-th step. In the (p + 2)-th step,

p(�x + 1)mod 2n is acquired with the help of the ADDER-

MOD2n operation. In the (p + 3)-th step, p is replaced by y′.
From the (p + 4)-th step to the (p + d−1 + 4)-th step,

(p(�x + 1) + d−1y′)mod 2n is generated with the ADDER-

MOD2n network. In the (p + d−1 + 5)-th step, y′ is

substituted for s. In the last step, (p(�x + 1) + d−1y′ +
s)mod 2n is accomplished by the ADDER-MOD2n network.

4 Quantum image encryption and
decryption algorithm

4.1 Quantum image encryption algorithm

The proposed quantum image encryption scheme based on

theMSMFrLVS and quantum dual-scale triangular map is shown

in Figure 10. The plaintext image is represented with the GQIR

model. During the permutation stage, the position information of

the quantum image is shuffled by the block-level permutation

and the intra and the inter bit-level permutation operations,

while the color information of the quantum image remains

unchanged. In the diffusion stage, three-level diffusion

operations including pixel values, binary bits and pixel bits are

accomplished for the scrambled image.

Assume the plaintext image of sizeN × M with a color depth

q to be encrypted is expressed as |I〉 and its GQIR representation

can be written as

|I〉 � 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉|YX〉. (24)

The specific encryption algorithm involves the following

steps.

Step 1: Block-level scrambling is performed. To effectively

realize the block-level arrangement, the plaintext image

FIGURE 6
3D view of the MSMFrLVS and the Poincare section in: (A,B): x-y-z space, (C,D): x-y-w space, (E,F): x-z-w space, (G,H): y-z-w space.
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should be decomposed into sub-blocks. If the block size is

2w1 × 2w1 , then the number of blocks is 2n−w1 × 2m−w1 after

division. Assume that Qdst represents the quantum dual-

scale triangular map which is applied on the n − w1 and m −
w1 qubits and the scrambled block image |Ib〉 can be

acquired.

FIGURE 8
Quantum circuits:(A) |x′〉, (B) |y′〉.

FIGURE 7
Frequency power spectra of the MSMFrLVS in: (A) x, (B) y, (C) z, (D) w planes.
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|Ib〉�Qdst |I〉� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉Qdst |YX〉

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉Qdst(

∣∣∣∣yn−1yn−2/y0〉|xm−1xm−2/x0〉)

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉Qdst(

∣∣∣∣yn−1yn−2/yw1〉)
∣∣∣∣∣yw1−1/y0〉

Qdst(|xm−1xm−2/xw1〉)
∣∣∣∣xw1−1/x0〉

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉

∣∣∣∣∣yn−1′ yn−2′ /yw1′ yw1−1/y0〉
∣∣∣∣xm−1′ xm−2′ /xw1′ xw1/x0〉.

(25)

According to Eq. 17, the scrambled position qubits

|yn−1′ yn−2′ /yw1′ 〉 and |xm−1′ xm−2′ /xw1′ 〉 can be obtained as

⎧⎪⎨
⎪⎩

∣∣∣∣yn−1′ yn−2′ /yw1′ 〉�Qdst(yn−1yn−2/yw1)
� (c|xn−1xn−2/xw1〉+d

∣∣∣∣yn−1yn−2/yw1〉)mod2n−w1∣∣∣∣xm−1′ xm−2′ /xw1′ 〉�Qdst(xm−1xm−2/xw1) � (a|xm−1xm−2/xw1〉)mod2m−w1

.

(26)

The circuit of image block-level permutation based on Qdst is

depicted in Figure 11.

Step 2. : To improve the security of the system, a plaintext

correlation mechanism is employed to obtain the initial values of

the MSMFrLVS. The method is expressed as

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

x′(0) � x(0) +∑
8

i�1
hi × 10−6 + h9 ⊕ h10 ⊕/h16

1010

y′(0) � y(0) + ∑
24

i�17
hi × 10−6 + h25 ⊕ h26 ⊕/h32

1010

z′(0) � z(0) + ∑
40

i�33
hi × 10−6 + h41 ⊕ h42 ⊕/h48

1010

w′(0) � w(0) + ∑
56

i�49
hi × 10−6 + h57 ⊕ h58 ⊕/h64

1010

, (27)

where x(0), y(0), z(0) and w(0) are the initial values of Eq. 13,
hi is a 256-bit hash value, x′(0), y′(0), z′(0) and w′(0) are the
updated initial values of Eq. 13. Obviously, the new initial values

are related to the plaintext image.

Step 3: The initial values x′(0), y′(0), z′(0) and w′(0) are

iterated with Eq. 13 m′ + 2n × 2m times, m′ is set to 100. To

avoid the harmful effect of transient procedure, a new chaotic

sequence {ϒi|i � 1, 2, . . . , 2n × 2m} is obtained after abandoning

the former m′ elements, where ϒ ∈ {x, y, z, w}.
Step 4: The new chaotic sequence is transformed into integer

sequence, {ϒp
i |i � 1, 2,/, 2n × 2m},

ϒp
i �

∣∣∣∣⌊(ϒi − �ϒi�) × 1014⌋∣∣∣∣mod 256, (28)

where �ϒ� rounds ϒ to the nearest integer towards zero.

FIGURE 9
Quantum circuit (A) |x〉, (B) |y〉.

Frontiers in Physics frontiersin.org09

Ma et al. 10.3389/fphy.2022.1028630

77

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1028630


Step 5. : Bit-level permutation includes the intra bit-planes

permutation and the inter bit-planes permutation. The intra bit-

planes permutation is accomplished by sorting the sequence

{xp
i |i � 1, 2,/, 8} in ascending order. The corresponding

quantum circuit is shown in Figure 12, where the exchange of

bit-planes is implemented with quantum swap gate.

For pixel (Y,X), a quantum sub-operation φYX can be

constructed as

φYX � I ⊗ ∑
2n−1

y�0
∑
2m−1

x�0,YX ≠ yx

∣∣∣∣yx〉〈yx∣∣∣∣ + GYX ⊗ |YX〉〈YX|. (29)

where GYX to realize bit-planes permutation operation is

defined as

GYX

∣∣∣∣C(y, x)〉 � GYX

∣∣∣∣∣c7yxc6yxc5yxc4yxc3yxc2yxc1yxc0yx〉
�

∣∣∣∣∣c1yxc4yxc7yxc6yxc3yxc0yxc5yxc2yx〉
, (30)

By applying the quantum sub-operation φYX on the block-

level permutation image |Ib〉, the bit-planes of pixel (Y,X) are
scrambled.

φYX|Ib〉 � 1

( �
2

√ )n+mφYX
⎛⎝ ∑

2n−1

y�0
∑
2m−1

x�0,YX ≠ yx

∣∣∣∣C(y, x)〉∣∣∣∣yx〉 + |C(Y,X)〉|YX〉⎞⎠

� 1

( �
2

√ )n+m ∑
2n−1

y�0
∑
2m−1

x�0,YX ≠ yx

∣∣∣∣C(y, x)〉∣∣∣∣yx〉 + φYX(
∣∣∣∣∣c7yxc6yxc5yxc4yxc3yxc2yxc1yxc0yx〉|YX〉)

� 1

( �
2

√ )n+m ∑
2n−1

y�0
∑
2m−1

x�0,YX ≠ yx

∣∣∣∣C(y, x)〉∣∣∣∣yx〉 +
∣∣∣∣∣c1yxc4yxc7yxc6yxc3yxc0yxc5yxc2yx〉|YX〉.

(31)

FIGURE 10
Flowchart of image encryption algorithm.

FIGURE 11
Quantum circuit for the block-level permutation based on
Qdst.

FIGURE 12
Quantum circuit of the intra bit-planes permutation.

Frontiers in Physics frontiersin.org10

Ma et al. 10.3389/fphy.2022.1028630

78

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1028630


To complete bit-planes scrambling of all the pixels, a

quantum operation S is defined,

|Ik〉 � S|Ib〉 � ∏
2n−1

Y�0
∏
2m−1

X�0
φYX|Ib〉

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0

∣∣∣∣∣c1yxc4yxc7yxc6yxc3yxc0yxc5yxc2yx〉|YX〉

� 1

( �
2

√ )n+m ∑
2n−1

y�0
∑
2m−1

x�0

∣∣∣∣C′(y, x)〉∣∣∣∣yx〉.

(32)

Step 6. : The inter bit-planes permutation is accomplished with

quantum Gray code. By scrambling quantum image |Ik〉 with

quantum Gray code, the scrambled quantum image |Is〉 is

obtained. The circuit of quantum Gray code is shown in

Figure 13A.

Step 7. : The sequence {w′
i|i � 1, 2,/, 2n × 2m} is given by

w′
i � wp

i mod 3. (33)

The scrambled quantum image |Is〉 is chosen to perform

diffusion operations among pixel values, binary bits and pixel bits

according to the sequence {w′
i|i � 1, 2,/, 2n × 2m}.

Step 8. : If w′
i � 0, then the pixel values diffusion operation is

performed.

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

aa � floor(1
2
× 104 sin(4 sinyp(i) + 1))mod 256

bb � floor(0.9 cos 3.9πzp(i) × (1 − zp(i)) × 104)mod 256

Ie(i) � (Is(i) + aa ⊕ bb)mod 256

.

(34)
If w′

i � 1, then the binary bits diffusion operation is

performed.

Ie(i) � Is(i) ⊕ yp(i) ⊕ zp(i). (35)

Ifw′
i � 2, then the pixel bits diffusion operation is performed.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎩

a1 � floor(y
p(i)
100

)

b1 � floor(y
p(i) − 100a1

10
)

c1 � floor(yp(i) − 100a1 − 10b1)

, (36)

⎧⎪⎨
⎪⎩

a11 � [a1 + floor(0.99 sin 0.99 × 104πa1)mod 100]mod 10
b11 � [b1 + floor(0.99 sin 0.99 × 104πb1)mod 100]mod 10
c11 � [c1 + floor(0.99 sin 0.99 × 104πc1)mod 100]mod 10

,

(37)
abc � (100a11 + 10b11 + c11)mod 256, (38)

Ie(i) � [abc + floor(0.99 sin 2π104zp(i)) + Is(i)]mod 256.

(39)
According to Eq. 36, the hundreds place a1, tens place b1, and

one place c1. They were then entered into Eq. 37 to obtain a11,

b11, and c11. They are then substituted in Eq. 38 and combined to

FIGURE 13
Circuits (A) Quantum Gray code, (B) Inverse quantum Gray code.
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yield abc. Finally, the quantum ciphertext image |Ie〉 can be

generated by substituting them into Eq. 39.

4.2 Quantum image decryption algorithm

The decryption process is the reverse process of the

encryption process, the specific image decryption process is as

follows.

Step 1: The encryption quantum image |Ie〉 performs three-level

diffusion operations with the integer sequences {yp
i |i �

1, 2, . . . 2n × 2m} and {zpi |i � 1, 2, . . . 2n × 2m}, the scrambled

quantum image |Is〉 is retrieved.

Step 2. : The quantum image |Ik〉 is retrieved by the inverse

quantum Gray code on the scrambled quantum image |Is〉, the
circuit of the inverse quantum Gray code is depicted in

Figure 13B.

Step 3: The quantum image |Ib〉 is obtained by the inverse bit-

planes exchange operation S−1 on the quantum image |Ik〉.

|Ib〉 � S−1|Ik〉 � ∏
2n−1

Y�0
∏
2m−1

X�0
φ−1
YX|Ik〉

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
G−1

YX

∣∣∣∣c1YXc4YXc7YXc6YXc3YXc0YXc5YXc2YX〉 ⊗ |YX〉

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0

∣∣∣∣c7YXc6YXc5YXc4YXc3YXc2YXc1YXc0YX〉 ⊗ |YX〉.

(40)
Step 4: The plaintext image can be recovered by performing

inverse Qdst on the quantum image |Ib〉.
|I〉�Q−1

dst |Ib〉

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉Q−1

dst(
∣∣∣∣∣yn−1′ yn−2′ /yw1′ yw1−1/y0〉

∣∣∣∣xm−1′ xm−2′ /xw1′ xw1/x0〉⎞⎠

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉Q−1

dst

∣∣∣∣yn−1′ yn−2′ /yw1′ 〉
∣∣∣∣∣yw1−1/y0〉Q−1

dst

∣∣∣∣xm−1′ xm−2′ /xw1′ 〉
∣∣∣∣xw1−1/x0〉

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉

∣∣∣∣yn−1yn−2/y0〉|xm−1xm−2/x0〉

� 1

( �
2

√ )n+m ∑
2n−1

Y�0
∑
2m−1

X�0
⊗
q−1
j�0

∣∣∣∣Cj
YX〉|YX〉.

(41)

5 Numerical simulation and
discussion

The numerical simulations are run on a MATLAB R2019b

platform due to a lack of equipment. To test the effectiveness and

reliability of the proposed quantum image encryption algorithm,

the plaintext images in Figures 14A–C are image “Barbara” of

size 580 × 720, image “Arnav” of size 248 × 300, and color image

“Girls” of size 321 × 481 × 3 [33–35]. The block size w1 has been

set to four. The simulation parameters are as follows: a � 1, c � 2,

d � 1, γ � 1, ϖ � 1, μ � 1, τ � 1, e � 2, ξ � 3, σ � 2.7, h1 � 0.01,

N1 � 5000, x(0) � 1, y(0) � 1.4, z(0) � 1 and w(0) � 1. The

relevant ciphertext images are shown in Figures 14D–F. Because

all ciphertext images are encrypted and exhibit chaotic behavior,

attacks will have an enormously difficult time extracting the

original plaintext images. When decrypted with the correct keys,

Figures 14G–I show the corresponding decrypted images. There

is no discernible difference between the original plaintext image

and the decrypted image, indicating that the proposed fast

quantum image encryption scheme based on a multilayer

short memory fractional order Lotka-Volterra system and a

dual-scale triangular map is effective.

The proposed algorithm was evaluated using three types of

statistical property analyses, comprising histogram, correlation

of adjacent pixels, and information entropy. The histogram

assures that plaintext images and ciphertext images are

different from each other. The association between two

neighboring pixels was shown by the correlation of adjacent

pixels. The information entropy looks at the encryption effect of

the ciphertext images. In order to verify the proposed algorithm’s

resistance to various attacks, differential attack analysis, noise

attack analysis, and shear attack analysis were also carried out. To

show the space and sensitivity of the keys, key space analysis and

key sensitivity analysis are then done. The proposed algorithm’s

computational complexity was then described. Last but not least,

tests and comparisons of the encryption and decryption times in

seconds were performed. All of the preceding analyses will

guarantee that proposed algorithms would both be technically

proficient and efficient.

5.1 Statistical property analysis

5.1.1 Histogram
The histograms of the color images “Girls,” “Sailboat,” and

“Goldhill” are shown in Figures 15A–C, and the histograms of

the corresponding ciphertext images are shown in Figures

15D–F. It is demonstrated that the histograms of ciphertext

images differ noticeably from those of plaintext images. The

pixel values of ciphertext images are evenly distributed and

completely different from those of plaintext images. It

demonstrates that the proposed quantum image encryption

scheme can withstand the histogram attack.

Furthermore, the chi-square test is used to precisely measure the

difference between the ciphertext image and the plaintext image.

χ2 � ∑
255

L�0

(oL − eL)2
eL

, (42)

where oL is the observed number of the L-th gray level and eL is

the expected number of the L-th gray level. Table 2 displays the

results of the chi-square test on ciphertext and plaintext images.

Table 2 shows that the chi-square values of ciphertext images are
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less than 5% of the significance level, demonstrating that the

proposed encryption scheme can withstand the histogram attack.

5.1.2 Correlation of adjacent pixels
Assume that N pairs of adjacent pixels need to be randomly

selected from the image to be investigated, and the gray values are

recorded as (x, y), the correlation coefficient between two

vectors is defined as

CXY �
∑N
i�1

(xi − 1
N ∑N

i�1
xi)(yi − 1

N ∑N
i�1
yi)

����������������������������
∑N
i�1

(xi − 1
N ∑N

i�1
xi)

2

∑N
i�1

(yi − 1
N ∑N

i�1
yi)

2
√ . (43)

The correlation distribution of plaintext image “Girls” and

ciphertext image “Girls” in horizontal, vertical and diagonal

directions are depicted in Figure 16. The correlation

coefficients of plaintext images and ciphertext images are

edited in Table 3. As can be seen from Figure 16 and Table 3,

the correlations between the adjacent pixels of plaintext images

are extremely strong, while the correlations between the adjacent

pixels of ciphertext images are close to 0, which are almost no

correlations. Compared with [10, 24], the proposed image

encryption scheme has stronger capacity to resist the

correlation analysis attack.

5.1.3 Information entropy
The information entropy H(x) calculation formula is

written as

H(x) � −∑
255

i�0
p(xi)log 2 p(xi), (44)

where p(xi) represents the probability of the gray value i. The

theoretical value of information entropy for a gray-scale random

image with level 256 is 8 bits. The information entropy of

FIGURE 14
Plaintext images, ciphertext images and decryption images: (A) “Barbara,” (B) “Arnav,” (C) “Girls,” (D) “Barbara,” (E) “Arnav,” (F) “Girls,” (G) “Barbara,”
(H) “Arnav,” (I) “Girls.” (“Barbara” is from the University of Southern California’s signal and image process institute image dataset, “Arnav” is from the
IMDB-WIKI 500k dataset, “Girls” is from the Berkeley segmentation dataset (BSD) 500 dataset.).
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plaintext images and ciphertext images is listed in Table 4. It is

demonstrated that the information entropy of each ciphertext

image approaches the theoretical value, whereas the information

entropy of each plaintext image deviates significantly from the

theoretical value, and the image encryption effect outperforms

[10, 24].

5.2 Differential attack analysis

To quantitatively measure the difference between two

images of the same size, Number of Pixels Change Rate

(NPCR) and Unified Average Changing Intensity (UACI)

can be performed.

FIGURE 15
Histograms of plaintext images and ciphertext images: (A) “Girls,” (B) “Sailboat,” (C) “Goldhill,” (D) “Girls,” (E) “Sailboat,” (F) “Goldhill.”

TABLE 2 Chi-square test.

Image Plaintext image Ciphertext image

Barbara 1.6314e+05 235.6696

Arnav 4.0976e+04 278.3243

Bridge 1.5584e+05 265.5647

Lake 1.5144e+05 259.4658

Baboon 1.4652e+04 265.2458

R channel 1.4164e+05 236.4007

Girls G channel 1.1872e+05 206.2859

B channel 1.6640e+05 234.2054

R channel 1.6543e+05 256.5642

Sailboat G channel 1.2564e+05 286.2656

B channel 1.3654e+05 266.6462

R channel 1.5621e+05 269.5354

Goldhill G channel 1.4365e+05 275.3564

B channel 1.6543e+05 265.3564

Critical value (5%) 293.2478 293.2478
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⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

NPCR � ∑
N

j�1
∑
M

i�1

D(i, j)
M × N

× 100%

UACI � ∑
N

j�1
∑
M

i�1

∣∣∣∣c1(i, j) − c2(i, j)
∣∣∣∣

M × N × 255
× 100%

. (45)

Besides NPCR and UACI, Block Average Changing Intensity

(BACI) can also measure the difference between two random

images.

BACI � 1

(M − 1)(N − 1) ∑
(M−1)(N−1)

i�1

mi

255
. (46)

If the NPCR of the two images is 100%, and the UACI is close

to the theoretical value, but the visual effects of the two images are

similar, it indicates that NPCR and UACI are still insufficient in

describing the differences between the two images, and BACI

makes up for this deficiency. The theoretical value of BACI is

26.7712%. From Table 5, NPCR, UACI and BACI are all close to

the theoretical values. Therefore, the proposed encryption

scheme is very sensitive to any small changes of the pixel of

plaintext image.

5.3 Key space analysis

The key space of the image cryptosystem should be large

enough to resist brute force attack effectively. The key space

should be at least 2128. In the proposed scheme, the key space

contains the parameters of quantum dual-scale triangular map,

the initial values of the MSMFrLVS and the hash value of

plaintext image. The key space of quantum dual-scale

triangular map is estimated to be 108. The precision of the

initial values of the MSMFrLVS is 1015, the total key space is

108 + 1015×4 + 2256. Therefore, the key space of the proposed

algorithm is large enough to resist the brute-force attack.

5.4 Key sensitivity analysis

A good image encryption system should have strong key

sensitivity. To be more precise, the key sensitivity of the system is

evaluated by the mean-squared error (MSE).

MSE � 1
M × N

∑
M

x�1
∑
N

y�1
[D(x, y) − I(x, y)]2, (47)

where M × N denotes the image size, D(x, y) and I(x, y)
represents the pixel values of decryption image and plaintext

image at the position (x, y), respectively. Figures 17B–E show the

MSE curves with wrong keys x0 + 10−14, y0 + 10−14, z0 + 10−14

and w0 + 10−14, respectively. As can be seen from Figure 17, the

ciphertext images obtained under the condition of minor changes

of the keys are quite different. Since the keys are randomly

selected from the key space, it can be explained that each key in

the key space is valid and sensitive.

5.5 Shear attack analysis

In addition to the noise attack, the ciphertext image is also

susceptible to malicious cutting by the attacker during the

process of transmission and processing, therefore it is

necessary to analyze the anti-clipping ability of the proposed

algorithm. Figure 18 shows the ciphertext images of different

FIGURE 16
Correlation distribution of two adjacent horizontal, vertical and diagonal pixels of “Girls”: (A) R channel, (B)G channel, (C) B channel; Correlation
distribution of two adjacent horizontal, vertical and diagonal pixels of encryption “Girls”: (D) R channel, (E) G channel, (F) B channel.
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clipping regions and their corresponding decryption images.

From Figure 18, the resolution of decryption images varies

with the cutting degree of ciphertext images, but the crucial

information of the decryption images can still be identified.

Therefore, the proposed encryption algorithm has a certain

ability to resist the shear attack.

TABLE 4 Information entropy.

Images Plaintext image (bit) Ciphertext image (bit)

Barbara 7.6578 7.9996

Arnav 7.4914 7.9973

Baboon 7.4465 7.9985

Bridge 7.2645 7.9976

Lake 7.6548 7.9992

R channel 7.7771 7.9975

Girls G channel 7.5523 7.9981

B channel 7.2687 7.9975

R channel 7.6782 7.9968

Sailboat G channel 7.6485 7.9978

B channel 7.4356 7.9986

R channel 7.6897 7.9991

Goldhill G channel 7.8562 7.9981

B channel 7.7568 7.9985

Reference [10] 7.1273 7.9970

Reference [24] 7.0097 7.9970

TABLE 3 Correlation coefficients of adjacent pixels.

Correlation coefficient Horizontal Vertical Diagonal

Plaintext Barbara 0.9803 0.9806 0.9591

Ciphertext Barbara 0.0079 −0.0087 −0.0035
Plaintext Arnav 0.9844 0.9837 0.9730

Ciphertext Arnav 0.0097 0.0100 −0.0138
Plaintext Baboon 0.9763 0.9356 0.9435

Ciphertext Baboon 0.0053 0.0059 0.0043

Plaintext Bridge 0.9786 0.9442 0.9624

Ciphertext Bridge 0.0023 0.0045 0.0026

R channel 0.9678 0.9494 0.9304

Plaintext Girls G channel 0.9456 0.9247 0.8827

B channel 0.9162 0.8944 0.8352

R channel −0.0093 −0.0303 −0.0049
Ciphertext Girls G channel −0.0177 −0.0203 0.0057

B channel −0.0155 0.0052 −0.0117
Plaintext Sailboat R channel 0.9356 0.9869 0.9364

G channel 0.9468 0.9576 0.9567

B channel 0.9256 0.9564 0.8967

R channel −0.0053 0.0134 0.0036

Ciphertext Sailboat G channel 0.0054 −0.0023 0.0054

B channel −0.0034 0.0098 −0.0068
Reference [10] −0.0423 0.0202 −0.0212
Reference [24] 0.0295 0.0187 0.0393
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5.6 Computational complexity

Assume that I is anM × N image, andN is greater thanM. The

computational complexity of the proposed quantum image

encryption algorithm primarily depends on quantum dual-scale

triangular map, the intra bit-planes permutation and quantum

XOR operation. In the block-level permutation stage, the basic

gates of ADDER-MOD2n are 28n − 12 and the complexity of the

ADDER-MOD2n is about 140n [1]. Hence, the computational

complexity of quantum dual-scale triangular map is O(n). In

addition, the intra bit-planes permutation involves four quantum

swap gates, and each swap gate is achieved by three C-NOT gates,

thus the intra bit-planes permutation is realized by 12n basic gates,

the computational complexity of the intra bit-planes permutation is

O(n). What’s more, the quantum XOR operation needs 8n − 16

Toffoli gates [36], and each Toffoli gate is composed of six C-NOT

gates, thus the quantum XOR operation involves 384n − 768 basic

gates, and the computational complexity of the quantum XOR

operation is O(n). Consequently, the computational complexity of

the proposed quantum algorithm is O(n), while the computational

complexity of the corresponding classical image encryption scheme is

O(22n). Obviously, the proposed quantum image encryption

algorithm is better than its classical counterparts in terms of

computational complexity.

5.7 Noise attack analysis

Assume that the ciphertext image “Arnav” is added with the

Gaussian noise.

C′ � C + kG, (48)

where C′ and C are the noisy ciphertext images and the noise-free

ciphertext images, k represents noise intensity, G is the Gaussian

noise with zero mean and unit standard deviation. Figure 19A shows

FIGURE 17
(A) Plaintext image, MSE curves: (B) x0, (C) y0, (D) z0, (E) w0.

TABLE 5 NPCR, UACI and BACI.

Image NPCR% UACI% BACI%

Barbara 99.6090 33.4476 26.7930

Arnav 99.5820 33.3371 26.6211

Baboon 99.6032 33.4562 26.7568

Bridge 99.5962 33.3685 26.6238

Lake 99.5658 33.3456 26.8664

R channel 99.6237 33.4665 26.8179

Girls G channel 99.6538 33.3546 26.7534

B channel 99.5456 33.1562 26.6481

R channel 99.6023 33.4356 26.5562

Sailboat G channel 99.6548 33.3346 26.7652

B channel 99.5964 33.3450 26.6724

R channel 99.6432 33.3315 26.6482

Goldhill G channel 99.6023 33.3725 26.7315

B channel 99.6130 33.4456 26.6856
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the MSE curves with different noise intensities, Figures 19B–E give

the decryption images with noise intensities 2, 4, 6 and 8. From

Figure 19, with the increase of noise intensity, decryption images

becomemore andmore blurred, but the outline of decryption images

can still be seen clearly, the proposed image encryption scheme can

resist the noise attack to some degree.

5.8 Encryption time analysis

The length of the execution time is an index to evaluate the

quality of an encryption algorithm. The execution time of the

proposed algorithm and Refs. [9, 12, 16, 17] are listed in Table 6.

In [9, 16, 17], the pseudo-random sequences are originated by

iterating the 4D hyper-chaotic Henon map, 2D logistic map and

3D chaotic system, respectively, which take too much time. In

[12], the encryption process is time-consuming owing to the

FIGURE 18
Sheared images in different position: (A–D), the corresponding decryption images: (E–H).

FIGURE 19
Results of noise attack: (A) MSE curve, noise intensities: (B) k � 2, (C) k � 4, (D) k � 6, (E) k � 8.

TABLE 6 Encryption and decryption time in second.

Time(s) Proposed scheme [9] [12] [16] [17]

Encryption time 0.9235 1.2540 1.2230 1.9450 1.9123

Decryption time 0.9582 2.3540 1.1958 2.2895 2.0012
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fractional-order Lorenz-like chaotic system. In our algorithm, the

initial point of the MSMFrLVS is variable such that the algorithm

can save the encryption time greatly, thus the proposed image

encryption algorithm can be developed for fast image encryption.

6 Conclusion

The quantum image encryption scheme is proposed by

combining the MSMFrLVS with the quantum dual-scale

triangular map. The block-level permutation, intra and inter bit-

plane permutations, and three-level diffusion operations are used to

implement the encryption process. The independent parameters of

quantum dual-scale triangular map, the initial values and the control

parameters of the MSMFrLVS and the hash value of plaintext image

consist of the keys of the proposed quantum image encryption

algorithm. As a result, the encryption system’s key space is

sufficiently large. Numerical simulation analyses demonstrate the

proposed algorithm’s reliability and effectiveness, and it requires less

computation time. Furthermore, the proposed image encryption

algorithm has lower computational complexity than its

conventional counterparts. In the future, we will focus on

combining quantum image encryption with semi-quantum

cryptography protocols [37] in order to propose an algorithm

with improved security and quantum communication capacity.
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Even-Mansour is one of the most important constructions in symmetric

cryptography, both from a theoretical and practical perspective. With the

rapid development of quantum computing, the security of Even-Mansour

construction in quantum setting needs to be considered. For one round

Even-Mansour construction, it is well settled by classical and quantum

attacks. While for the iterated scheme, the situation is much more complex.

In this paper, we study the next case in line in detail and depth: quantum attacks

against two rounds case. We first make an asymptotic comparison with existing

classical and quantum attacks. Then we give concrete resource estimation for

the proposed quantum attacks on round reduced LED cipher and AES2. The

resource estimation allows to deduce the most efficient attacks based on the

trade-off of the number of qubits and Toffoli depth.

KEYWORDS

even-mansour, grover algorithm, grover-meets-simon algorithm, offline simon
algorithm, resource estimation

1 Introduction

The Even-Mansour (EM) construction [1] is a minimal block cipher that has been

widely studied since its outstanding simplicity and provable classical security [1, 2]. It is

made up of a n-bit public permutation P and two n-bit secret subkeys K1 and K2, i.e.,

E(x) = P (x ⊕ K1) ⊕ K2, where n is the block size. When P is a public random permutation,

EM construction has been proven to be indistinguishable from a random permutation

whenD · T =Ω(2n), whereD and T are the number of queries to the encryption oracle E(x)

and permutation oracle P respectively. At EUROCRYPT 2012, Bogdanov et al. [3] studied

EM construction into an r-round iterated EM scheme, which is defined as

E x( ) � Pr /P2 P1 x ⊕ K1( ) ⊕ K2( ) ⊕ K3/⊕ Kr( ) ⊕ Kr+1,

where P1, . . . , Pr are r independent permutations and K1, . . . , Kr+1 are (r + 1) n-bit

subkeys. This construction was proven to be secure up to 22n/3 queries against

distinguishing attack for r ≥ 2 [3] and subsequently improved to 2rn/(r+1) queries [4, 5].

Recently, the security analysis of symmetric cryptography in quantum setting has also

become a hot issue in cryptography research [6], in addition to quantum cryptography

[7–10]. There are two different models for quantum cryptanalysis against symmetric

cipher based on the notions for pseudorandom function security in quantum setting,

OPEN ACCESS

EDITED BY

Tianyu Ye,
Zhejiang Gongshang University, China

REVIEWED BY

Gang Xu,
North China University of Technology,
China
Yefeng He,
Xi’an University of Posts and
Telecommunications, China
Jun Zhu,
Guangxi Normal University, China

*CORRESPONDENCE

Gregor Leander,
gregor.leander@rub.de

SPECIALTY SECTION

This article was submitted to Quantum
Engineering and Technology,
a section of the journal
Frontiers in Physics

RECEIVED 25 August 2022
ACCEPTED 20 September 2022
PUBLISHED 18 October 2022

CITATION

Cai B, Gao F and Leander G (2022),
Quantum attacks on two-round even-
mansour.
Front. Phys. 10:1028014.
doi: 10.3389/fphy.2022.1028014

COPYRIGHT

© 2022 Cai, Gao and Leander. This is an
open-access article distributed under
the terms of the Creative Commons
Attribution License (CC BY). The use,
distribution or reproduction in other
forums is permitted, provided the
original author(s) and the copyright
owner(s) are credited and that the
original publication in this journal is
cited, in accordance with accepted
academic practice. No use, distribution
or reproduction is permittedwhich does
not comply with these terms.

Frontiers in Physics frontiersin.org01

TYPE Original Research
PUBLISHED 18 October 2022
DOI 10.3389/fphy.2022.1028014

89

https://www.frontiersin.org/articles/10.3389/fphy.2022.1028014/full
https://www.frontiersin.org/articles/10.3389/fphy.2022.1028014/full
https://crossmark.crossref.org/dialog/?doi=10.3389/fphy.2022.1028014&domain=pdf&date_stamp=2022-10-18
mailto:gregor.leander@rub.de
https://doi.org/10.3389/fphy.2022.1028014
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://www.frontiersin.org/journals/physics
https://www.frontiersin.org/journals/physics#editorial-board
https://www.frontiersin.org/journals/physics#editorial-board
https://doi.org/10.3389/fphy.2022.1028014


standard security and quantum security [11]. The standard

security and quantum security are also denoted as Q1 model

and Q2model respectively by Kaplan et al. [12]. In Q1model, the

adversaries could only access the encryption oracle classically but

process data with quantum operations. While in Q2 model, the

adversaries could query the encryption oracle with quantum

superpositions and process data with quantum operations.

In 2012, Kuwakado andMorri [13] proposed a quantum key-

recovery attack against EM construction in Q2model. Compared

with the classical key-recovery attack, the quantum attack can

attain exponential acceleration. In other words, the EM

construction has been broken in Q2 model. Very recently, at

EUROCRYPT 2022, Alagic et al. [14] proved a lower bound that

≈ 2n/3 queries are necessary for attacking EM construction in

Q1 model. In 2014, Kaplan [15] gave the quantum meet-in-the-

middle attack (QMITM attack) against iterated block ciphers in

Q1 model. For two-round iterated EM (2EM) construction with

two alternating subkeys and 2EM construction with independent

subkeys, the attack requires the time andmemory complexities of

O(2n) and Ω(2n) quantum queries to permutation oracle to

recover all subkeys. However, the QMITM attack which reduces

key-recovery to claw finding problem [16] is a general attack that

may not be as effective for 2EM constructions. Therefore, we aim

at investigating more efficient quantum key-recovery attacks on

2EM constructions in this paper. The constructions we focused

on are 2EM construction with identical subkeys, 2EM

construction with two alternating subkeys and 2EM

construction with independent subkeys which we refer as

2EM1: E1 x( ) � P2 P1 x ⊕ K( ) ⊕ K( ) ⊕ K,
2EM2: E2 x( ) � P2 P1 x ⊕ K1( ) ⊕ K2( ) ⊕ K1,
2EM3: E3 x( ) � P2 P1 x ⊕ K1( ) ⊕ K2( ) ⊕ K3.

At FSE 2013, Nikolić et al. [17] proposed the first nontrivial

classical attack on 2EM1 construction which requires the time

complexity of 2n ln n/n with 2n ln n/n known plaintexts. Later,

Dinur et al. [18] improved this attack to reduce the data

complexity to 2λn known plaintexts, where 0 < λ < 1.

Meanwhile, they also presented an attack against 2EM3

construction with the time complexity of O(2n �����
ln n/n

√ ) and

2n
�����
ln n/n

√
chosen plaintexts. However, the above attacks against

2EM1 construction are based on multi-collisions techniques,

which require time and memory complexities close to 2n. In

2016, Dinur et al. [19] presented an alternative attack on 2EM1

construction with linear algebra techniques. This attack requires

a time complexity of 2n/λn and memory complexity of 2λn, but

with 2n/λn chosen plaintexts. Subsequently, Isobe et al. [20]

introduced meet-in-the-middle techniques into the attack

against 2EM1 construction which requires the time and

memory complexities of 2n ln n/n with 2n ln n/n chosen

plaintexts. Furthermore, they also described a low data-

complexity and a time-optimized variant attacks. The low

data-complexity attack requires the time and memory

complexities of 2n ln n/n with 2λn chosen plaintexts. The time-

optimized one requires the time complexity of 2nβ/n and

memory complexity of 2n/2β with 2nβ/n chosen plaintexts,

where log n ≤ β 0 n. More recently, Leurent et al. [21]

proposed three key-recovery attacks on 2EM1 construction

which are related to the 3-XOR problem. The basic attack

requires the time complexity of 2n/n and memory complexity

of 22n/3 with 22n/3 known plaintexts in a balanced case. The variant

attack based on 3-SUM algorithm requires the time complexity of

2n ln2n/n2 and memory complexity of 22n/3 with 22n/3 known

plaintexts, but it is unpractical for realistic block size.

The low data-complexity attack requires the time

complexity of 2n/λn and memory complexity of 2λn with λn

known plaintexts.

Besides, there are also other quantum attacks against

iterated EM construction such as the quantum slide attack

on iterated EM construction with identical permutations and

subkeys in Q2 model [12] and the quantum related-key attack

against iterated EM cipher with identical permutations and

independent subkeys in Q2 model [22]. However, these

TABLE 1 Comparison of previous quantum attacks and our attacks on 2EM2 and 2EM3 constructions, where “Data” represents encryption queries,
“Queries” signifies calls to Pi, “Q-memory” and “C-memory” denote quantum memory and classical memory respectively.

Target Model Data Queries Time Q-memory C-memory References

2EM2 Q2 O(2n) 0 O(2n) O(n) 0 [23]

Q1 O(1) Ω(2n) O(2n) O(n) O(2n) [15]

Q2 O(n · 2n/2) O(n · 2n/2) O(n3 · 2n/2) O(n2) 0 Section 3.2

Q2 O(n) O(n · 2n/2) O(n3 · 2n/2) O(n2) O(n) Section 3.2

Q1 O(22n/3) O(n · 22n/3) O(n3 · 22n/3) O(n2) O(n) Section 3.2

2EM3 Q2 O(23n/2) 0 O(23n/2) O(n) 0 [23]

Q1 O(1) Ω(2n) O(2n) O(n) O(2n) [15]

Q2 O(n · 2n/2) O(n · 2n/2) O(n3 · 2n/2) O(n2) 0 Section 3.2

Q2 O(n) O(n · 2n/2) O(n3 · 2n/2) O(n2) O(n) Section 3.2

Q1 O(22n/3) O(n · 22n/3) O(n3 · 22n/3) O(n2) O(n) Section 3.2
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quantum attacks are in Q2 model and only consider iterated

EM construction with identical permutations.

Contributions. in this paper, we study quantum key-

recovery attacks against 2EM constructions. The main

contributions of this paper include the following two aspects.

First, we consider the security of two-round Even-Mansour

constructions with independent permutations in quantum setting.

Several quantum key-recovery attacks on 2EM constructions are

proposed. For 2EM1 construction, the presented quantum key-

recovery attack adopts Grover algorithm [23] directly. Compared

with the classical attack with optimal query complexity (including

the queries to cipher and permutation), i.e., the observed by Leurent

et al. [21], our attack reduces the query complexity by a factor of 2n/6.

For 2EM2 and 2EM3 constructions, we consider Grover-meets-

Simon algorithm [24] (GMS algorithm) and Offline Simon

algorithm [25] (OS algorithm) on constructed functions. The

proposed quantum attacks against 2EM2 and 2EM3 constructions

require ~O(22n/3) and ~O(2n/2) queries inQ1 andQ2model, where ~O
means ignoring logarithmic factors. In the case of 2EM2

construction, the query complexity of our attacks is less than

Grover search by a factor of 2n/3 and 2n/2 in Q1 and Q2 model

respectively. In the case of 2EM3 construction, the query complexity

of our attacks is better than Grover search by a factor of 25n/6 and 2n

in Q1 and Q2 model. When compared with the QMITM attack

against 2EM2 and 2EM3 constructions, the query complexity of our

attacks is reduced by a factor of 2n/3 and 2n/2 in Q1 and Q2 model.

TABLE 2 Comparison of attacks against 2-step LED-64. Assume that one evaluation of the cipher as one complexity unit and the evaluation of one
permutation costs 1/2 unit.

Data Queries Time Memory References

258.7 260.5 260.9 260 [17]

245 260.7 260.7 260 [18] (λ = 0.7)

260 259 260.6 216 [19] (λ = 1/4)

260 260 261.3 260 [20]

28 262 262.6 262 [20]

261 257 261.7 258 [20] (β = 8)

242 243 258 242 [21]

242 243 256.1 242 [21]

24 260 261 216 [21] (λ = 1/4)

232 0 232 26 qubits Section 3.1

TABLE 4 Comparison of attacks against AES2.

Model Data Queries Time Q-memory C-memory References

/ 2128 2129 2129.6 0 2128 [3]

/ 2125.4 2126.8 2126.8 0 2125.4 [18]

Q2 2192 0 2192 28.6 0 [23]

Q1 1 2128 2128 28.6 2128 [15]

Q2 272 272 285 214 0 Section 3.2

Q2 27 271 285 214 27 Section 3.2

Q1 290 290 2104 214 27 Section 3.2

TABLE 3 Comparison of quantum attacks against 2-step LED-128.

Model Data Queries Time Q-memory C-memory References

Q2 264 0 264 27 0 [23]

Q1 1 264 264 27 264 [15]

Q2 239 239 250 212 0 Section 3.2

Q2 26 238 250 212 26 Section 3.2

Q1 247 246.5 258.5 212 26 Section 3.2
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Besides, the classical memory complexity of our attacks can attain

exponential acceleration compared with the QMITM attack on

2EM2 and 2EM3 constructions. It is worth noting that the

presented quantum attacks could break 2EM3 construction with

O(n · 2n/2) queries in Q2 model, which is less than the classical

indistinguishable bound for 2EM3 construction, i.e., 22n/3 queries.

The comparison of previous quantum attacks and our attacks on

2EM2 and 2EM3 constructions is shown in Table 1.

Second, we apply the presented quantum attacks on 2-step

LED-64, 2-step LED-128 and full AES2. Then we design the

quantum circuits for proposed attacks and give the

corresponding resource estimation. According to the result of

resource estimation, the cost imposed by the attacks based on

GMS algorithm and attacks with OS algorithm in Q2 model is

close. The extra overhead generated by the attacks based on GMS

algorithm is mainly due to their more complex classifier oracles.

Besides, the attacks based on OS algorithm in Q1 model cost

more resources than corresponding attacks in Q2model since the

attacks in Q1 model require more iterations to search more bits

exhaustively. Moreover, there is no doubt that the presented

quantum attacks on 2-step LED-128 and AES2 cost much less

than the corresponding Grover attacks, except for the number of

qubits.

Organization. The rest of the paper is organized as follows. In

the next section, some essential preliminaries are introduced. The

quantum attacks on 2EM constructions and their application to

specific ciphers are presented in Sect. 3. In Sect. 4, we give the

quantum resource estimation of the proposed quantum attacks on

corresponding ciphers. Finally, a short conclusion is given in Sect. 5.

2 Preliminaries

In this section, some relevant preliminaries are given.

2.1 Quantum algorithms

2.1.1 Grover algorithm
Problem 1. (Grover [23]). Assume that there exists only one

marked item x′ in the N-scale unstructured datasets, the goal is to
find x′, where N = 2n. In other words, let f: {0,1}n → {0, 1} be a

function such that f(x) = 0 for all 0 ≤ x < 2n except x′, for which
f(x′) = 1, find x′.

To solve this problem, any deterministic classical

algorithms need to make O(2n) queries to f(x). However,

Grover algorithm can solve this problem with a probability

close to 1 by performing Grover iteration about π
4

��
2n

√
times.

Therefore, the query complexity of Grover algorithm is

O( ��
2n

√ ), which is a square speed-up compared to the

classical counterpart. Furthermore, the generalization of

Grover algorithm (i.e., Quantum Amplitude Amplification,

QAA) is given in the following theorem.

Theorem 1. (Brassard et al. [26]). Let A be any quantum

algorithm performed on q qubits without measurement. Let

B: Fq
2 → {0, 1} be a function that classifies the outcomes of A

TABLE 5 Resource estimation for constructed functions of target ciphers, where #Toffoli/CNOT/NOT represents the number of Toffoli gates, CNOT
gates and NOT gates respectively.

Algorithm Model Target
cipher

Toffoli
depth

#Toffoli #CNOT #NOT width

f (i, x) GMS Q2 2-step
LED-128

304 7296 9280 1536 352

f (i, x) OS Q1&Q2 2-step
LED-128

304 4864 6080 1024 208

f (i, x) GMS Q2 AES2 22016 66032 328656 3264 1820

f (i, x) OS Q1&Q2 AES2 22016 33016 164072 1632 910

FIGURE 1
Quantum gates of (A) NOT gate, (B) CNOT gate and (C)
Toffoli gate.
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as good or bad and p > 0 be the initial success probability that a

measurement of A|0〉 is good. Set k � � π4θ�, where θ is defined as

sin2(θ) = p. Besides, define the unitary operator Q � −AS0A−1SB ,
where SB changes the sign of the good state

|x〉 � −|x〉, if B x( ) � 1
|x〉, if B x( ) � 0

{ ,

while S0 changes the sign of zero state |0〉 only. Finally, the

measurement after the operation of QkA|0〉 will obtain the

good state with probability at least max{1 − p, p}.

Algorithm 1. Grover algorithm [23]

2.1.2 Simon algorithm
Problem 2. (Simon [27]). Let f: {0,1}n→ {0,1}n be a function. Promise

that there exists s ∈ {0,1}n such that for any (x, y) ∈ {0,1}n, [f(x) �
f(y)]5[x ⊕ y ∈ {0n, s}] is satisfied. The goal is to find the period s.

By performing Simon algorithm, one can obtain a random

vector y such that y · s = 0. Therefore, (n − 1) independent vectors

orthogonal to period s can be obtained by repeating Simon

algorithm for O(n) times. Then one can recover the period s

with linearalgebraclassically.Thus, thequerycomplexityofSimon

algorithm is O(n).
According to EM construction, Kuwakado and Morri [13]

introduce the function f(x) = E(x) ⊕ P(x) = P (x ⊕ K1) ⊕ K2 ⊕
P(x). It is obvious that f(x) = f (x ⊕ K1) and the period s is K1. Hence,

they can recover the subkeyK1 with Simon algorithm and then obtain

the value of K2 easily.

2.1.3 Grover-meets-simon algorithm

Problem 3. (Leander et al. [24]). Let f: {0,1}m ×{0,1}n → {0,1}i be a

function, where m is in O(n). There exists a unique i0 ∈ {0,1}m

such that for any x ∈ {0,1}n, f(i0, x) = f(i0, x ⊕ s) is satisfied, where s

∈ {0,1}n. The goal is to find the unique i0 and the period s.

The problem can be solved by GMS algorithm which requires the

query complexity ofO(n · 2m/2) and time complexity ofO(n3 · 2m/2).
At Asiacrypt 2017, Leander and May [24] proposed GMS

algorithm to attack the FX construction [28] that

Enc(x) � EK0(x ⊕ K1) ⊕ K2. They consider the function

f(k,x) � Enc(x) ⊕ Ek(x) � EK0(x ⊕ K1) ⊕ K2 ⊕ Ek(x).
Obviously, the function f (k, x) is periodic with periodK1 for all xwhen

k =K0. Otherwise f (k, x) is not periodic. In such a case, they design the

following GMS algorithm to recover all subkeys of FX construction.

2.1.4 Offline Simon algorithm
Problem 4. (Bonnetain et al. [25]). Let f: {0,1}m ×{0,1}n → {0,1}l and g:

{0,1}n→ {0,1}l be functions,wherem is inO(n). There exists a unique i0
∈ {0,1}m such that for any x ∈ {0,1}n, f(i0, x)⊕ g(x) = f(i0, x⊕ s)⊕ g(x⊕ s)

is satisfied, where s ∈ {0,1}n. The goal is to find the unique i0 and the

period s.

Algorithm 2. Simon algorithm [27]

To solve this problem, we can adopt OS algorithm. The OS

algorithm requires O(n) quantum queries to g, O(n · 2m/2)
quantum queries to f and the time complexity of O(n3 · 2m/2).

Furthermore, we can also solve this problem with OS

algorithm in Q1 model if the function g can be only queried

classically. Concretely, it is similar to executing OS algorithm in

Q2model except that the quantum state |ψg〉 in steps 2 and 6 now
should be prepared by querying the whole codebook of g. Hence,

it requires O(2n) classical queries to g, O(n · 2m/2) quantum

queries to f and the time complexity of O(n3 · 2m/2).

FIGURE 2
Quantum circuit of S-box used in SubCells: |a〉|0〉 → |S(a)〉|0〉, where |a3〉 is the most significant qubit.
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2.2 Target ciphers

Next, we introduce three ciphers that belong to 2EM1, 2EM2

and 2EM3 constructions respectively.

2.2.1 LED
At CHES 2011, Guo et al. [29] proposed a 64-bit resource-

constrained block cipher named LED. The step function Fi of LED is

a 4-roundAES-like permutationwhere the addition of the subkeys is

replaced with addition of constants. There are two primary variants

of LED.LED − 64 uses a 64-bit key in each step as a subkey and the

number of steps is 8. It is clear that 2-step LED-64 belongs to 2EM1

construction.LED − 128 divides a 128-bit key into K1‖K2 as the

subkeys alternatively and the number of steps is 12. Obviously, 2-

step LED-128 belongs to 2EM2 construction.

Algorithm 3. Grover-meets-Simon algorithm [24]

2.2.2 AES2

AES2 is a 128-bit cipher designed by Bogdanov et al. [3] at

EUROCRYPT 2012. It belongs to 2EM3 construction, where

each of the public permutations P1 and P2 is based on an

invocation of full AES-128 with a pre-fix and publicly known

key. The subkeys are composed of three independently

chosen 128-bit secret subkeys K1, K2 and K3.

3 Quantum attacks

In this section, several quantum key-recovery attacks on

2EM1, 2EM2 and 2EM3 constructions and the corresponding

applications are given.

3.1 Quantum key-recovery Attack on 2EM1
construction

Based on 2EM1 construction, the function E1(x) = P2
(P1(x ⊕ K) ⊕ K) ⊕ K is obtained. In such a case, we adopt

Grover algorithm on this function directly. Therefore, the

query complexity and time complexity of this attack are both

O(2n/2).

Algorithm 4. Offline Simon algorithm [25]

3.1.1 The Application to 2-step LED-64
We can attack 2-step LED-64 by applying Grover algorithm

on E(x) = F2(F1(x ⊕ K) ⊕ K) ⊕ K directly, where the block size is

64. Thus, the attack requires the query and time complexities of

232. The comparison of attacks against 2-step LED-64 is

summarized in Table 2.

3.2 Quantum key-recovery Attacks on
2EM2 and 2EM3 constructions

For 2EM2 construction, we consider the function

f i, x( ) � E2 x( ) ⊕ P2 P1 x( ) ⊕ i( )
� P2 P1 x ⊕ K1( ) ⊕ K2( ) ⊕ K1 ⊕ P2 P1 x( ) ⊕ i( ).

It is easily seen that f (i, x) has the period K1 when i = K2 since

f K2 , x ⊕ K1( ) � P2 P1 x ⊕ K1 ⊕ K1( ) ⊕ K2( ) ⊕ K1 ⊕ P2 P1 x ⊕ K1( ) ⊕ K2( )
� P2 P1 x( ) ⊕ K2( ) ⊕ K1 ⊕ P2 P1 x ⊕ K1( ) ⊕ K2( )
� f K2 , x( ).

Therefore, we can employ GMS algorithm on f (i, x) to recover K1

and K2 which requires the query complexity of O(n · 2n/2) and
time complexity of O(n3 · 2n/2).

Furthermore, the recovery of subkeys K1 and K2 can also be

reduced to Problem 4 by defining functions f: {0,1}n ×{0,1}n →
{0,1}n and g: {0,1}n → {0,1}n as

f i, x( ) � P2 P1 x( ) ⊕ i( ),
g x( ) � E2 x( ).

Similarly, we can obtain that

f K2, x ⊕ K1( ) ⊕ g x ⊕ K1( ) � f K2, x( ) ⊕ g x( )
when i = K2. Then we can recover all subkeys with OS algorithm.

In such a case, the quantum attack requiresO(n) queries to g(x),
O(n · 2n/2) queries to f (i, x) and the time complexity of O(n3 ·
2n/2).

On the other hand, we can also solve this problem with

OS algorithm in Q1 model if the cryptographic function E2(x)
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can be accessed only classically. Now the functions f:

{0,1}n+(n−u) ×{0,1}u → {0,1}n (0 ≤ u ≤ n) and g: {0,1}u → {0,1}n

are defined as

f i‖j, x( ) � P2 P1 x‖j( ) ⊕ i( ) j ∈ 0, 1{ }n−u( ),
g x( ) � E2 x‖0n−u( ).

obviously, f(K2‖K2
1, x) ⊕ g(x) has the period K1

1 when i‖j �
(K2‖K2

1, x ⊕ K1
1) ⊕ g(x ⊕ K1

1)K2‖K2
1 since

f K2‖K2
1 , x ⊕ K1

1( ) ⊕ g x ⊕ K1
1( )

� P2 P1 x ⊕ K1
1( )‖K2

1( ) ⊕ K2( ) ⊕ P2 P1 x ⊕ K1
1‖0n−u( ) ⊕ K1( ) ⊕ K2( ) ⊕ K1

� P2 P1 x‖0n−u( ) ⊕ K1( ) ⊕ K2( ) ⊕ P2 P1 x‖K2
1( ) ⊕ K2( ) ⊕ K1

� f K2‖K2
1 , x( ) ⊕ g x( ),

where the subkey K1 � K1
1‖K2

1 and |K1
1| � u, |K2

1| � n − u.

Therefore, we can apply OS algorithm on above functions

in Q1 model to recover subkeys K1 and K2. Then, the attack

requires O(2u) classical queries to g(x), O(n · 2(2n−u)/2)
quantum queries to f (i‖j, x) and the time complexity of

O(n3 · 2(2n−u)/2). Specially, the number of classical queries

to g(x) and quantum queries to f (i‖j, x) are balanced when

u � 2n
3 .
The quantum key-recovery attack against 2EM3 construction

is similar to the case of 2EM2 construction, except that the

functions we considered here are

f i, x( ) � E3 x( ) ⊕ P2 P1 x( ) ⊕ i( ), Problem 3
f i, x( ) � P2 P1 x( ) ⊕ i( ), g x( ) � E3 x( ), Problem 4 in Q2 model
f i‖j, x( ) � P2 P1 x‖j( ) ⊕ i( ), g x( ) � E3 x‖0n−u( ), Problem 4 in Q1 model

⎧⎪⎨
⎪⎩ .

Finally, we can easily obtain the value of K3 with additional

encryption after recovering subkeys K1 and K2. Hence, the query

and time complexities of the quantum attacks on 2EM3

construction are the same as the case of 2EM2 construction.

FIGURE 4
Quantum circuit of (A) 2-step LED-64 and (B) 2-step LED-
128, here ancilla qubits are not represented.

FIGURE 3
Quantum circuit ofmatrix A, whereU2 andU4 are quantum circuits of operations 2 and 4 respectively.U†

2 represents the inverse quantum circuit
of U2. Each mj and tj contains four qubits, where j = 0, 1, . . . , 15.
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3.2.1 The applications to 2-step LED-128 and
AES2

According to the structure of 2-step LED-128, we can obtain

the cryptographic function

E x( ) � F2 F1 x ⊕ K1( ) ⊕ K2( ) ⊕ K1,

where |K1| = |K2| = 64. In order to attack 2-step LED-128, we

consider the function

f i, x( ) � E x( ) ⊕ F2 F1 x( ) ⊕ i( )
� F2 F1 x ⊕ K1( ) ⊕ K2( ) ⊕ K1 ⊕ F2 F1 x( ) ⊕ i( )

in Problem 3. Now, we can adopt GMS algorithm on f (i, x)

directly. Hence, this attack requires the query complexity of 239

and time complexity of 250.

Furthermore, we can also utilize OS algorithm to recover K1

and K2 of 2-step LED-128. First, we define the functions

f i, x( ) � F2 F1 x( ) ⊕ i( ),
g x( ) � E x( ).

Then the subkeys can be recovered with OS algorithm on f (i, x)

and g(x). The quantum attack requires 26 quantum queries to

E(x), 238 quantum queries to f (i, x) and time complexity of 250.

On the other hand, we can also consider functions

FIGURE 6
Grover oracle for 2-step LED-64.

FIGURE 5
Quantum circuit of (A) AES, where the box of AESmeans the quantumcircuit of AES-128 in Ref. [35], K′ is the subkey of the 10th round in AES and
c is the ciphertext; (B) AES2, where the vertical line above the AES box indicates that 128 × 2 CNOT gates are performed instead of 128 × 2 NOT gates
in the quantum circuit of AES-128. The ancilla qubits and unused outputs are not represented.
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f i‖j, x( ) � F2 F1 x‖j( ) ⊕ i( ),
g x( ) � E x‖0n−u( )

and apply OS algorithm on f (i‖j, x) and g(x) in Q1 model when

E(x) can be queried only classically. In such a case, the quantum

attack requires 247 classical queries to E(x), 246.5 quantum queries

to f (i‖j, x) and time complexity of 258.5 when u = 47. The

comparison of quantum attacks against 2-step LED-128 is

summarized in Table 3.

In order to attack AES2, we need to construct functions in the

case of 2EM3 construction described in Section 3.2 with block

size 128. Thus, the subkeys of AES2 can be recovered by GMS

algorithm with the query complexity of 272 and time complexity

of 285. Furthermore, we can also attack AES2 with OS algorithm

in Q1 and Q2 model respectively. In Q1 model, the attack

requires 290 classical queries to E(x), 290 quantum queries to f

(i‖j, x) and the time complexity of 2104 when u = 90. In Q2 model,

the attack requires 27 quantum queries to E(x), 271 queries to f (i,

x) and the time complexity of 285. The comparison of attacks

against AES2 is summarized in Table 4.

Tables 3 and 4 show that the quantum attacks we proposed in

Q1 and Q2 models are more efficient than existing classical and

quantum attacks in time complexity and query complexity when

we consider queries of cryptographic function and public

permutations, except that more qubits are needed.

4 Resource estimation

We first give some quantum gates that are used in quantum

implementations of classical circuits in Figure 1. Note that the

last qubit is target qubit and other qubits are control qubits in

CNOT and Toffoli gates.

4.1 Resource estimation of target ciphers

Next, we give the quantum resource estimation of 2-step

LED-64, 2-step LED-128 and AES2 respectively.

4.1.1 Resource estimation of 2-step LED-64 and
2-step LED-128

The internal state of LED contains 64 bits, arranged in

16 nibbles. Each nibble represents an element from GF(24) with

the underlying polynomial for field multiplication given by X4 +

X + 1. The step function Fi of LED cipher is a 4-round AES-like

permutation. Each of these four rounds consists of operations

AddConstants, SubCells, ShiftRows and MixColumnsSerial.

AddConstants. The operation consists of XOR-ing of a 32-

bit round constant to the internal state of LED.

Thus, it can be realized by using 32 NOT gates in quantum

circuit.

SubCells. LED cipher uses a 4-bit to 4-bit S-box of PRESENT

[30], which is applied in parallel 16 times to the internal state of

LED. According to Algorithm 3 of Ref. [31], the quantum circuit

of the S-box is redesigned in Figure 2, which requires Toffoli

depth 19, 19 Toffoli gates, 5 CNOT gates, 2 NOT gates and

5 qubits. Therefore, we can obtain the resource estimation of

SubCells by multiplying the resources of the S-box by 16, except

FIGURE 8
Iterative oracle for OS algorithm, the quantum circuit for
classifier is provided in Supplementary Figure S6 of
Supplementary B.

FIGURE 7
Iterative oracle for GMS algorithm, the quantum circuit for
classifier β is given in Supplementary Figure S5 of Supplementary B.
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for the Toffoli depth since that these 16 S-boxes are applied in

parallel.

ShiftRows. After the operation ShiftRows, the internal

state is changed into a special permutation. Hence, we do not

have to perform any operation for the quantum circuit of

ShiftRows since it corresponds to a permutation of qubits.

In this case, we only need to adjust the position of

subsequent operations to ensure that the correct input

wire is used.

MixColumnsSerial. The MixColumnsSerial performs four

applications of matrix A, which is equivalent to matrix M:

A( )4 �
0 1 0 0
0 0 1 0
0 0 0 1
4 1 2 2

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

4

�
4 1 2 2
8 6 5 6
B E A 9
2 2 F B

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ � M.

The first scheme of implementing MixColumnsSerial is to

realize matrix A. In order to design the quantum circuit of matrix

A, the quantum circuit of operations 2 and 4 in A should be

considered first. It is easy to obtain that 2 · (a3, a2, a1, a0) = (a2, a1,

a3 ⊕ a0, a3) and 4 · (a3, a2, a1, a0) = (a1, a3 ⊕ a0, a3 ⊕ a2, a2). Hence,

the implementation of operations 2 and 4 cost 1 and 2 CNOT

gates respectively. Now, we can design the quantum circuit of

matrix A based on operations 2 and 4 in Figure 3.

According to Figure 3, we can derive that the quantum circuit

of matrix A requires (2 + 4 + 6 + 6) × 4 = 72 CNOT gates. Thus,

the resource estimation for operation MixColumnsSerial is 72 ×

4 = 288 CNOT gates.

The second scheme is to consider the matrix M directly.

From SageMath [32], we can obtain the PLU decomposition

M �
4 1 2 2
8 6 5 6
B E A 9
2 2 F B

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

�
1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ ·

1 0 0 0
2 1 0 0
6 2 1 0
9 6 2 1

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ ·

4 1 2 2
0 4 1 2
0 0 4 1
0 0 0 4

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠.

Similarly, we can easily obtain that 6 · (a3, a2, a1, a0) = (a2 ⊕ a1, a3
⊕ a1 ⊕ a0, a2 ⊕ a0, a3 ⊕ a2) and 9 · (a3, a2, a1, a0) = (a0, a3, a2, a1 ⊕
a0), which can be achieved with 5 and 1 CNOT gates respectively.

Then, we can know that the matrix L and U require 4×([(1 + 4 +

1) + (5 + 4 + 5) + (1 + 4 + 1)] + [(5 + 4 + 5) + (1 + 4 + 1)] + (1 + 4 +

1)) = 208 and 4 × ([2 + 4 + (1 + 4 + 1) + (1 + 4 + 1)] + [2 + 4 + (1 +

4 + 1)] + (2 + 4) + 2) = 152 CNOT gates respectively. Therefore,

the resource estimation for operation MixColumnsSerial is

208 + 152 = 360 CNOT gates in second scheme. Comparing

these two schemes, we adopt first one to implement the

operation MixColumnsSerial since it requires fewer CNOT

gates.

Taking all these into consideration, we can derive that the

resource estimation of one round AES-like permutation costs

Toffoli depth 19, 304 Toffoli gates, 368 CNOT gates, 64 NOT

gates and 80 qubits. Then the quantum circuits of 2-step

LED-64 and 2-step LED-128 are presented in Figure 4. In

such a case, the quantum circuit of 2-step LED-64 requires

Toffoli depth 152, 2432 Toffoli gates, 3136 CNOT gates,

512 NOT gates and 144 qubits. The quantum circuit of 2-step

LED-128 costs Toffoli depth 152, 2432 Toffoli gates,

3136 CNOT gates, 512 NOT gates and 208 qubits.

TABLE 7 Resource estimation for proposed quantum attacks on target ciphers, where all figures are in log base 2. The values of u of OS algorithm in
Q1 model for 2-step LED-128 and AES2 are 47 and 90, respectively.

Algorithm Model Target cipher Toffoli depth #Toffoli #Clifford #NOT width

GMS Q2 2-step LED-128 47.6 53.8 53.8 51.2 14.6

GMS Q2 AES2 87.2 90.0 92.1 85.5 18.5

OS Q2 2-step LED-128 43.9 53.1 52.6 50.0 14.7

OS Q2 AES2 79.4 88.6 90.3 83.6 18.0

OS Q1 2-step LED-128 52.4 61.6 61.1 58.5 14.7

OS Q1 AES2 98.4 107.6 109.3 102.6 18.0

TABLE 6 Resource estimation for iterative oracle of GMS algorithm and OS algorithm, where Clifford gate denotes the CNOT gate and Hadamard
gate.

Algorithm Model Target cipher Toffoli depth #Toffoli #Clifford #NOT width

GMS Q2 2-step LED-128 62327 4759241 4516500 762376 25152

GMS Q2 AES2 12508008 83407802 368607419 3734666 365444

OS Q1&Q2 2-step LED-128 4954 2887806 1966081 327809 26880

OS Q1&Q2 AES2 53626 31698174 105088001 1044737 270848
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4.1.2 Resource estimation of AES2

The construction of AES2 is defined by fixing two randomly

chosen 128-bit AES-128 keys, which specify the permutations P1
and P2. The subkeys are comprised of three independently

chosen 128-bit secret keys K1, K2 and K3. Let AES[K] denotes

the whole AES-128 encryption with the 128-bit key K. Hence, the

encryption of AES2 is defined as

AES2 x( ) � AES π2[ ] AES π1[ ] x ⊕ K1( ) ⊕ K2( ) ⊕ K3,

where two 128-bit keys π1 and π2 are defined based on the first

256 bits of the binary digit expansion of π. Recently, the

implementation of AES quantum circuit received more and

more attention [33–35]. Based on the fewer qubits principle,

we take the quantum circuit of AES-128 from Ref. [35] for

quntum circuit design of AES2. As shown in Figure 5A, this

quantum circuit costs Toffoli depth 11008, 16508 Toffoli gates,

81652 CNOT gates, 1072 NOT gates and 270 qubits. In Ref. [35],

the XOR of a 128-bit plaintext in first round of AES-128 is

considered as XOR-ing of a 128-bit constant, which is achieved

by performing 128 NOT gates on the key of AES-128 first and

then canceled by 128 NOT gates again. However, the 128-bit

plaintext is a quantum superposition in our proposed quantum

attacks. Hence, we need to adopt 128 × 2 CNOT gates instead of

128 × 2 NOT gates here. Therefore, the quantum circuit of AES-

128 used in the quantum circuit design of AES2 requires Toffoli

depth 11008, 16508 Toffoli gates, 81908 CNOT gates, 816 NOT

gates and 270 qubits. In such a case, we can easily design the

quantum circuit of AES2 in Figure 5B and obtain the resource

estimation of AES2 with Toffoli depth 22016, 33016 Toffoli gates,

164328 CNOT gates, 1632 NOT gates and 1038 qubits. Note that

the ancilla qubits involved in first AES quantum circuit can be

reused in second AES quantum circuit.

4.2 Resource estimation of Grover
algorithm on 2-step LED-64

In order to adopt Grover algorithm on 2-step LED-64, we

need to design the Grover oracle for 2-step LED-64 first. When

designing the Grover oracle, the number of plaintext-ciphertext

pairs required to recover the correct key uniquely should be

considered. At EUROCRYPT 2020, Jaques et al. [34] stated that

when the number of required plaintext-ciphertext pairs ]≥ �mn�,
the probability of uniquely recovering the correct key is about

e−2m−]n
, where n and m are block size and key size for a block

cipher respectively.

Hence, the number of required plaintext-ciphertext pairs for

2-step LED-64 should be ] ≥ 1 since m = n = 64. Then the

probability of finding a unique key is around 0.37 for ] = 1. For

] = 2, the probability is about 0.99. Thus, we consider the case of

] = 2 when designing the Grover oracle for 2-step LED-64.

Therefore, the quantum circuit of the Grover oracle for 2-step

LED-64 is illustrated in Figure 6, which requires Toffoli depth

317, 9981 Toffoli gates, 12672 CNOT gates, 2304 NOT gates and

383 qubits. In the quantum circuit of Grover oracle for 2-step

LED-64, each comparison of n-bit known ciphertext and n-qubit

output of 2-step LED-64 oracle requires Toffoli depth 2�log2n�, 2
(n − 1) Toffoli gates, 2n NOT gates and (n − 1) ancilla qubits.

In the process of Grover algorithm, �π42m/2� iterations of

Grover operator are performed. While estimating the resources,

we only consider the cost incurred by Grover oracle. Since

compared with the cost incurred by Grover oracle, the cost

imposed by other operations in Grover operator is relatively

small in terms of magnitude and can be ignored. In such a case,

the resources of Grover oracle for 2-step LED-64 are multiplied

by �π42m/2� for estimating the resources of Grover algorithm on 2-

step LED-64, which costs Toffoli depth 240.0, 244.9 Toffoli gates,

245.3 CNOT gates, 242.8 NOT gates and 28.6 qubits. Note that the

width is still the same as in Grover oracle since we assume that no

parallelization is involved.

4.3 Resource estimation of proposed
quantum attacks on 2-step LED-128 and
AES2

The resource estimation of proposed quantum attacks on 2-

step LED-128 and AES2 can be considered in a similar way as

Grover algorithm since that Grover algorithm, GMS algorithm

and OS algorithm all need to perform an iterative operator. Thus,

we should consider the resource estimation of iterative oracle for

target ciphers first. Here, the resource estimation of constructed

functions for target ciphers in proposed quantum attacks is given

in Table 5 and the corresponding quantum circuits see

Supplementary A.

Now, the quantum circuits of iterative oracle for GMS

algorithm and OS algorithm are designed in Figure 7 and

Figure 8 respectively.

In Figure 7, the classifier β for GMS algorithm contains Test

1 and Test 2 (see also Supplementary Figure S5 of Supplementary

B). When both two test conditions are satisfied, the phase of

target qubit will be flipped. Test 1 of classifier β. The Test 1 of

classifier β includes the checking of dim (〈u1, . . . , uℓ〉) and the

calculation of candidate period s′. The first phase includes the

computation of triangular basis and the rank checking of

triangular basis. Based on Algorithm 4 of Ref. [36], we can

obtain that the computation of triangular basis requires

Toffoli depth ℓ(4 + �log2n�) +∑n
i�2(4 + �log2(n − i + 1)�), ℓn2

+ ℓn Toffoli gates and ℓ + n (n + 1)/2 + n (n − 1) ancilla

qubits, where the value of ℓ is 2(n + �
n

√ ) [24]. For the rank

checking of triangular basis, it requires Toffoli depth 2�log2n�, 2
(n − 1) Toffoli gates, 2nNOT gates and (n − 1) ancilla qubits. The

second phase is the calculation of the candidate period.

Bonnetain et al. [36] showed that the realizing of computing

orthogonal vectors (i.e., Algorithm 5 in Ref. [36]) costs Toffoli

depth n(n − 1), n(n − 1) Toffoli gates, nCNOT gates and n ancilla
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qubits. However, there is a mistake that the Toffoli depth and

Toffoli gates should be n (n − 1)/2. Thus, we can obtain that the

resource estimation for Test 1 of classifier β requires Toffoli

depth ℓ(4 + �log2n�) + ∑n
i�2(4 + �log2(n − i + 1)�) + 2�log2n�+

n(n − 1)/2, ℓn2 + ℓn + 2 (n − 1) + n (n − 1)/2 Toffoli gates, n

CNOT gates, 2n NOT gates and ℓ + n (n + 1)/2 + n (n − 1) + n

ancilla qubits by combining all these terms. Note that there are

(n − 1) ancilla qubits missing since the ancilla qubits in the

process of rank checking can be reused in the computation of

orthogonal vectors. In this case, we only need max{n − 1, n}

ancilla qubits in these two processes. Test 2 of classifier β. The

quantum circuit of Test 2 of classifier β for 2-step LED-128 is

given in Supplementary Figure S7 of Supplementary B, which

costs

Toffoli depth 147 × 76 × 4 + 2 log264 + 49( ) + 5 � 53660
147 × 1216 × 8 + 2 × 64 − 1( ) + 49[ ] + 13 � 1455754 Toffoli gates
147 × 1472 × 8 + 64 × 10 + 1( ) � 1825299 CNOT gates
147 × 256 × 8 + 64 × 2( ) + 8 � 319880 NOT gates
64 × 2 + 63 + 6 + 8 + 1 � 206 qubits

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

,

since t � 1, 2, . . . , 147(i.e., 3n+nℓn ) [24] in Supplementary Figure

S7. Here |i〉 and the candidate period |s′〉 are not included in the

qubits. The quantum circuit of Test 2 of classifier β for AES2 is

provided in Supplementary Figure S8 of Supplementary B, which

requires

Toffoli depth 282 × 11008 × 4 + 2 log2128 + 64( ) + 7 � 12439027
282 × 16508 × 8 + 2 × 128 − 1( ) + 64[ ] + 15 � 37331739 Toffoli gates
282 × 81908 × 8 + 128 × 10 + 1( ) � 185145690 CNOT gates
282 × 816 × 8 + 128 × 2( ) + 10 � 1913098 NOT gates
128 × 10 + 127 + 9 + 7 + 1 � 1424 qubits

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

,

where t = 1, 2, . . . , 282 in Supplementary Figure S8. Here |i〉 and |
s′〉 are not included in the qubits.

Hence, the classifier β for 2-step LED-128 costs

Toffoli depth 2 × 2007 + 6 + 2016( ) + 53660 + 1 � 61719
2 × 599040 + 63 + 2016( ) + 1455754 + 1 � 2657993 Toffoli gates
2 × 64 + 1825299 + 1 � 1825428 CNOT gates
2 × 64 + 319880 � 320008 NOT gates
6256 + 64 + 206 + 1 + 1 � 6528 qubits

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

,

where |u1〉, |u2〉, / , |uℓ〉 and |i〉 are not included in the qubits.

The classifier β for AES2 costs

Toffoli depth 2 × 4339 + 7 + 8128( ) + 12439027 + 1 � 12463976
2 × 4606848 + 127 + 8128( ) + 37331739 + 1 � 46561946 Toffoli gates
2 × 128 + 185145690 + 1 � 185145947 CNOT gates
2 × 128 + 1913098 � 1913354 NOT gates
24791 + 128 + 1424 + 1 + 1 � 26345 qubits

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

.

Altogether, the resource estimation for iterative oracle of

GMS algorithm is summarized in Table 6.

In Supplementary Figure S6 of Supplementary B, the classifier

oracle of OS algorithm consists of the computation of triangular basis

and rank checking. Therefore, the classifier oracle costs Toffoli depth

2* [cn*(4 + �log2n�) + ∑n
i�2(4 + �log2(n − i + 1)�) + �log2n�],

2*[cn*n
2 + cn*n + (n − 1)] Toffoli gates, 1 CNOT gates, 2n + 1 NOT

gates and cn + n (n + 1)/2 + n (n − 1) + (n − 1) + 1 ancilla qubits,

where cn≃ 2.5n [25]. Then, the corresponding resource estimation for

iterative oracle of OS algorithm is listed in Table 6. Here, the resource

estimation for iterative oracle of OS algorithm in Q1model is same as

the case of OS algorithm in Q2 model, except that the width in

Q1 model should consider extra (n − u) qubits.

Similarly, �π42n/2� iterations for the iterative operator of

proposed quantum attacks are required. Here, we only

consider the cost incurred by the iterative oracle and assume

that the iterative oracle is applied in serial. Hence, the resources

(except the number of qubits) in Table 6 are multiplied by

�π42n/2� for estimating the resources of mounting presented

quantum attacks on 2-step LED-128 and AES2. The resource

estimation is summarized in Table 7. From Table 7, it is obvious

that the proposed quantum attacks based on GMS algorithm

cost more than ones with OS algorithm in Q2 model. The main

reason for this is caused by Test 2 of classifier β in GMS

algorithm, which needs to check whether f (i, z) = f (i, z ⊕
s′) for fixed i, the given t pairs of z and thus requires more

resources. Note that the cost incurred by proposed quantum

attacks with OS algorithm in Q1 model is more than the ones in

Q2 model because guessing the value of j requires another

2(n−u)/2 iterations. Moreover, we also give the resource

estimation for Grover algorithm on 2-step LED-128 and

AES2 in Supplementary C. Compared with the proposed

quantum attacks on 2-step LED-128 and AES2, the

corresponding Grover algorithm costs much more since the

Grover algorithm requires more iterations, except for the width.

Besides, it is worth noting that the resource estimation for OS

algorithm in Q1 model should also consider the cost of preparing

the quantum state |ψg〉 � ⊗cn(∑x∈{0,1}n |x〉|g(x)〉) with quantum

read-only memory (QROM). According to Theorem 2 of Ref.

[37], we can obtain that the transform

∑
x∈ 0,1{ }u

|x〉|0〉↦ ∑
x∈ 0,1{ }u

|x〉|g x( )〉

costs Toffoli depth �2u/ω� + n(ω − 1), �2u/ω� + n(ω − 1) Toffoli
gates and n(ω − 1) + �log(2u/ω)�) ancilla qubits, where ω is a

power of 2 such that 1 < ω < 2u. Therefore, the preparing of the

quantum state |ψg〉 in OS algorithm for 2-step LED-128 requires

Toffoli depth 246, 253.3 Toffoli gates and 214.1 ancilla qubits when

ω = 2. The preparing of the quantum state |ψg〉 in OS algorithm

for AES2 costs Toffoli depth 288, 296.3 Toffoli gates and 217.2 ancilla

qubits when ω = 4. In such a case, we can easily prepare the

quantum state |ψg〉 under the resources of the iteration in OS

algorithm. Therefore, the cost incurred by preparing the

quantum state |ψg〉 of OS algorithm in Q1 model can be

ignored. Similarly, the cost imposed by recovering the period

K1 of GMS and OS algorithms can also be ignored since it is

relatively small in terms of magnitude compared with the

iteration in GMS and OS algorithms.

5 Conclusion

In this study, we consider the security of two-round Even-

Mansour constructions in quantum setting. Compared with the
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classical attack with optimal query complexity, the presented

quantum key-recovery attack on 2EM1 construction reduces the

query complexity by a factor of 2n/6. For 2EM2 and 2EM3

constructions, we design quantum key-recovery attacks in

Q1 and Q2 model respectively. The comparison in Table 2

shows that our attacks are more efficient than Grover search

and QMITM attack no matter in Q1 or Q2 model. Furthermore,

we also give the applications of proposed quantum attacks and

analyze the corresponding resource estimation.
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Semi-quantum key distribution
with two classical users

Wan Qing Wu1,2 and Chen Yang Sun1,2*
1School of Cyber Security and Computers, Hebei University, Baoding, China, 2Key Laboratory on High
Trusted Information System in Hebei Province, Hebei University, Baoding, China

Semi-quantum key distribution (SQKD) is an important research issue which

allows one quantum participant equipped with advanced quantum devices to

distribute a shared secret key securely with one classical user who has restricted

capabilities. In this paper, we propose a SQKD protocol which allows one

quantum user to distribute two different private secret keys to two classical

users respectively at the same time. Alice distributes two particle sequences

from Bell states to Bob and Charlie respectively. Once the particles have been

processed and returned, Alice can simultaneously detect reflected particles by

Bob and Charlie based on Bell-state measurement and generate two different

raw keys. To enable more participants in sharing keys, this protocol can be

extended to the m + 1 party communication scheme by employing m-particle

GHZ state. In large-scale communication networks, this extended model

significantly reduces the complexity of communication compared to the

traditional SQKD scheme. Security analyses show that the presented

protocol is free from several general attacks, such as the entangle-measure

attack, the modification attack, the double CNOT attack, and so on.

KEYWORDS

semi-quantum cryptography, semi-quantum key distribution, classical party, bell
states, security analysis

1 Introduction

It is known that the first quantum key distribution (QKD) protocol [1] was put

forward by Bennett and Brassard in 1984, which allow two quantum participants to

distribute a session key with unconditional security [2, 3]. Since then, many kinds of QKD

protocols have been proposed [4–14]. However, these QKD protocols assumed that the

participants possess unlimited quantum capabilities. Nowadays, most advanced quantum

devices (e.g., quantum state generators and quantum storage) remain expensive and

difficult to implement.

To improve the practicality of these protocols, Boyer et al. proposed a novel idea of

quantum key distribution [15], where one of the player Alice has full quantum

capabilities, while the other player Bob is classical. The “classical” Bob either

measures the qubits Alice sent in classical basis (Z-basis) and resends it in the same

state he found, or reflects the qubits without any change. They called the protocol as

“quantum key distribution with classical Bob” or “semi-quantum key

distribution(SQKD).” The idea was further extended in Ref . [16], where two similar

protocols were presented based on measurement-resend and randomization-based
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environment. The “classical” users are restricted to perform the

following operations: 1) generate Z-basis qubits, {|0〉, |1〉}, 2)
measure the quantum state in the Z-basis, 3) reflect the qubits

without disturbance, and 4) reorder the qubits via different delay

lines. Due to the different operation types of classical users, two

variants of SQKD environment was proposed. In the

randomization-based SQKD protocol, the classical users can

only to implement operations 2), 3) and 4), whereas in the

measure-resend SQKD protocol, the classical participants are

limited to perform 1), 2) and 3). In this regard, the idea of semi-

quantum relieves users of the burden of quantum state

generation and measurement, making it more convenient to

participate in quantum key distribution.

Based on Boyer et al.’s study, various semi-quantum

protocols have been proposed. Lu and Cai presented a

SQKD protocol with classical Alice [17]. In 2009, Zou et al.

[18] presented five SQKD protocols by employing less than four

quantum states with complete robustness. Later, Wang et al.

[19] proposed a SQKD protocol using entangle states. In

2014 and 2016, Yu et al. [20] and Li et al. [21] respectively

proposed two authenticated semi-quantum key distribution

(ASQKD) protocols. The ASQKD exploit the mechanism of

a pre-shared key to transmit secret key without classical

channels. In 2015, the mediated semi-quantum key

distribution (MSQKD) protocol was first proposed by

Krawec [22], which allows two classical participants to

generate a secret key with the help of a quantum server. In

2018, Liu et al. [23] also proposed a MSQKD protocol without

invoking quantum measurement for the classical users. Since

then, Lin et al. [24] proposed a MSQKD protocol using single

photons. Zhu et al. [25] devised two SQKD protocols with GHZ

states involving a quantum server. One of these two protocols is

to distribute keys between quantum users and classical users,

and the other is to communicate between two classical users

with the assistance of the quantum third party. Soon after, Chen

et al. [26] also proposed two analogous SQKD protocols based

on GHZ-like states. In 2020 and 2022, Ye et al. [27, 28]

presented two SQKD protocols based on single photons in

both polarization and spatial-mode degrees of freedom.

Besides, security proofs, attack strategies, and improvement

methods of SQKD protocols have been developed from

information theory aspect in Refs [29–36].

However, under the above-mentioned protocols, the

quantum user Alice can only share a private key with one

classical user at a time or two classical parties distribute a

session key with the help of a fully quantum server. Suppose a

quantum server receives multiple distribution requests at the

same time, the presented protocol is used to deal with this

situation. In this paper, we are going to devise a semi-quantum

key distribution protocol with two classical users. The

presented protocol allows one quantum server to distribute

two raw keys to these two classical users simultaneously. The

proposed scheme greatly enhances the key distribution

capability of the quantum server. Moreover, the proposed

scheme can be expanded to m + 1 party SQKD.

The rest of this paper is organized as follows: Section 2

presents a SQKD protocol. The detailed security analyses are

described in Section 3. Section 4 generalizes the proposed SQKD

protocol to m + 1 party. An efficiency analysis and the

comparison of our protocol to other SQKD protocols are

provided in Section 5. This work is concluded in Section 6.

2 The designed semi-quantum key
distribution protocol

Suppose that quantum user Alice wants to distribute two

different secret keys to classical user Bob and classical user

Charlie separately at the same time. The following semi-quantum

key distribution (SQKD) protocol is designed to make it possible.

Here, the SIFT operation refers to measuring the received qubits in

the Z-basis, {|0〉, |1〉}, and resending it in the same state as found; the

CTRL operation refers to reflecting the received qubits back without

any disturbance. The steps of the presented SQKD protocol are

described as follows (as shown in Figure 1):

Step 1: Alice generates N = 8n(1 + δ) Bell states in

|ϕ+〉 � 1�
2

√ (|00〉 + |11〉), where n is the desired length

of INFO bits and δ is a fixed positive parameter. Then

Alice respectively picks out the first particle, the second

particle from every Bell state to construct two sequences

Sb � S1b, S
2
b, . . . , S

N
b{ },

Sc � S1c , S
2
c , . . . , S

N
c{ }.

Step 2: Alice sends Sb to Bob and sends Sc to Charlie.

Step 3: For each coming qubits, Bob (Charlie) randomly chooses

to SIFT or CTRL. For convenience, we denote the qubits

reflected by Bob (Charlie) with CTRL-B (CTRL-C) qubits

and the qubits resended by Bob (Charlie) with SIFT-B

(SIFT-C) qubits.

Step 4: Alice stores the received qubits in two N-qubit quantum

registers and informs Bob and Charlie.

Step 5: Bob and Charlie publish which particles they choose

to SIFT.

Step 6: According to the published information by Bob and

Charlie and Table 1, they check out the security of the

quantum channel and produce INFO bits.

Case 1. Both Bob and Charlie perform the CTRL on some

particles with the same superscript i, (i = 1, . . ., N). Alice

performs the Bell-state measurement on the received quantum

qubits. Alice checks the error rate on the Bell measurement
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results. If it is higher than predefined threshold PCTRL (the

threshold depends on the noise level of the quantum

channel), they abort the protocol.

Case 2. Bob performs the SIFT on some particles Sib and Charlie

applies the operation CTRL on some particles Sic with the same i in

Step 3. Alice measures Sib and Sic with Z-basis respectively and

examines whether the two corresponding measurement results are

equal. If the error rate is less than PTEST (the threshold depends on

the noise level of the quantum channel), the protocol continues.

Otherwise it is terminated. In this case, Alice will obtain 2n SIFT-B

bits. Alice chooses at random n SIFT-B bits to be TEST-B bits and

announces what are the chosen bits and the value of these TEST-B

bits by the classical channel. Alice’s measurement results must be

the states sent by Bob. Bob checks the error rate on the TEST bits. If

it is higher than some predefined threshold PTEST, Alice and Bob

abort the protocol.

Case 3. Bob performs the operation CTRL on some particles Sib
and Charlie applies the operation SIFT on some particles Sic with

FIGURE 1
The proposed SQKD protocol.

TABLE 1 Alice’s operation.

Bob’s operation Charlie’s operation Alice’s operation

CTRL-B CTRL-C perform Bell-state measurement on CTRL-B qubit and CTRL-C qubit

SIFT-B CTRL-C measure SIFT-B qubit and CTRL-C qubit with Z-basis respectively

CTRL-B SIFT-C measure CTRL-B qubit and SIFT-C qubit with Z-basis respectively

SIFT-B SIFT-C measure SIFT-B qubit and SIFT-C qubit with Z-basis respectively
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the same i in Step 3. Alice measures Sib and Sic with Z-basis

respectively and examines whether the two corresponding

measurement results are equal. If the error rate is less than

PTEST, the protocol continues. Otherwise it is terminated. In this

case, Alice will capture 2n SIFT-C bits. Alice selects random n

SIFT-C bits as the TEST-C bits and announces the positions of

the TEST-C bits and the value of these bits to Charlie. Charlie

compares his measurement results with TEST-C bits, if it is

higher than some predefined threshold PTEST, Alice and Charlie

abort the protocol.

Case 4. Both Bob and Charlie perform the operation SIFT on

some particles with the same superscript i, (i = 1, . . ., N). Alice

measures Sib and Sic with Z-basis respectively and examines

whether the two corresponding measurement results are

equal. Alice aborts the protocol as the error rate is higher

than the predefined threshold PTEST. Alice requests

measurement results from Bob and Charlie, and checks the

error rate among these bits, if it is higher than the predefined

threshold PTEST, they abort the protocol.

Step 7: Alice and Bob select the n remaining SIFT-B bits in Case

2 to be used as INFO bits. Likewise, Alice and Charlie

select the n remaining SIFT-C bits in Case 3 to be used as

INFO bits. They abort the protocol as the number of

remaining SIFT-B (SIFT-C) bits is less than n. Alice

announces publicly the error correction code (ECC)

and privacy amplification data [37–40]; Alice and Bob

(Alice and Charlie) use them to extract the final key from

the n-bit INFO string.

3 Security analysis

Basically, all existing SQKD protocols that adopt two-way

quantum communication are suffer from the Trojan-horse

attacks [41, 42]. To resist this kind of attacks, the photon

number splitter device and the optical wavelength filter device

could be equipped [43, 44]. Besides, identification should be

employed to resist man-in-the-middle attack [45–47].

In this section, the security of the proposed protocol will be

analyzed. Here, Eve is an outside attack and will try to perform

the following possible attacks to reveal the secret key of the

participants (as shown in Figure 2). Hence, the following five

well-known attacks will be discussed.

3.1 Entangle-measure attack

Assume Eve possesses full quantum computational power

and takes control of the quantum channel, Eve will prepare an

ancillary quantum state |E〉 and performs an unitary operations,

UE, on the composite system |ρ〉 ⊗|E〉, where |ρ〉 represents the

transmitting qubit between participants. The effect of Eve’s

unitary operation UE on the |0〉 or the |1〉 can be expressed as

UE|0〉|E〉 � a|0〉|e0〉 + b|1〉|e1〉 (1)
UE|1〉|E〉 � c|0〉|e2〉 + d|1〉|e3〉 (2)

where |a|2 + |b|2 = 1, |c|2 + |d|2 = 1, 〈ei|ei〉 = 1 (i = 0, 1, 2, 3) and

〈e0|e1〉 = 〈e2|e3〉 = 0. When Eve captures the transit qubit on its

return, Eve will implement another operation UF. The following

states are produced by implementing operation UF on the states

in Eqs 1, 2.

UFUE|0〉|E〉 � |0〉 a1|f0〉 + b1|f1〉( ) + |1〉 c1|f2〉 + d1|f3〉( )
(3)

UFUE|1〉|E〉 � |0〉 a2|f4〉 + b2|f5〉( ) + |1〉 c2|f6〉 + d2|f7〉( )
(4)

where |ai|
2 + |bi|

2 + |ci|
2 + |di|

2 = 1 (i = 1, 2), and 〈fi|fi〉 = 1 (i = 0, 1,

. . ., 7). At some point, Eve will measure the ancillary states to

infer the private information based on the measurement of |E〉.
We will now prove security against entangle-measure attack, that

is, there is no unitary operations that allows Eve to obtain

FIGURE 2
Eve’s attack.
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information about the participant’s secret key without being

detected.

When Alice prepares the Bell state and sends it through the

quantum channel, Eve intercepts the particles sent by Alice and

implements an unitary operation UE on transmitted quantum

state. The original Bell state will be transformed as

UE|ϕ+〉|E〉 � 1�
2

√ a|00〉|e0〉 + b|01〉|e1〉 + c|10〉|e2〉 + d|11〉|e3〉( )
(5)

Then Eve distributes the contaminated quantum states to

Bob and Charlie. If both Bob and Charlie perform SIFT, the

participants will take the public discussion to check their

measurement result in Step 6. Specifically, they will calculate

the error rate on the TEST bits. If the error rate is lower than

predefined threshold PTEST, the process continues. Thus, in order

to pass the detection on TEST qubits, Eve must modify the UE to

satisfy the following conditions

b|e1〉 � c|e2〉 � 0
.

(6)

Therefore, Eq. 5 becomes

UE|ϕ+〉|E〉 � 1�
2

√ a|00〉|e0〉 + d|11〉|e3〉( ) (7)

When Eve intercepts the returned qubits sent by Bob and

Charlie, Eve will perform the second unitary operation UF on the

transmitted quantum state. The Eq. 7 will be disturbed as follows

UFUE|ϕ+〉|E〉 � 1�
2

√ |00〉 a1|f0〉 + b1|f1〉( )[ + |01〉 c1|f2〉 + d1|f3〉( )
+|10〉 a2|f4〉 + b2|f5〉( ) + 11〉 c2|f6〉 + d2|f7〉( )∣∣∣∣ ]

(8)

Then Eve sends the polluted quantum states to Alice. Eve can

infer the participants’ measurement results through measuring

his ancillary qubit. However, Alice will perform the Bell-state

measurement on CTRL qubits in Step 6, and detect the

presence of Eve if the error rate of CTRL qubits is higher

than predefined threshold PCTRL. Thus, Eve must set

a2|f4〉 + b2|f5〉 � c1|f2〉 + d1|f3〉 � 0, and a1|f0〉 + b1|f1〉 =

c2|f6〉 + d2|f7〉. According to the abovementioned setting, the

transmission of quantum states is turned into

UFUE|ϕ+〉|E〉 � 1�
2

√ |00〉 a1|f0〉 + b1|f1〉( ) + |11〉 c2|f6〉 + d2|f7〉( )[ ]
� |ϕ+〉 a1|f0〉 + b1|f1〉( )

(9)

Based on the analysis of the above, the final quantum state

of Eve’s probe |E〉 is independent of the transmission of

quantum entangled system, Eve can not obtain any

information regarding INFO bits. In contrast, if Eve wishes

to obtain useful information regarding the classical

participants’s INFO bits, so the Eve’s attack will induce a

detectable disturbance that increases the error rate PTEST and

PCTRL. This gives participants a nonzero probability of

detecting the Eve’s attack.

3.2 Modification attack

In the modification attack, the purpose of Eve is to enable the

communicating parties to obtain inconsistent keys by using the

unitary operation. For example, Eve can implement the unitary

operation σx to flip the qubit, where

σx � |0〉〈1| + |1〉〈0|. (10)

To completely analyze modification attack, we discuss the

following three situations: 1) Eve would perform the unitary

operation σx on the quantum channel between Alice and Bob,

Alice and Charlie, simultaneously; 2) Eve would randomly

perform the unitary operation σx on the channel only between

Alice and Bob; 3) Eve would randomly perform the unitary

operation σx on the channel only between Alice and Charlie. All

the situations of Modification Attack are shown below.

• Eve intends to flip Sib and Sic simultaneously, the |ϕ+〉will be
disturbed as follows

σx ⊗|ϕ+〉 � 1�
2

√ |11〉 + |00〉( ) (11)

The above quantum state is the same as the primitive Bell

state, so it has no effect on the conduct of the protocol.

• Eve merely flips Sib, the Bell state will be changed to

σx ⊗|ϕ+〉 � 1�
2

√ |10〉 + |01〉( ) (12)

Although Eve successfully changed the state, his sneaky

action will be detected in Step 6. In case both Bob and

Charlie select to CTRL, Alice will check the error rate on the

CTRL qubits, if the error rate is higher than predefined threshold

PCTRL, Alice aborts the protocol. Besides, both Bob and Charlie

select to SIFT, they will calculate the error rate on the TEST bits.

Likewise, the presence of Eve can be detected. There is the

probability of P1 = 1 − 0.5n to detect Eve’s attack. It implies

that if n is large enough, the detection probability will approach 1.

• Eve only flips Sic, the original Bell state will be

transformed as

σx ⊗|ϕ+〉 � 1�
2

√ |01〉 + |10〉( ) (13)

Similar to the previous case, Eve’s operation will be detected

in Step 6. Alice will find errors with a P2 = 1 − 0.5n probability.

When n is large enough, the probability of an eavesdropper being

detected will approach 1.

In summary, the proposed scheme can successfully resist

modification attack through detecting SIFT and CTRL qubits.
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3.3 Intercept-resend attack

Eve attempts to implement an intercept-resend attack on the

traveling particles in Sb, to obtain what Bob’s operation is. Firstly,

Eve intercepts and saves the particle sequence Sb. Secondly, Eve

sends the fake single photons randomly chosen from two different

states (i.e., | + 〉, | − 〉). Finally, Eve tries to infer Bob’s operations
through intercepting and measuring the returned particles by Bob

in X-basis. That is, if the measurement result is different from the

original state, the Bob’s operation is SIFT. Unfortunately, if the

measurement result is the same as the initial state, Eve dan not

distinguish Bob’s operation between SIFT andCTRL. Analogously,

it is also useless for attacking Sc.

3.4 Measure-resend attack

In order to obtain SIFT-B bits and SIFT-C bits, Eve may

intercept each traveling qubit of Sb and Sc and measure it with

Z-basis. After Eve has performed the measurement operation on

Sb and Sc, the initial Bell state generated by Alice is turned into |

00〉, |11〉 with the same probability. Without loss of generality,

assume that the original Bell state is collapsed into |00〉. Once Eve
measures the qubits which Bob or Charlie measures, he will

acquire SIFT-B bits and SIFT-C bits. However, Eve measures the

qubits which both Bob and Charlie reflect, this attack will destroy

the entanglement of Bell state. Thus, Eve must measure the

corresponding position in which measured by Bob or Charlie.

However, Eve does not have any information about their

operation. In Step 6, Alice implements the Bell measurement

on qubits consist of CTRL-B qubits and CTRL-C qubits in Case

1. The measurement results may be |ϕ+〉 or |ϕ−〉 with the same

probability. The probability that Bob and Charlie both reflect is 1
4,

hence, the probability of discover Eve’s fraudulent behavior is
1
4p

1
2 � 1

8. The reason Eve’s measure-resend attack can be detected

lies in two aspects: on one hand, the entanglement correlation

among different particles of the initial state is destroyed by Eve’s

measurement; on the other hand, Bob and Charlie’s operations

are random to Eve.

3.5 Double CNOT attack

Assume that Eve performs the Double CNOT attack to the

proposed protocol trying to get the secret key. For example, Eve

performs CNOT operation, UCNOT = (|00〉〈00| + |01〉〈01| + |

10〉〈10| + |11〉〈11|), with the particles sent to participants in Step
2 as the control bits the Eve’s ancillary particles as the target bits.

Then, Eve perform the second CNOT operation with the

particles sent from the participants in Step 3 as the control

bits and Eve’s ancillary particles as the target bits. Eve tries to

reveal Bob’s (Charlie’s) operation from the ancillary particles and

then gets the secret key without being detected.

Alice’s quantum state is |ϕ+〉 � 1�
2

√ (|00〉 + |11〉), suppose
Eve attacks the quantum channel between Alice and Bob. Eve

generates a qubit |0〉E and performs a CNOT operation on Bell

state and |0〉E, the qubit systems become the following:

UCNOT|ϕ+〉|0〉E � 1�
2

√ |00〉|0〉E + |11〉|1〉E( ) (14)

After the operation, Eve send’s the dirty qubits to Bob.

According to the protocol, Bob either reflects it or resends a

new one. Then, Eve intercepts each qubit send from Bob to Alice

in Step 3 and performs the other CNOT operation on Bob’s

qubits and the corresponding qubit kept by Eve. If Bob chose to

CTRL in Step 3, the qubit systems become the following:

UCNOT
1�
2

√ |00〉|0〉E + |11〉|1〉E( ) � 1�
2

√ |00〉|0〉E + |11〉|0〉E( )
� |ϕ+〉|0〉E

(15)

TABLE 2 Comparison results with other SQKD protocols.

Reference [18] Reference [28] Reference [26] - A Reference [26] - B

Function One quantum party share a
secret key with a classical party

One quantum party share a secret key
with a classical party

One quantum party share a
secret key with a classical party

Two classical users share a secret
key with the help of a third party

Quantum capability of
classical participant

1) Generation 1) Generation 1) Generation 1) Generation

2) Measurement 2) Measurement 2) Measurement 2) Measurement

3) Reflection 3) Reflection 3) Reflection 3) Reflection

Quantum resource Single photons Single photons in both polarization
and spatial-mode degrees of freedom

GHZ-like states GHZ-like states

Pre-shared coding rules No No No Yes

Number of total
participants

2 2 2 3

Number of secret keys 1 1 1 1

Quantum efficiency 1
12

1
9

1
8

3
32
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If Bob chose to SIFT in Step 3, the qubits systems become the

following:

UCNOT 0〉B|0〉E| ) � |0〉B|0〉E
UCNOT 1〉B|1〉E| ) � |1〉B|0〉E (16)

The subscript B means the new qubit generated by Bob.

According to Eqs 15, 16, whether Bob performs CTRL or SIFT

operation, Eve measures his qubit in Z-bais, he will always get the

measurement result |0〉. That is, Eve cannot distinguish the

current qubit is a reflected one or one generated by Bob. The

analysis between Alice and Charlie is similar.

3.6 Key leakage problem

Assume Eve tries to eavesdrop on the Bob’s raw key from the

traveling qubits. Eve may perform Z-basis measurement on the

photon sequence sent by Alice, Sb. Eve obtains the measurement

results of Sb (i.e., |0〉, |1〉). Suppose Shannon entropy is defined as

E = −∑iρi log2ρi, where ρi denotes probability distribution. The

entropy E1 can be computed as E1 � −2 × 1
2log2

1
2 � 1 bit. However,

the protocol provides an eavesdropping check, which limits the

possibility of the measurement Sb being used as the raw key, hence

the probability is 1
8.(i.e., Bob receives Sb and performs SIFT operation

or CTRL operation. Charlie receives Sc and performs SIFT operation

or CTRL operation. Alice and Bob obtain raw key in case that Bob

performs SIFT operation and Charlie implements CTRL operation.

Alice and Bob select half of the transmitted photons as eavesdropping

check. Eventually, the probability of Eve eavesdrops the raw key from

the measurement results of Sb is 1
2 ×

1
2 ×

1
2 � 1

8). Hence, the entire

entropy denotes 1
8 × E1 � 0.125 bit. Even though Eve can obtain

0.125 bit by performing eavesdropping, eventually the attack will be

detected by an eavesdropping check in Step 6. Even if Eve passes the

eavesdropping check, one can still perform the privacy amplification

process on the transmitted information to distill the private key,

avoiding the key leakage problem. Thus, Eve cannot obtain any

private key under an eavesdropping attack.

4 Extension of the proposed semi-
quantum key distribution protocol

4.1 Extended m + 1 party semi-quantum
key distribution protocol

In this subsection, we extend the proposed scheme to

construct a semi-quantum key distribution network that

involves one quantum user Alice and m classical participants

Pi (i = 1, 2, . . ., m). The detailed process of the extended SQKD

protocol is shown as follows:

Step 1: Alice generates N = 2n(m2 + δ) m-particle GHZ states in

|Ψ〉 � 1�
2

√ (|00 . . . 00〉︸����︷︷����︸
m

+ |11 . . . 11〉︸����︷︷����︸
m

) and divides the m-

particle GHZ states into m sequences

S1 � S11, S
2
1, . . . , S

N
1{ },

S2 � S12, S
2
2, . . . , S

N
2{ },
..
.

Sm � S1m, S
2
m, . . . , S

N
m{ }.

Step 2: Alice sends Si to Pi (i = 1, 2, . . ., m) respectively.

Step 3: For each coming qubits, every classical user Pi randomly

chooses to SIFT or CTRL. For convenience, we denote the

qubits resended by Pi with SIFT - Pi qubits.

TABLE 3 Comparison results with other SQKD protocols.

Reference [23] Reference [24] Proposed three-party
SQKD

Extended m + 1 party
SQKD

Function Two classical users share a secret
key with the help of a third party

Two classical users share a secret
key with the help of a third party

One quantum party share two secret
keys with two classical parties
respectively

One quantum party share m secret
keys with m classical parties
respectively

Quantum capability of
classical participant

1) Generation 1) Generation 1) Generation 1) Generation

2) Reflection 2) Measurement 2) Measurement 2) Measurement

3) Reorder 3) Reflection 3) Reflection 3) Reflection

Quantum resource Bell states and Z-basis single
photons

X-basis single photons Bell states m-particle GHZ states

Pre-shared coding
rules

No No No No

Number of total
participants

3 3 3 3

Number of secret keys 1 1 2 m

Quantum efficiency 1
8

1
24

1
12

1
3m2
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Step 4: Alice stores the received qubits in mN-qubit quantum

registers and informs all classical participants.

Step 5: All Pi publish which particles they choose to SIFT.

Step 6: According to the published information by all classical

users, they check out the security of the quantum channel

and produce INFO bits.

1) If all classical participants implement the operation CTRL

on the kth m-particle GHZ state (k = 1, 2, . . ., N), Alice will

perform m-particle GHZ measurement on the kth m-particle

GHZ state. Alice checks the error rate on these measurement

results. If it is higher than predefined threshold PCTRL, they abort

the protocol.

2) Only one classical participant Pi perform the operation

SIFT, the others Pj apply the operation CTRL on kth m-particle

GHZ state (k = 1, 2, . . ., N). Alice will measure these m particles

with Z-basis respectively and examines whether these

measurement results are equal. If the error rate is less than

PTEST, the protocol continues. Otherwise it is terminated. In this

case, Alice will obtain 2n SIFT - Pi bits. Alice chooses at random n

SIFT - Pi bits to be TEST - Pi bits and announces what are the

chosen bits and the value of these TEST - Pi bits by the classical

channel. Pi checks the error rate on the TEST bits. If it is higher

than some predefined threshold PTEST, Alice and Pi abort the

protocol.

3) If all classical participants implement the operation SIFT

on kthm-particle GHZ state (k = 1, 2, . . .,N), Alice will measure

these m particles with Z-basis respectively and examines

whether these measurement results are equal. Alice aborts

the protocol as the error rate is higher than the predefined

threshold PTEST. Alice requests measurement results from all

classical participants, and checks the error rate among these

bits, if it is higher than the predefined threshold PTEST, they

abort the protocol.

4) Alice discards particles from other cases.

Step 7: Alice and Pi select the n remaining SIFT - Pi bits in above

case 2 to be used as INFO bits. They abort the protocol as

the number of INFO bits is less than n. Alice announces

publicly the error correction code (ECC) and privacy

amplification data, Alice and Pi use them to extract the

final key from the n-bit INFO string.

4.2 Security analysis

4.2.1 Outside attack
In this part, we explain why an outside eavesdropper cannot

learn the secrets in the extended scheme. In Step 2, qubits are

transmitted and some usual attacks such as entangle-measure

attack, intercept-resend attack and measure-resend attack may

be launched by an outside eavesdropper. In Step 6, Alice will

check the correctness of the returned particles from all classical

participants. That is, an outside eavesdropper can be detected.

Specifically, if Alice performs m-particle GHZ measurement on

the kth m-particle GHZ state in case 1, her measurement result

will be same as the initial entangle state. Once Eve has measured

some reflected particles in case 1, he will be detected. Besides,

Eve’s destructive operations will also be found in case 2 and case

3. The specific analysis is similar to the presented three-party

protocol since the idea is the same.

4.1.2 Participant attack.
Participant attack, which was put forward in Ref. [48], is a

kind of powerful attack by either one dishonest participant or

more dishonest participants who conspire together. We will

discuss these two cases separately.

First, we discuss the case that one dishonest classical

participant, without loss of generality, P1, wants to steal other

participants’ secret. In our protocol, Pi’s secret is generated from

case 2, that is, only Pi performed operation SIFT, other Pj(i ≠ j)

applied operation CTRL. P1 cannot steal other participant’s

secrets since he performed operation CTRL. In step 5, P1 can

announce the erroneous information. For example, he declares a

portion of SIFT as CTRL. He can obtain other participants’

measurement results by implementing operation SIFT. However,

it will be detected in case 1 since Alice’s measurement result is

different from original quantum state.

Second, we explain the more classical participants colluding

together also cannot obtain others’ secret. Without of generality,

we consider the extreme case in which there are m − 1 classical

participants P1, P2, . . ., Pm−1 who collude together to steal the

secret of classical user Pm. P1, P2, . . ., Pm−1 cannot obtain which

particles Pm performs operation SIFT, the conspiring participants

cannot obtain Pm’s key. If they publish misleading messages in

step 5, Alice will find errors in case 1. Even though they can

intercept the qubits from Pm, the conspiring participants can be

put in light just like external attackers.

5 Comparison

In a quantum cryptographic protocol, we usually use the

qubit efficiency to evaluate its performance of the

communication protocol, which is defined as [49]

η � bs
qt

(17)

where bs represents the sum of the shared secret bits between the

participants and qt denotes the total number of generated qubits

in the protocol. In the presented three-party protocol, Alice

expects to share n bits secret messages to Bob and Charlie at

the same time. Alice prepares 8n(1 + δ) Bell states and every Bell

state have 2 particles, under the ideal conditions, δ = 0; Bob and

Charlie generate 4n single photons in Z-basis respectively, hence,

the efficiency η of the proposed three-party SQKD is 1
12. Likewise,
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we can compute the efficiency of the extendedm + 1 party SQKD

is 1
3m2.

We will compare the proposed protocol with typical SQKD

protocols in Tables 2, 3. Here, Ref. [26] - A refers to the two-

party protocol in Ref. [26], and Ref. [26] - B refers to the three-

party protocol in Ref. [26]. In the Ref. [18], quantum user Alice

can only share a secret key with classical user Bob by employing

single photons. Refs. [18, 28] and Ref. [26] - A can only

distribute one secret message at a time, but Alice can

distribute two different raw keys in our three-party protocol.

Reference [26] - B additionally use the pre-shared coding rules,

which increases the complexity of operations between

participants and thus, decreases the time efficiency. In the

protocol of Ref. [23], although the classical participants do

not need quantum measurement devices, quantum memory or

quantum delay line is required for reordering qubits. The Refs.

[23, 24] allows two limited semi-quantum users to establish a

shared secret key with the help of a fully quantum server.

However, the proposed three-party protocol accomplishes one

quantum server to share two different secret keys with two

classical users respectively at a time. Furthermore, our scheme

can be extended to multi-user key distribution. If there are n

users who want to distribute keys to each other in quantum

network, typical SQKD needs n(n−1)
2 times to achieve key

distribution, such as Refs. [18, 23, 24, 26, 28]. But our

extended m + 1 party protocol only needs n times.

6 Conclusion

As above, different from other SQKD protocols, the proposed

protocol allows one quantum participant to distribute two

different session keys to two classical participants respectively.

This scheme is expanded to simultaneously distribute m keys. It

provides a good idea for building quantum key distribution

network. For example, we can build a key distribution center

which is quantum, but the users only have classical capabilities.

The quantum server can process up to m distribution requests at

a time, greatly reducing distribution time. We validate that the

proposed SQKD protocol can overcome the entangle-

measurement attack, the modification attack, and the other

typical attacks.
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Mahalanobis distance is a distance measure that takes into account the

relationship between features. In this paper, we proposed a quantum KNN

classification algorithm based on the Mahalanobis distance, which combines

the classical KNN algorithm with quantum computing to solve supervised

classification problem in machine learning. Firstly, a quantum sub-algorithm

for searching theminimumof disordered data set is utilized to find out K nearest

neighbors of the testing sample. Finally, its category can be obtained by

counting the categories of K nearest neighbors. Moreover, it is shown that

the proposed quantum algorithm has the effect of squared acceleration

compared with the classical counterpart.

KEYWORDS

quantum computing, quantum machine learning, k-nearest neighbor classification,
Mahalanobis distance, quantum algorithm

1 Introduction

With the development of era, the amount of global data is increasing exponentially

every year. People often use machine learning to extract valid information from large

amounts of data. However, with the increase of the amount of data, classical machine

learning algorithms need a lot of time. How to design an efficient learning algorithm has

become a major difficulty in the field of machine learning. At this point, the speed

advantage of quantum computing over classical computing in solving certain specific

problems has led more and more scholars to think about how to use quantum computing

to solve the problem more efficiently and has given rise to a new field of

research – quantum machine learning (QML). Quantum machine learning uses

quantum superposition, quantum entanglement and other basic principles of

quantum mechanics to realize computing tasks [1]. That is to say, QML is a quantum

version of machine learning algorithms, which can achieve an exponential or squared

quantum acceleration effect.
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In recent years, researchers have studied quantum machine

learning algorithms in depth and have achieved outstanding

works in many branches of research, such as quantum K-

nearest neighbor (QKNN) algorithm [2–4], quantum support

vector machine (QSVM) [5, 6], quantum neural network (QNN)

[7–9] and so on [10, 11]. These algorithms take full advantage of

quantum superposition and entanglement properties, allowing

them to achieve quantum acceleration compared to classical

algorithms.

QKNN algorithms is a combination of quantum computing

and classical algorithm. In 2013, Lloyd proposed a distance-based

supervised learning quantum algorithm [12], which has

exponential acceleration effect compared with classical

algorithms. In 2014, Wiebe raised a QKNN algorithm based

on inner product distance [2] with squared acceleration effect. In

2017, Ruan realized a QKNN algorithm based on Hamming

distance [3], which has a time complexity of O((log2M)3) in the

case of an optimal threshold. These algorithms measure the

similarity between samples according to different distance

metrics and achieve quantum acceleration. However, none of

these distance measures consider the connection between

individual attributes in the samples, which leads to many

limitations in practical applications.

In this paper, we propose an efficient quantum version of

KNN algorithm based on Mahalanobis distance. The algorithm

architecture is similar to the classical algorithm. Similarly, we also

notice two key points in designing the KNN algorithm. One is to

efficiently compute the distance betweenM training samples and

test sample, and the other is to find the smallest K number of

samples. However, compared with the existing algorithms, the

proposed algorithm takes fully account of the sample correlations

and uses Mahalanobis distance to eliminate the interference of

correlations between variables. Finally, the test samples are

successfully classified using the algorithm of searching for K-

nearest neighbor samples and the calculated Mahalanobis

distance. The algorithm achieves a quadratic speedup in terms

of time complexity.

2 Preliminaries

In this section, we briefly review the main process of the

classical KNN classification and the Mahalanobis distance.

2.1 K-nearest neighbors classification
algorithm

KNN algorithm is a common supervised classification

algorithm, which works as follows: given a test sample and a

training sample set, where the training sample set contains M

training samples. Then, we compute the distances between the

test sample and the M training samples, and find the K nearest

training samples by comparing these distances. If the majority of

the K nearest neighbor training samples of the test sample belong

to a class, then the class of the test sample is that class [13, 14]. In

the KNN algorithm, the most complex step is to compute the

distance between the test sample and all training samples.

Moreover, the computational complexity increases with the

number and dimensionality of the training samples. In order

to classify the test samples with dimension N and perform the

distance metric withMN-dimensional training samples, we need

to perform O(MN) operations.
The general process of classical KNN classification can be

summarized in the following points.

1) Choose an appropriate distance metric and calculate the

distance between the test sample with M training samples.

2) Find the K training samples with closest distance to the test

sample.

3) Count the class with the highest frequency among these K

training samples, and that class is the class of the sample to be

classified.

Although the K-nearest neighbor algorithm has better

performance and accuracy, we should note that the choice of

the distance metric is extremely important [15]. In general, we

use the Euclidean distance as the metric. In fact, the Euclidean

distance is just an integration of the two samples’ deviations on

each variable by treating all variables equally, which has some

limitations in terms of data relevance. Instead, we use a

generalization of the Euclidean distance: the Mahalanobis

distance, which calculates the distance between two points by

covariance and is an effective method to calculate the similarity of

two unknown samples. Unlike the Euclidean distance, it takes

into account the correlation between various variables. The

difference between Euclidean distance and Mahalanobis

distance is shown in Figure 1.

As shown above, we can easily find that the Mahalanobis

distance is better than the Euclidean distance. The Mahalanobis

distance can be used to reasonably unify the data between

different features, since its computation takes into account the

fact that the scale units are different in different directions.

2.2 The Mahalanobis distance

Mahalanobis distance is an effective metric to calculate the

distance between two samples, which considers the different

feature attributes. It also has two advantages as follows. 1) It

is independent of the magnitude and the distance between two

points is independent of the measurement units of the original

data. 2) The Mahalanobis distance can also eliminate the

interference of correlation between variables.

In this paper, the training samples and the test sample are

combined into a data set x1, x2, x3,/xM, v{ }, which can be
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described as a column vector composed of N characteristic

attributes z1, z2, z3/zN{ }T μi is the expected value of i th

element, μi � E(zi). The correlation between the dimensions

of these samples is expressed by the covariance matrix Σ, i.e.,

Σ �
⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

E z1 − μ1( ) z1 − μ1( )[ ]
E z2 − μ2( ) z1 − μ1( )[ ]

/ E z1 − μ1( ) zN − μN( )[ ]
/ E z2 − μ2( ) zN − μN( )[ ]

..

.

E zN − μN( ) z1 − μ1( )[ ]
1 ..

.

/ E zN − μN( ) zN − μN( )[ ]

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(1)
where, the ij term in the covariance matrix (the ij term is a

covariance) is

Σij � cov zi, zj( ) � E zi − μi( ) zj − μj( )[ ]. (2)

The Mahalanobis distance between data points x and y is

D �
����������������
x − y( )TΣ−1 x − y( )

√
, (3)

where Σ is the covariance matrix of x and y. By multiplying

the inverse of the covariance matrix based on Euclidean distance,

the effect of correlation between the data can be eliminated.

As description above all, it is not difficult to find approaches

to calculate the Mahalanobis distances between M training

samples and the test sample

∑
M

i�1
di �∑

M

i�1

����������������
xi − v( )Σ−1 xi − v( )

√
. (4)

Σ represents the covariance matrix ofX and v. The covariance

matrix is a semi-positive definite symmetric matrix that allows

for eigenvalue decomposition. Σ � ∑N
j�1λj|μj〉〈μj|, where λj is the

eigenvalue, and μj is the corresponding feature vectors. Then, Eq.

4 can be redescribed as

∑
M

i�1
di �∑

M

i�1

��������������������������
〈xi − v|∑

N

j�1
λj

−1 μj
∣∣∣∣∣ 〉〈μj| xi − v| 〉

√√
. (5)

While we need to get the K minimum distance of them, thus

we just need to get

∑
M

i�1
di �∑

M

i�1
∑
N

j�1
λ−1j 〈μj|xi − v.〉 (6)

3 The proposed quantum K-nearest
neighbor classification algorithm

In this section, we mainly describe the significant steps of the

proposed quantum KNN classification algorithm.

3.1 Calculating the Mahalanobis distance

Computing similarity is an important subprogram in

classification algorithms. For the classification of non-numerical

data, Mahalanobis distance is one of the popular ways to calculate

similarity. Here, we describe a quantum method to calculate

Mahalanobis distance between xi and v in parallel.

A1: Prepare the superposition state

According to Eq. 6, we need to prepare the required quantum

states 1��
M

√ ∑M
i�1|i〉|xi − v〉 and the covariance matrix Σ. For

simple description, xi − v is preprocessed on the basis of

classical data to make it normalized data.

Here, we firstly introduce the preparation process

of 1��
M

√ ∑M
i�1|i〉|xi − v〉. The process can be briefly divided

into two steps. First, prepare the superposition type 1��
M

√ ∑M
i�1|i〉,

FIGURE 1
The difference between Euclidean distance and Mahalanobis distance.
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and then the data xi − v is accessed through quantum random

access memory [16]. Next, we will explain these two steps in

detail.

At first, we prepare m � log2(M + 1) quantum qubit in the

state of |000/000〉(|0〉⊗m), and then a Hadamard gate operation

is performed once for each qubit to get the state:

H⊗m 000/000| 〉 � 1���
2m

√ ∑
2m−1

i�0
i| 〉 (7)

However, our aim is to get the initial superposition qubits

|α〉 � 1��
M

√ ∑M
i�1|i〉. Since M may not be a power of 2, the state is

obtained with the help of a quantum comparator [17], as show in

Figure 2.

With the help of two auxiliary particles |0〉|0〉, we can judge

the value space of index i through the quantum comparator. The

details are shown as follows:

U1 0| 〉⊗m 0| 〉 0| 〉( )→ 1���
2m

√ ∑
i�0

i| 〉 0| 〉 1| 〉 + 1���
2m

√ ∑
0<i≤M

i| 〉 0| 〉 0| 〉

+ 1���
2m

√ ∑
i>M

i| 〉 1| 〉 0| 〉

(8)
Then we measure the auxiliary particles to obtain the target

state. When the result is |0〉|0〉 and the probability of measuring

success is M
2m, the require quantum state |α〉 � 1��

M
√ ∑M

i�1|i〉 will be

obtained after O(M2m) � O(1) times.

Finally, we access the classical data based on the quantum

random access memory theory. It is assumed that there exists a

quantum channel that can access the data stored in quantum

random access memory, and the data xi − v is stored in the form

of classical data in M storage units in QRAM. So, we can access

xi − v efficiently through a black box Ox in O(log2MN). The
specific operation is as follows:

∑M
i�1 i| 〉 0| 〉��

M
√ →Ox ∑M

i�1 i| 〉 xi − v| 〉��
M

√ (9)

Next, we show how to get the covariance matrix. Since

the covariance matrix Σ is semi-positive definite, we can

implement it by Hamiltonian simulation [18]. Assuming that

Σ � ∑N
j�1λj|μj〉〈μj| [19]. Prepare a quantum black box given

access to Hermitian matrix Σ, any time t, and errors ϵ, operate
with approximate unitary precision ϵ through a quantum circuit

U2. Then the state eiΣt can be obtained.

U2 − eiΣt
���� ����≤ ϵ (10)

Compared with the classical algorithm, the state eiΣt obtained

by the quantum circuit has exponential acceleration effect. Its

time complexity is O(polylogN).
A2: Compute distances

In the following, we talk about how to compute the

Mahalanobis distances between the test sample and the

training samples, i.e., Eq. 6. Obviously, by performing the

steps of A1, we have obtained the state
∑M

i�1 |i〉|xi−v〉��
M

√ . To obtain

the form of Eq. 6, we need to perform the phase estimation and

controlled rotation. Specifically, it can be divided into two sub-

processes.

Step 2.1 Adding one register in the state |0〉 to get the state∑M

i�1 |i〉|0〉|xi−v〉��
M

√ . Then, we perform an unitary operation on the
second and the third registers controlled by U2 to achieve the
phase estimation. At this point, we obtain the quantum
state |Ψ1〉,

Ψ1| 〉 �
∑M
i�1
∑N
j�1

〈uj|xi − v〉|i〉 λj
~
t0

2π

∣∣∣∣∣∣∣ 〉 uj

∣∣∣∣ 〉[ ]
��
M

√ . (11)

In phase estimation, λ̃jt0
2π ∈ [0, 1), which is a period that

numerical values outside the range are projected into the

range. So that we should limit the scope of λjt0
2π belong to

[−1
2,

1
2). To ensure the accuracy of results, some algorithmic

assumptions are made here, assuming that |λj| ∈ [1k, 1]. Due to

λj ≥ 0, t0 > 0 (t0 is the minimum time for simulating the

covariance matrix eiΣt), when t0 ≤ π, it can ensure
λjt0
2π ∈ [−1

2,
1
2). Usually, we take t0 = π to make the results

obtained from the phase estimation more accurate.

Step 2.2 Adding an auxiliary qubit |0〉, and performing a

controlled rotation operation (CR) on the second register of

|Ψ1〉, which can effectively extract the information in the

quantum register to the amplitude of the quantum state. The

process is as follows.

Suppose that θ ∈ R, ~θ is a d-bit finite precision representation

of θ. The controlled rotation Uθ can make:

|~θ〉|0〉→|~θ〉 f ~θ( ) 0| 〉 +
��������
1 − f ~θ( )2
√

1| 〉( ). (12)

So, the following operation can be achieved by setting the

relevant parameters.

∣∣∣∣∣∣∣∣∣∣
λ̃jt0
2π 〉∣∣∣∣0〉→∣∣∣∣∣∣∣∣∣∣λ̃jt02π 〉 f

λ̃jt0
2π

( )|0〉 +

�����������

1 − f
λ̃jt0
2π

( )
2

√√
|1〉⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝ ⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠. (13)

Apparently, if f(x) � 2π
t0
x, we can obtain |Ψ2〉.

FIGURE 2
Prepare the quantum state |α〉.

Frontiers in Physics frontiersin.org04

Gao et al. 10.3389/fphy.2022.1047466

116

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1047466


Ψ2| 〉 �

∑M
i�1

i| 〉∑N
j�1

〈uj|xi − v〉
∣∣∣∣∣∣∣∣
λj
~

t0
2π 〉∣∣∣∣uj〉

c

λj
~ 0| 〉 +

���������
1 − c

λj
~

⎛⎝ ⎞⎠
2

√√
1| 〉⎛⎜⎜⎜⎜⎜⎜⎜⎝ ⎞⎟⎟⎟⎟⎟⎟⎟⎠

��
M

√
(14)

From the preceding information, we know that the

Mahalanobis distance is di � ∑N
j�1λ

−1
j 〈μj|xi − v〉, so |Ψ2〉 can

be rewrite to

Ψ2| 〉 �
∑M
i�1

i| 〉di

∣∣∣∣∣∣∣∣
λj
~

t0
2π 〉 uj

∣∣∣∣ 〉 0| 〉
��
M

√ +
∑M
i�1

i| 〉∑N
j�1

���������
1 − c

λj
~

⎛⎝ ⎞⎠
2

√√
〈uj |xi − v〉

∣∣∣∣∣∣∣∣
λj
~

t0
2π 〉 uj

∣∣∣∣ 〉 1| 〉
��
M

√
(15)

For applying the Mahalanobis distance calculated by the

above process to the classification algorithm, we have to use

the amplitude estimation (AE) algorithm to transfer the distance

information to qubits [20]. Then, we get the state about distance

information |Ψ3〉 � ∑
M

i�1 |i〉|di〉��
M

√ . This process uses R iterations of
Grover operators and the error is less than δ, where R and δ

satisfy R≥ π(π+1)
δ .

3.2 Searching K minimum distances

In this section, we use the state |Ψ3〉 acquired by previous

chapter to search the K minimum distances through quantum

minimum search algorithm [21, 22].

Step 1. The set D � D1, D2/DK{ } represents K training

sample closest to test sample v � v1, v2, v3/vN{ } in
the training sample. The initialization D is a random

selection of K samples from the training samples.

Step 2. By Grover’s algorithm, we get one point xi at a time

from the quantum state |Ψ3〉. If that point is closer to
the test sample than some points in Dk,

i.e., d(v, xi)< d(v,Dk)(k ∈ [1, K]), the ith point is

used to replace the point Dk in D, and k is the

max d(v,Dk){ }(k ∈ [1, K]).
Step 3. In order to get the k points with the smallest distance,

repeat Step 2 to make q smaller and smaller (q is the

number of remaining points in the set Q) until q = 0.

That is, we find the k points that are closest to the test

sample.

To analyze the time complexity of the above process more

easily, we introduce a set Q, which is a subset of X beyond of D

and smaller than some points in set D from the test sample. q is

the number of points in set Q. In the following, we will use the

size of q to analyze the performance of the algorithm after each

operation. Repeating Step 2 k times can decrease q to 3
4 q. When

q > 2K, it can be reduced to 1
2 q by calling Oracle operation

O(
���
KM
q

√
) times.When q is decreased to q ≤ 2K, the calling time of

Oracle is K
��������������
M
K + M

2K + M
4K +/

√
. Then, if q is decreased to 0, the

total time is O
����
KM

√
. At this time, the points in set D are the K

training samples closest to the test sample.

4 Complexity analysis

Let us start with discussing the time complexity of the whole

algorithm. As mentioned above, the algorithm contains three steps:

A1. Preparation of the initial state.

A2. Parallel computation of the martingale distance.

A3. Search for K nearest neighbor samples.

An overview of the time complexity of each step is shown in

Table 1. A detailed analysis of each step of this algorithm is

depicted as follows.

In step A1, 1��
M

√ ∑M
i�1|i〉|xi − v〉 can be generated in time

O(logMN) with the help of quantum comparator and QRAM.

Then, theHamiltonian simulation has been performed tomake the

covariance matrix Σ. So, the time complexity of A1 is

O(logMN + polylogN). In part of A2, we utilize phase

estimation and controlled rotation to compute the distance, and

then translate the information into quantum state. According to

Ref. [1], the time complexity of phase estimation is O(Tu
ϵ ), where

Tu is the time of preparing the unitary operator eiΣt and 1
ϵ � 2−m eiΣt

is obtained by Hamiltonian simulation, therefore, the time

complexity is O(polylogN). In a word, the time complexity is

O(polylogNϵ ). Afterwards, in order to transfer the distance

information to qubits, we have to perform the AE algorithm R

times (discussed in step A2.2). Hence, the total time complexity of

the quantum algorithm for computing theMahalanobis distance is

O(logMN + R·polylogN
ϵ ). In Step A3, the time complexity of

searching is analyzed in Section 3.2, that is O( ����
KM

√ ).
Therefore, the time complexity of the whole algorithm is

O(logMN + R·polylogN
ϵ + ����

KM
√ ). Compared with the classical

KNN classification algorithm with O(MN) time complexity, it

has quadratic acceleration.

5 Conclusion

In this paper, we combine the ideology of quantum computation

with classical KNN classification algorithm to propose a quantum

KNN classification algorithm based on Mahalanobis distance. First,

we quantified the similarity measure algorithm based on the

Mahalanobis distance. Then, K nearest neighbor samples are

filtered using the quantum minimum search algorithm.

TABLE 1 The time complexity of the algorithm.

Step Running time

A1 O(logMN + polylogN)
A2 O(R·polylogNϵ )
A3 O( ����

KM
√ )

totally O(logMN + R·polylogN
ϵ + ����

KM
√ )
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Compared with other quantum KNN classification algorithms based

on Hamming distance or Euclidean distance, the Mahalanobis

distance used in this paper overcomes the drawback that

individual feature attributes with different degrees of variation

play the same role in calculating the distance metric and excludes

the interference of different degrees of correlation between variables.

When the training sample is very large, the time complexity of the

algorithm is O[logMN + R·polylogN
ϵ + ����

KM
√ ], which has a

quadratic acceleration effect. In conclusion, we give a complete

quantum classification algorithm. By executing the proposed

algorithm, the classification classes of the test samples can be

obtained. Moreover, our work gives the sub-algorithm to

calculate the Mahalanobis distance, which can be directly applied

to the designing of other quantum machine learning algorithms,

such as clustering.
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A new non-entangled quantum
secret sharing protocol among
different nodes in further
quantum networks
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As an important branch of quantum secure multi-party computation, quantum

secret sharing (QSS) can distribute secret information among dishonest

network nodes without revealing the secrets. In this study, a new four-party

QSS protocol based on locally indistinguishable orthogonal product (LIOP)

states is first proposed for quantum network communication. Then, the general

multiparty QSS model based on LIOP states will be expanded. Combined with

the property of LIOP states and obfuscating operation, the source node can

send the secrets to different destination nodes in the quantum network.

Accordingly, it is proven that the destination nodes have to work together to

recover the shared secrets against some existing attacks. Furthermore, no

entangled resources and complicated operations are required in the

presented protocol. We hope the results could make positive effects to the

development of quantum secure communication in the future.

KEYWORDS

quantum secret sharing, quantum network, quantum secure communication,
orthogonal product states, quantum cryptography

1 Introduction

With the rapid development of the Internet, the security of information is becoming

more and more important. Cryptography, as one of the fastest developing fields in

modern science, is the basic theory to guarantee information security. Due to the

development of quantum algorithms [1, 2], classical cryptographic protocols based on

computational complexity are facing great security threats. Applying quantum theory to

the research of cryptography, quantum cryptography has made a scientific breakthrough

in cryptography. In 2002, Long et al. first discussed the quantum secure direct

communication idea and analyzed its application in further quantum networks [3]. In

2008, Ma et al. proposed a group quantum communication network based on quantum

secret sharing (QSS) amongmultiple nodes [4]. Afterward, QSS is becoming an important

application in the quantum network [5–12].
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QSS is the use of quantum technology to distribute secrets to

a group of sharers. In QSS, a secret can only be recovered by all

authorized sharers working together. As an important branch of

quantum secure multi-party computation, QSS has attracted

much attention. In 1999, Hillery et al. proposed the first QSS

protocol [13]. On this basis, Karlsson et al. designed a Bell state

secret sharing protocol [14]. In 2004, Xiao et al. generalized

Hillery’s protocol to arbitrary multi-parties, effectively solving

the limitation to secret sharing among multiple parties [15]. In

2017, Qin et al. proposed a QSS protocol using the n-qudit GHZ

states [16]. In 2019, Zhang et al. gave an n-party QSSmodel based

on multiparty entangled states [17]. In 2020, Mansour et al.

presented a QSS protocol using maximally entangled multi-qudit

states [18]. In 2021, Hu et al. proposed a novel dynamic QSS

protocol in the high-dimensional quantum system based on

transmitted particles and local unitary operations [19].

During the study, it can be seen that most of the existing

QSS protocols are achieved by entangled states. As we know,

the preparation of entangled states is difficult. It is necessary

to propose more practical QSS protocols. The local

indistinguishability of orthogonal product states is one of

the hot topics in quantum information field recently. In 2015,

Yu et al. constructed a set of orthogonal product states which

cannot be perfectly distinguished by local operations and

classical communication (LOCC) [20]. The indistinguishable

orthogonal product (LIOP) states are easier to prepare than

the entangled ones. It exhibits the overall non-locality of a

wide range of applications in quantum cryptographic

protocols. For example, Guo et al. proposed a quantum

key distribution (QKD) protocol based on LIOP states in

2001 [21]. In 2007, Yang et al. presented a QSS protocol based

on LIOP states [22]. In 2019, Jiang et al. proposed a quantum

voting protocol based on LIOP states [23]. In 2020, Jiang et al.

implemented a trusted third-party e-payment protocol on

LIOP states [24].

In this study, we proposed a practical new four-party QSS

protocol for LIOP states in quantum networks. First, the

source node encodes the secret information into LIOP states.

Second, the source node safely obfuscates the particles in the

sequence and sends the corresponding particles to different

destination nodes. Finally, all destination nodes work

together to recover the secrets. Then, we generalize the

protocol to any number of parties. According to the

property of LIOP states, even if an attacker obtains n − 1

(n ≥ 3) particles of orthogonal product states, it is impossible

to determine the shared messages.

The rest of the study is organized as follows. In Section 2,

we introduce two LIOP states: X-LIOP states and F-LIOP

states. With the introduced LIOP states, a new specific four-

party QSS protocol and an extended multi-party QSS

protocol are presented in Section 3 and Section 4. The

security of the protocol is discussed in Section 5. A brief

conclusion is given in Section 6.

2 Preliminaries

Here, we introduce the following specific form and properties

of LIOP states, which will be used in the following protocols. It is

well known that a set of orthogonal states is locally

indistinguishable if it cannot be completely distinguished by

LOCC [25].

Definition 1. In a 2 ⊗ 2 ⊗/⊗ 2 quantum system, the product

basis that contains the following 2n orthogonal product states

|ϕ1〉 � 1�
2

√ |0〉1|1〉2|1〉3/|1〉n−1 |0〉 + |1〉( )n,
|ϕ2〉 � 1�

2
√ |1〉1|1〉2|1〉3/ |0〉 + |1〉( )n−1|0〉n,

/

|ϕn〉 � 1�
2

√ |0〉 + |1〉( )1|0〉2|1〉3/|1〉n−1|1〉n,
|ϕn+1〉 � 1�

2
√ |0〉1|1〉2|1〉3/|1〉n−1 |0〉 − |1〉( )n,

|ϕn+2〉 � 1�
2

√ |1〉1|1〉2|1〉3/ |0〉 − |1〉( )n−1|0〉n,
/

|ϕ2n〉 � 1�
2

√ |0〉 − |1〉( )1|0〉2|1〉3/|1〉n−1|1〉n

(1)

cannot be perfectly distinguished by LOCC, where n ≥ 3, and the

subscript i of the state 1�
2

√ |0〉1|1〉2|1〉3/|1〉n−1(|0〉 + |1〉)n
denotes that the corresponding subsystem belong to the i-th

party. In order to simplify the following protocol, the states

aforementioned are named X-LIOP states.

We can get the special case of n = 3, i.e., the following

Definition 2.

Definition 2. In a 2 ⊗ 2 ⊗ 2 quantum system, the product basis

that contains the following six orthogonal product states

|ϕ1〉 � 1�
2

√ |0〉1|1〉2 |0〉 + |1〉( )3,
|ϕ2〉 � 1�

2
√ |1〉1 |0〉 + |1〉( )2|0〉3,

|ϕ3〉 � 1�
2

√ |0〉 + |1〉( )1|0〉2|1〉3,
|ϕ4〉 � 1�

2
√ |0〉1|1〉2 |0〉 − |1〉( )3,

|ϕ5〉 � 1�
2

√ |1〉1 |0〉 − |1〉( )2|0〉3,
|ϕ6〉 � 1�

2
√ |0〉 − |1〉( )1|0〉2|1〉3

(2)

cannot be perfectly distinguished by LOCC. In order to simplify

the subsequent protocol, the states aforementioned are named

F-LIOP states.

In Refs. [26, 27], these states are proven not to be perfectly

distinguished by LOCC. We can find some properties of them.

Property 1. Even if n − 1 (n ≥ 3) particles of orthogonal product

states are obtained, the exact form cannot be determined.

Property 2. Each particle can be transmitted independently.
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Property 3. An operation on one of the particles does not affect

the other particles.

3 Four-party quantum secret sharing
protocol based on F-LIOP states

3.1 Proposed protocol

In this section, a four-party QSS protocol applied in the

quantum network based on F-LIOP states is proposed. The

network graph has two types of nodes (Figure 1): the source

node (Na) wants to distribute secrets, and destination nodes

(Nb1, Nb2, Nb3) receive secrets. The secrets can only be recovered

if all destination nodes collaborate. The specific description is as

follows:

Step 1) Na divides the secret message X into n groups, i.e., x1,

. . ., xn, where xi ∈ {00, 01, 10, 11}, i = 1, 2, . . ., n.

Step 2) Na encodes the secret message X to a quantum

sequence |S〉, and according to the following rules,

it should be accepted by all the nodes:

00 ↦|ϕ1〉, 01 ↦|ϕ2〉
10 ↦|ϕ3〉, 11 ↦|ϕ4〉.

(3)

Step 3) Na generates three identical sequences |S〉, where the i-th
sequence is denoted by |Si〉, i = 1, 2, 3. Na splits |Si〉 into

three subsystems, i.e., |S1i 〉, |S2i 〉, |S3i 〉. Then,Na generates

three sequences |M1〉, |M2〉, and |M3〉, where

|M1〉 � {|S11〉, |S22〉, |S13〉}, |M2〉 � {|S21〉, |S32〉, |S23〉},
and |M3〉 � {|S31〉, |S12〉, |S33〉}. The distribution of the

particles is shown in Figure 2.

Step 4)Na takes the left states composed of |ϕ5〉, |ϕ6〉 as decoy
states to randomly insert the quantum sequence |Mt〉
to form |Mt〉′, where t = 1, 2, 3. Finally, |Mt〉′ is sent to
Nbl randomly, where l = 1, 2, 3. In this case, Nbl does

not know which particle they receive.

Step 5) After receiving the sequence |Mt〉′ fromNa,Nbl sends an

acknowledgment to Na. Then, Na announces both the

basis and the positions of the decoy photons in |Mt〉′.Nbl

measures the decoy states. According to themeasurement

results ofNbl,Na performs eavesdropping detection. If no

eavesdropping is detected, the protocol will continue to

the next step. Otherwise, it will be aborted and will restart

from Step 1.

Step 6) After the eavesdropping check, Nbl has the sequence

|Mt〉. Then,Nbl sends the j-th group of particles |Mt〉
with the decoy states toNbj, where the decoy states are

chosen from {| + 〉, | − 〉, |0〉, |1〉}, and where j = 1, 2, 3.

Step 7) After receiving the sequences fromNbl,Nbj sends him

a confirmation. Nbl announces both the basis and the

positions of the decoy photons. According to the

measurement results of Nbj (j ≠ l), Nbl performs

eavesdropping detection. If no eavesdropping is

detected, the protocol will continue to the next step;

otherwise, it will be aborted.

Step 8) After the eavesdropping check,Nbl has |S1l 〉, |S2l 〉, |S3l 〉,
i.e., |Sl〉. Then, the quantum sequence |Sl〉 is measured

under the basis of Eq. 2, and �Xl is recovered. Na

announces the measurement basis and order of all

sequences.

Step 9)Nb1, Nb2 andNb3 hold the same particles and perform

the same operations. Therefore, if the protocol is valid,
�X1, �X2, �X3 and the secret X must be the same.

Intuitively, if �X1 � �X2 � �X3 � X, the protocol will

be valid; otherwise, the protocol fails.

FIGURE 1
Communication in Na and Nbi .

FIGURE 2
Generation process of the |M〉 sequence.
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3.2 Example

To illustrate our protocol more clearly, the following example

is proposed. For convenience, eavesdropping detection is

ignored. Suppose Na′s secret is 10010111, it can been encoded

as |ϕ3〉, |ϕ2〉, |ϕ2〉, |ϕ4〉.
Therefore,

|S11〉 � {| + 〉, |1〉, |1〉, |0〉} � |S12〉 � |S13〉,
|S21〉 � {|0〉, | + 〉, | + 〉, |1〉} � |S22〉 � |S23〉, and
|S31〉 � {|1〉, |0〉, |0〉, | − 〉} � |S32〉 � |S33〉.
Then, we get

|M1〉 � {|S11〉, |S22〉, |S13〉} � {| + 〉, |1〉, |1〉, |0〉; |0〉, | + 〉, | + 〉, |1〉; | + 〉, |1〉, |1〉, |0〉},
|M2〉 � {|S21〉, |S32〉, |S23〉} � {|0〉, | + 〉, | + 〉, |1〉; |1〉, |0〉, |0〉, | − 〉; |0〉, | + 〉, | + 〉, |1〉}, and
|M3〉 � {|S31〉, |S12〉, |S33〉} � {|1〉, |0〉, |0〉, | − 〉; | + 〉, |1〉, |1〉, |0〉; |1〉, |0〉, |0〉, | − 〉}.
Here, we assume that Na sends |M1〉, |M2〉, |M3〉 to

Nb1, Nb2, Nb3, respectively (This is just one of the cases; see

Table 1).

Then,Nb1 (Nb2,Nb3) sends |S22〉 (|S21〉, |S31〉) toNb2(Nb1,Nb1).

In the same way, Nb1 (Nb2,Nb3) sends |S13〉 (|S23〉, |S12〉) to

Nb3 (Nb3,Nb2). Nb1 (Nb2,Nb3) holds |S11〉(|S32〉, |S33〉) on its

own. Then, Nb1 gets(|S11〉, |S21〉, |S31〉) � |S1〉, Nb2 gets |S2〉,
and Nb3 gets |S3〉. Nb1 (Nb2,Nb3) measures the quantum

sequence |S1〉(|S2〉, |S3〉). According to the measurement basis

and order of all sequences announced by Na, the secret can be

obtained. The specific procedures can be seen in Figure 3.

4 Multi-party quantum secret sharing
protocol based on X-LIOP states

In this section, we generalize theQSS protocol to anymulti-party

based on X-LIOP states applied in the quantum network. There are

source node (Na) and n destination nodes (Nb1,Nb2, . . . ,Nbn). The
secrets can be recovered only when the destination nodes cooperate

together. The protocol can be described as follows. Here, we denote

different m-bit sequences as a1 � 000/000, a2 � 000/001,

a3 � 000/011, . . . , a2m−2 � 111/101, a2m−1 � 111/110, a2m �

111 / 111, where m = � log2n�.

Step 1) Na divides the secret message X into n groups, i.e., x1,

. . ., xn, where

xi ∈ {a1, a2, a3, . . . , a2m−2 , a2m−1 , a2m }, i � 1, 2, . . . , n.

Step 2) Na encodes the secret message X to a quantum

sequence |S〉 according to the following rules

accepted by all the nodes:

ai ↦|ϕi〉 i � 1, 2, . . . , 2m( ). (4)

Step 3) Na creates n identical sequences |S〉, where the i-th

sequence is denoted by |Si〉 and i = 1, 2, . . ., n. Na

splits |Si〉 into n systems, i.e., |S1i 〉, |S2i 〉, . . . , |Sni 〉. Na

generates n sequences |M1〉, |M2〉, . . ., |Mn〉, where
|M1〉 � {|S11〉, |S22〉, . . . , |Sn−1n−1〉, |S1n〉}, |M2〉 � {|S21〉, |S32〉, . . . , |Snn−1〉, |S2n〉}, . . .,

and |Mn〉 � {|Sn1〉, |S12〉, . . . , |Sn−2n−1〉, |Snn〉} (Figure 4).

Step 4) Na randomly inserts n unencoded orthogonal

products into the quantum sequence as the decoy

states and generates |Mt〉′, where t = 1, 2, 3, . . ., n.

Finally, |Mt〉′ is given toNbl randomly, where l = 1, 2,

3, . . ., n. Therefore,Nbl does not know which particle

it gains.

Step 5) After getting the sequence |Mt〉′ from Na, Nbl sends

an acknowledgment to the sender. Na announces the

basis and the positions of the decoy photons in |Mt〉′,
and Nbl measures these decoy states. According to

the measurement results of Nbl, Na checks

eavesdropping. If Na does not detect

eavesdropping, the protocol will continue to

perform the next step. Otherwise, it will stop and

restart from Step 1.

Step 6) After detecting eavesdropping,Nbl gets sequence |Mt〉,
andNbl generates n decoy states that are selected from

{| + 〉, | − 〉, |0〉, |1〉}. Then, decoy states are randomly

inserted into the sequence |Mt〉, and then, the j-th

group of particles is sent to Nbj, where j = 1, 2 . . ., n.

Step 7) After receiving the sequences fromNbl,Nbj sendsNbl

a confirmation. Then, Nbl announces the basis and

the positions of the decoy photons. According to the

measurement results of Nbj, Nbl performs

eavesdropping detection. If no eavesdropping is

TABLE 1 Nbl received the sequence |Mt〉.

Nb1 Nb2 Nb3

|M1〉 |M2〉 |M3〉
|M1〉 |M3〉 |M2〉
|M2〉 |M1〉 |M3〉
|M2〉 |M3〉 |M1〉
|M3〉 |M1〉 |M2〉
|M3〉 |M2〉 |M1〉

FIGURE 3
Process of quantum secret sharing.
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detected, the protocol will continue to the next step;

otherwise, it will stop.

Step 8) After the eavesdropping check, Nbl gets

|S1l 〉, |S2l 〉, |S3l 〉, . . . , |Snl 〉, i.e., |Sl〉. Then, the

quantum sequence |Sl〉 is measured under the

basis of Eq. 1, and �Xl is recovered. Na announces

the measurement basis and order of all sequences.

Step 9) Nb1, Nb2, . . . , Nbn keep the same particles and

perform the same operations. Therefore, if the

protocol is effective, �X1, �X2, �X3, . . . , �Xn and the

secret X must be the same. Intuitively, if
�X1 � �X2 � �X3 � / � �Xn � X, the protocol will be

effective; otherwise, the protocol fails.

5 Security analysis

In this section, we analyze the attack performed by the

internal and external malicious nodes.

5.1 Internal attack

Since the internal nodes directly take part in the process of

the protocol, the malicious internal nodes can perform more

strong attacks than the external ones. Here, we analyzed two

types of participant attacks: information leak attacks and forgery

attacks.

5.1.1 Information leak attack
Here, we consider information leak attacks and assume that

malicious nodes can guess the secret messages together. In order

to show that the following three cases are analyzed, without loss

of generality, we assume that r nodes are malicious.

Case 1: Since r malicious nodes conspire, they will send the

corresponding particles according to the normal

process. Hence, the r particles of r malicious nodes

are correctly arranged, and the left (n − r) correct

particles are required. As the states of each part come

from {| + 〉, | − 〉, |0〉, |1〉}, the probability of the

malicious nodes intuitively guessing one particle is 1
4,

and the probability of guessing n − r particles is

P1 � 1
4

( )
n−r

. (5)

For the malicious nodes, the successful probability to obtain

the secrets is shown in Figure 5.

Case 2: In the same case, the r malicious nodes can also use

other methods to guess the remaining particles. It is

observed that the malicious nodes have a total of r ×

(n − r) particles left in their hands. If malicious nodes

want to guess the secrets, they will arrange the

remaining r × (n − r) particles correctly, and only

one arrangement of particles is correct. Therefore, the

successful probability to obtain the secrets is

FIGURE 5
Successful probability to obtain the secrets in Case 1.

FIGURE 4
Generation process of the |M〉 sequence.
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P2 � 1
r × n − r( )( )!. (6)

For malicious nodes, the successful probability to obtain the

secrets is shown in Figure 6.

Case 3: Moreover, the r malicious nodes can perform the

following different attacks as they give all the

particles in their hands to one malicious node. In

this sense, the malicious node independently guesses

the secrets with the successful probability of

P3 � C1
r+1 × C1

r( )n−2 × C1
r−1

Cn
r×n

� r + 1( ) × rn−2( ) × r − 1( ) × n!( )
r × n( ) × r × n − 1( ) ×/× r × n − n + 1( ). (7)

For malicious nodes, the successful probability to obtain the

secrets is shown in Figure 7.

Above all, the probability of malicious nodes guessing the

secrets successfully can be shown as

P � max P1, P2, P3{ }. (8)

From the analysis mentioned previously, it can be seen for all

malicious nodes without all the particles, and the probability to

guessing the secrets tends to be 0. According to the property of

the LIOP states, our protocol can resist information leak attacks.

5.1.2 Forgery attack
A forgery attack is an easily overlooked but important attack

in the QSS protocol. Forgery attack means that malicious nodes

can obtain secret messages and successfully forge secret messages

so that other nodes get the wrong secret messages. This attack

was proposed by Zhang et al. in 2013 [28] and was also

mentioned by Sutradhar et al. in 2020 [29]. In the protocol, a

forgery attack is also considered. The secrets are encoded as LIOP

states, and particles are transmitted between all destination

nodes. Therefore, it is possible for malicious nodes to

complete the forgery attack.

Whenmalicious nodes change | + 〉 (| − 〉) to | − 〉 (| + 〉), they
have a certain probability to complete the forgery attack. So, the

secrets encoded as |ϕ1〉 (|ϕ4〉) are forged and are encoded as |ϕ4〉
(|ϕ1〉) in Eq. 3. In the multi-party QSS protocol, the secrets are

encoded most in the first n states in Eq. 1. The secrets are not

encoded in LIOP states with | − 〉 states. Therefore, this attack is
only possible in the four-party QSS protocol.

5.1.2.1 Individual attack

Here, we assume that the malicious node can only perform a

forgery attack on its own. When a malicious node gets all |S3i 〉
and Na′s, secret messages encoded as |ϕ1〉or|ϕ4〉, it can

successfully forge secrets 00 to secrets 11 or secrets 11 to

secrets 00, as in Eq. 3, i = 1, 2, 3. The probability that the

secret messages are encoded as |ϕ1〉or|ϕ4〉

Pa � 1
2
. (9)

Next, we analyze the probability that the malicious node gets

all |S3i 〉. When we assume thatNb1 orNb3 is a malicious node, we

will find that it is impossible for them to get all sequences |S3i 〉.
Only when it is assumed thatNb2 is a malicious node and obtains

sequence |M3〉, the individual has a certain probability to acquire

TABLE 2 Comparison among some different QSS protocols.

Protocol Participant Local measurement Operation

Hsu et al. [30] Three-party Yes R, H

Yang et al. [22] Three-party Yes R

Xu et al. [31] Three-party Yes R, H

Our protocol Multi-party No R

FIGURE 6
Successful probability to obtain the secrets in Case 2.

FIGURE 7
Successful probability to obtain the secrets in Case 3.
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all sequences |S3i 〉. Therefore, the probability thatNb2 obtains all

|S3i 〉 is

Pb � 1
3
. (10)

So, the probability that the individual wants to successfully

forge the secrets is

P � Pa × Pb � 1
2
×
1
3
� 1
6
. (11)

For the n length of the quantum sequences, it is not difficult

to see that the probability of the malicious node successfully

forging secrets P′ tends to be zero with the increase in n in

Eq. 12.

P′ � Pn � 1
6

( )
n

. (12)

5.1.2.2 Collusion attack

A more serious threat than an individual attack is that some

attackers cooperate to forge secrets. Since this attack in this study

only exists in the four-party QSS protocol, there are at most two

malicious nodes here. When the malicious nodes obtain the

secret messages of all sequences |S3i 〉 and Na′s secret messages

encoded as |ϕ1〉 or |ϕ4〉, the malicious nodes can successfully

forge secret messages 00 to secret messages 11 or forge secret

messages 11 to secret messages 00. The secret messages are

encoded as |ϕ1〉or|ϕ4〉 with the probability

Pa � 1
2
. (13)

We analyze the probability of malicious nodes obtaining all

sequences |S3i 〉. A total of three cases were found to be possible to

get |S3i 〉.

Case 1: Nb1 and Nb2 are malicious nodes.

Case 2: Nb2 and Nb3 are malicious nodes.

Case 3: Nb1 and Nb3 are malicious nodes.

First, we analyze Case 1, and when they get sequence |M3〉,
they can obtain sequences |S3i 〉. The probability of Case 1 is

Pb1 �
1
3
. (14)

Next, we see Case 2; when they obtain sequence |M3〉, the
success probability is

Pb2 �
1
3
. (15)

Finally, during Case 3, when they receive sequence |M2〉, the
successful probability is

Pb3 �
1
3
. (16)

Therefore, the successful probability of malicious nodes

forging messages is

P1 � Pa × Pb1 �
1
6
, P2 � Pa × Pb2 �

1
6
, P3 � Pa × Pb3 �

1
6
.

(17)

For the length of n of the quantum sequences, it is not

difficult to see that in Eq. 18, as n increases, the probability Pi′ of
malicious nodes successfully forging secrets tends to be zero,

where i = 1, 2, 3.

P1′ � Pn
1 �

1
6

( )
n

, P2′ � Pn
2 �

1
6

( )
n

, P3′ � Pn
3 �

1
6

( )
n

. (18)

They want to successfully forge the secret without being

discovered is almost impossible. Therefore, the protocol is safe

against internal attacks.

5.2 External attack

Unlike internal attackers, external attackers are illegal

eavesdroppers from outside. We analyze intercept-replay

attacks, intercept-measure-replay attacks, and entangle-

measure attacks in the following sections.

5.2.1 Intercept-resend (IR) attack
Eve is an eavesdropper who wants to obtain the secrets of

the source node. In order to obtain secrets, he can intercept

secrets in Step 4 and Step 6 and complete the attack. Eve

prepares large quantities of {| + 〉, | − 〉, |0〉, |1〉}. Eve

intercepts the sequences |Mt〉 and sends the sequences

prepared on his own to Nbl at the same time. The

probability of Eve guessing one particle is 1
4, and the

probability of guessing n particles is (14)n; the probability

approximates to zero. Therefore, when Na and Nbl perform

eavesdropping detection, Nbl has a high probability of getting

wrong measurements, and Na will find that it has

eavesdropped. Na will give up sharing secrets, so Eve will

not get any secret messages.

5.2.2 Intercept-measure-resend (IMR) attack
Eve receives the sequences |Mt〉 and measures them in the

computational basis. After the measurement, the sequences are

resent to Nbl. Considering one of the particles in the measured

sequence, if Nbl measurement basis is the same as Eve′s selection,
Eve will get Nbl measurement basis, which means Eve will get

secrets. However, Eve does not distinguish between secret particles

and decoy particles, so they do not get useful secret messages.

Similar to the IR attack and IMR attack, Eve is an external

attacker, while in the entanglement and measurement attack, Eve

has less information than an internal attacker and, therefore, has

a higher probability of failure.
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6 Discussion and conclusion

We compare and summarize the QSS protocols based on

LIOP states in Table 2. R denotes a rearrangement operation, and

H denotes a random three-level Hadamard transform.

Compared with the existing QSS protocols based on

LIOP states, our protocol can be extended to the arbitrary

multi-party. In addition, we only use the characteristics of

the states themselves to perform arrangement operations

and do not require local measurement. In this case, two new

QSS protocols based on LIOP states are proposed and may be

applied in further quantum networks. The four-party QSS

protocol is a special case of the multi-party QSS protocol.

However, the secrets are encoded into different forms and

attack strategies are different. To improve the efficiency, two

more states are introduced in the four-party QSS protocol

for encoding. Hence, the necessary forgery attack is

discussed. For the multi-party QSS protocol, it is not

difficult to see that the forgery attack can be naturally

resisted.

In conclusion, combining with the property of LIOP

states and obfuscating operation, the source nodes and

destination nodes can complete the secret sharing in the

quantum network. The destination nodes work together to

recover the secrets. Since the LIOP states are more convenient

to prepare than the entangled ones, the protocol is easily

realized. Moreover, with regard to the property of LIOP

states, it is proven that our protocol can be secure against

the existing attacks. We hope this can be helpful to the further

development of quantum networks.
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Melanoma is a high-grade malignant tumor. Melanoma and mole lesions are

highly similar and have a very high mortality rate. Early diagnosis and treatment

have an important impact on the patient’s condition. The results of dermoscopy

are usually judged visually by doctors through long-term clinical experience,

and the diagnostic results may be different under different visual conditions.

Computer-aided examinations can help doctors improve efficiency and

diagnostic accuracy. The purpose of this paper is to use an improved

quantum Inception-ResNet-V1 model to classify multiple types of skin lesion

images and improve the accuracy of melanoma identification. In this study, the

FC layer of Inception-ResNet-V1 is removed, the average pooling layer is the

last, SVM is used as the classifier, and the convolutional layer is quantized. The

performance of the model was tested experimentally on the ISIC 2019 dataset.

To prevent the imbalance of the sample data set from affecting the experiment,

the sample data is sampled with weight. Experiments show that the method

used shows excellent performance, and the classification accuracy rate reaches

98%, which provides effective help for the clinical diagnosis of melanoma.
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Introduction

Melanoma is one of the most harmful skin cancers, and it is a deadly malignant tumor

[1–3]. There are many risk factors leading to the formation of melanoma, such as

ultraviolet radiation, drug treatment, gene, family history, skin color, race, age, gender, etc.

Although melanoma is not common, it is more lethal, and the incidence rate is still rising

in the world. And the average diagnosis and treatment cost of melanoma is 10 times that

of non-melanoma skin cancer [4–6]. Melanoma is cancer with the highest mortality

among skin cancers. If melanoma is diagnosed at an early stage, a small operation can
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increase the chance of recovery and reduce the mortality rate of

cancer. But without early detection and treatment, it can spread

to other parts of the body [7]. Early and correct diagnosis is the

key to ensuring the best prognosis for patients [8]. However,

melanoma is misdiagnosed more than any cancer except breast

cancer. Dermatoscopy is one of the most commonly used

imaging techniques for dermatologists. It enlarges the surface

of skin lesions, and its structure becomes more obvious to

dermatologists [9,10]. The diagnosis of melanoma is usually

carried out by using the vision of experienced doctors, first

visually inspecting the skin lesions (usually using the ABCD

rule and the seven-point inspection method) [11,12], analyzing

the results of dermatoscopy and matching them with medical

science [13]. The weakness of manual detection is greatly affected

by human subjectivity, which makes it inconsistent under certain

conditions because it is completely based on doctors’ vision and

experience. Although the accuracy of suspicious cases can be

further improved by using special high-resolution cameras and

magnifying glasses to capture dermoscopic images for visual

examination [14]. However, recent studies have shown that the

classification method based on CNN has become the best choice

for melanoma detection. The high accuracy of CNN based

classifier for skin cancer image classification is equivalent to

an experienced dermatologist [15].

[16] proposed a deep learning system for detecting

melanoma lesions. They first performed illumination

correction on the input image, and cut, scaled, and rotate

the image. Then, they fed back the enhanced image to the pre-

trained CNN for a large number of sample training and

obtained an accuracy rate of 81%. [17] also preprocessed

the skin image data set, segmented the region of interest

(ROI) of the lesion area, extracted the features of the

segmented image using the gray level co-occurrence matrix,

and combined with the ABCD rule to identify and classify

malignant tumors, achieving an accuracy rate of 92.1%. [18]

used GoogLeNet to train the ISIC 2016 dataset and processed

the samples of the ISIC 2016 dataset through the traditional

data enhancement method to reduce the impact of the

unbalanced training dataset on the CNN performance, with

the maximum accuracy of 83.6%. [19] used the ResNet-152

model to classify clinical images of 12 skin diseases, fine-tuned

the model using the training part of the Asan dataset, the

MED-NODE dataset, and atlas site images, and the trained

model passed Asan, Hallym and Edinburgh datasets for

validation. Experiments demonstrate that the algorithm

performance, tested with 480 Asan and Edinburgh images,

is comparable to the results of 16 dermatologists. [20] used

CNN to extract features from images, used SVM, RF, and NN

to train and classify features, and processed the datasets ISIC

2017 and PH2 using data augmentation to avoid overfitting in

accuracy. Due to the influence of the integration problem, the

experiment obtained an accuracy of 89.2%. [21] used the

improved Inception V4 model to classify skin cancer

diseases, pre-trained the model on the ImageNet dataset,

fused the low-level and high-level features of the image, and

used the ISIC 2018 dataset to achieve 94.7% classification

accuracy. [22] proposed an enhanced encoder-decoder

network to overcome the limitations of uneven skin image

features and blurred boundaries, which made the semantic

level of the encoder feature map closer to the decoder feature

map, and The model was tested on the ISIC 2017 and

PH2 datasets for melanoma recognition and achieved 95%

accuracy. [23] pre-trained Alex Net with the Softmax layer as

the classification layer, and the model achieved 97% accuracy

for skin cancer classification on three datasets: MED-NODE,

Derm (IS & Quest), and ISIC. [24] analyzed ISIC images using

a fully convolutional residual network (FCRN) and CNN to

check for anomalies in the skin, a residual network was used to

segment the images in the dataset, and a neural network was

used for classification. [25] firstly preprocess the input color

skin image to segment the region of interest (ROI); secondly,

use traditional transformation to enhance the segmented ROI

image. They evaluated the performance of the proposed

method on three different datasets (MED-NODE, DermIS &

DermQuest, and ISIC 2017) using the improved AlexNet,

ResNet101, and GoogLeNet network structures, and

achieved 99% accuracy on the MED-NODE dataset. [26]

used a hybrid quantum mechanical system to encode and

process image information to classify cancerous and

noncancerous pigmented skin lesions in the

HAM10000 dataset. [27] proposed a high-precision skin

lesion classification model, using transfer learning and

GoogLeNet pre-training model, to classify eight different

categories of skin lesions in the dataset ISIC 2019, with an

accuracy rate of 94%.

In this study, the trained model is applied to images of skin

lesions, the classification layer is replaced with SVM, and the

convolutional layer is quantized to improve the classification

process. One of the difficulties in image classification is that the

amount of computation in the classification process is very large,

resulting in a relatively slow classification speed and consuming a

lot of computing resources. [28, 29] Due to the characteristics of

quantum parallel computing, the quantum image classification

algorithm can still quickly complete the classification task in the

case of a large amount of image data. [28] The contributions of

the proposed method are as follows:

• This study quantizes the convolutional layers of Inception-

ResNet-V1 to enhance the performance of the network.

• In this study, the FC layer of the network was removed, and

SVM was used as the classifier because SVM also showed

excellent performance in melanoma classification, which

can be compared with the original model.

• This study adopts data augmentation and weighted

sampling methods to alleviate the impact of data

imbalance.
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• The model exhibits a high accuracy classification rate.

Proposed method

The proposed method is elaborated in this section, and the

method structure is shown in Figure 1. The proposed method

first augments and normalizes the image data, and then feeds the

proposed model for training. The following is a detailed

description of the proposed method.

Data augmentation and weighted
sampling

ISIC 2019 dataset is an imbalanced dataset, which may

make the model biased toward classes with a large number of

samples during training. For example, the number of the

most NV class is 50 times more than that of the least VASC

class, which is likely to lead to the model being biased toward

NV during training, thus affecting the accuracy of the

model. To reduce the imbalance in the given dataset, this

study uses the data augmentation method to expand the

images of minority classes through rotation, cutting,

flipping, and other ways [30,31], to reduce the image

quantity gap between the majority class and the model, to

reduce the influence of unbalanced data sets on the model.

However, using traditional data augmentation alone has

defects, because repeated samples lead to over-sampling,

which will easily lead to overfitting of the learning

algorithm. To solve this problem, this study applies the

weighted random sampling method to the overlapping of

repeated samples, that is, the weight of each instance is

defined by the number of instances in the class [32], and this

weight represents the probability of the instance being

randomly sampled [32], which can offset the

oversampling effect of the class with a small number of

samples. The weighted sampling method is based on weight

FIGURE 1
Method structure.
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sampling, which can reserve more labels and meet the

diversity. Although there are changes, they are still

constrained by the relative weight size of labels [33].

Image normalization

For image data, the pixel value of the image is an integer

between 0 and 255. When training a deep neural network for

fitting, a small weight value is generally used. If the value of the

training data is large, the model training process may be slowed

down. Therefore, pixel normalization of image data is necessary.

In this paper, Min-Max normalization is used to remove the pixel

unit of image data and convert the data into dimensionless pure

values. Specifically, after pixel normalization, the image pixel

value is scaled to [0,1] [34].

Improved quantum Inception-ResNet-
V1 model

The research uses residual connections to join the filter

connection stage in the Inception architecture, which will allow

the Inception architecture to retain its computational efficiency

while gaining the benefits of the residual connection method. The

residual version of the Inception network uses a more simplified

Inception module than the source Inception uses. Each Inception

module is followed by a filter expansion layer (i.e., a 1 ×

1 convolutional layer without an activation function) that enlarges

the dimension of the filter bank before adding it to match the input.

This compensates for the dimensionality reduction in the Inception

block. The research removes the FC of the Inception-ResNet-

V1 model and uses the SVM as a classifier to test the

performance. The architecture is shown in Figure 2.

FIGURE 2
Model architecture.
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The backbone network Stem in Figure 2 uses a quantum

convolution layer for feature extraction, which is composed of

multiple parameterized quantum filters. Similar to the convolution

kernel in the classical convolution layer, it uses a parameterized

quantum filter to extract the characteristic information of all

quantum bits in the local space of the data. The quantum filter

includes many types of quantum bit gates, including single-bit gate

and double-bit gate, which can perform unitary conversion of

corresponding quantum bit, and impose a double-bit gate on

adjacent quantum bits, thus causing quantum entanglement of

adjacent quantum bits. In this paper, the quantum rotation gate

R(θ) is used to transform the pixel value information of the image

into quantum state information by quantum state encoding. On this

basis, the obtained image feature information is converted into the

angle of the quantum rotary gate. Each pixel value provides the

corresponding parameters for the quantum rotary gate. Different

quantum rotary gates act on the corresponding initial state |0〉 of the
quantum bit, and the feature information is stored in the quantum

state, which can be used as the model input to the quantum

convolution neural network [35]. For example, for n ×n, the

quantum feature extraction function first encodes it into a

quantum state through quantum bit coding, then evolves the

quantum state through the parameterized quantum circuit, and

finally outputs a real number through the expected value

measurement. This method not only has the unique properties of

quantum mechanics but also can keep the weight sharing of the

convolutional kernel. In this study, we introduce a quantum circuit

with parameters to enhance the performance of the network. The

quantum convolution layer is shown in Figure 3.

The quantum filter used in this study consists of CNOT gate

and rotary gate Rx(θ). The quantum circuit diagram is shown in

Figure 4.

FIGURE 3
Quantum convolution layer.

FIGURE 4
Two-qubit gate.

TABLE 1 ISIC 2019 dataset.

AKIEC BCC BKL DF MEL NV VASC SCC

867 3,323 2,624 239 4,522 12,875 253 628
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Experiments and results

Dataset description

The data in this article comes from the ISIC 2019 [36]

challenge (Skin Lesion Analysis Towards Melanoma

Detection). The ISIC 2019 dataset contains

25,331 dermoscopy images in 8 categories, namely actinic

keratosis (AKIEC): 867, basal cell carcinoma (BCC): 3,323,

benign keratosis (BKL): 2,624, skin fibers Tumor (DF): 239,

Melanoma (MEL): 4,522, Melanocytic nevus (NV): 12,875,

Angiosarcoma (VASC): 253, Squamous cell carcinoma (SCC):

628, as shown in Table 1. In the experiments, we randomly 80%

of images (about 20,231 images) of the dataset for training, 10%

images (about 2,550 images) for testing, and 10% images (about

2,550 images) for validation.

Experiment

The study conducted three experiments using the ISIC

2019 dataset. The first is to evaluate the proposed method

using the original dataset without image augmentation. The

second approach is to augment the dataset and re-evaluate the

proposed method. The third is to use the processed dataset to

evaluate the proposed method after processing the dataset using

image augmentation and weighted sampling. All experiments are

performed with fixed values, i.e. batch size 10, number of training

TABLE 2 Results of the first experiment.

Accuracy (%) Precision (%) Sensitivity (%) Specificity (%)

95.05 80.8 81.16 99.22

FIGURE 5
Confusion matrix for the first experiment.
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32, and initial learning rate 0.001. The proposed model was

evaluated using four performance metrics [37]: accuracy,

precision, sensitivity, and specificity.

Accuracy � tp + tn
tp + fp + fn + tn

(1)

Precision � tp
tp + fp

(2)

Sensitivity � tp
tp + fn

(3)

Specificity � tn
fp + tn

(4)

where tp, fp, tn, and fn refer to true positives, false positives, true

negatives, and false negatives, respectively.

In the first experiment, we use the original dataset to evaluate

the proposed method, the experimental results are summarized

in Table 2, and the confusion matrix of the first experiment is

shown in Figure 5.

In the second experiment, we augment the number of images

for the minority classes AKIEC, DF, VASC, and SCC to 1743,

1,667, 1920, and 1856, respectively, resulting in a total of

3,053 images. Table 3 summarizes the experimental results,

and the confusion matrix for the second experiment is shown

in Figure 6.

TABLE 3 Results of the second experiment.

Accuracy (%) Precision (%) Sensitivity (%) Specificity (%)

97.31 96.14 96.73 99.6

FIGURE 6
Confusion matrix for the second experiment.
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Compared to the first experiment, we observed a significant

increase in sensitivity and precision. The imbalance gap in the

number of minority class images is reduced. The accuracy of the

model also increases to 97.31%, indicating that data

augmentation plays an important role in model performance.

In the third experiment, we augmented the images of the

minority classes AKIEC, DF, VASC, and SCC to 1743, 1,667,

1920, and 1856, respectively, and used the weighted sampling

method for the augmented class images to prevent duplicate

samples affect the experimental accuracy. Table 4 summarizes

the experimental results, and the confusion matrix for the second

experiment is shown inFigure 7.

The accuracy of the model after using the weighted sampling

method is increased to 98.76%. Compared with the first two

experiments, each index has been improved to varying degrees.

The performance comparison of the three experiments is shown

in Figure 8.

Experimental results show the lowest performance when using

the original dataset in the first experiment. In the second experiment,

the obtained results were improved. The third experiment shows the

best value for the performance metric. The accuracy of the model

increased from 95.05% to 98.765%, the Precision increased from

80.8% to 98.26%, the Sensitivity increased from 81.16% to 98.45%,

and the Specificity increased from 99.22% to 99.81%.

TABLE 4 Results of the third experiment.

Accuracy (%) Precision (%) Sensitivity (%) Specificity (%)

98.76 98.26 98.4 99.81

FIGURE 7
Confusion matrix for the third experiment.
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The sampling process can be combined with the

memorylessness of the Markovian effect, that is, the system

does not remember the previous state of the current state, and

only decides what state to transition to at the next moment based

on the current state. Markov Decision Processes (MDPs)

maximize returns by using methods such as dynamic

programming, random sampling, etc.

The performance of this method is compared with that of

existing skin cancer classification methods, and Table 5

summarizes the data image types, used models, and

accuracy rates of existing methods. Table 5 clearly shows

that this method outperforms the literature methods listed

in the table.

Conclusion

In this study, the improved quantum Inception-ResNet-

V1 network was used, and after data augmentation and weighted

sampling of the ISIC 2019 dataset, the skin damage images were

classified, and the classification accuracy was as high as 98.76%.

Inception with residuals makes the network need to learn less

knowledge and the data distribution of each layer is close, making

it easy to learn. The feature extraction function of quantum

convolution can extract features in a larger space and achieve

higher learning accuracy. In the quantum convolution layer, a

single quantum gate applies operations to adjacent qubits, and the

same quantum convolution is performed. Within the layers, all

FIGURE 8
Performance comparison.

TABLE 5 Results of the third experiment.

Year Method Dataset Accuracy (%)

[38] 2019 An ensemble composed of 13 CNN SENet architecture ISIC 2019 91

[39] 2020 One-dimensional fractal feature method based on texture feature ISIC 2019 97.35

[40] 2020 A multi-classifier based on neural network and feature ISIC 2019 95

[25] 2020 ABCD and GLCM are used to extract statistical features and texture features, and SVM is used for classification ISIC 2019 96.25

[41] 2021 Weighted average ensemble learning model ISIC 2019 93

[42] 2021 CNN is based on transfer learning ISIC 2019 81.2

[43] 2021 CNN is based on transfer learning ISIC 2019 81.2

[44] 2021 Using deep learning models with image and metadata features ISIC 2019 80
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quantum gates have tunable parameters, preserving the properties of

local connections and weight sharing in convolutional neural

networks. These two characteristics enable the quantum

convolutional neural network to effectively extract image features,

reduce the complexity of the network model, and significantly

improve the computational efficiency of the model.
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Semi-quantum key distribution is based on the basic principle of quantum

mechanics, which allows a classical user and quantum user to use information

theory to have a secure shared key. In 2021, our research group proved the first

proof-of-principle experimental demonstration of semi-quantum key

distribution and verified its feasibility. Due to the limitations of existing

science and technology, the experimental system still features a

combination of multiphoton signal source and loss in the transmission line.

This makes semi-quantum key distribution as susceptible to a photon-number

splitting attack as quantum key distribution, leading to limitations of secure

transmission distance. It seems that practical single-state semi-quantum key

distribution can overcome photon-number splitting attack due to the SIRT bits

(also known as the “sifted key”). However, its dual-channel feature still opens up

an observation window to Eve. We present two joint photon-number splitting

attacks suitable for a single-state semi-quantum key distribution system and

show that through the joint photon-number splitting attack, Eve can obtain key

information without being detected by Alice or Bob.

KEYWORDS

quantum key distribution, semi-quantum key distribution, practical security, weak
coherent pulses, photon-number splitting attack

1 Introduction

In recent years, with the rapid development of quantum computing, the security of the

original classical secure communication has been greatly compromised. Compared with

classical communication, whose security depends on the complexity of mathematical

computation, quantum communication, whose security is based on quantum theory [1],

is not threatened by the quantum computer, which theoretically guarantees the absolute

security of the communication. The field of quantum communication includes quantum

key distribution (QKD) [2–7], quantum secret sharing (QSS) [8–10], quantum secure

direct communication (QSDC) [11–13], quantum teleportation (QT) [14–16], quantum

dense coding (QDC) [17–19], and quantum digital signature (QDS) [20]. After more than
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30 years of efforts by scientists, QKD, the most mature quantum

communication technology, has made breakthrough progress in

both theory and experiment and has become an indispensable

component in the development of information security field. It is

worth mentioning that measurement-device-independent

quantum key distribution (MDI-QKD) [21, 22] can be

immune to all detector side-channel attacks. Moreover, it can

be easily implemented in combination with the matured decoy-

state methods under current technology. In 2021, Yi-Peng Chen

et al. implemented the double-scanning method into MDI-QKD

for the first time and carried out corresponding experimental

demonstration [5]. In 2022, Pei Zeng et al. proposed a mode-

pairing measurement-device-independent quantum key

distribution scheme in which the encoded key bits and bases

are determined during data post processing [23].

Based on the consideration of reducing quantum resources in

the process of key distribution, the concept of semi-quantum key

distribution (SQKD) [24] has been proposed and extended into

semi-quantum cryptography, such as semi-quantum secret

sharing (SQSS) [25, 26], semi-quantum secure direct

communication (SQSDC) [27–29], semi-quantum digital

signature (SQDS) [30], semi-quantum private comparison

(SQPC) [31–35], and semi-quantum key agreement (SQKA)

[36, 37]. In 2007, Boyer et al. proposed the first SQKD

protocols: BKM07 [24], which place a further restriction on

the classical user. The classical user just can access a segment

of the channel, whenever a qubit passes through that segment

Bob can either let it go undisturbed (Ctrl) or measure the qubit in

the classical basis and resend a fresh qubit (Sift); in 2009, the

second SQKD protocol BGKM09 [38] was proposed. This

protocol utilized the Permute operation as opposed to the

Measure and Resend operations. The same year, Zou et al.

proposed five new protocols based on the consideration of

whether quantum resources can be further reduced on the

part of the two users [39], among which the single-state

protocol attracted the most attention. It was show for the first

time that fully quantum users can also reduce their resource

requirements. In 2014, Reflection-based SQKD was proposed

[40], it was similar to B92-protocol, and was shown that a key can

be distilled from B’s action. In 2017, Boyer et al. extended the

operation of Bob side to cleverly avoid the problem of

reproducing new photons, and proposed a mirror protocol

[41] that could overcome “tagged” attack. To some extent,

this is also a single-state protocol, and only two SQKD

experiments have been based on it. Subsequently, other

important SQKD protocols have also been proposed, such as

the high-efficiency SQKD protocol [42, 43], which can improve

efficiency by biasing choices to improve their overall efficiency;

the authenticated SQKD protocol [44–47], which does not utilize

an authenticated channel (instead relying on a pre-shared key);

and the high-dimensional SQKD protocol [48, 49], which has

been shown to tolerate high levels of noise as the dimension of the

quantum state increases.

The security of idealized SQKD has been reported against

individual [50, 51] and very sophisticated collective [40, 52–54]

attacks. A lower bound has been derived for the key rate as a

function of the noise of the quantum channel in high dimension

semi-quantum key distribution [55]. In 2021, our research group

performed the first proof-of-principle demonstration [56] of

semi-quantum key distribution based on the Mirror protocol,

which contributed to the further application of SQKD. The

experiments are also based on weak coherent pulses as signal

states with a low probability of containing more than one photon.

This SQKD experiment, like the QKD experiment, is also based

on weak coherent pulses (WCP) as signal states with a low

probability of containing more than one photon. Whether the

multiphoton problem of such non-ideal light source will lead to

security vulnerabilities of the SQKD system is an urgent issue to

be discussed. The most powerful tool at the disposition of an

eavesdropper, as we know, is the photon-number splitting attack

[57–59]. This multiphoton problem in semi-quantum contexts

was discussed as early as 2009 [38], but the examination of the

protocol against PNS attacks was left to future research. In

Gurevich’s experiment [60], some operations in SQKD

protocol were realized with the use of a time-coding scheme,

and it was mentioned that a pulse power level that is too high,

which is a security hole that enables various attacks. In 2018,

Chrysoula presented a short discussion [48] of possible attacks

and countermeasures for the case of optical implementations. He

proposed that while the PNS attack is applicable to most of the

protocols that use imperfect photon sources, the above

description of its particular implementation is given on the

example of a standard QKD one-way scheme, thus, it should

be re-examined when applied to different protocols. Some other

reports [37, 61–63] have mentioned Bob should set up a photon

number splitter (PNS) to protect against a Trojan horse attack. In

Ref. [64], the author mentioned that due to the two-way channel

and the use of the Measure-Resend operation, Eve is afforded

even more attack opportunities, such as the photon-tagging

attack and PNS attack, and it is an open question in the semi-

quantum case. To our knowledge, we are the first to do further

subject research in this issue. We prove that it is useless to

implement single-channel PNS attack in SQKD. Does this mean

that a single-state SQKD system with multiphoton sources has

unconditional security? The answer is no, because due to SQKD’s

requirement of a two-way quantum channel, Eve has the

opportunity to implement joint PNS attack through the

forward channel and reverse channel. Based on this, we

propose two kinds of joint PNS attack for a single-state

SQKD system, as long as there is loss in the channel, Eve can

get the key information. With a large enough loss, Eve can obtain

all key information without being detected by Alice and Bob.

The remainder of this study is organized as follows. In

Section 2, a brief background on PNS attacks and the SQKD

model is provided. In Section 3, two joint PNS attack were

designed for single-state SQKD. In Section 4, an evaluation of

Frontiers in Physics frontiersin.org02

Mi et al. 10.3389/fphy.2022.1029552

140

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1029552


a joint PNS attack is given, and the conclusion is given in

Section 5.

2 Single-channel attack in single-
state SQKD

2.1 Review of PNS attack

In a quantum optical implementation, single-photon states

are ideally suited for quantum key distribution. However, such

states have not been practically implemented for QKD and

SQKD. The experiments attenuate the weakly coherent light

generated by the laser light source to the order of single

photon to replace the single-photon light source. The realistic

signal sources with a certain probability of containing multiple

photons. For the practical system, consisting of the actual signal

source, lossy channel, and threshold detector, Eve can implement

PNS attack [57, 58]. In a PNS attack, eavesdropper Eve needs to

have three abilities: 1) ability to replace the noisy and lossy

transmission line by a superior one, 2) ability to use quantum

nondestructive (QND) measurement technology to measure the

number of photons contained in the pulse and block or separate

the photons without modifying the polarization of the photons,

and 3) and possession of a quantum register, can keep photon.

When receiving the data regarding the basis, Eve measures her

photon and obtains qubit information.

In this study, we assume the model where any non-accessible

loss [58] of the quantum channel is considered to be part of

detection apparatus, which allows us to conduct our research

without loss of generality. Moreover, a PNS attack that keeps the

photon number distribution constant in the detector is not

considered. When there is available loss in the channel, for

the case of a single-photon state, Eve directly blocks the

photon. For the multiphoton pulse with the number of

photons greater than or equal to 2, Eve extracts a photon

from the pulse and puts it into quantum memory, sending the

remaining photons to Bob, so that Eve can replace the lossy

quantum channel by an ideal one, block a fraction b of the single-

photon signals or even use only a multiphoton signal to match

the detector’s expectation of non-vacuum pulses. The general

process of this protocol is shown in Figure 1.

2.2 Review of single-state SQKD

The quantum communication process of single-state SQKD

[39, 65] operates by repeating the following (Alice is a quantum

user and Bob is a classical user):

Step 1. Alice prepares a single qubit in the state |+> and sends it to

Bob. Alice’s photon source emits signals with a Poisson photon

number distribution that has a mean value of ν. The quantum

channel is described by a single-photon transmission efficiency η.
We can find at Bob’s end of the quantum channel a Poisson

photon number distribution with mean photon number η].
Step 2. Bob will choose to eitherMeasure and Resend or to Reflect

the incoming qubit.

a. Bob’s Ctrl operation uses a fully reflective instrument (that is,

no optical loss), the average number of photons of the pulse

entering the reverse channel after the Ctrl operation is still η].
b. Bob selects the measurement but gets no information and

sends an empty pulse to the reverse channel, which we call

Sift-0.

c. Bob subjects the incoming qubit to a Z basis measurement and

then resend the result back to A as a Z basis qubit with a

Poisson photon number distribution with mean value μ,

which we call Sift-1.

Step 3. Alice chooses to measure the returning qubit in the Z or

the X basis randomly.

FIGURE 1
Schematic of a PNS attack. Eve learns the number of photons
in the pulse through nondestructive measurements. For single
photons, Eve blocks them with a certain probability, and she
separates one photon from multiphotons.

FIGURE 2
The typical setup of a single-state SOKD protocol. Reflect is
Ctrl, meaning that Bob reflects the qubit back to Alice undisturbed.
Measure and Resend is Sift, meaning that Bob measures it in the Z
basis and resends it to Alice in the same state that he found it.
For the returned qubit, Alice chooses to measure it on the Z or the
X basis randomly.
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Step 4. Users Alice and Bob disclose their choices. If Bob has

chosen Sift-1 and if Alice has chosen to measure in the Z basis,

they should share a correlated bit to be used for their raw key. If

Bob has chosen Ctrl and if Alice has chosen to measure in the X

basis, she should observe outcome |+>, and any other outcome is

considered an error.

The general process of this protocol is shown in Figure 2.

2.3 Why single-state SQKD can overcome
single-channel PNS attack

By implementing the attack procedure described in Section

2.1 in the forward channel, Eve can take away the qubit

information in the forward channel, but Eve’s qubit

information |+> is not valid information and is public

information, so the PNS attack in the forward channel is

meaningless.

According to the analysis in 2.2, Ctrl’s bits (Bob has chosen

Ctrl and Alice has chosen to measure in the X basis) are not only

used as Text bits but are also equivalent to inserts of a Ctrl state

pulse into the Sift state pulse and sends it together with the signal

state pulse to Bob. We can confirm that there are two kinds of

pulses with different average photon number (when η] ≠ μ) in

the reverse channel after Bob’s operation, the proportion of single

and multiple photons in them is very different. At the same time,

the modes of these two pulses are completely consistent. The

eavesdropper Eve cannot effectively distinguish between the two

states of the intercepted optical pulse, and can only carry out PNS

attack, which will lead to abnormal attenuation of the Sift pulse,

and thus be discovered by Alice and Bob. Thus, SQKD can

naturally overcome the single-channel PNS attack in the reverse

channel.

It is worth mentioning that the first proposed SQKD

protocol is BKM07. In this article, we call this the four-state

protocol. The general process of this protocol is shown in

Figure 3 [65]. There are two differences between these two

protocols. First, the states sent by Alice are different. In the

four-state protocol, Alice prepares and sends one of the four

states |0> , |1> ,| + > , or |−> with uniform probability. In the

single-state protocol, Alice just prepares and sends the state

|+> . Second, for qubit that are returned to Alice after Bob’s

operation, Alice measures the returning qubit in the same basis

she initially used to prepare it in four-state protocol, but in

single-state, Alice chooses to measure it on the Z or the X basis

randomly. Therefore, some of the states |0> ,|1> will be used

directly to be raw key in the forward channel of the four-state

protocol. Eve can take away the effective qubit information by

implementing attack procedure described in Section 2.1 in the

forward channel. Furthermore, both the forward channel and

reverse channel leak qubit information independently, and the

single-channel PNS attack described in Section 2.1 can make

the four-state protocol insecure. By comparing these two

protocols, we can also see that, while the PNS attack is

applicable to most of the standard QKD one-way schemes

using imperfect photon sources, analysis of PNS attacks of

the SQKD two-way schemes are even more challenging. The

single-channel PNS analysis of SQKD protocol with different

states and coding rules is different.

3 Two joint PNS attack methods for
single-state SQKD

Let’s take Eve’s perspective and model the experimental

process of single-state SQKD as follows:

Step 1: Alice prepares and sends signals with a Poisson

photon number distribution with mean value ](n is the

number of photons in the forward channel pulse).

Pv(n) � e−ν
νn

n!
(1)

Step 2: The quantum channel is described by a single-photon

transmission efficiency η. The photon number distribution at

Bob’s end of the quantum channel forms a Poissonian

distribution with a mean photon number of η].

PB(n) � e−ηv
(ηv)n
n!

(2)

Step 3: Bob’s action:

a. Bob has a probability of 1
2 to perform Ctrl, in this case, Bob

reflects a Poisson-distributed pulse with mean photon number

η] into the reverse channel (m is the number of photons in the

reverse channel pulse).

FIGURE 3
The typical setup of a four-state SOKD protocol. The figure is
from [61], Alice prepares and sends one of the four states with
uniform probability, and Bob chooses either to Measure and
Resend or to Reflect the incoming qubit, and Alice measures
the returning qubit on the same basis she initially used to prepare it
(Z or X).
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Pηv(m) � e−ηv
(ην)m
m!

(3)

b. Bob has a probability of 12PB(0) to perform Sift-0; in this case,

Bob sends an empty pulse to the reverse channel.

c. Bob has a probability of 12 [1 − PB(0)] to perform Sift-1; in this

case, Bob sends a Poisson-distributed pulse with mean photon

number μ into the reverse channel.

Pμ(m) � e−μ
μm

m!
(4)

Step 4: The distribution of the pulse reaching Alice’s detector

after the loss of reverse channel:

d. Ctrl:

Pctrl(m) � 1
2
Pη2ν(m) � 1

2
e−η

2ν(η2ν)m
m!

(5)

e. Sift-0:

Psif t−0(0) � 1
2
PB(0) (6)

f. Sift-1:

Psif t−1(m) � 1
2
[1 − PB(0)]Pημ(m) � 1

2
[1 − PB(0)]e−ημημ

m

m!
(7)

Step 5: The vacuum signals are expected at the entrance to

Alice’s apparatus of the lossy channel:

PA(0) � Pctrl(0) + Psif t−0(0) + Psif t−1(0) (8)

3.1 The first joint PNS attack mode

In the forward channel, Eve blocks single-photon signal

with a probability f but does not split the signal, which

consists of two or more photons (multiphoton signal). In the

reverse channel, Eve blocks a single-photon signal with

probability b and deterministically splits one photon off

each multiphoton signal. When receiving the data

regarding the basis, Eve measures her photon and obtains

qubit information.

We model the first joint PNS attack process as follows:

Step 1: Alice prepares and sends signals with a Poisson

photon number distribution with mean value ].
Step 2: Eve replaces the original channel with a lossless

channel and blocks single photon with probability f, do

nothing on multiphoton pulses. The photon number

distribution at Bob’s end of the quantum channel after Eve’s

attack, as follows.

P′
B(n) �

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

(1 + f ν)e−ν n � 0

(1 − f )νe−ν n � 1

νn

n!
e−ν n> 1

(9)

Step 3: Bob’s action.

a. Bob has a probability of 1
2 to perform Ctrl, in this case, Bob

reflects the forward channel pulse distributed into the reverse

channel.

b. Bob has a probability of 12P
′
B(0) to perform Sift-0, in this case,

Bob sends an empty pulse into the reserve channel.

c. Bob has a probability of 12 [1 − P′
B(0)] to perform Sift-1, in this

case, Bob sends a Poisson-distributed pulse with a mean

photon number μ into the reserve channel.

Step 4: Eve replaces the original channel with a lossless

channel and blocks a single photon with probability b and

splits a photon frommultiphoton pulses into the reverse channel.

d. Ctrl:

Pctrl′ (m) � 1
2

⎧⎪⎨
⎪⎩

P′
B(0) + bP′

B(1) m � 0
(1 − b )P′

B(1) + P′
B(2) m � 1

P′
B(m + 1) m> 1

(10)

e. Sift-0:

Psif t−0′ (0) � 1
2
P′
B(0) (11)

f. Sift-1:

Psif t−1′ (m) � 1
2
[1 − P′

B(0)]

⎧⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

(1 + bμ)e−μ m � 0

((1 − b)μ + μ2

2
)e−μ m � 1

μm+1

(m + 1)!e
−μ m> 1

(12)
Step 5: Vacuum signals are expected at the entrance to Alice’s

apparatus of the first joint PNS attack.

P′
A(0) � Pctrl′ (0) + Psif t−0′ (0) + Psif t−1′ (0) (13)

First, to remain undetected, Eve adjusts f to match the

number of vacuum signals arriving at Bob’s detector of the

PNS attack to that of the lossy channel, P′
B(0) � PB(0). This

leads to the following expression:

f � 1
ν
(ev(1−η) − 1) (14)

Second, to remain undetected, Eve adjusts b to match the

number of vacuum signals arriving at Alice’s detector of the PNS
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attack to that of the lossy channel, P′
A(0) � PA(0). This leads to

the following expression:

b � e−η
2v + e−ημ(1 − e−ην) − e−ην − e−μ(1 − e−ην)
e−ν[ν + 1 − eν(1−η)] + μe−μ(1 − e−ην) (15)

It is possible to fulfill this matching condition if f, b> 0.

Based on the analysis of b and f, we can draw the following

conclusions:

We find, for η � 1, f � 0, b � 0, which expresses the fact that

for a lossless channel the joint PNS attack cannot (and need not)

be accompanied by the blocking of single-photon signals in

forward channel and reverse channel.

We find that all single-photon signals can be blocked if there

are exactly as many multiphoton signals leaving the source as

non-vacuum signals are arriving at the receiver of Alice and Bob,

that is f � 1, b � 1. Meaning in this case the complete

information falls into Eve’s hands.

Assuming that ] � 0.1, for 1 − ln(v+1)
v < η< 1, f takes on

values in the interval [1, 0].

When μ≥ 0.93, as long as 0.05≪ η, Eve can always adjust f,

to let b> 0, meaning that she can carry out joint PNS attacks.

Such as μ � 0.93, ] � 0.1, η � 0.05, f � 0.996589, b � 0.993804.

When 0.93> μ> 0, as long as 0.05≪ η≪ 0.18, there is always

1>f> 0, b> 1. Eve can always adjust f so that b is greater than 1,

Meaning Eve can carry out joint PNS attacks, Eve needs to suppress

not only single-photon signals, but also multiphoton signals in

reverse. Here, μ � 0.01, ] � 0.1, η � 0.05, f � 0.997, b � 12.16.

Assuming that ] � 0.1, for 0< η< 1 − ln (v+1)
v , f> 1.

When b> 0, at this time, a PNS attack can be implemented,

which means that when the loss is large enough and the average

photon number μ sent by Bob’s sender is large, Eve can block

multiple photons with certain probability in both the forward

channel and the reverse channel to complete the joint PNS attack

Here, μ � 0.99, ] � 0.1, η � 0.04, f � 1.0075, b � 1.25.

When b< 0, It means that even if the loss is small, Eve cannot

block multiple photons, otherwise Eve needs to add photons in

the reverse channel, which is impossible.

Here, μ � 0.93, ] � 0.1, η � 0.02, f � 1.02, b � −1.78.

3.2 The second joint PNS attack mode

Eve does not operate the photons in the forward channel and

only observes the number of photons in the forward channel

pulse. The single photon in the reverse channel (a single photon

cannot be distinguished from Ctrl or Sift-1) is blocked with

probability p. On the multiphoton pulse that Bob performs Sift-1

operation in the reverse channel, Eve blocks the m-photon pulse

that she can distinguish with probability km. For the remaining

multiphoton pulses in the reverse channel, Eve separates a single

photon. When receiving data regarding the basis, Eve measures

her photon and obtains qubit information.

Eve performs nondestructive measurements on the number

of photons in the forward and reverse pulses. When the number

of photons in the reverse channel of the same pulse is larger than

that in the forward channel, Eve can determine that the pulse in

this reverse channel is from the Sift-1 operation. The probability

of all m-photon pulses for Bob to perform the Sift-1 operation is:

Psif t−1 � 1
2
[1 − PB(0)]Pμ(m) (16)

In the reverse channel, the m-photon pulse probability of

Sift-1 that Eve can distinguish is:

Psif t−1′ � 1
2
[1 − PB(0)]∑m−1

n�1 Pv(n)Pμ(m) (17)

Then, the probability that the Sift-1 operation m-photon

pulse that Eve can distinguish accounted for all the Sift-1

photons is:

jm �
1
2 [1 − PB(0)]∑m−1

n�1 Pv(n)Pμ(m)
1
2 [1 − PB(0)]Pμ(m) � ∑m−1

n�1 Pv(n) (18)

In the second joint PNS attack, Eve only operates in reverse

channel after Bob’s operation:

g. Ctrl:

Pctrl″ (m) � 1
2

⎧⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

(1 + pην)e−ην m � 0

(1 − p)ηνe−ην + (ην)2
2

e−ην m � 1

νm

m!
e−ν m> 1

(19)

h. Sift-0:

Psif t−0″ (0) � 1
2
PB(0) (20)

i. Sift-1:

Psif t−1″ (m) � 1
2
[1 − PB(0)]

×
⎧⎪⎪⎨
⎪⎪⎩

(1 + pμ)e−μ +∑∞
m�2 jmKmPμ(m) m � 0

(1 − p)μe-μ + (1 − j2K2)Pμ(2) m � 1
(1 − jm+1Km+1)Pμ(m + 1) m> 1

(21)
Vacuum signals are expected at the entrance to Alice’s

apparatus of the second joint PNS attack:

P″
A(0) � Pctrl″ (0) + Psif t−0″ (0) + Psif t−1″ (0) (22)

Eve adjusts b, Km to match the number of vacuum signals

arriving at Alice’s detector of the PNS attack to that of the lossy

channel.

As a first step for remaining undetected, we let Pctrl″ (0) �
Pctrl(0) and obtain:
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p � 1
ην

(eηv(1−η) − 1) (23)

Assuming Eve only blocks distinguishable two-photon pulses

from Bob’s SIFT-1 operation, combined with the condition that

Psift−1″(0) � Psift−1(0) we have:
1
2
[1 − PB(0)]e−ημ � 1

2
[1 − PB(0)][(1 + Pμ)e−μ + j2K2Pμ(2)]

(24)
Substituting j2 � Pv(1) into Eq. 24:

K2 �
eμ(1−η) − 1 − μ

ην (eηv(1−η) − 1)
μ2

2 ve
−v (25)

It is possible to fulfill this matching condition if p,K2 > 0. On

this basis, the analysis of p and K2 shows that:

We find, for η � 1, p = 0, K2 � 0, which expresses the fact

that for a lossless channel the second joint PNS attack cannot

(and need not) be accompanied by the blocking of signals in

reverse channel.

When η< 1, Eve can always block part of single photon and

discriminable two-photon for PNS attack.

Here, μ � 0.7, ] � 0.1, η � 0.75, p � 0.252358, k2 � 0.65667.

When μ≥ 0.02, as long as η≤ 0.17, the existence of K2 > 1,
means that Eve should block not only the distinguishable two-

photon but also other distinguishable multiphoton pulses in the

reverse channel.

Here, μ � 0.02, ] � 0.1, η � 0.01, p � 0.99049, k2 � 1.036.

4 Results of the two joint PNS attack

From the analysis in Section 2, we know that PNS is found in

the reverse channel because Eve is unable to distinguish whether

the photons in the pulse originate from Ctrl or Sift-1 (the average

number of photons is different). It is easy to come up with two

possible solutions.

The inspiration of the first attack is that Eve does not

distinguish between the pulse after Bob performs Ctrl

operation (the average number of photons is η]) and the

pulse after the Sift operation (the average number of photons

is μ) in the backward channel. For these two pulses, Eve blocks

the single-photon signal with probability b indiscriminately and

separates one photon from each multiphoton signal. Eve blocks

the single-photon signal with probability b in reverse to match

Alice’s expectation of the Sift non-vacuum pulses. For Alice’s

expectation of Ctrl’s non-vacuum pulses, Eve needs to block

single-photon signal with probability f in the forward channel.

Only when η]> μ, Eve can block a single photon in both the

forward channel and the reverse channel. Otherwise, f< 0,
which means that it is necessary to add photons in the

forward channel, which is impossible.

For different values of μ, ], and η, the values of b and

fobtained by the Eq. 14 and Eq. 15 are listed in Table 1.

For the first joint PNS attack, when ] � 0.1, μ � 0.03, we can

get the diagram of b and η and show it in Figure 4.

Based on the second idea, the Sift and Ctrl bits are distinguished

to carry out PNS attack by the change of photon number in the same

pulse in the forward and reverse channels, respectively. We can

identify Eve without changing the intercepted pulse under the

condition that a quantum nondestructive measurement technique

is used to measure whether the pulse contains the number of

photons, but only for the same pulse; the reverse channel of the

photon number is greater than the former channel of the photon

number that we can distinguish. The inspiration of the second attack

is that Eve can distinguish between the pulse after Bob performs Ctrl

operation (the average number of photons is η]) and the pulse after
the Sift operation (the average number of photons is μ) in the

backward channel. We found that the number of photons in the

TABLE 1 Example for the first joint PNS attack.

η μ ν f b

0.2 0.02 0.1 0.843709 0.980309

0.16 0.13 0.1 0.876289 0.938026

0.15 0.2 0.1 0.887171 0.902605

0.2 0.4 0.1 0.832871 0.667241

0.35 0.45 0.1 0.67159 0.494493

FIGURE 4
When μ = 0.03 and v = 0.01, the relation image between b
and ŋ is obtained according to Eq. 15. The stronger the loss in the
channel, the higher the value of b (the probability that Eve can
block a single photon).
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pulse may vary due to Bob’s Sift operation in the reverse channel,

and Eve can distinguish a small number of Sift pulses by her

technology of quantum-nondestructive (QND) measurement. For

indistinguishable pulses, Eve blocks the single-photon signal with

probability p. For distinguishable Sift pulses, Eve blocks the signal

with probability k.This means more blocking of the Sift pulses,

which needs to satisfy η]< μ. Otherwise, k< 0, means that it is

necessary to add photons in the distinguishable Sift pulses, which is

impossible.

For different values of μ, ], and η, the values of p and

k2obtained by the Eq. 23 and Eq. 25 are listed in Table 2.

For the first joint PNS attack, when ] � 0.1, μ � 0.03, we can

get the diagram of k2 and η, and show it in Figure 5.

Here we also discuss the joint PNS attack in four-state SQKD,

and the two joint PNS attack methods mentioned above are also

applicable to four-state SQKD and other Measure and Resend

SQKD. Because both the forward channel and reverse channel of

four-state SQKD can leak information, Eve can get more

information when implementing joint PNS attack on four-

state SQKD compared with single-state SQKD.

5 Conclusion

SQKD was proposed by scientists based on the consideration of

reducing quantum resources, and it has shown that even though

semi-quantum protocols are limited in their quantum capabilities,

they hold similar security properties to that of fully quantum

protocols, at least in ideal qubit channels. However, it is not clear

whether SQKD has an advantage in practical application scenarios.

With the continuous improvement of SQKD experimental

implementation, we can gradually clarify the application potential

and application value of SQKD in real scenes.

Of course, SQKD also faces the multiphoton problem due to

the limitation of experimental conditions. We are the first to

consider the multiphoton problem in a single-state SQKD

system. Through analysis, we find that the single-state SQKD

system can overcome the PNS attack in a one-way channel by

making the average photon number of the pulse distribution

different. Even so, the SQKD of the actual system is also not

secure. We propose two models of joint PNS attack, through

which Eve can take away information without being detected.

As a reminder, in the second joint PNS attack, we only

blocked off the distinguishable two-photon signal, and we can

also block out three photons and even block all distinguishable

multiphotons. The probability of blocking off km can be

calculated by Eq. 28. However the Sift-1 pulse is used to form

the final key, so to obtain more information, we want to block

pulses of Sift-1 as little as possible. As mentioned in the second

method, Eve can distinguish Sift-1 operated photons by

observing the number of photons. This ability, combined with

other attacks, may cause more trouble to the security of SQKD.

In this study, we do not consider this type of PNS which can

preserve the Poisson photon number distribution of the

combination of the signal source and the lossy channel. We

will address this issue in future work.

Data availability statement

The original contributions presented in the study are

included in the article and in the Supplementary Material.

Further inquiries can be directed to the corresponding author.

Author contributions

SM: conceptualization, methodology, investigation, formal

analysis, writing—original draft; SD: resources, supervision; QH:

resources, supervision; JW: conceptualization, funding

acquisition, resources, supervision, writing–review and editing

TABLE 2 Example for the second joint PNS attack.

η μ ν f b

0.01 0.01 0.1 0.99049 0.978408

0.04 0.06 0.1 0.961846 0.970377

0.3 0.06 0.1 0.707402 0.276523

0.4 0.4 0.1 0.607258 0.391589

0.84 0.45 0.1 0.16108 0.023679

FIGURE 5
When μ = 0.03 and v = 0.01, the relation image between K2
and ŋ is obtained according to Eq. 25. We can see that the stronger
the loss in the channel, the higher the value of K2 (the probability
that Eve can block a single photon), which is the same as in
Figure 4. We can also see that the second method requires more
loss.

Frontiers in Physics frontiersin.org08

Mi et al. 10.3389/fphy.2022.1029552

146

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1029552


resources, supervision; YY: resources, supervision; ZW:

resources, supervision; ZZ: resources, supervision.

Funding

National Science Foundation of China (62071186,

61771205); National Science Foundation of Guangdong

Province (2015A030313388).

Acknowledgments

The authors thank the Guangdong Provincial Key

Laboratory of Quantum Engineering and Quantum Materials

for provision of experimental platform.

Conflict of interest

The authors declare that the research was conducted in the

absence of any commercial or financial relationships that could

be construed as a potential conflict of interest.

Publisher’s note

All claims expressed in this article are solely those of the

authors and do not necessarily represent those of their

affiliated organizations, or those of the publisher, the

editors, and the reviewers. Any product that may be

evaluated in this article, or claim that may be made by its

manufacturer, is not guaranteed or endorsed by the

publisher.

References

1. Bennett CH, Brassard G. Quantum cryptography: Public key distribution and
coin tossing. Quan Phys (2020) 560:7–11. doi:10.48550/arXiv.2003.06557

2. Bennett CH. Quantum cryptography using any two nonorthogonal states. Phys
Rev Lett (1992) 68:683121–4. doi:10.1103/PhysRevLett.68.3121

3. Bruß D. Optimal eavesdropping in quantum cryptography with six states. Phys
Rev Lett (1998) 8114:3018–21. doi:10.1103/PhysRevLett.81.3018

4. Buzek V, Hillery M. Quantum copying: Beyond the no-cloning theorem. Phys
Rev A (Coll Park) (1996) 546:1844–52. doi:10.1103/physreva.54.1844

5. Chen Y-P, Liu J-Y, Sun M-S, Zhou X-X, Zhang C-H, Li J, et al. Experimental
measurement-device-independent quantum key distribution with the double-
scanning method. Opt Lett (2021) 4615:3729–32. doi:10.1364/ol.431061

6. Liu J-Y, Ding H-J, Zhang C-M, Xie S-P, Wang Q. Practical phase-modulation
stabilization in quantum key distribution via machine learning. Phys Rev Appl
(2019) 121:014059. doi:10.1103/PhysRevApplied.12.014059

7. Zhou X-Y, Zhang C-H, Zhang C-M, Wang Q. Asymmetric sending or not
sending twin-field quantum key distribution in practice. Phys Rev A (Coll Park)
(2019) 996:062316. doi:10.1103/PhysRevA.99.062316

8. Hillery M, Bužek V, Berthiaume A. Quantum secret sharing. Phys Rev A (Coll
Park) (1999) 593:1829–34. doi:10.1103/PhysRevA.59.1829

9. Deng FG, Zhou HY, Long GL. Circular quantum secret sharing. J Phys A: Math
Gen (2006) 3945:14089–99. doi:10.1088/0305-4470/39/45/018

10. Wei KJ, Ma HQ, Yang JH. Experimental circular quantum secret sharing over
telecom fiber network. Opt Express (2013) 2114:16663–9. doi:10.1364/OE.21.
016663

11. Long GL, Liu XS. Theoretically efficient high-capacity quantum-key-
distribution scheme. Phys Rev A (Coll Park) (2002) 653:032302. doi:10.1103/
PhysRevA.65.032302

12. Zhang W, Ding DS, Sheng YB, Zhou L, Shi BS, Guo GC. Quantum secure
direct communication with quantum memory. Phys Rev Lett (2017) 11822:220501.
doi:10.1103/PhysRevLett.118.220501

13. Zhu F, ZhangW, Sheng YB, Huang YD. Experimental long-distance quantum
secure direct communication. Sci Bull (2017) 6222:1519–24. doi:10.1016/j.scib.
2017.10.023

14. Bennett CH, Brassard G, Crepeau C, Jozsa R, Peres A, Wootters WK.
Teleporting an unknown quantum state via dual classical and Einstein-
Podolsky-Rosen channels. Phys Rev Lett (1993) 7013:1895–9. doi:10.1103/
PhysRevLett.70.1895

15. Bouwmeester D, Pan JW, Mattle K, Eibl M, Weinfurter H, Zeilinger A.
Experimental quantum teleportation. Nature (1997) 3906660:575–9. doi:10.1038/
37539

16. Furusawa A, Sorensen JL, Braunstein SL, Fuchs CA, Kimble HJ, Polzik ES.
Unconditional quantum teleportation. Science (1998) 2825389:706–9. doi:10.1126/
science.282.5389.706

17. Bennett CH, Wiesner SJ. Communication via one- and two-particle operators
on Einstein-Podolsky-Rosen states. Phys Rev Lett (1992) 6920:2881–4. doi:10.1103/
PhysRevLett.69.2881

18. Mattle K, Weinfurter H, Kwiat PG, Zeilinger A. Dense coding in experimental
quantum communication. Phys Rev Lett (1996) 7625:4656–9. doi:10.1103/
PhysRevLett.76.4656

19. Chen Y, Liu S, Lou Y, Jing J. Orbital angular momentum multiplexed
quantum dense coding. Phys Rev Lett (2021) 1279:093601. doi:10.1103/
PhysRevLett.127.093601

20. Zhang C-H, Zhou X-Y, Ding H-J, Zhang C-M, Guo G-C, Wang QJ.
Proof-of-principle demonstration of passive decoy-state quantum digital
signatures over 200 km. Phys Rev Appl (2018) 103:034033. doi:10.1103/
physrevapplied.10.034033

21. Ranu SK, Prabhakar A, Mandayam P. Differential phase encoded
measurement-device-independent quantum key distribution. Quan Inf Process
(2021) 202:67–37. doi:10.1007/s11128-021-03006-2

22. Tang GZ, Li CY, Wang MJ. Polarization discriminated time-bin phase-
encoding measurement-device-independent quantum key distribution. Quan Eng
(2021) 34:e79. doi:10.1002/que2.79

23. Zeng P, Zhou H, Wu W, Ma X. Quantum key distribution surpassing the
repeaterless rate-transmittance bound without global phase locking. Quan
Physice(2022) 2201:04300. doi:10.48550/arXiv.2201.04300

24. Boyer M, Kenigsberg D, Mor T. Quantum key distribution with classical Bob.
Phys Rev Lett (2007) 99:99140501. doi:10.1103/PhysRevLett.99.140501

25. Li Q, Chan WH, Long DY. Semiquantum secret sharing using entangled
states. Phys Rev A (Coll Park) (2010) 822:022303. doi:10.1103/PhysRevA.82.022303

26. Wang J, Zhang S, Zhang Q, Tang CJ. Semiquantum secret sharing using two-
particle entangled state. Int J Quan Inform (2012) 105:1250050. doi:10.1142/
S0219749912500505

27. Zou XF, Qiu DW. Three-step semiquantum secure direct communication
protocol. Sci China Phys Mech Astron (2014) 579:1696–702. doi:10.1007/s11433-
014-5542-x

28. Zhang MH, Li HF, Xia ZQ, Feng XY, Peng JY. Semiquantum secure direct
communication using EPR pairs. Quan Inf Process (2017) 165:117–4. doi:10.1007/
s11128-017-1573-3

29. Li-Hua G, Zhen-Yong C, Liang-Chao X, Nan-Run Z. Bi-Directional semi-
quantum secure direct communication protocol based on high-dimensional single-
particle states (2022). doi:10.7498/aps.71.20211702

30. Xia C, Li H, Hu J. Semi-quantum digital signature protocol based on
Einstein–Podolsky–Rosen steering. J Phys A: Math Theor (2022) 5532:325302.
doi:10.1088/1751-8121/ac7f6d

31. Thapliyal K, Sharma RD, Pathak A. Orthogonal-state-based and semi-
quantum protocols for quantum private comparison in noisy environment. Int
J Quan Inform (2018) 165:1850047. doi:10.1142/S0219749918500478

Frontiers in Physics frontiersin.org09

Mi et al. 10.3389/fphy.2022.1029552

147

https://doi.org/10.48550/arXiv.2003.06557
https://doi.org/10.1103/PhysRevLett.68.3121
https://doi.org/10.1103/PhysRevLett.81.3018
https://doi.org/10.1103/physreva.54.1844
https://doi.org/10.1364/ol.431061
https://doi.org/10.1103/PhysRevApplied.12.014059
https://doi.org/10.1103/PhysRevA.99.062316
https://doi.org/10.1103/PhysRevA.59.1829
https://doi.org/10.1088/0305-4470/39/45/018
https://doi.org/10.1364/OE.21.016663
https://doi.org/10.1364/OE.21.016663
https://doi.org/10.1103/PhysRevA.65.032302
https://doi.org/10.1103/PhysRevA.65.032302
https://doi.org/10.1103/PhysRevLett.118.220501
https://doi.org/10.1016/j.scib.2017.10.023
https://doi.org/10.1016/j.scib.2017.10.023
https://doi.org/10.1103/PhysRevLett.70.1895
https://doi.org/10.1103/PhysRevLett.70.1895
https://doi.org/10.1038/37539
https://doi.org/10.1038/37539
https://doi.org/10.1126/science.282.5389.706
https://doi.org/10.1126/science.282.5389.706
https://doi.org/10.1103/PhysRevLett.69.2881
https://doi.org/10.1103/PhysRevLett.69.2881
https://doi.org/10.1103/PhysRevLett.76.4656
https://doi.org/10.1103/PhysRevLett.76.4656
https://doi.org/10.1103/PhysRevLett.127.093601
https://doi.org/10.1103/PhysRevLett.127.093601
https://doi.org/10.1103/physrevapplied.10.034033
https://doi.org/10.1103/physrevapplied.10.034033
https://doi.org/10.1007/s11128-021-03006-2
https://doi.org/10.1002/que2.79
https://doi.org/10.48550/arXiv.2201.04300
https://doi.org/10.1103/PhysRevLett.99.140501
https://doi.org/10.1103/PhysRevA.82.022303
https://doi.org/10.1142/S0219749912500505
https://doi.org/10.1142/S0219749912500505
https://doi.org/10.1007/s11433-014-5542-x
https://doi.org/10.1007/s11433-014-5542-x
https://doi.org/10.1007/s11128-017-1573-3
https://doi.org/10.1007/s11128-017-1573-3
https://doi.org/10.7498/aps.71.20211702
https://doi.org/10.1088/1751-8121/ac7f6d
https://doi.org/10.1142/S0219749918500478
https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1029552


32. Zhou NR, Xu QD, Du NS, Gong LH. Semi-quantum private comparison
protocol of size relation with d-dimensional Bell states.Quan Inf Process (2021) 203:
124–15. doi:10.1007/s11128-021-03056-6

33. Luo Q-b., Li X-y., Yang G-w., Lin C. A mediated semi-quantum protocol for
millionaire problem based on high-dimensional Bell states. Quan Inf Process (2022)
217:257–15. doi:10.1007/s11128-022-03590-x

34. TianY, Li J, Ye C, ChenX-B, Li C.W-state-based semi-quantumprivate comparison.
Int J Theor Phys (Dordr) (2022) 612:18–6. doi:10.1007/s10773-022-05005-0

35. Tang Y-H, Jia H-Y, Wu X, Chen H-M, Zhang Y-M. Robust semi-quantum
private comparison protocols against collective noises with decoherence-free states.
Quan Inf Process (2022) 213:97–24. doi:10.1007/s11128-022-03444-6

36. Xu T-J, Chen Y, Geng M-J, Ye T-Y. Single-state multi-party semiquantum key
agreement protocol based on multi-particle GHZ entangled states.Quan Inf Process
(2022) 217:266–18. doi:10.1007/s11128-022-03615-5

37. Lili Y, Shibin Z, Yan C, Zhiwei S, Xiangmei L. Mutual weak quantum users key
agreement protocol based on semi-honest quantum server. Int J Theor Phys (Dordr)
(2022) 617:198–11. doi:10.1007/s10773-022-05161-3

38. Boyer M, Gelles R, Kenigsberg D, Mor T. Semiquantum key distribution. Phys
Rev A (Coll Park) (2009) 793:032341. doi:10.1103/PhysRevA.79.032341

39. Zou XF, Qiu DW, Li LZ, Wu LH, Li LJ. Semiquantum-key distribution using
less than four quantum states. Phys Rev A (Coll Park) (2009) 795:052312. doi:10.
1103/PhysRevA.79.052312

40. Krawec WO. Restricted attacks on semi-quantum key distribution protocols.
Quan Inf Process (2014) 1311:2417–36. doi:10.1007/s11128-014-0802-2

41. Boyer M, Katz M, Liss R, Mor T. Experimentally feasible protocol for
semiquantum key distribution. Phys Rev A (Coll Park) (2017) 966:062335.
doi:10.1103/PhysRevA.96.062335

42. Liu W, Zhou H. A new semi-quantum key distribution protocol with high
efficiency. In: Proceeding of the 2018 IEEE 3rd Advanced Information Technology,
Electronic and Automation Control Conference (IAEAC); October 2018;
Chongqing, China. IEEE (2018). p. 2424–7. doi:10.1109/IAEAC.2018.8577673

43. Wang MM, Gong LM, Shao LH. Efficient semiquantum key distribution without
entanglement. Quan Inf Process (2019) 189:260–10. doi:10.1007/s11128-019-2378-3

44. Yu KF, Yang CW, Liao CH, Hwang T. Authenticated semi-quantum key
distribution protocol using Bell states.Quan Inf Process (2014) 136:1457–65. doi:10.
1007/s11128-014-0740-z

45. Li CM, Yu KF, Kao SH, Hwang T. Authenticated semi-quantum key
distributions without classical channel. Quan Inf Process (2016) 157:2881–93.
doi:10.1007/s11128-016-1307-y

46. Meslouhi A, Hassouni Y. Cryptanalysis on authenticated semi-quantum key
distribution protocol using Bell states. Quan Inf Process (2017) 161:18–7. doi:10.
1007/s11128-016-1468-8

47. Wang H-W, Tsai C-W, Lin J, Yang C-W. Authenticated semi-quantum key
distribution protocol based on W states. sensors (2022) 2213:4998. doi:10.3390/s22134998

48. Vlachou C, Krawec W, Mateus P, Paunkovic N, Souto A. Quantum key
distribution with quantum walks. Quan Inf Process (2018) 1711:288–37. doi:10.
1007/s11128-018-2055-y

49. Iqbal H, Krawec WOJa.QP. High-dimensional semi-quantum cryptography
(2019).

50. Sun ZW, Du RG, Long DY. Quantum key distribution with limited classical
Bob. Int J Quan Inform (2013) 111:1350005. doi:10.1142/S0219749913500056

51. Miyadera T. Relation between information and disturbance in quantum key
distribution protocol with classical Alice. Int J Quan Inform (2011) 96:1427–35.
doi:10.1142/S0219749911008118

52. Krawec WO. Key-rate bound of a semi-quantum protocol using an
entropic uncertainty relation. In: Proceeding of the 2018 IEEE International
Symposium on Information Theory (ISIT); June 2018; Vail, CO, USA. IEEE
(2018). p. 2669–73.

53. Krawec WO. Security proof of a semi-quantum key distribution protocol. In:
Proceeding of the 2015 IEEE International Symposium on Information Theory
(ISIT); June 2015; Hong Kong, China. IEEE (2015). p. 686–90. doi:10.1109/ISIT.
2015.7282542

54. KrawecWO. Quantum key distribution with mismatched measurements over
arbitrary channels. Quan Phys (2016) 17:209–241. doi:10.48550/arXiv.1608.07728

55. Hajji H, El Baz M. Mutually unbiased bases in 3 and 4 dimensions semi-
quantum key distribution protocol. Phys Lett A (2022) 426:127884. doi:10.1016/j.
physleta.2021.127884

56. Han SY, Huang YT, Mi S, Qin XJ, Wang JD, Yu YF, et al. Proof-of-principle
demonstration of semi-quantum key distribution based on the Mirror protocol.
EPJ Quan Technol (2021) 81:28–10. doi:10.1140/epjqt/s40507-021-00117-8

57. Brassard G, Lutkenhaus N, Mor T, Sanders BC. Limitations on practical
quantum cryptography. Phys Rev Lett (2000) 856:1330–3. doi:10.1103/PhysRevLett.
85.1330

58. Lütkenhaus N, Jahma M. Quantum key distribution with realistic states:
Photon-number statistics in the photon-number splitting attack. New J Phys (2002)
41:344. doi:10.1088/1367-2630/4/1/344

59. Lütkenhaus N. Security against individual attacks for realistic quantum key
distribution. Phys Rev A (Coll Park) (2000) 615:052304. doi:10.1103/PhysRevA.61.052304

60. Gurevish P. Experimental quantum key distribution with classical Alice.
Mastersthesis (2013). doi:10.3390/e20070536

61. Chen L-Y, Gong L-H, Zhou N-R. Two semi-quantum key distribution
protocols with G-like states. Int J Theor Phys (Dordr) (2020) 596:1884–96.
doi:10.1007/s10773-020-04456-7

62. Ye T-Y, Li H-K, Hu J-L. Semi-quantum key distribution with single photons
in both polarization and spatial-mode degrees of freedom. Int J Theor Phys (Dordr)
(2020) 599:2807–15. doi:10.1007/s10773-020-04540-y

63. Zhou Y-H, Qin S-F, Shi W-M, Yang Y-G. Measurement-device-independent
continuous variable semi-quantum key distribution protocol. Quan Inf Process
(2022) 218:303–21. doi:10.1007/s11128-022-03626-2

64. Guskind J, Krawec WO. Mediated semi-quantum key distribution with
improved efficiency. Quan Sci Technol (2022) 73:035019. doi:10.1088/2058-
9565/ac7412

65. Iqbal H, Krawec WO. Semi-quantum cryptography. Quan Inf Process (2020)
193:97–52. doi:10.1007/s11128-020-2595-9

Frontiers in Physics frontiersin.org10

Mi et al. 10.3389/fphy.2022.1029552

148

https://doi.org/10.1007/s11128-021-03056-6
https://doi.org/10.1007/s11128-022-03590-x
https://doi.org/10.1007/s10773-022-05005-0
https://doi.org/10.1007/s11128-022-03444-6
https://doi.org/10.1007/s11128-022-03615-5
https://doi.org/10.1007/s10773-022-05161-3
https://doi.org/10.1103/PhysRevA.79.032341
https://doi.org/10.1103/PhysRevA.79.052312
https://doi.org/10.1103/PhysRevA.79.052312
https://doi.org/10.1007/s11128-014-0802-2
https://doi.org/10.1103/PhysRevA.96.062335
https://doi.org/10.1109/IAEAC.2018.8577673
https://doi.org/10.1007/s11128-019-2378-3
https://doi.org/10.1007/s11128-014-0740-z
https://doi.org/10.1007/s11128-014-0740-z
https://doi.org/10.1007/s11128-016-1307-y
https://doi.org/10.1007/s11128-016-1468-8
https://doi.org/10.1007/s11128-016-1468-8
https://doi.org/10.3390/s22134998
https://doi.org/10.1007/s11128-018-2055-y
https://doi.org/10.1007/s11128-018-2055-y
https://doi.org/10.1142/S0219749913500056
https://doi.org/10.1142/S0219749911008118
https://doi.org/10.1109/ISIT.2015.7282542
https://doi.org/10.1109/ISIT.2015.7282542
https://doi.org/10.48550/arXiv.1608.07728
https://doi.org/10.1016/j.physleta.2021.127884
https://doi.org/10.1016/j.physleta.2021.127884
https://doi.org/10.1140/epjqt/s40507-021-00117-8
https://doi.org/10.1103/PhysRevLett.85.1330
https://doi.org/10.1103/PhysRevLett.85.1330
https://doi.org/10.1088/1367-2630/4/1/344
https://doi.org/10.1103/PhysRevA.61.052304
https://doi.org/10.3390/e20070536
https://doi.org/10.1007/s10773-020-04456-7
https://doi.org/10.1007/s10773-020-04540-y
https://doi.org/10.1007/s11128-022-03626-2
https://doi.org/10.1088/2058-9565/ac7412
https://doi.org/10.1088/2058-9565/ac7412
https://doi.org/10.1007/s11128-020-2595-9
https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1029552


An improved quantum artificial
fish swarm algorithm for
resource allocation in multi-user
system

Yumin Dong1*, Qian Xu1, Yanying Fu1, Fanghua Jia2 and
Zheng Nian3

1College of Computer and Information Science, Chongqing Normal University, Chongqing, China,
2School of Information and Control Engineering, Qingdao University of Technology, Qingdao,
Shandong, China, 3School of Big Data and Computer Science, Chongqing College of Mobile
Communication, Chongqing, China

Through in-depth research and application, it is found that with the increasing

number of artificial fish, the required storage space is also increasing, which

finally leads to the increasing difficulty of calculation, and the ability to obtain

accurate solutions is seriously insufficient, and only satisfactory solution

domains can be obtained for the system. Since the development of multi-

user systems, there are still some problems in resource allocation, such as poor

user fairness, low system throughput, and low system security. In view of the

appeal problem, we can design amulti-user system resource allocation scheme

based on quantum artificial fish swarm algorithm. Firstly, it is necessary to

analyze the working principle of resource allocation in multi-user system, and

establish a mathematical model according to its working principle;

Furthermore, through the research and in-depth research on the artificial

fish swarm algorithm, we integrate the quantum phase concept fish artificial

fish swarm algorithm, introduce quantum evolutionary algorithm into the

algorithm, and use quantum phase to code and improve it; Then, through

simulation experiments, we compare other types of resource allocation

schemes in the market, and process and analyze the experimental results;

Finally, according to the experimental data, the conclusion is drawn that the

improved quantum artificial fish school algorithm can accurately and quickly

obtain the optimal allocation scheme, and to a certain extent, ensure user

fairness, improve the communication ability of the multi-user system.

Compared with other multi-user system resource allocation schemes, its

overall performance is also more outstanding.

KEYWORDS

quantity resource allocation method, multi user system, user fairness, quantum
artificial fish swarm algorithm, system capacity
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1 Wireless network communication
system

1.1 Resource allocation in wireless
communication

In a wireless network, it is possible to allocate and schedule the

resources which are available for allocation and scheduling, such as

the transmission rate, the time slot, and the antenna. The wireless

resource allocation problem is how to optimize the preset

parameters and maximize the resource utilization efficiency by

allocating wireless resources reasonably in terms of physical

conditions and QOL requirements [1]. Mathematically, this is an

optimization problem. Therefore, we have to build a model for the

wireless communication system [2], write restrictions on thewireless

resources, and make the optimized targets based on the demand of

the users. Based on the above results, we can find an appropriate

resource distribution approach to optimize the resource utilization

of wireless systems [3, 7].

Resource allocation involves wireless channel, multi-user

diversity, user quality of service and fairness among users [8].

Among them, wireless channel has its fading phenomenon: due

to the small-scale effects of multi-path fading, as well as the large-

scale effects such as path loss due to distance attenuation and

noise caused by obstacles, the channel has time-varying

properties. It is very challenging to combat fading and

interference in wireless communication [9]; The root of multi-

user diversity is the independence of user channels, which is

manifested in three aspects: time, frequency and space. Through

effective channel allocation and multi-user scheduling, this

potential gain can be used to effectively improve the system

transmission efficiency; To optimize the resource allocation

strategy is to improve the service quality of users; Because the

resources are limited, it is impossible to fully meet the needs of

users, which requires effective division of network resources and

fair allocation of resources to users in the network.

1.2 Resource allocation principle of
wireless network communication system

The multi-user system adopts the multi carrier modulation

technology, which divides the channel into multiple orthogonal

sub channels, decomposes the high-speed serial data stream into

several low-speed parallel sub data blocks, transmits on multiple

mutually orthogonal sub channels at the same time, and

performs narrowband modulation on each sub channel. This

operation reduces the mutual interference of the sub channel

time, and improves the spectrum utilization. The bandwidth of

the signal on each sub-channel is less than the correlation

bandwidth of the channel, so the frequency selective fading on

each sub-channel is flat, effectively eliminating the inter-symbol

interference. In order to further improve the spectral efficiency of

multi-user systems, we can obtain stronger performance in

asymmetric services, and we can introduce adaptive resource

allocation. The principle of adaptive resource allocation is to

obtain the diversity of the system in each domain through the

adaptation of bandwidth, power and rate. The main reasons for

diversity [1, 10] are channel time variation, frequency selective

fading, channel fading independence between multi-users,

parallel sub-channels between space and frequency domain,

and randomness of signal arrival. Link adaptation is the

application of diversity. Its basic idea is to adaptively select

the modulation order, coding method, transmission power of

sub carriers, etc. according to the channel conditions of the

system. The ultimate purpose of link adaptation is to improve

the spectral efficiency and reliability of the system.

Three elements of mobile communication system operation:

resources and resource allocation, network architecture, and

information interaction. The quality of communication services

often depends on the amount of allocable resources, the efficiency

of resource allocation, the quality of network architecture, and the

effect of information interaction. Radio resource allocationObjective:

to ensure various QoS requirements of users, ensure fairness of users,

and improve resource utilization efficiency of the system. The

wireless network communication system uses orthogonal

frequency division multiplexing technology for data

communication and processing. Because the relationship between

sub-channels is called positive correlation, its channels can be divided

into multiple sub-channels, and each sub-channel will not interfere

with each other Khan et al. [11]. Each sub-channel uses a separate

and independent sub-carrier for modulation communication to

achieve parallel communicatio [12]. The resource allocation

principle of the wireless network communication system is shown

in Figure 1, where: FFT means fast Fourier transform; IFFT

represents inverse fast Fourier transform.

With the deepening of research, the problems that need to be

solved by wireless resource allocation algorithms become diverse,

and the strategies and methods adopted are also different.

According to different standards, the algorithm classification

of wireless communication network system allocation is

shown in the following Figure 2:

1.3 Mathematical model of multi-purpose
resource allocation in wireless network
communication system

When building amathematical model of resource allocation, It is

essential to know what components are required in order to build a

complete wireless communication system. In a wireless network

communication system, n subcarriers exist for k users. Every user is

aware of the state of the channel in the system. A subcontractor may

also be assigned only to one user at a given time [13]. Then, the power

assigned to the n sub carrier by the k user is Pk,n and then there is the

equation for calculating the k-user’s power on the n sub channel:
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γk,n � log2 1 + pk,n.
Hk,n

Γ( ) (1)

Hk,n, n is the signal to noise ratio in the nth subcarrier,

Γ = −Ln (4 BER)*1.4.

Reasonable allocation of sub-carriers [14] and power is the

multi-user resource allocation goal of the wireless network

communication system. To maximize the throughput of the

wireless network communication system, the sub-carrier

allocation index coefficient is defined as follows:

Ck,n � 1, Subcarrier allocation to user k
0, Subcarrier are not allocated to user

{ (2)

The multi-user resource allocation mathematical model of

wireless network communication system is:

max
Ck,nPk,n

B

N
∑
K

k�1
∑
N

n�1
∑N

n�1ck,n log2 1 + Pk,n · Hk,n

Γ( ),

C1: Ck,n ∈ 0, 1{ },∀k, n,

C2: ∑
K

k�1
Ck,n � 1,∀n,

C3: pk,n ≥ 0,∀k, n,

C4: ∑k

k�1∑
N

n�1Ck,nPk, n

C5: Ri: Rj � φi: φj;∀i, j ∈ 1, 2, . . . , k{ }

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

(3)

FIGURE 1
Resource allocation principle of wireless network communication system.

FIGURE 2
Classification of wireless network communication resource allocation.
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In the above equation: C1 is whether the sub-carrier is

allocated or not; C2 is a sub-carrier, which can only be

assigned to a unique user; C3 denotes that the power must be

positiv; C4 indicates that the sub-carrier power cannot be greater

than the maximum power; φi represents the user scale constraint

condition; Ptot is the maximum power; Ri represents the total

transmission rate of the k user, and the calculation formula is:

Rk � B

N
∑N

n�1Ck,nrk,n (4)

Where B in the formula is the bandwidth of fading channel.

2 Artificial fish swarm algorithm

2.1 Standard artificial fish swarm algorithm

The artificial fish swarm algorithm mainly shows the activity

of artificial fish in the environment by simulating the four

behaviors of fish-foraging behavior, crowding behavior, tail

chasing behavior and random behavior. The basic activities of

artificial fish are described as follows [15]:

1) Feeding behavior: Generally, fish swim freely and randomly

in the water. When they find food, they will swim quickly in

the direction of gradually increasing food.

2) Crowding behavior: In order to ensure their survival and

avoid hazards, fish will naturally gather in groups during

swimming. There are three rules for fish to follow when

gathering: separation rules: try to avoid overcrowding with

nearby partners; Alignment rules: try to be consistent with the

average direction of neighboring partners; Cohesion rule: try

to move towards the center of nearby partners.

3) Chasing behavior: When one or several fish in the school find

food, their nearby partners will follow them to the food point

quickly.

4) Random behavior: Individual fish usually swim randomly in

the water, which is to find food points or partners in a wider

range.

In this paper, a new method based on PSO is proposed in this

paper, which is based on PSO, and it is used in the resource

allocation. When the artificial fish in the school find food, the fish

in the school can continuously adjust their location, focus on the

food, and finish the location update [16]. By using this approach,

we can deal with the quantity and priority of the distribution of

user resources. The algorithm is made up of a parameter system

and a perceptual system. The state of the artificial fish can be

represented by the vector x = (x1, x2, . . ., xn), in which I = (1, 2,

. . ., n) is to be optimized [17], and the amount of food at the

present location of the artificial fish is represented by y = f(x),

with y being an objective function;

The distance between artificial fish individuals is expressed as

di,j = ‖xi − xj‖; In its perception system, the perception of artificial

fish is realized by vision [18]. Through this method, the number

and priority of user resource allocation can be well handled, The

change of the position of the Δxi (t + 1) data list at t + 1 and t is,

xi(t) represents the spatial position of the i fish, then:

Δxi � Rand()pStepp xi t + 1( ) − xi t( )[ ] (5)

Where Rand() is random data, and Step is the step of fish

school position update operation.

Given that the current spatial coordinate of the i-fish is xi, the

expression of the spatial coordinate xj obtained by the random

movement of the fish is:

xi t + 1( ) � xi t( ) + Δ t + 1( ) (6)
xj � xi + VisualpRand() (7)

Where Visual is the visual field range value of artificial fish.

Let the food concentration in the spatial coordinates be a

function of f(x), the food coordinate concentration be Fmax, the

food concentration at xi be f (xi), and the food concentration at

the center point xc of the fish school be f (xc). Within the range of

fish movement, according to the position xj randomly assigned

by Rand(), if the fish group has not found the food point, it will

continue to search for food according to Eq. 6.

xt+1i � xti + xj − xti xj − xti





 



pSteppRand() (8)

The current position of the i fish is Xi. According to the

maximum value of f(x) within the visual range of the fish, it is

determined whether the position of the food is within the visual

range of the fish. If the current position xo is within the visual

range of the fish, there is Eq. 9:

xt+1i � xti + xo − xti xo − xti‖ ‖pSteppRand() (9)

The current position of the i fish is xi. According to the

maximum value of f(x) in the visual range, it is determined

whether there are multiple food points in the visual range of

the current fish. If multiple food points are visible in the

current position x′s max, the fish position is updated as

follows:

xt+1i � xti + xmax − xti xmax − xti‖ ‖pSteppRand() (10)

If |f (xc − fmax)| reach a parameter originally designed, the

operation is terminated.

The above equation theory relates to the four kinds of fish

groups in the AI: foraging, cluster, tail, and stochastic. These

four behaviors will transform each other at different times,

and this transformation is usually realized by fish from the

main through their perception of the environment. All these

behaviors have close relationship with the feeding and survival

of the fish, and also have close relationship with solving the

optimal problem.
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2.2 Steps and flow chart of artificial fish
swarm algorithm

The basic principle of the AI is that in the water zone, the

most fish population is the one with the most nutrients in the

water. Based on this property, it can simulate the behavior of

the fish group, including foraging, clustering, tail chasing,

randomizing, and so on, so as to realize global optimization. In

the optimization process, the artificial fish may choose a few

local optimum solutions, which will cause the fish to jump out

of the local optimal solution, and then influence the overall

optimization. Therefore, it is important to pay attention to the

number of repeats in the foraging process, and to select a

suitable random step, and to restrict the size of the clustering

and the behavior of clustering. In order to use the AI, we first

need to assign values to different types of discards, which

include the population size n, the starting location of each

man-made fish, the visual field of the artificial fish, the step

size, the crowding factor δ, and the repetition times the trial

number; The second is to calculate the fitness of the individual

at the beginning of the fish colony, choose the best condition

of the fish, and send the value to the bulletinship; In the course

of the implementation, every person must be assessed, and the

actions to be executed are chosen carefully, such as foraging

prayer, swarm, tail chase, and random behavioral behavior.

Then, after the artificial fish makes a choice, it will choose its

location to create a new group of fish. Moreover, if the

algorithm scores all the different actions, the notice board

will be updated to that person; At the end, if the optimum

solution on the bulletin board reaches the satisfactory error

border or reaches the upper limit of the prescribed number of

iterations, the algorithm terminates; otherwise, an individual

assessment is made, and an appeal is executed. The detailed

flow chart is shown in Figure 3.

2.3 Quantization of artificial fish swarm
algorithm

A kind of quantum particle swarm optimization

algorithm [19] based on the truncated mean stabilization

strategy has improved the search performance of the

algorithm to a certain extent, and has also improved

the convergence efficiency to a certain extent. According

FIGURE 3
Flow chart of artificial fish swarm algorithm.
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to the salient points of its algorithm, the fish swarm

algorithm studied in this study also uses its ideas on a

certain basis, and has obtained good results in practical

operation. In the process of quantum bit coding, fewer

quantum bits are used to solve the problem of large data

sets. The Born machine model [20] effectively solves this

problem.

The quantizing of artificial fish is represented by the

quantum phase coding, and the location of the artificial fish

can be expressed more efficiently by quantum operations [21].

φ
∣∣∣∣ 〉≥ α 0| 〉 + β 1| 〉 (11)

In the above equations, they all belong to complex numbers

and exist at the same time |α|2 + |β|2 = 1, |α|2 is the probability of

quantum collapse to 0 state, |β|2 is the probability of quantum

collapse to 1 state. To make it easier to calculate the machine, the

above equation is formed to get the corresponding matrix

formula, that is:

φ
∣∣∣∣ 〉 � α, β[ ]T (12)

If the matrix U conforms to the relation of U(U*)T = I,

transform the above matrix to obtain:

U φ
∣∣∣∣ 〉 � U α 0| 〉 + β 1| 〉( ) (13)

The position of the artificial fish is described by quantum

bits, so that α = cos(θ), β = sin(θ). Then Eq. 13 can be

expressed as:

φ
∣∣∣∣ 〉 � cos θ( ) 0| 〉 + sin θ( ) 1| 〉 � cos θ( ), sin θ( )[ ]T (14)

According to Eq. 14, the spatial position of the artificial fish is

effectively quantized and encoded in the following way:

Pi �
cos θi1( )
sin θi1( )
∣∣∣∣∣∣∣

∣∣∣∣∣∣∣
cos θi2( )
sin θi2( )
∣∣∣∣∣∣∣

∣∣∣∣∣∣∣/
cos θij( )
sin θij( )
∣∣∣∣∣∣∣∣∣

∣∣∣∣∣∣∣∣∣
cos θim( )
sin θim( )
∣∣∣∣∣∣∣

∣∣∣∣∣∣∣

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣
⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦ (15)

Of which θi j = 2π · rand (), rand () ∈ (0, 1), i ∈ {1, 2, . . ., n}, ∈
{1, 2, . . ., m}, n represents artificial fish total quantity, M

represents the dimension decomposition number of the

location of an artificial fish school in the spatial

coordinate system [22]. In order to describe the location

of an artificial fish colony in a multidimensional spatial

coordinate system, we can get a quantum representation

of the location of an artificial fish colony by a

combination of Eq. 16:

Pic � cos θi1( ), cos θi2( ),/ cos θim( )( )
Pis � sin θi1( ), sin θi2( ),/ sin θim( )( ){ (16)

Decree θ is [α, β]. For the phase of t relative to |0〉 � [1, 0]T,
Eq. 16 is expressed in polar coordinates as follows:

φ
∣∣∣∣ 〉 � cos θ( ) + i sin θ( ) � eiθ � r θ( )
cos2 θ � |α|2, sin2 θ � |β|2{ (17)

θ meet 1 < θ ≤ 2π. Compared with Eq. 11, the artificial fish

coordinate position of Eq. 13 is only θ.

A mathematical description of the location update of the

artificial fish is given. In combination with Eq. 7, the update

method is as follows:

cos θij t + 1( )( )
sin θij t + 1( )( )⎡⎣ ⎤⎦ � cos Δθij t + 1( )( ) − sin Δθij t + 1( )( )

sin Δθij t + 1( )( ) − cos Δθij t + 1( )( )⎡⎣ ⎤⎦

(18)
cos θij t + 1( )( )
sin θij t + 1( )( )⎡⎣ ⎤⎦ � cos θij t( ) + Δθij t + 1( )( )

sin θij t( ) + Δθij t + 1( )( )⎡⎣ ⎤⎦ (19)

In the above equation, a and B are the quintile of the i

artificial fish in the j dimension at t and t + 1, and C is the position

change between t and t + 1.

In order to better solve the problem of fish school position

update accuracy and prevent the problem of operation time

caused by too large or [23], it is necessary to adopt the dynamic

phase-shift update method. At the beginning of the iteration, the

phase-shift update angle is large. As the number of iterations

increases, the update angle gradually decreases. The phase-shift

update method for the T iteration is:

Δθij t + 1( ) � 0.1π 1 − k
t

Iter
( ) (20)

Represents a constant, and its value meets K ∈ (0, 1) the

requirements. ITER represents the maximum number of iterations.

3 System resource allocation policy
process

Firstly, it analyses the process of resource allocation policy,

and then proposes a multi-user system resource assignment

strategy based on QSAR [24]. The workflow is illustrated in

Figure 4: Firstly, the topology of the system is established, and

then the mathematical model of the system is established.

Secondly, the parameters of the AI are set up, including the

effective search area size, δ, Pfb, θ step, and max iterate [25]. In

the third step, the initialization of Nman-made fish is randomly

formed and assembled into an group, and the location of each of

the artificial fish represents a multi-user resource assignment

scheme of the radio network communication system [18]. In

the fourth step, the artificial fish group is quantum encoded for

the sub-layer, and the four behaviors of the AI are also quantum

verified. In the seventh step, the four actions of the artificial fish

are realized, so that each of the artificial fish is free to pursue,

feed and cluster, and the optimum location is determined. In

the eighth step, a random number is generated at random, and

if r < Pfb is met, a random search is performed; Otherwise, a
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feedback search is performed, and all fish move to the

optimum location on the bulletin board; in the ninth step,

the position of the currently optimum man-made fish is

confused to locate the optimum location within the valid

search zone. In the 10th step: save the current state of the

best man-made fish on the notice board, and update the

feedback search probability [24]; In the 11th step, the

number of iterations is iterate = iterate + 1; Otherwise, go

back to step 5 and proceed.

4 Testing of resource allocation
strategy for multi-user system

4.1 Testing environment

In this paper, a comparison is made between the multi-

user system resource allocation strategy and the multi-user

system resource allocation strategy of GA, and the multi-user

system resource allocation strategy. Table 1 shows the test

FIGURE 4
Flow chart of artificial fish swarm algorithm.

TABLE 1 Test environment parameters of wireless network communication system.

Serial number Project
type and unit

Value

1 Total bandwidth/MHZ 10

2 Total transmit power/W 1

3 Number of users/prep 2 ~ 20

4 Update cycle of channel status information/ms 0.5

5 Channel average SNR/dB 40

6 Total number of sub-carriers 64

7 System bit error rate 10–3

8 Channel fading model Rayleigh model
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environment parameters of the wireless network

communication system, and the related parameters of the

QSAR are given in Table 2.

4.2 Comparison and analysis of
experimental data

For different numbers of users, the throughput change

curve of wireless network communication system based on

the multi-user system resource allocation strategy of

quantum artificial fish swarm algorithm [26], in Figure 5,

we can conclude from the data in Figure 5 that the amount of

data which needs to be handled by the wireless network

communication system also keeps increasing as the number

of users increases. This is due to the fact that the data transfer

rate of the wireless network communication system

continues to increase as the amount of data processed by

customers increases. The throughput of QRS is superior to

that of artificial fish, GA, etc. This further demonstrates the

superiority of QSAR in system throughput. The convergence

curves of all the algorithms searching for multiuser system

resources are shown in Figure 6. Compared with AI, GA,

QSAR, etc, which makes it faster to solve the resource

allocation scheme of multi-user system and increase the

search accuracy of QGA.

TABLE 2 Relevant parameters of quantum artificial fish swarm
algorithm.

Serial number Project
type and unit

Value

1 Maximum number of iterations 100

2 Feedback search probability 0.5

3 Valid search area/m2 100 × 100

4 Artificial fish Visual 20

5 Crowding degree of artificial fish 0.35

6 Attenuation factor of feedback probability 0.01

7 Move step/step 5

FIGURE 5
Throughput change curve of wireless network
communication system.

FIGURE 6
Convergence performance of multi-user system resource
allocation strategy.

FIGURE 7
Fairness change curve of multi-user system resource
allocation strategy.
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In Figure 7, the fairness change curves of the distribution

policies of multi-user systems are illustrated in Figure 7. The

experimental data in Figure 7 show that the fairness of the

wireless network communication system is reduced to varying

degrees as the number of users continues to increase [27]. This

is due to the fact that the average number of allocated

subcarriers in the system is steadily declining as the

number of users increases, which also makes it more

difficult to achieve a fair distribution; However, it can be

seen from the experimental data that QMI has less variation

scope and better fairness than the others [13]. Compared with

QSAR, the AI is less superior to QSAR in terms of fairness and

the fairness of GA is the next. It also indicates that QPSO can

resolve the conflict between throughput and equity,

significantly increase the usage of MIMO system, satisfy the

needs of users, and enhance the communication efficiency of

the system.

It is well known that as time goes on, anything is going to

be more and more apparent. In Figure 8, the QSAR, AI, GA,

etc. As shown in Figure 8, the error rate of multi-user resource

allocation continues to increase with time. As time passes,

there will be some mistakes in the channel. Finally, the

competition between the users gets stronger and stronger,

which causes the error rate to evolve in an upward direction. It

is shown that QSAR, AIS, GA will have different levels as time

goes by, but QSAR is more slow than the other QSAR, GA.

Based on the graph, the algorithm of the Quantum Artificial

Fish Swarm is roughly equal to 0.8. The QSAR algorithm is not

an optimal multiuser resource allocation algorithm, so it is

necessary to study it further.

To sum up, aiming at the problems of poor user fairness and

small system capacity of the current multi-user system resource

allocation strategy, in this paper, we present a new strategy for

multi-user system resource allocation based on QSAR. First,

this paper analyses the working principle of the multi-user

system resource distribution, builds up the mathematical

model, and then carries on the quantizing and coding of the

artificial fish Swarm algorithm to compute the resource

distribution model. Based on the test results, we find that

the multi-user system resource allocation strategy based on

this approach is fairly fair, improves the throughput of the

multi-user system, speeds up the data transmission speed,

reduces the error rate of the multi-user system resource

allocation, and is better than other multi-user system

resource allocation strategies, it has broad application

prospects.

5 Expectation

The arrival of the Internet era has accelerated a new round

of social revolution. It has made people change a lot in society

and changed human beings completely. With the progress of

society and the constant updating of the times, the resource

allocation strategy of multi-user system will develop in a better

and better direction, and will play a vital role in the future

computer field. In the future, the computer field will develop

towards the goal of faster, higher and better. It is essential to

pursue efficient data transmission. Therefore, the application

of quantum is the trend of future development. Quantum will

be applied to different computer technology research, and

play a huge role in a small body. In order to solve the problem

that the system is not fair and the system capacity is small, a

new kind of multiuser resource allocation scheme is proposed

in this paper. With the existence of this method, it has better

fairness, improves the throughput of multi-user system,

accelerates the data transmission speed, and has a good

development prospect in the future. However, at present,

scientists’ research on quantum is not very in-depth, and

the estimation of the role of quantum in the future is

unknown. Therefore, in future research, it is hoped that

more and more scholars can contact this field and make

corresponding achievements in this field.
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Hongyang Ma2*
1School of Information and Control Engineering, Qingdao University of Technology, Qingdao, China,
2School of Science, Qingdao University of Technology, Qingdao, China

The ideal Hopfield network would be able to remember information and

recover the missing information based on what has been remembered. It is

expected to have applications in areas such as associative memory, pattern

recognition, optimisation computation, parallel implementation of VLSI and

optical devices, but the lack of memory capacity and the tendency to generate

pseudo-attractors make the network capable of handling only a very small

amount of data. In order to make the network more widely used, we propose a

scheme to optimise and improve its memory and resilience by introducing

quantum perceptrons instead of Hebbian rules to complete its weight matrix

design. Compared with the classical Hopfield network, our scheme increases

the threshold of each node in the network while training the weights, and the

memory space of the Hopfield network changes from being composed of the

weight matrix only to being composed of the weight matrix and the threshold

matrix together, resulting in a dimensional increase in the memory capacity of

the network, which greatly solves the problem of the Hopfield network’s

memory The problem of insufficient memory capacity and the tendency to

generate pseudo-attractors was solved to a great extent. To verify the feasibility

of the proposed scheme, we compare it with the classical Hopfield network in

four different dimensions, namely, non-orthogonal simple matrix recovery,

incomplete data recovery, memory capacity and model convergence speed.

These experiments demonstrate that the improved Hopfield network with

quantum perceptron has significant advantages over the classical Hopfield

network in terms of memory capacity and recovery ability, which provides a

possibility for practical application of the network.

KEYWORDS

hopfield network, weight matrix, quantum perceptron, storage capacity, recovery
capability
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1 Introduction

Machine learning [1] is an important branch of artificial

intelligence and a way to achieve artificial intelligence, i.e.

machine learning is used as a means to solve problems in

artificial intelligence. It is a multi-disciplinary discipline

involving probability theory, statistics convex optimisation,

complexity theory and many other disciplines. Machine

learning algorithms are a class of algorithms that analyse

existing data to obtain a certain pattern and use this pattern

to make predictions about unknown data. It has been used with

great success in very many fields, including medicine [2], biology

[3], chemistry [4], physics [5–8] and mathematics [9]. Machine

learning has proven to be one of the most successful ways to

explore the field of artificial intelligence.

Perceptron [10] is a two-classification linear classification

model, which aims to find the hyperplane that divides the

training data linearly. Its biggest feature is that it is easy to

implement. Suppose the training data set is D � (x̂ϱ, ŷϱ){ }mϱ�1,
where x̂ϱ ⊆ Rm, ŷϱ ∈ {+1,−1}. The perceptron model is:

f x( ) � sign ŵ · x̂ + b( ) (1)
Where ŵ and x̂ are the model parameters of the perceptron,

ŵ ∈ Rm is called weight or weight vector, and b ∈ R is called bias.

ŵ · x̂ represents the inner product of ŵ and x̂. The sign function

is a symbolic function:

sign x̂( ) � +1, x̂≥ 0
−1, x̂< 0

{ (2)

The linear equation ŵ · x̂ + b � 0 is a hyperplane in the

characteristic space, where ŵ is the normal vector of the

hyperplane and b is the intercept of the hyperplane. The

hyperplane can divide the feature space into two parts, and

the point above the hyperplane conforms ŵ · x̂ + bP0,

otherwise, it conforms ŵ · x̂ + b< 0. The model of the classic

perceptron and its application to classification is illustrated in

Figure 1.

Quantum information is a new discipline developed based on

quantum physics and information technology, which mainly

includes two fields: quantum communication and quantum

computing. Quantum communication focuses on quantum

cryptography [11,12], quantum teleportation [13–16], and

quantum direct communication [17], while quantum

computing focuses on algorithms that fit quantum properties

[18–23]. This is an extremely active field, as it has the potential to

disrupt classical informatics, communication technologies, and

computing methods.

Quantum perceptron belongs to quantum machine learning

algorithms [24,25], which is the quantum counterpart of the

classical perceptron model. Kapoor proved that quantum

computation can provide significant improvements in the

computational and statistical complexity of the perceptron

model [26]; Schuld proposed a scalable quantum perceptron

based on quantum Fourier transform [27], which can be used as a

component of other more advanced networks [28]; Tacchino

proposed a quantum perceptron model that can run on near-

term quantum processing hardwar [29]. Currently, quantum

perceptron models are in the exploratory stage and there is no

absolute authority on them. In our work, the quantum

perceptron model based on the quantum phase estimation

algorithm [27] proposed by Schuld is used. The inverse

quantum Fourier transform and the gradient descent

algorithm on a classical computer are used to train the weight

matrix of the perceptron.

Hopfield network (HNN) are single-layer full feedback

network [30], which are characterised by the fact that the

output xi of any neuron is fed back to all neurons xj as output

by connecting the weights wij. The network usually uses Hebbian

rule [31] for the design of the weight matrix. Hebbian rule is

simpler but useful for the design of the weight matrix in HNN.

However, sometimes the Hebbian rule cannot find an exact

weight matrix, even though such a matrix exists [32]. This is

because the rule does not incorporate the thresholds of the HNN

into the training, which can result in attractors producing ranges

of attraction domains that overlap each other or even appear to

overwrite. And if the vectors to be stored are closer to each other,

their probability of error is higher.

Considering that the weight matrix designed by the Hebbian

rule is not enough to support the HNN to accomplish various

practical tasks, we propose an improvement scheme, which will use

the quantum perceptron instead of the Hebbian rule for the design

of the HNN weights, Firstly, the weights and thresholds of the

Hopfield network are mapped into the weight matrix of the

quantum perceptron, and each node of the HNN is used as the

input vector, and the weight matrix of the quantum perceptron is

passed through the quantum The final weight matrix of the

quantum perceptron is the weight matrix and threshold matrix

of the HNN. The improved HNN has more memory storage space

than the Hebbian rule because it has an additional threshold matrix

to assist in storage, and can store the memorised information better.

Moreover, due to the more accurate weight information, it is also

easier to reach the steady state when iterating the HNN, thus the

resilience and model convergence speed are significantly improved.

Currently, the most widespread use of HNNs is for information

recovery and information matching. Our improved HNN has been

simulated and analysed to provide a huge improvement over the

classical HNN in both information recovery and information

matching, which makes the improved HNN more usable than

the classical HNN, which is expected to provide more

applications for HNNs in more fields, such as playing a greater

role in virus information identification, human brain simulation,

and error correction of quantum noise [33].

In Section 2, we describe in detail the HNN model, the

Hebbian rule, the quantum Fourier transform and the quantum

phase estimation algorithm used in this paper; Section 3 describes

in detail the theory of our approach, including the
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correspondence between the HNN and the perceptronmodel, the

quantum perceptron model and how to use the quantum

perceptron model for training the HNN weights and

thresholds; Section 4 presents our simulation Section 4

presents our experimental analysis, in which we design

experiments to verify the feasibility of our proposed scheme

and its improvement and advantages over the classical scheme;

Section 5 concludes the paper and provides predictions and

analysis of the future of our proposed scheme.

2 Preliminaries

2.1 Hopfield network

HNN are multi-input, thresholded, binary nonlinear dynamic

systems. The excitation function of the neuron is usually a step

function, and the value of the neuron is −1, 1, or 0,1.When the value

is 0 or −1, the current neuron is in the inhibited state, and when the

value is 1, the current neuron is in the activated state. The HNN is a

single layer neural network in which all neuron nodes are connected

to other neuron nodes. There is no self-feedback between the nodes,

forming a complete graph model. A neuron node in the inhibited

state will enter the activated state when the stimulus exceeds a set

threshold, i.e. it will jump from 0 or −1 to 1.

Each node in a HNN has the same function, and the output of

a single node corresponds to the final state of that node, denoted

by xi, with the states of all nodes forming the state of the network

X � [x1, x2, x3, x4 . . .xn−1, xn]T. The topology and mode of

operation is shown in Figure 2. The network enters a steady

state and produces an output when the rate of change of the

energy function of the network, ΔE = 0 or when a preset upper

limit of iterations is reached. The energy function and the rate of

change of the energy function are as follows.

E ϵ( ) � −1
2
XT ϵ( )WX ϵ( ) + XT ϵ( )θ

ΔE � ΔE ϵ + 1( ) − ΔE ϵ( ) (3)

where W � xij{ } is the weight matrix, X � xi{ } is the network

state and θ � θi{ } is the threshold matrix.

2.2 Hebbian rule

The Hebbian rule describes the basic principle of synaptic

plasticity, that is, continuous and repeated stimulation from

presynaptic neurons to postsynaptic neurons can increase the

efficiency of synaptic transmission.

The Hebbian rule is the oldest and simplest neuron learning

rule. Here is the description equantion of the Hebbian rule:

wij � 1
p

∑
p

k�1
xz
i x

z
j (4)

Wherewij is the connection weight from neuron j to neuron i, p is

the number of training modes, and xzi is the i input of neuron k.

In the HNN, Hebbian rules can be used to design weight

matrices:

W � ∑
P

p�1
Xp Xp( )T (5)

Here wii = 0, which means that there is no self-feedback between

nodes. The equantion is rewritten as follows:

W � ∑
P

p�1
Xp Xp( )T − I[ ] (6)

Where I is the unit matrix and X is the system state of HNN.

2.3 HNN attractor and pseudo attractor

Considering that the Hopfield network has M samples of Xm,

then:

Xm( )TXz � 0, m ≠ z
n, m � z

{ (7)

FIGURE 1
Models of classical perceptual machines (left) and applications to classification (right).
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WXz � ∑
m

m�1
Xm Xm( )T − I[ ]Xz � n −M( )Xz (8)

Because of n>M, therefore:

f WXm( ) � f n −M( )Xm[ ]
� sgn n −M( )Xm[ ] � Xm (9)

According to Eq. 9: when a given sample, Xm is the ideal attractor

and produces a certain attractor domain around it, which will be

“captured” by the attractor in the attractor domain. However, the

condition that the given samples are orthogonal to each other is

too harsh, which eventually leads to the attraction domain of

some points outside the samples, which are regarded as pseudo

attractors of the HNN.

2.4 Quantum Fourier transform

The quantum Fourier transform is an efficient quantum

algorithm for the Fourier transform of quantum amplitudes.

The quantum Fourier transform is not the classical counterpart

of the Fourier transform and does not speed up the Fourier

transform process on classical data, but it can perform an

important task-phase estimation, i.e. estimating the eigenvalues

of the You operator under certain conditions. The matrix

representation of the quantum Fourier transform is as follows:

QFTN � 1��
N

√

1 1 1 / 1
1 ω ω2 / ωN−1

1 ω2 ω4 / ω2 N−1( )

..

. ..
. ..

. ..
.

1 ωN−1 ω N−1( )2 / ω N−1( ) N−1( )

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
(10)

Where, ω � e
2πi
N � cos 2π

N + i sin 2π
N .

In the classical Fourier transform, the transformation takes

the following form:

yk � 1��
N

√ ∑
N−1

j�0
xje

2πjk/N (11)

The mathematical form of the quantum Fourier transform is

similar to the mathematical representation of the discrete Fourier

transform [34]. It is an operator defined on a set of standard

orthogonal bases |0〉, |1〉/|N − 1〉 with the following action:

|j〉 � 1��
N

√ ∑
N−1

j�0
e2πjjk/N|k〉 (12)

An arbitrary quantum state action can be expressed as:

|ψ〉 � ∑
j

~xj|j〉→ ∑
N−1

j�0
~xjQFT |j〉( ) � ∑

N−1

j�0
~xj

1��
N

√ ∑
N−1

k�0
ei

2π
N jk|k〉⎛⎝ ⎞⎠

� ∑
N−1

k�0
∑
N−1

j�0

~xj��
N

√ ei
2π
N jk⎛⎝ ⎞⎠|k〉 � ∑

N−1

k�0
yk|k〉

(13)
where the amplitude yk � 1��

N
√ ∑N−1

j�0 ~xjei
2π
N jk is the value of the

discrete Fourier transform of the amplitude ~xj.

The transform itself does not have much obvious value, but it

is an important component subalgorithm of the quantum phase

estimation algorithm. The quantum Fourier transform

corresponds to the quantum line diagram (omitting the

SWAP gate), where Rk �
1 0

0 e
2π
2k

⎛⎝ ⎞⎠. Figure 3 illustrates the

quantum circuit of the quantum Fourier transform.

FIGURE 2
HNN topology operating structure and mode of operation.
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2.5 Qunamtum phase estimation
algorithm

The quantum phase estimation algorithm is the key to many

quantum algorithms [6,35], and its role is to estimate the phase in

the eigenvalues of the eigenvectors corresponding to the You

matrix. The quantum circuit for quantum phase estimation is

shown in Figure 4. The algorithm uses two registers, the first of

which contains τ quantum bits with initial state |0〉. The value of
τ depends on the number of bits desired to be accurately

estimated and the desired success rate. The second register

has an initial state of |~xn〉. The essence of the process is the

ability to perform the inverse Fourier transform:

1
2
τ
2
∑
2τ−1

j�0
e2πiφj|j〉 ~xn| 〉 →|~φ〉 ~xn| 〉 (14)

where state |~φ〉 is the estimated value of φ.

3 Methods

3.1 Correspondence between perceptron
models and HNN

Firstly, we will discuss HNN with the range restricted to cells

with non-zero thresholds and a step function as the threshold

function, which is by far the most common form of HNN.

Secondly two consensus needs to be established: 1) the units

in this network are perceptrons. 2) The perceptron can determine

the weights and thresholds of the network for the problem to be

learned. Focus on consensus i): Based on the definitions of HNN

and perceptual machines above, it is clear that the unit in a HNN

is a perceptual machine.

Focus on consensus ii): Consider a HNN with n cells, where

W is the weight matrix of n × n, such that θi denotes the threshold

of the cell i and the state of the network is X. If one wants this
network to reach a steady state, it means that the following n

inequalities must be satisfied:

sign x1( ) x2w12 + x3w13 +/ + xnw1n − θ1( )> 0
sign x2( ) x1w21 + x3w23 +/ + xnw2n − θ2( )> 0

..

.

sign xn( ) x1wn1 + x2wn2 +/ + xn−1wmn−1 − θn( )> 0
(15)

Since it has no self-feedback, only the n (n − 1)/2 non-zero entries

of the weight matrixW and the n thresholds of the cells appear in

these inequalities. Let u denote the vector of n + n (n + 1)/2

dimension whose components are the non-diagonal elements of

the weight matrix wij (i < j) and the n threshold minus signs. The

vector u is given by the following equation:

u � w12, w13, . . . , w1n, w23, w24, . . . , w2n, . . . , wn−1n,−θ1, . . . ,−θn( )
(16)

The vector x is transformed into n auxiliary vectors v1, v2, v3, . . . ,
vn of dimension n + n (n + 1)/2 given by the expression:

v1 � x2, x3, . . . , xn︸�����︷︷�����︸
n−1

, 0, 0, . . . , 1, 0, . . . , 0︸����︷︷����︸
n

⎛⎜⎝ ⎞⎟⎠

v2 � x1, 0, . . . , 0︸����︷︷����︸
n−1

, x3, . . . , xn︸����︷︷����︸
n−2

, 0, 0, . . . , 0, 1, . . . , 0︸����︷︷����︸
n

⎛⎜⎝ ⎞⎟⎠

vn � 0, 0, . . . , x1︸����︷︷����︸
n−1

, 0, 0, . . . , x2︸����︷︷����︸
n−2

, 0, 0, . . . , 0, 0, . . . , 1︸����︷︷����︸
n

⎛⎜⎝ ⎞⎟⎠

(17)

Eq. 15 can be rewritten in the following form:

sign xi( )vi · u> 0 (18)

Eq. 18 shows that the solution to the original problem is

found by computing the linear separation of vectors zi. The

vectors belonging to the positive half-space are those with

sgn(xi) � 1, and those belonging to the negative half-space

are those with sgn(xi) � −1. This problem can be solved

using perceptron learning, which allows us to calculate

the weight vector v required for linear separation and

from this to derive the weight matrix W with the

threshold matrix θ. Figure 5 shows the correspondence

between the HNN and the perceptron model.

3.2 Quantum perceptron model

First, t-qubit state|0〉 are passed through the

Hadmard gate, to obtain the superposition state

|0〉⊗τ → 1��
2τ

√ ∑2τ−1
J�0 |J〉, where J is the integer form of the bit

string |j1, . . . , jτ〉, i.e. J = j12
n−1 + j22

n−2 +/ + jn2
0. Next, by an

orcal operation O:

O:
1��
2τ

√ ∑
2τ−1

J�0
|J〉 ψ0

∣∣∣∣ 〉 → 1��
2τ

√ ∑
2t−1

J�0
|J〉UJ ψ0

∣∣∣∣ 〉

|J〉UJ ψ0

∣∣∣∣ 〉 � e2πiΔϕh w,~x( )J|J〉 ψ0

∣∣∣∣ 〉

(19)

Where U0 � eiπ , U � eiπ⊗n
k�1Uk,Uk �

e−2πwkΔϕ 0
0 e2πiwkΔϕ( ),Δϕ � 1/2n.

From Eqs. 13–19:

1��
2τ

√ ∑
2τ−1

J�0
|J〉UJ ψ0

∣∣∣∣ 〉 � 1��
2τ

√ ∑
2τ−1

J�0
e2πiJφ|J〉 ψ0

∣∣∣∣ 〉 (20)

Finally the estimated phase can be obtained by inverse Fourier

transform |~φ〉:

1��
2τ

√ ∑
2τ−1

J�0
e2πiJφ|J〉 ψ0

∣∣∣∣ 〉 →QFT
−1 |~φ〉⊗ ψ0

∣∣∣∣ 〉
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3.3 Obtaining parameter information
using quantum perception

The connection between the HNN and the perceptron model

was described above. It is now clarified how the design of the

HNN weight matrix can be carried out using the quantum

perceptron. Firstly, σ = (v, u) is input to the quantum

perceptron model as an initial parameter and the model

update rule for the quantum perceptron is as follows:

U σ| 〉 � ⊗n
k�1Uk vk| 〉 � ⊗n

k�1e
2πiukvkΔϕ vk| 〉

� e
2πiΔϕ∑n

k�1 ukvk⊗n
k�1 vk| 〉

� e2πiΔϕh u,v( )⊗n
k�1 vk| 〉

� e2πiΔϕh u,v( ) σ| 〉

(21)

From the above equation, it can be deduced that |σ〉 is an

eigenvector of the matrix U and e2πiΔϕh(u,v) is the

corresponding eigenvalue. By picking the appropriate value of

t in the quantum perceptron, the inverse Fourier transform by:

1���
2τ′

√ ∑
2τ−1

J′�0
e2πiJ′θ J′

∣∣∣∣ 〉|σ〉→ ~φ′
∣∣∣∣ 〉 ⊗ |σ〉 (22)

It is possible to obtain a value of, which is very close to the true

phase, and also becomes closer to the true phase as the value of t

becomes larger. Combining Eq. 19 gives:

U ψ0

∣∣∣∣ 〉 � e2πiθ ψ0

∣∣∣∣ 〉, θ � 0.5 + Δϕh u, v( ) ∈ 0, 1[ ] (23)

Therefore the value of σ = (v, u) can be obtained by ~φ′.According
to [], it can be known that in the perceptron model, its weight

update rule:

uij ξ + 1( ) ≔ uji ξ + 1( ) ≔ uij ξ( ) + η

2
σqi − Yq

i( )σq
j + σq

j − Yq
j( )σqi[ ]
(24)

where Yq � sgn(u(ξ)σq), η is the learning rate. However, when

training with a perceptron, it is difficult to guarantee the

separability of the data. Therefore, our perceptron model is

trained using the delta rule, i.e. a gradient descent algorithm

to search the space of possible weight vectors in order to find the

best-fitting sample weight vector. The process is implemented

with the aid of a classical computer. Its weight update rule is

expressed in the same form as (Eq. 25), except that Yq = u(ξ)σq.

FIGURE 3
Quantum circuits for quantum Fourier transform.

FIGURE 4
Quantum circuits for quantum phase estimation.

FIGURE 5
HNN and perceptual model transformation relationship.

FIGURE 6
Non-orthogonal simple matrix memory test.

Frontiers in Physics frontiersin.org06

Song et al. 10.3389/fphy.2022.1079624

164

https://www.frontiersin.org/journals/physics
https://www.frontiersin.org
https://doi.org/10.3389/fphy.2022.1079624


3.4 Computational complexity analysis

We analyze the computational complexity of the HNN in two

steps. 1) Analysis of the lift rate of the data to be trained after

conversion of the HNN to the perceptron model. 2) The

computational complexity required to complete the weight

parameters by means of the quantum phase estimation

algorithm. First we analyse i), any HNN with n nodes

satisfying the requirements of Section 3.1 can be converted

into a perceptron model with n (n − 1)/2 weight parameters.

For ii), we analyze here two different algorithms for finding the

weight parameters, namely the gradient descent-based algorithm

and the Grover fast weight finding algorithm. The time

complexity of the gradient descent-based algorithm is mainly

FIGURE 7
Example model of fragmented data recovery.

FIGURE 8
Diagram corresponding to the number of binary matrices and the recovery rate.
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controlled by the number of steps ε accuracy, i.e. O∝ ε2; the time

complexity of finding the parameters using the Grover algorithm

can reach O(n) under certain conditions. It is clear from this

analysis that the final computational complexity is O(nϒ),
regardless of the algorithm used. However, quantum machine

learning is able to process information using quantum effects, as

in this paper, where we input the training set as a superposition of

feature vectors into a quantum perceptron model that can be

processed simultaneously, and this process is not affected by the

size of the model. The value of this process is small when the

model size is small, and becomes more apparent as the model size

increases and becomes the most important part of determining

the computational complexity.

4 Emulation analysis

The two most important applications of HNN are data

matching and data recovery, which correspond to the accuracy

of the HNN’s weight matrix and memory capacity respectively. The

convergence speed of the HNN model is extremely important in

both data matching and data recovery. To this end, we designed

three experiments, namely a non-orthogonal simplematrix recovery

test, a Random binary-based incomplete matrix recovery test, and a

memory capacity test based on the recognizability of QR codes, to

compare the effectiveness of our proposed improvedHNNwith that

of the classical HNN, and finally we added a model convergence

speed comparison experiment to compare the performance

differences between the models.

Our simulation analysis is based on the pennylane open

source framework. The framework has embedded transition

algorithms between quantum and classical algorithms as well

as parameter optimisation algorithms, eliminating the need for

us to package the parameters and design the optimisation

algorithms separately. With this framework, the measured and

calculated weight parameters are directly updated iteratively by

means of a gradient descent algorithm, and the relevant

information is fed back into the quantum algorithm to update

the perceptron weights. Using this as a basis, we have designed

the following simulation experiments.

4.1 Result

In the non-orthogonal simple matrix memory test, we

demonstrated that our proposed solution can effectively cope

with the memory confusion caused by non-orthogonal

simple matrices; in the fragmented data recovery test, we

demonstrated that our proposed QP-HNN has an average

recovery rate improvement of 30.6% and a maximum of

49.1% in the effective interval compared with Hebbian

rule-Hopfield network (HR-HNN), making it more

practical. In the memory stress test based on QR code

recognisability, our proposed QP-HNN is 2.25 times more

effective than HR-HNN.

4.2 Non-orthogonal simple matrix
memory test

The non-orthogonal simple matrix memory test is set up for

the Hebbian rule in the classical HNN, as one of the prerequisites

FIGURE 9
QP-HNN compared to HR-HNN memory capacity.
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for the design of the weight matrix using the Hebbian rule is that

the input vectors must be orthogonal to each other, and if they do

not satisfy orthogonality, the designed weight matrix may be

incorrect. We demonstrate the impact of this deficiency using

two non-orthogonal 3D row vectors Xv = [0, 1, 0] and Xϑ = [1, 1,

1] as the input matrices for HR-HNN and QP-HNN, as shown in

Figure 6 Where the trained weight matrix WHR = [[0, 1, 1] [1, 0,

1] [1, 1, 0]] for HR-HNN, the weight matrixWQP = [[0, 0.5, 0.3]

[0.5, 0, 0] [0, 0, 0.2]] for QP −Hop and the thresholdmatrix θQP =

[0.6, −0.1, 0.2].

FIGURE 10
HR-HNN and QP-HNN convergence and resilience tests.

TABLE 1 Percentage of information required for recovery.

Number Type 1 2 3 4 5 6 7 8 9

HR-HNN 7% 24% 51% 86% - - - - -

QP-HNN 12% 14% 18% 23% 31% 42% 57% 73% 92%
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4.3 Random binary-based incomplete
matrix recovery test

In this subsection, we test and compare the recoverability of

three different HNN: ClassicalPerceptron-Hopfield (CP-HNN),

QP-HNN, and HR-HNN. Firstly, a random number generator

was used to generate 100 60 × 60 binary matrices

M � Mbr1,Mbr2 . . .Mbri . . .Mbr99,Mbr100{ }, and a different

number of binary matrices Mι, ι ∈ {1, 2 . . . 100} were

randomly selected from M as the weight training matrices

using QuantumPerceptron, ClassicalPerceptron, and

HebbianRule to design the weight matrices respectively. A

matrix Mbri was selected from Mι and generated Mbri′ �
Mbri.1/3 of the data in Mbri′ was inverted to simulate data

residuals, and this matrix was used as the input matrix for the

network to test the recovery rate of the above three HNN. The

example model is shown in Figure 7, and its recovery rate with

different numbers of binary matrices memorised is shown in

Figure 8.

From Figure 8, it can be seen that the resilience of the HR-

HNN network decreases rapidly as ι becomes larger ιmeans that

the orthogonality between the matrices in Mι decreases, and

consequently, memory confusion ensues. The resilience of the

network basically fails at ι = 20 and is completely lost at ι = 30; the

ClassicalPerceptron-Hopfield (CP-HNN) network is highly

similar to the QP-HNN network in terms of resilience and

has excellent robustness in the first and middle stages of ι

growth because the network also trains the threshold This is

equivalent to increasing the error tolerance space and mitigating

errors due to the non-orthogonality of the vectors in the matrix.

As can be seen from the diagram, the network is still very resilient

at ι = 20. However, as ι increases, the fault tolerance space

becomes saturated and the resilience decreases rapidly until it

fails.

4.4 Memory capacity test based on the
recognizability of QR codes

In order to visualise the memory capacity of the models, the

differences between the models are presented using QR codes,

which have different levels of fault tolerance and represent the

number of error pixels that can be tolerated in the QR code. For

our tests we have used the L level of fault tolerance, which allows

for a maximum of 7% of incorrect pixels.

The QR code q1 is generated and stored in the “Successful

Identification”, generating a QR code set Q � qn{ }, n �
2, 3, 4, 5 . . . the information in qn is an irregular string of

numbers generated by a random number generator, a

randomly selected m - QR code from Q is used as the

interfering QR code, and q1 is involved in the design work of

HR-HNN and QP-HNN weight matrices. After 100 tests and

statistical processing, the output matrix of HR-HNN can be

successfully recognised whenm ≤ 4; QP −Hop output matrix can

be successfully recognised when, m ≤ 8. In Figure 9 we show a

comparison of these two HNNs in terms of memory capacity.

4.5 HNN recovery rate test

The usability of HNN is also affected by the number of

iterations required for the model to converge, which in turn is

affected by the completeness of the weights, threshold

information and input data. Therefore, building on the

previous subsection, we further investigate the number of

iterations required for q′ to recover to the state q̂ where

information can be correctly identified for different

numbers of interfering QR codes, as shown in subplot a

and subplot b in Figure 10. Subplot c shows the difference

in the number of iterations required for q′ to recover to q̂ with
the same amount of information. As can be seen from the

figure, QP-HNN possesses a significant advantage over HR-

HNN for the q′ to q̂ process, and this advantage becomes more

pronounced as m grows.

Table 1 counts the recovery capacity limit of the HNN when

the preset upper limit of 30,000 iterations is reached, where HR-

HNN reaches the memory limit at m = 4, i.e. at m = 5, q′ cannot
recover to q̂ even if the number of iterations is increased, while in

QP-HNN, the memory limit occurs at m = 8.

5 Conclusion

We improve the original HNNweight designmethod by using a

quantumperceptron instead of theHebbian rule. The improvedQP-

HNN can better handle non-orthogonal matrices, and its

information memory and recovery capabilities as well as model

convergence speed are significantly improved compared to HR-

HNN. It also opens up the possibility of further expanding the scope

of applications in areas such as virus information recognition,

human brain simulation, and error correction of quantum noise.

Our improved scheme is based on the quantum perceptron

model proposed that we can input all the data to be processed

into the model simultaneously by transforming and preparing

them into quantum entangled states. The current model used is

still the quantum-classical computing model, where the optimal

weighting parameters are found by a classical computer, but

Kapoor et al. have shown that the weighting parameters can be

found much faster using the Grover algorithm, considerably

increase the efficiency of finding the weight parameters to

compensate for the extra time consumed in its determination

of the weights compared to the Hebbian rule. Currently,

corresponding quantum models of HNNs already exist, and

the combination of quantum perceptrons and quantum HNNs

is also destined to be more desirable in pure quantum computers

than in classical HNNs.
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From the recent empirical discovery of the quantum anomalous Hall effect

(QAHE), the interaction of the particle with spin–orbit coupling (SOC) plays an

essential role in the cause of the QAHE, which includes three terms: external,

internal, and chiral symmetric terms. Then, the non-Abelian quantum field

theory was adopted to analyze and prove the conjecture on the causes that can

lead to the fractional quantum Hall effect (FQHE). The spontaneously

topological chiral symmetry breaking is the main contribution to the FQHE,

which also includes two terms: the hopping of sublattice and Coulomb energy

by the interaction of many-body particles. More generally, this exciton

possesses an intermediate characteristic between the Wannier regimes and

displays a peculiar two-dimensional wavefunction in the three-dimensional

FQHE states. Finally, a bilayer three-dimensional model is proposed to

implement the FQHE on the lattice by incorporating ferromagnetic dopants

into three-dimensional topological insulative thin films. This study theoretically

predicts the FQHEon the basis of other reports that have experimentally verified

the rationality of the proposed model in magnetic topological insulators.

KEYWORDS

FQHE (fractional quantum Hall effect), SOC (spin–orbit coupling), non-Abelian, chiral
symmetry breaking, multilayer model, Berry curvature

1 Introduction

The quantum anomalous Hall effect (QAHE) has a totally different physical nature,

with a semi-integer quantum Hall effect and a perfect quantum tunneling effect. It allows

for resistance quantization and dissipationless edge states without the presence of any

applied magnetic field. The materials and structures of the QAHE, where quantum effects

are responsible for novel physical properties, reveal the important roles of symmetry,

topology, and dimensionality. In 1988, according to Haldane, there might be no need to

apply any external magnetic field for the quantum Hall effect, but it seemed impossible to

implement such a particular material system of quantum effects in physical ways. In 2010,
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physicists achieved a breakthrough in the theory and design of

materials, such that Cr/Fe magnetic ions could be doped into

Bi2Te3 and Bi2Se3 and Sb2Te3 topological insulators. There are

special V-Vleck ferromagnetic exchange mechanisms to ensure

stability of ferromagnetic insulators, creating the best system to

achieve the quantum anomalous Hall effect [1, 2]. The

calculations show that the multilayer magnetic exchange of

magnetic topological insulators takes place at a certain

thickness and strength, that is, in the “QAHE” state. The

breakthrough in theories and material design has given rise to

the idea of looking for the QAHE.

The topological flat-band model is an extended version of the

famous Haldane model. At least one energy band has non-trivial

topological properties, that is, it has a non-zero Chern number,

and the bandwidth of this energy band is very narrow. There is a

wide energy gap between these energy bands. Recently, through

the systematic numerical study of fermions and boson lattice

systems with strong correlative interactions with topological flat

bands, a novel class of Abelian and non-Abelian FQHEs has been

discovered. The newly discovered FQHE is distinct from the

continuous FQHE on the traditional Landau energy level.

Without requiring any external magnetic field, it has a

relatively wide characteristic energy gap and can exist at

higher temperatures without requiring a single-particle

Landau. The energy level cannot be described by conventional

Laughlin wavefunctions. These fractional phenomena with no

external magnetic field and no Landau energy levels define a new

class of fractional topological phases, which are also called

fractional insulators. The FQHE is also called the fractional

quantum anomalous Hall effect (FQAHE) [3].

This paper is organized into five sections: Section 1 discusses

the spin–orbit coupling theory for the QAHE in Section 2.

Section 3 shifts the attention to an explanation of the intrinsic

non-Abelian gauge field for properties of QHE and the cause of

the QAHE. The next two sections expand the circumstance to the

three-dimensional topology insulator and a conjecture on the

existence of the FQAHE. Conclusions are drawn in Section 6.

2 Mathematical theory foundation of
the quantum anomalous Hall effect

The difference between the QAHE and QAH lies in the

absence of an external magnetic field, with homogeneous

magnetization M. Their measurements in the magnetic field

can be presented as follows:

ρxy � R0B + 4πRsM. (1)

There are three causes for QHE: The first, the extrinsic

mechanism, views QHE as related to material impurities and

spin–orbit (SO) interaction, such as skew scattering and side-

jump of the lattice; the second, the intrinsic mechanism,

points out that crystal potential is periodic and SO is

interactive; the third, the chirality mechanism, suggests in

noncollinear ferromagnets the spin–orbit interaction causes

the effect [4]. The spin–orbit interaction can be expressed as

follows:

HSO,vac � λvac · σ · k × ∇ ~V( ), (2)

where subscripts SO and vac signify the spin–orbit interaction

and vacuum holes, respectively; the random Rashba coupling

parameter λ has the zero mean and a Gaussian correlator; the

other parameters are k for the wave vector, V for the voltage, and

σ for the current conductivity.

Also, in a 2D high-symmetry system, anomalous Hall effect

Hamiltonian has three forms:

Heff � εk + V +Hint +Hext

Hint � 1
2
b k( ) · σ

Hext � λ · σ · k × ∇V( ).
(3)

The QAHE has the following characteristics: magnetization,

spin-polarized and transverse carriers, Hall voltage on spin

current, and spin accumulation. On the other hand, the pure

spin Hall effect (SHE) is different, without applying any external

magnetic field. The spin–orbit interaction causes electrons to

carry opposite spins to move in opposite directions at the 2D

insulator boundary with metal boundaries. The electric field

provided generates a spin current that fails to create a

charge flow.

The linear response of non-conserved spin current to the

applied electric field can be calculated by the Kubo formula.

σ � e2

ω2
Tr∫ dε

2π
〈v̂iĜ ε + ω( )v̂jĜ ε( )〉. (4)

Taking the static limit, we get the Streda formula as follows:

σIij �
e2

2
Tr∫ dε

2π
−zf ε( )

zε
( )〈v̂i Ĝ

R
ε( ) − Ĝ

A
ε( )[ ]

vjĜ
A

ε( ) − v̂iĜ
R
ε( )v̂j Ĝ

R
ε( ) − Ĝ

A
ε( )[ ]〉

;

σII
ij � e2

2
Tr∫ dε

2π
f ε( )〈v̂izĜ

A
ε( )

zε
v̂jĜ

A
ε( ) − v̂iĜ

A
ε( )v̂j

zĜ
A

ε( )
zε

+ v̂iĜ
R
ε( )v̂jzĜ

R
ε( )

zε
− v̂i

zĜ
R
ε( )

zε
v̂jĜ

R
ε( )〉

, (5)

where Ĝ
A

and Ĝ
R

are the advanced and retarded Green

functions, respectively. The off-diagonal conductivity presents

the contribution from all occupied states. The limit as ω → 0

implies ω → Z/τ.

The difference in cleanliness of the current and the possible

disappearance of Gaussian disorder can be explained by

asymmetric dispersion. Impurities have no effect on the side

view current [5].

The single-particle energy band system is dispersive and does

not support fractional excitation and cannot implement the
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FQHE. A series of topological flat-band lattice models are

expected to overcome the abovementioned difficulties and

implement the FQHE. The tight-binding model of the two-

dimensional triangular lattice model is expressed in the

Hamiltonian. Hall conductivity is calculated by the Kubo

formula:

σxy ω( ) � e2

ω
∫

∞

−∞
dε
2π

∑
mm

∑
k

vx( )nm
Gkam ε + w( ) vy( )

mm
Gknn ε( ) ,

(6)

where the velocity operator v = zH/zk.

Hence, we have

σxy � e2∑
n

∑
k

~f Ekn( ) zAy kn( )
zkx

− zAx kn( )
zky

( ),

where ~f is the Femi statistic function with gauge potential

Aα kn( ) � −i〈kn z

zkα

∣∣∣∣∣∣∣
∣∣∣∣∣∣∣kn〉.

Based on the 2D Rashba model, we obtain the magnetization

Rashba Hamiltonian:

H � εk + α kyσx − kxσy( ) −Mσz,

where εk = k2/2m. Then, the Hall conductivity is

σxy ω( ) � e2

ω
Tr∫

∞

−∞
dε

2π
d2k

2π( )2vxGk ε + ω( )vyGk ε( ), (7)

with vx � km
m − ασy, vy � km

m − ασx, and the energy spectrum is

Ek↑,↓ � ε ∓ λ k( ), λ k( ) ���������
M2 + α2k2

√
,

where M corresponds to a uniform magnetization along the z-

axis, which is uncorrelated with the macroscopic magnetic field,

whose value is half of the spin splitting. The second of the two

contribution terms contributes to the states below the Fermi

energy.

σIIxy � −4e2Mα2 ∫ d2k

2π( )2
f Ek↑( ) − f Ek↓( )

Ek↑ − Ek↓( ) . (8)

Then, we have

σII
xy � e2M

4π
1

λ kF↓( ) −
1

λ kF↑( )( ). (9)

The symmetric breaking of topological material structure

affects the Berry phase and causes the QAHE, while the

Hamiltonian

H � εk + λ k( )σ · n k( ), (10)
where the unit normal vector to the sphere gives

n k( ) � αky

λ k( ),−
αkx

λ k( ),
M
λ k( )( ),

so the conductivity can be expressed in terms of n(k).

σIIxy � −e
2

2
∫ d2k

2π( )2 f Ek↑( )εαβγnαznβ
zkx

znγ
zky

. (11)

Spin current density in the wire can be defined as follows:

Jiα r, t( ) � δL

δAi
α r, t( ). (12)

The aforementioned formula defines a non-conserved

equilibrium spin current, and it is related to real motion. The

redefinition of spin current in Lagrangian allows for the

equilibrium spin current.

L � ∫ d3r Ψ† r, t( ) i
z

zt
−H( )Ψ r, t( ){

L � ∫ d3rΨ+ r, t( ) i
z

zt
+ ∇2

2m
− V r( )( )Ψ r, t( )

.

In rotation space, the local transformation is

Ψ r, t( ) → exp −ign r, t( ) · σ[ ]ψ r, t( ).

Adopting the Lagrangian transformation, we obtain

L � ∫ d3rψ† r, t( ) i
z

zt
− iAi

0 r, t( )σ i( )+[
1
2m

z

zrα
− iAi

α r, t( )σ i( )
2

− V r( )]ψ r, t( )
. (13)

The gauge vectors in the fields are

Ai
0 r, t( ) � g

zni r, t( )
zt

, Ai
α r, t( ) � g

zni r, t( )
zrα

.

Thus, the spin density and spin current density can be

expressed as follows:

Si r, t( ) � δL

δAi
0 r, t( ), J

i
α r, t( ) � δL

δAi
α r, t( ). (14)

For equilibrium spin currents, we consider the simplest

model with two interactive spins in local fields, where

Hamiltonian is given by

H � −JS1 · S2 − B1 · B2 − B2 · B2.

The equation of motion for spin S1 is expressed as follows:

_S1 � i/Z( ) H, S1[ ];
_S1 � J/Z( )S1 × S2 + 1/Z( )S1 × B1.

The spin current density is expressed as follows:

J2→1 ≡
J

Z
S1 × S2 � −J1→2.

The two-point Hubbard model can be used to represent the

interaction between present electrons s.t.
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H � −t c†1αc2α + c†2αc1α( ) + ∑
i�1,2

Un↑i n
↓
i − Bi · Si( ).

The motion equation is expressed as follows:

_S1 � i/Z( ) H, S1[ ]
_S1 � it

2Z
c†1αc2β + c†2αc1β( )σαβ + 1

Z
S1 × B1

. (15)

The spin current density is expressed as follows:

ji2→1 ≡ � it

2Z
c†1αc2β + c†2αc1β( )σαβ � −j1→2. (16)

Therefore, the equilibrium spin current is related to the jump

across different positions. Where − J ≡ 4t2/U. Thus, spin current

density is given by: Therefore, the equilibrium spin current is re-

lated to the jump across different positions.

Applying the six functions based on ground states, we have

the strong e–e interaction such that t/U ≪ 1, and effective

Hamiltonian is expressed as follows:

~H � −J S1 · S2 − 1/4( ) − B1 · S2 − B2 · S2, (17)

where − J ≡ 4t2/U. Thus, the spin current density is given by

~j2→1 ≡
J

Z
S1 × S2. (18)

The anomalous Hall effect (AHE) can lead to the rotating

Hall effect; that is, by studying the anomalous Hall voltage, the

spin Hall voltage and the spin current are generated by rotating

electrons. The relationship between them is derived.

VH � 4RsLjxn↑μB
VSH � 2πRsLjxnμB ,

(19)
jσ � VSHρL

Vsc � 8π2R2
s l

nμB( )2
ρ

jx .
(20)

The intrinsic contribution to the spin Hall effect is given as

follows:

σSH
xy � e

8π
.

Considering impurities and as Nimp → 0,

σSHxy � 0.

This cancellation is special for the Rashba model. Next, AHE

and SHE are quantized with the 2D Dirac model on graphene.

H � v kxσx + kyσy( ) + Δσz. (21)

The energy spectrum is expressed as follows:

ε � ± Ek, Ek �
��������
Δ2 + ]2k2

√
.

Also, the intrinsic Hall conductivity is expressed as follows:

σxy � − e2

4π
Δ
EF

, EF >Δ.

With EF as the gap, the abovementioned expression becomes

σxy � − e2

4π
, σSH

xy � 2
e
σxy.

In the 2D case, the effective conductivity is expressed as

follows:

σIIxy � e2

2
∑
n

∑
k

f Ekn( )εijFij, (22)

where “gauge field tensor” is

Fij � zAj

zki
− zAi

zkj
.

Also, the eigenvector gives

k ↑| 〉 �
��������
M + λ k( )
2λ k( )

√ 1

iα kx + iky( )
M + λ k( )

⎛⎜⎜⎜⎜⎜⎜⎜⎝ ⎞⎟⎟⎟⎟⎟⎟⎟⎠, (23)

A k( ) � − α2ky
2λ k( ) M + λ k( )[ ],

α2kx
2λ k( ) M + λ k( )[ ]( ). (24)

The sub-number Hall anomaly effect is to be implemented on

the lattice model. The key to the fractional topological state is to

realize the near-flat-band structure with a non-mean topology.

Given that the strict flat band (the zero bandwidth) is non-

physical in practical materials, the limit can be relaxed by only

requiring the bandwidth to be much narrower than the band gap

width. The topological flat-band lattice model is expected to

overcome the abovementioned difficulties and implement the

FQHE. In these lattice models, by adjusting the short-range

transition parameters, the SOC strength, or the staggered

magnetic flux, the bandwidth can be made narrower than or

even close to the flat band. Based on the similarity between the

energy band close to the flat band and the Landau level [6], it can

be reckoned that in these flat-band models, the FQHE (or the

fractional topological insulator) can exist stably considering the

repulsive interaction.

In this paper, we will study in detail the 2D triangular lattice

model ignoring the interaction and determine the inhomogeneous

flat-band structure by adjusting the sub-nearest neighbor transition

strength and the staggered magnetic flux to implement the integer

quantumHall effect (IQHE). In thismodel, the IQHE can exist stably

due to a non-uniform magnetic field being applied with a zero net

magnetic field, with the Hall conductivity equal to a topological

constant. In addition, in the continuousmodel under the effect of the

normal magnetic field, the number of the Landau levels is typically 1,

while in this system, a high number, that is, a C ≥ 2 topological flat

band can be implemented.
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3 Non-Abelian gauge theory for the
fractional quantum Hall effect

These fractional phenomena of non-Landau energy levels

define a new class of fractional topological phases or fractional

Chern insulators (FCI). This work studied two situations with

Chern number = 1 and 2, respectively.

At the semiconductor heterojunction interface and under the

measurement condition below the temperature and above the

magnetic field strength, it has been found that ] � σH/(e2/h) �
1/2, 1/3 . . . appears on the platform and that simultaneous

longitudinal resistance is close to zero, that is, the FQHE.

When C = 1, ] = 1/2, 1/4, and 1/3, corresponding to the

boson case. When C = 2, ] = 1/3 and 1/5. In the latter case,

Laughlin’s fermion fractional quantum Hall state abides by the

generalized Pauli exclusion principle.

L. Susskind has given a non-communicative geometric

explanation about the FHE [7, 8]. Through the study into the

Abelian non-exchangeability of the system values of the fermion

and boson lattice systems with strong correlative interactions on

topological flat bands, the Franklin theory based on Chern’s

theory and the filling fraction 1/n are exactly the same at every

level. Similar to the D0-branes described in the string theory, this

theory can also be considered as the quantum theory of mapping

between two non-commutative spaces Qx and Qy. In the toroidal

structure, the FQH state has an odd or even number of quasi-

degenerate ground states. There is a wide energy gap between

these ground states and the high-energy excited states. The

FQHE of the lattice type of the boson system is found to be

different from that of the fermion system of conventional

electrons, and the corresponding FQH state can be regarded

as the chiral spin state in the equivalent spin model. The non-

commutative theory exactly reproduces the quantitative

connection between the filling fraction (level in the

Chern–Simons description) and statistics required by

Laughlin’s theory.

The phase transition between quantum Hall fluid behavior

and the Wigner crystal that occurs at a low filling fraction is a

phase transition in the non-commutative Chern–Simons theory.

The transition would be associated with the spontaneous

breaking of the symmetry under area-preserving

diffeomorphisms of real space Qx. The variation of the gauge

field vector is expressed as follows:

δAi � 2πρ0
zΛ
zQyi

+ zAi

zQyj

Λ
zQyk

� 2πρ0
zΛ
zQyi

+ θ Ai,Λ{ }( )
, (25)

where the carriers have a density of rho0; each particle occupies

the non-communicative area θ = 1/2πρ0; Λ is a parameter related

to gauge transformation. For quantum phase space Qx, its

conjugate momentum is proportional to its coordination;

hence, it is also non-communicative.

The non-exchangeable parameter 1/eB (BA is a substitute

for B in anomalous situation) indicates a single flux subspace.

The NC-CS theory describes the mapping between these two

non-commutative spaces. It should be noted that the space Qy

is incompressible and that the function f(Qy) defined on the

space Qy is non-gauge invariant observables. In the space Qx,

we define

ρ Qx( ) � ρ0 −
1
2π

∇ × A. (26)

As the layers are adiabatically brought together so that the

electrons are easily shared between them, the state must

approach the fractional quantum Hall state with ] = p/n.

Experience with D-branes suggests that the resulting theory

should be a non-Abelian version of the gauge theory. A

natural guess is that it may be the non-commutative

Chern–Simons U(p) theory at level n. The non-

communicative geometrical theory means both the phase and

energy band are (quasi) flat, with certain interaction between

different layers. This causes the symmetry breaking; hence,

Chern number C1 > 1, that is, the FQHE.

The non-dissipative quantum spin current, by the Kubo

formula, in the case of the SOC of the Luttinger Hamiltonian

for p-type semiconductors, it is possible to define a precisely

conserved spin current, that is, the non-dissipative quantum

spin current [9]. For the 1/3 filled boson fractional quantum

anomalous Hall state, when the boundary phase angle is

adjusted, the ground state group maintains its quasi-

degeneracy and a wide energy gap in the low-energy

excited state, indicating that the topological phase is

stable. Under the effect of SU(2), the non-Abelian gauge

field, its curvature tensor results in the non-dissipative spin

Hall effect.

The quasi-hole excitation spectrum shows a characteristic

energy gap between the excited and high-energy excited states,

and there are multiple low-energy quasi-hole excited states

touching at the Γ-point in each momentum partition below

the characteristic energy gap. In a hole-doped semiconductor

with four valence bands of spin–orbit interaction, each hole

contains three quasi-cavities, and the generalized Pauli

exclusion principle is incompatible with the Laughlin 1/

3 fermion fractional quantum Hall state. The spin current of

the two-dimensional subspace of the band can be expressed in

terms of the operator P.

Ji � zH

kj
, Jabi � 1

2
PlΓabPl + PhΓabPh{ }. (27)

Luttinger Hamiltonian can be presented with valence bands

by giving SO(5) Clifford algebra. Under a certain amount of

momentum, the SOC is in a fixed direction of the five-

dimensional space, and the symmetry breaking can be

decomposed into SO(4) � SU(2) × SU(2). This symmetry can

be expressed as a conservative spin current in the light and heavy
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cavity bands, and its quantum response can be accurately

calculated by the Kubo formula.

The Berry curvature and the multi-body number can explain

the non-Abelian unipolar field, equivalent to a vector—or

technically defined as momentum and true Yang-

monopole—in the five-dimensional vector space. The

correctness of quantum mechanical results is determined due

to the entanglement of spin and velocity, a phenomenon that can

be traced back to the non-commutative entanglement between

the current spin operators. In physical systems, the entangled

state driven by the decoherence mechanism may achieve semi-

classical results. Notwithstanding the traditional definition of

spin current, the semi-classical results, using the non-zero

correlation between spin and velocity, combined with the

terms “spin dipole” and “torque moment” in the wave packet

form, can be obtained. The Kubo formula has achieved the same

results.

Using a theoretical model of non-dissipative spin current, the

finite longitudinal charge conductance and dissipation values

associated with charge transport can be calculated [9]. The SOC

system with a gap in the electron excitation spectrum results in

the quantized spin Hall effect. The facts show that the integral of

σxy is expressed as the gauge curvature in the occupied state and

that the Fermi surface of the particle cavity excitation may not

occur. The transition of spin-polarized electrons, usually

described by an unbalanced Green function, can be derived

from the first-principle calculation. The density function is

used to calculate the steady-state electronic structure. The

effect of the semi-infinite electrode is described by the self-

energy function.

The spin SU(2) symmetry type of the SOC model includes

two types of models: Rashba and Dresselhauss. Based on this

symmetry, there may exist a persistent spin helix [10], though

other relaxation mechanisms may lead to its eventual decline.

From the coupling of Rashba and Dresselhauss, the transition

equations for arbitrary strength are provided to explain the chiral

helix states. Will the chiral symmetry be preserved under

anomalous circumstances?

From the analysis in the previous section, the cause of the

anomalous Hall effect falls into three parts: the internal, external,

and chiral effects. Since a non-Abelian gauge field is present

around the Hall device with non-local features, there exits the

chiral symmetry breaking in bilayer graphene, as described in the

γ5 breaking in the non-Abelian field theory, which will

cause FQAH.

The gauge theory implements the basic laws of physics

through local symmetry constraints. Literature [48] reported

a quantum simulation of the extended U(1) lattice gauge

theory and experimentally quantified the gauge invariance in

a multi-body system containing matters and gauge fields.

These fields are realized in an array of boron atoms in a 71-

site optical superlattice. The model parameters are fully

tunable, and the object–gauge interaction is calibrated by

sweeping the quantum phase transition. The degree of

violation of Gauss’s law is measured by extracting the

probability of the local gauge invariant state from related

atomic experiments. As such, a method has been provided for

exploring the gauge symmetry breaking in basic FQAHE

particle interaction.

The research in [11] shows that the Coulomb interaction is

strong enough for the sublattice symmetry breaking to take place

in undoped graphene and for the formation of a strong coupling

extension in the Coulomb Hamiltonian ground state by jumping

kinetic perturbation.

In a two-dimensional graphene with a hexagonal array of

carbon atoms, the Coulomb interaction has the intrinsic property

of interacting the relativistic Fermi subsystem with U(4)
symmetry. The dynamics of the continuous field theory can

be described by its low-energy (< 1ev) action.

S � ∫ d3x∑
4

k�1
�ψk zt izt − At( ) + vF �γ · i �∇ − �A( )[ ]ψk

− ϵ
4e2

∫ d3xFab
1

2
���
−z2

√ Fab

, (28)

where the integral is taken over the Qx plane; vF is the velocity of

the massless electron in graphene; γ is a Dirac matrix in quantum

field theory (for the band matrix using Γ and γB to present); the

superscript t means a hopping term; Fab is the gauge field term.

Herein, non-dimensional parameters can be used to perform

extensions that can be renormalized with a parameter 1
N.

Further generalizing the previous expression to a strong

coupling field, we have two terms of Hamilton: a hopping

term and a Coulomb interaction term. The generation and

annihilation operators of an electron are denoted by ψ†
σ,n and

ψσ,n, respectively. The state has two rotation states, identified by ↑
or ↓ for a rotating spin label as σ, on either A or B sublattice. The

parameter u0 is the on-site self-energy of the electron and the

hole [11].

H � Ht +He

Ht � t ∑
A,i,σ

ψ†
σ,A+siψσ,A + ψ†

σ,Aψσ,A+si( )

He � e2

8πϵa ∑
n

u0ρ
2
n +

e2

8πϵa ∑
n≠n′

ρn
1

n − n′
∣∣∣∣ ∣∣∣∣

. (29)

The lattice translation symmetry breaking is spontaneously

related to some sort of gap generation. The symmetry breaking

parameter can be expressed as the following operator’s

mathematical expectation:

Hm � ∑
n∈A

−∑
n∈B

⎛⎝ ⎞⎠ μ0ψ
†
σ,n + �μ · ψ†

σ,n
�σσσ′ψσ′,n[ ]. (30)

This mass term is constant at time reversal and flat valence,

but the U(4) pattern of symmetry breaking is formed by the

fermion surface state and the chiral Landau level of the magnetic

field Weyl semimetal film. If the parameters of μ are non-zero,
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the symmetry breaking forms U(4) → U(1) pattern, only one of
which is zero, hence, the U(4) → U(2) × U(2) pattern.

Within a fairly wide range of resonant potentials, changing

the strength of the binding potential makes no difference to

the edge excitation sequence, which also shows the topological

stability of the quantum Hall state. The ground state

approximation to the complete Hamiltonian has been

found, with the Coulomb energy usually greater than the

kinetic energy of the electron. By integrating over the

Brillouin region, the charge density of the diagonal energy

is obtained.

He � e2

4πϵa∫ d2k|ρ̂ k( )|2 u0

2
+(

∑
n≠0,n∈A

eik·n
1
|n| +

cos k
n + s1| |[ ]⎞⎠

. (31)

The perturbation theory is applied to calculate Hamilton’s

effect, with the finding that the lower energy state is an

antiferromagnetic state. While Hamiltonian for the degenerate

ground states proves effective as

Heff � −Ht
1
He

Ht

� −t2
e2

4πϵa u0 − 1( )
∑
A,si ,σ

ψ†
σ,A+siψσ,Aψ

†
σ,Aψσ,A+si(

+ψ†
σ,Aψσ,A+siψ

†
σ,A+siψσ,A)

. (32)

The abovementioned equation can be simplified through the

Pauli matrix. The Haldane–Bose–Hubbard model is used to

describe the ground state and its low-energy dynamics. The

topological flat-band model is an extended version of the

Haldane model. At least one band has a non-mean topology,

that is, a non-zero Chern number C = 1; each band has a narrow

bandwidth; and there is a wide gap between the bands. For the

cellular lattice Haldane model, if only the nearest neighbor and

the next nearest neighbor are allowed to jump, the flatness ratio is

only 7; if the next nearest neighbor jump is allowed, a large class

of parameter space can be found by numerical search in the non-

zero number of topological flat bands.

Each location corresponds to the basic excited state of an

electronic lattice, whose energy is expressed as U and is

approximately 10 ev.

The Hubbard model interaction discloses many properties of

graphene, especially its sublattice symmetry breaking ground

state is an antiferromagnetic Mott insulator. Illustrations are

provided on both the quantum phase diagram of the top half of

the top-filled fill and also on the quantum phase transition from

the FQAH state to other symmetrically fractured phases. Derived

from the strong correlative effect of hard bosons (unlike the

Coulomb interaction between conventional electron or fermion

systems), the lattice type of the FQHE of the boson system can be

regarded as a chiral symmetry in an equivalent spin

model.Meanwhile, most theories and experience predict the

fractional quantum anomalous Hall effect (FQAHE) on lattice

structures, such as the honeycomb or quantum flux state, which

is also known as the topological nematic state. In the topological

flat-bandmodel, considering the short-range interaction between

the hard boson systems, a large number of numerical calculations

and systematic theoretical analysis have provided strong evidence

for lattice FQHE [12]. In the toroidal structure, the fractional

quantum anomalous Hall state has an even number of quasi-

degenerate ground states that share a quantized number, with

wide energy gaps between the excited states.

The quantum Hall effect is a dissipation-free quantum

transport property caused by the quantization of the Landau

level under an externally enhanced magnetic field. At present, the

quantum anomalous Hall effect that has been proposed or

realized is concentrated in the small Chern number system

with a Chern number of 1 (based on magnetic topological

insulator films) or 2 (based on single-layer graphene), and the

size of the Chern number directly corresponds to the quantum.

The number of channels and the status of the low Chen number

also significantly affect the working efficiency of quantum

anomalous Hall devices.

FIGURE 1
(A) Star-like lattice with primitive vectors of the Bravais lattice and (B) reciprocal vectors.
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The first Chern number is defined as C1 � ∫ d2kfxy(k)
withfxy(k) � zxAy − zAx and Ai(k) � −i ∑

En<Ef
〈n, k|zi|n, k〉,

and the QAHE is described in terms of the nontrivial Chern

number.

By calculating the Berry curvature distribution, the quantized

five Chern numbers are found to be C1 = −1, 2, 1, 1, and 2,

respectively, with the Fermi level lying in these five gaps. In a

general quantum anomalous Hall system, a honeycombed

Kagome lattice structure can be obtained, where there exists a

near-flat band with C1 = 1. The FQAHE may be implemented.

The zigzag star-like lattice has chiral edge states, which endow the

system with topological properties.

With respect to the hopping of

H � t∑
A,i

ψ†
A+siψA + ψ†

AψA+si( )

+U
2

∑
n∈A,B

∑
σ�↑↑↓

ψ†
σnψσn − 1⎛⎝ ⎞⎠

2 , (33)

there are two terms in Figure 1. Assuming that the magnitude of

the jump between adjacent points takes the same value within

each of the triangles t1 and t2 as between them, with t2 < 3
2t1, the

probability that the electrons jump out of each of the triangles is

less than the probability of jumping between the triangles. This

assumption means that the three points can be strongly

combined into one single point. The result in this case is

similar to that in the case of graphene in the low-energy

band, which is similar to the Kagome lattice in the opposite

case with t2 < 3
2t1. At this point, t2 = t1 will cause the gap to shrink.

In the absence of Rashba SOC and exchange fields, the six-site

cells form six bands with double degradation.

For the Berry curvature and multi-body calculations, the

boundary phases θ1 and θ2 are introduced in two directions of

periodic boundary conditions, and the number of quantum

multi-body states (the corresponding Berry phase 2πC) is

obtained by integrating throughout the boundary phase space.

C � 1
2π ∫∫ dθ1dθ2F(θ1, θ2), Berry

curvature. F(θ1, θ2) � Im(〈zΨzθ2 | zΨ
zθ1
〉 − 〈zΨzθ1 | zΨ

zθ2
〉).

For Ns = 24, 36, and 40 lattices, the two ground states in the

quasi-degenerate ground state group are in separate momentum

partitions. As the boundary phase is adjusted, the two ground

states evolve and cross the energy levels, but there remains a wide

characteristic energy gap between these ground states with the

low-energy excited states. For Ns = 32 lattices, the two ground

states in the quasi-degenerate ground state group are at

momentum partitions; as the boundary phase is adjusted, each

ground state evolves to itself and avoids crossing energy levels. In

the case where the two ground states are in separate momentum

partitions, numerical calculations show that each ground state

contributes almost equally to the Berry phase of π, that is,

provided the total number of turns C = 1, each ground state

corresponds to a fractional number of 1/2. In the case where the

two ground states are in the same momentum partition,

numerical calculations show that one of the ground states

contributes a Berry phase of 2π, while the other contributes a

Berry phase of zero; still, provided the total number of turns C =

1, each ground state is the average of Chern number, 1/2.

Generally, the filling factor and the Chern number can be

related by ] � k/(C1 + 1) [20], where k is the wave number. From

recent research reports [13–22], it can be known that the FQAHE

exists with fill numbers 1/2, 1/3, 2/5, 4/5, 5/2, and 7/2.

FIGURE 2
(A) Schematic of the three-dimensional quantum device interface with two-layer localized system evolution with a coupling scale factor. (B)
Pairing spatial profile for amplitude and tunneling strength M(x) induced by the superconductors and insulator. (C) Energy band and band gap
diagram along the high-symmetry line.
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4 Wannier’s function of the fractional
quantum Hall effect

For the extended Haldane model with topological flat bands,

the three-body hardcore bosons filled with strong correlative

interactions were studied, with the discovery of the non-Abelian

type (non-Abelian) quantum Hall effect. The non-Abelian

quantum Hall effect of this lattice type has characteristic

triplet ground state topological degeneracy, a quantized Chern

number, a wider characteristic energy gap, a characteristic quasi-

hole excitation spectrum, and a number of particles with

topological degeneracy parity effect. The non-Abelian

quantum Hall effect of bosons discovered by the author has

similar topological properties to the Moore-Read state filled with

Landau level 5/2. In contrast, the image of the Fermi-type and

Moore-Read states in the two-dimensional electron gas has not

been fully created so far. There remain some differences and

disputes between numerical calculation and theoretical analysis.

For quasi-hole fraction statistics, since the Laughlin wave

single-particle and the many-body function for FQH states are

not directly connected with FQAH states, the quasi-hole states in

non-Abelian quantum anomalous Hall phases can be counted by

the generalized Pauli exclusion principle. Using the Wannier

representation of the topological flat band, a Norb = Ns/2 periodic

single-particle orbit is formed. Now, take Norb = 12 as an

example. The number of bosons occupied in two consecutive

orbits does not exceed two, and the generalized Pauli exclusion

principle gives the following three configurations of ground state

distribution

|nλ1, nλ2, . . . , nλNorb
〉: (02) ≡ |02020202〉,(20) ≡ |202020202020〉

and (11) ≡ |11111111〉. Now, count the number of bosons from

the three ground state configurations (02), (20), and (11). The

occupancy configuration of the double quasi-hole state of the

boson should be a mixture of two ground-state configurations

that forms two domain walls, each of which represents a

fractional charge of 1/2. A simple analysis gives six

configurations with an odd number of 1 s: | . . . 20|1|020 . . .

〉,| . . . 20|111|020 . . . 〉,| . . . 020|11111 |020 . . . 〉,. . ., and

|0|11111111111〉. Two of the domain walls (quasi-holes) are

represented by two vertical lines (‖). Considering the

12 translations of the abovementioned six configurations,

there are finally 72 (generally Norb = Ns/2) double quasi-cavity

states in total. This count is completely consistent with the

numerical calculation results. In the band calculated by DFT,

the construction of a tightly bound Hamiltonian is implemented

with the help of the largest localizedWannier function (ML-WF).

Through the Brillouin zone, the wavefunction cannot be

regarded as single valued; then, unidimensional Wannier

functions are maximally localized in the y direction by

taking the eigenstates of ky on y. Let the occupied band of

a QAH system be |kx, ky〉, with the Berry phase gauge field

vector Ai, Ay = 0, the Wannier function with local

maximization has explicit form [23].

W ky, x( )
∣∣∣∣∣ 〉 � 1��

Lx

√ ∑
kx

e
−i∫

kx

0

Ax px,ky( )dpx

·e−ikx x−θ ky( )
2π( )

kx, ky
∣∣∣∣ 〉

, (34)

where px , py are the branches of the projection operator on each

coordinate. For lattice sites’ labels,

θ ky( ) � ∫
2π

0
Ax pz, yk( )dpx, x ∈ Z,

the phase factor eiθ(ky)kx/2π of the Bloch function is periodically

guaranteed with kx → kx + 2π. Hence, the Wannier function

satisfies the following warp boundary condition:

W ky + 2π, x( )
∣∣∣∣∣ 〉 � W ky, x + C1( )

∣∣∣∣∣ 〉. (35)

This method can be easily extended to more general FQAH

states such as the Moore-Read state of non-Abelian quasiparticles,

thus determining the various topological properties of the fractional

quantum anomalous Hall (FCI/FQAH) state. Considering that the

fractional quantum anomalous Hall (FCI/FQAH) state is first

realized in the optical lattice cold atomic system, a feasible

experimental detection method can also be devised for edge

excitation. The edge space excitation spectrum in dish geometry

is found in the real space strict diagonalization (ED) calculation, and

similar results are obtained based on the study of the quantum

entanglement spectrum [23]. In the hard boson-filled Haldane dish

model and the Kagome lattice dish model, a series of characteristic

edge excitation spectra have been found consistent with the chiral

Luttinger liquid theory. By inserting and adjusting the magnetic flux

in the center of the dish structure, it is further verified that the

compressibility of the excited state is indeed the chiral edge state of

the carrying current. Within the particular lattice structure of this

system, the intrinsic and additional Rashba SOCs compete with each

other, allowing one to adjust the number and position of Dirac

cones. When the time inversion invariance is no longer preserved,

the energy band structure of the system will exhibit various QAHEs

with distinct Chern numbers (C1 > 1).

It is also predicted that a large number of turns can be achieved

in a magnetic three-dimensional topological insulator film, in which

case the film system needs to jump out of two-dimensional

limitations. Under two-dimensional constraints, the number of

QAHEs derived from the direct coupling of the upper and lower

surface states of the sample is the minimum. When the film is

thicker, the conduction band energy band and the valence band

energy band, which are constrained in two directions, will cause

multiple band inversions under the influence of the coupling

between the Zeeman field and the spin–orbit, with the state

|FTI〉 � |1/m, ↑〉 ⊗ | − 1/m, ↓〉. Therefore, the number of

QAHEs strongly depends on the relative size between the

Zeeman field and the sample thickness, which determines the

spacing between the sub-bands. For samples of different

thicknesses, increasing the Zeeman field strength can increase the
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number of turns to a larger integer, which is contrary to the fact that

the Hall conductivity of the general quantumHall effect decreases as

the magnetic field strength increases.

Another way to build a local Wannier function is to use the

largest localization method proposed by Marzari and Vanderbilt. In

this method, they introduce a local function to strictly define the

locality of theWannier function and transform the matrixU(N) by
optimizing the specification so that the local function reaches a

minimum. Then, generalize the expression of the maximally

localized Wannier function with N occupied bands [23]:

Wi ky, x( )
∣∣∣∣∣ 〉 � 1��

Lx

√ ∑
kx,m,n

e
−ikx x−θi ky( )

2π( )
ui
m

· Pe
−i∫kx

0
Ax px,ky( )dpx[ ]

mn

n, kx, ky
∣∣∣∣ 〉

. (36)

With eiθn(ky), i � 1, 2, . . . , N, they are the eigenvalues of

Wilson’s loop operator (inside []) and uim the corresponding

eigenstates. Here, Ax(px, kx)mn is the gauge field vector of the

Berry curvature.

For the multilayer FQAH system with C1 = 2,

|W(ky + 2π, n)〉 � |W(ky, n + 2)〉. We will see that all

components of the stretch function can be represented by

overlapping matrices. In practical calculations, each overlap

matrix needs to be given from the first-principle calculation.

W1
K�ky+2πn

∣∣∣∣∣ 〉 � W Ky, 2n − 1( )
∣∣∣∣∣ 〉

W2
K�ky+2πn

∣∣∣∣∣ 〉 � W ky, 2n( )
∣∣∣∣∣ 〉

(37)

such that both the parameters K and |W1,2
K 〉 are continuous and

that the contributions of all components of the broadening

function in the x direction are interrelated.

Multilayer FQH states can exhibit a great diversity of

topological states. The wavefunction of Laughlin states at

states (mnl) can be expressed as follows [24]:

Ψ zi{ }, wi{ }( ) � ∏
i<j

zi − zj( )m wi − wj( )n

∏
i,j

zi − zj( )l · −∑
i

|zi|2 + |wi|2( )/4l2B⎡⎣ ⎤⎦ ,
(38)

where lB is the magnetic length in each layer; zi and wi are the ith

particle’s complex coordinates, which are intrinsically in the non-

Abelian states for multilayer.

In the actual calculation process of two-layer FQAH, the

Bloch wavefunction is usually projected onto some appropriate

local orbits and used as the initial value of the maximum

localization process. Tx and Ty, in the Wannier states, are

given by [25]

Tx W
1
K

∣∣∣∣ 〉 � W2
K

∣∣∣∣ 〉, Tx W
2
K

∣∣∣∣ 〉 � W1
K+2π

∣∣∣∣ 〉
Ty W

a
K

∣∣∣∣ 〉 � eiK Wa
K

∣∣∣∣ 〉 .
(39)

We calculated the electronic structure of the interfacial

region and its evolution with the interface coupling scale

factor. For the two subsystems that are not coupled, we found

that the QSH insulator had a one-dimensional Dirac edge state,

while the edge of the QAH insulator, with a number C = 2, had

two edge states with chiral edge states. The valence band of the

energy valley position (K and K′) and the energy gap state of the

conduction band construct the two QAH edge states. They have

the same spin polarization but are localized in the K or K′ energy
valley. The torus with the misaligned layer can be connected by

the “wormhole” of the branch cutting, and it has a nontrivial

topological degeneracy [26].

The topological degeneracy from the edge state can also be

explained by chiral symmetry breaking, since hardcore bosons

have been filled into the Haldane dish model and the Kagome

lattice dish model, and a series of characteristic edge excitation

spectra have been found, which is consistent with the chiral

Luttinger liquid theory. By inserting and adjusting the magnetic

flux in the center of the dish structure, it is further verified that

the compressibility of these excited states is indeed the chiral edge

state of the carrying current. Let N0 be the number of all possible

states, (mnl) are the Laughlin states in Eq. 39. Then, the

topological degeneracy of pairs of dislocations is as follows [27]:

N � N0

m + 1( )2n−1 � m2 − l2( ) m − l( )n−1∣∣∣∣ ∣∣∣∣. (40)

The two oppositely polarized interfacial states are localized in

two energy valleys that are far apart in the momentum space.

That is to say, the formation of the QSH/HQAH interface makes

the spin polarization of the interfacial state dependent on the

energy valley, with d � ��
m

√
as the quantum dimension. The

coupling of spin and energy physics for the interface makes it

possible to distinguish the energy of the valley by controlling the

degree of spin freedom [28].

The effective Hamiltonian of the interface system is

constructed directly from the Wannier Hamiltonian of two

individual materials using the effect term U(2). Finally, we
use the Green function method for interfaces to calculate the

local state density of the interfacial region. It is noteworthy that

when the Wannier function is generated to handle interface

problems, Wannier-based functions in two systems should be

selected as consistently as possible. Only in this way can the

coupling matrix of the material passing through the interface be

well defined as U(1) × U(1) by Chern–Simons theory [29].

Therefore, we used the projected atomic orbital Wannier

function and rejected the maximum localization process.

Using the vacuum level as a reference, we aligned the valence

bands of two bulk materials in the interface system to a uniform

Fermi energy [30].

As a new topological quantum state, quantum anomalous

Hall insulators (Chern insulators) have attracted wide attention

due to their unique edge state characteristics. Combining the

first-principle calculation method and the tight-binding model

based on the Wannier function, we prove that SOC can
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transform a typical semi-Dirac system, namely, TiO2/

VO2 composite structure, into a quantum anomalous Hall

insulator, with the further discovery that there is only one

special type[31].

This transformation can only be implemented in the semi-

Dirac system. Unlike the usual semi-Dirac spectrum, temporarily

called the second type of semi-Dirac spectrum, that system can

actually be regarded as a combination of three common Dirac

cones. Our results reveal the non-mean topological properties of

this type of semi-Dirac system and provide new ideas and

approaches for implementing QAHEs in real systems [32]. In

addition, we have proposed other composite systems that can

implement Chern insulation. These solutions are expected to not

only to create new possibilities for developing more accessible,

higher temperature Chern insulators but also to lay a necessary

material basis for designing topological quantum devices [33].

Due to the unique Dirac cone surface state that not only has

topological insulators become a research hotspot in condensed

matter physics and material science, but they also promise

potential application prospects in low-energy electronic

devices. Therefore, once the topological insulator phase can be

realized in the traditional III–V semiconductor, it will be of great

significance to spintronic applications and quantum computing

methods. We propose a universal strategy for implementing

topological insulators in III–V semiconductors by means of

helium atom doping and applied stress. Using the first-

principle method based on the maximum localized Wannier

function to directly calculate the Z2 topological invariants and

surface states of the system, we find that under applied stress,

AlBi (GaBi and InBi) can serve as topological insulators

(semimetals). We further demonstrate that erbium doping can

induce topological phase transitions in traditional III–V

semiconductors such as GaAs semiconductors. In view of the

maturity of modern technology in the semiconductor industry

and the wide application of III–V semiconductors in electronic

devices, our proposed method provides new design ideas for the

preparation of large-scale topological insulator electronic devices

that are easy to integrate and control [34].

By studying the interface between quantum spins and

quantum anomalous Hall insulators and analyzing the

effective model, we find that there are stable and specific

chiral topological interfacial states at the interface between the

two. Using the tight-binding model and the first-principle

calculation based on the maximum localized Wannier

function, we move on to systematically analyze the unique

properties of the interfacial state between quantum spin Hall

insulators and different quantum anomalous Hall insulators,

including single-energy valley QAH [14], the multi-energy

valley high number QAH, and valley-polarized QAH

insulators. Despite the existence of topological interfaces on

these interfaces, they have different specific behaviors. Since

the interface exists between two materials, its state is naturally

protected from the effects of edge defects, chemical

modifications, and the like. Therefore, the interfacial state

should be more stable and less sensitive to external

disturbances than the surface state. Our results have not only

gained an important understanding of the topological properties

of materials but also provided a possible way to enhance the

performance and stability of topological electronic devices in

real-world environments [35–40].

5 Multilayer fractional quantum Hall
effect model

We propose an approach to implement the multilayer FQAH

model. The top and bottom sides are connected to two external

charge reservoirs. The quantum devices have two TI layers with

different chiral properties and FQAHE at their edge. The wave vector

is fixed somewhere in the y direction, with periodic phases in the x

direction, which can be expanded by theWannier function to create a

band gap due to the intrinsic topological invariant, hence, the FQAH

nematic state. Now, the device can be divided into two parts, as

shown in Figure 2, the one on the left side g < 0 and the other on the

right side g > 0 (g is the Landau factor). The two sides are connected

by a quantum wire matrix (the blue block) to change Majorana

fermions.In the case of bilayer graphene, expand the Hamiltonian,

considering the effects of Rashba SOC α, intrinsic exchange fieldM,

and imbalance U(τ) means the Pauli matrix of the layer degrees of

freedom [28].

H � vσ · kψs +Mψσ+sz +
α1 + αh

2
( ) σ × s( )z[ ]ψτ

+ αl − αh( ) σ × s( )z + Uψσ+s[ ]τz
+1
2
t⊥ψs xτx + σyτy( )

. (41)

Subject to the boundary condition ψ(y � 0, L) � 0 and

according to the calculation from [28–34], l is the energy

dispersion in terms of λ.

ϵ � μ M2 + v2 k2x − λ( ) + 2α2{
+2s

����������������������
α4 + v2 k2x − λ2( ) M2 + α2( )

√
}
1/2 . (42)

The magnetic heterostructures in which two sub-monolayers of

transition metals embedded in the semiconductor TI host form the

ferromagnetic delta (δ)-layers within which there may appear two

distinct types of in-gap bound states: the symmetric and

antisymmetric states. The symmetric state is a one-to-one

correspondence to the origin of the convenient confinement states

of carriers at interface insertions in traditional semiconductor-layered

structures, while the antisymmetric state is a close analogy to the

topological surface states attributed to the Z2 invariant for TI [41–45].

The latter emerges near the δ layer, where the topological invariance is

locally destroyed, and the antisymmetric state represents the

anomalous topological properties of the host material [46–50].

Therefore, it is feasible to design a control gate for quantum

spin transport on the clean surface holding the helical electrons.
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The essential advantage of this mechanism is that the time

reversal symmetry breaking and the helical state gapping are

achieved on the surface [51, 52].

6 Conclusion and discussion

In this paper, we have discussed the cause of FQAH with a non-

Abelian quantum field theory. We have also investigated the physical

reliability of a FQAH device. The spontaneously topological chiral

symmetry breaking of fermions hopping on a honeycomb lattice in

the presence of a synthetic non-Abelian gauge potential has been

identified as the cause of FQAH. The topological quantum Berry

phase transition indicates the hopping of sublattice and the Coulomb

energy through interaction betweenmany-body particles causes a pre-

formed band inversion in the band structure. With the integration on

continuous breaking, the non-locality symmetry breaking of theHiggs

field will affect the band topological phase property and the gap

amplitude in a way that will engender different energy level platforms

with distinct phase shifting.

Anovel type of the FQHE is foundon the topologicalflat belt. The

VASP simulation and experiment have shown the following items: the

topologically quasi-degenerate ground state group, topologically stable

characteristic energy gap, the characteristic momentum correlation of

the ground state group, the topological evolution of the ground state

group, the smooth Berry curvature, fractional Hall conductivity (or

fractional aging number), quasi-hole excited fractional charge

statistics, and chiral edge excitation. This effect is distinct from the

continuous FQHE on the traditional Landau level. Without requiring

any externalmagnetic field, it has a large characteristic energy gap and

can exist at higher temperatures. It does not require a single-particle

Landau level and cannot be used in conventional ways. The Laughlin

wave function describes these fractional phenomena with no external

magnetic field and no Landau energy levels and defines a new class of

fractional topological phases, also known as fractional insulators. The

fractional quantum Hall effect is also called the fractional quantum

anomalous Hall effect.

Some possible theoretical research directions are outlined as

follows: proposal of other topological flat belt models, including a

better topological flat-belt model with high Chern numbers and a

lattice model with multiple topological flat belts at the same time;

exploration into the abnormal edges of fractional topological phases on

topological flat belts excitation; exploration into Abelian and non-

Abelian fractional statistics on topological flat belts; exploration into

singular fraction statistics and edge excitations on topological flat belts

with high Chern numbers; exploration into possible fractional

superconducting phases and superfluid phases; a qualitative and

quantitative comparative study on the numerical wavefunction and

analytical wavefunction of the FQHE on the topological flat belt;

exploration into the topological order and the superfluid phase, the

solid phase, and the topological quantum phase change characteristics.

Experimental research in this field is in more urgent need of working

out how to realize topological flat bands in condensedmattermaterials

and in cold atom optical lattices, how to realize fractional quantum

anomalousHall states in both types of systems, how to detect the exact

topological order, and how to detect the fractionalization.

A recent systematic experiment found that the quantum

anomalous Hall effect with different Chern numbers can be

achieved by regulating the magnetization direction of a single-layer

transition metal oxide material by applying a weak magnetic field. At

the Fermi level, both materials have six spin-polarized Dirac points.

After introducing spin–orbit coupling, eachDirac point contributes half

a quantized Hall conductance, but in different directions. When the

magnetization direction is in-plane and the vertical mirror symmetry is

broken, four Dirac points have the same Berry curvature, and the

remaining twoDirac points have opposite Berry curvatures; at this time,

the system has a Chern number of 1. This constitutes an integer order

quantum anomalous Hall effect. When the magnetization direction

deviates from the system plane, the six Dirac points contribute to the

same direction of the Berry curvature. At this time, the system has a

quantum anomalous Hall effect with a Chen number of 3. This

experiment not only provides a new material platform to study the

quantum anomalous Hall effect but more importantly reveals the

existence of the quantum anomalous Hall effect with tunable Chen

number (i.e., fractional order) and its physical causes.
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Multi-party semi-quantum
private comparison based on the
maximally entangled GHZ-type
states

WanQing Wu1,2*, LingNa Guo1,2 and MingZhe Xie1,2

1School of Cyber Security and Computer, Hebei University, Baoding, China, 2Key Laboratory on High
Trusted Information System in Hebei Province, Hebei University, Baoding, China

The goal of semi-quantum privacy comparison (SQPC) is to use a small amount

of quantum capabilities to compare private information for equality. In recent

years, research on semi-quantum privacy comparison protocol hasmade some

achievements. However, most of SQPC protocols can merely compare the

private information of two parties, and the research of multi-party SQPC

protocols are still scarce. If the number of participants is more than two, the

protocol needs to be executed multiple times. Therefore, we proposed amulti-

party semi-quantum private comparison protocol based on the maximally

entangled GHZ-type state, which has the capability to compare the equality

of n parties by executing the protocol once. What is more, the transmission of

participant’s encrypted information is not through the classical channel, which

improves the security of the protocol. Finally, the security analysis shows that

outsider attacks, dishonest participants attacks and semi-honest TP attacks are

all invalid for this protocol.

KEYWORDS

semi-quantum private comparison, multi-party, GHZ states, quantum cryptography,
information security

1 Introduction

Secure multi-party computing (SMC) is an momentous topic in classical cryptography.

It originates from the millionaire problem proposed by Yao [1] in 1982, that is, comparing

two millionaires who are richer without disclosing their real assets. With the proposal of

quantum parallel algorithm, the security of SMC based on computational complexity is

seriously challenged. In order to overcome the shortcomings of classical SMC in security,

classical SMC has been extended to the field of quantum mechanics.

In 1984, Bennett and Brassard [2] applied quantum mechanics to classical

cryptography and proposed the first quantum key distribution protocol. Since then,

various quantum cryptography protocols have been proposed, such as quantum key

distribution (QKD) [2–6], quantum dialogue (QD) [7, 8], quantum summation [9, 10],

quantum encryption (QPQ) [11, 12], quantum signature [13–16].

The quantum privacy comparison protocol (QPC) is an essential branch of the SQPC

protocol, which has attracted extensive attention of many scholars. In 2009, Yang and Wen
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[17] presented the first quantum privacy comparison protocol

using Bell states as carrier particles. Since then, QPC protocols with

different quantum states as quantum resources have been

proposed one after another. For example, many QPC protocols

are based on single photon [18], Bell state [19–21], GHZ state [22,

23], multi-particle entangled state [24–26], and so on.

The most of quantum privacy comparison protocols require

participants to have full quantum capabilities. In other words, all

participants are allowed to use various quantum devices, such as

quantum memory [27], entangled state generator [28] and

quantum unitary operators [29]. However, quantum resources

are currently very scarce, and it is impractical for all participants

to have full quantum capabilities.

In order to solve the problem of scarcity of quantum resources,

in 2007, Boyer et al. [30, 31] proposed the concept of semi-quantum

and designed the first semi-quantum key distribution (SQKD)

protocol, where he defined two kinds of participants. One is a

“full quantum user” with complete quantum capabilities, and the

other is a “classical user” who is limited to the following four

operations: (1) reflecting the received qubits directly.; (2)

measuring the received qubits with Z basis {|0〉, |1〉}; (3)

preparing a new qubit with Z basis {|0〉, |1〉}; (4) reordering the

qubits via different delay lines. Since the semi-quantum protocol can

reduce the use of quantum resources, the concept of semi-quantum

is applied to the QPC protocol. In 2016, Chou et al. [32] introduced

the semi-quantum concept into the QPC protocol and proposed the

first semi-quantum privacy comparison protocol based on Bell

entanglement exchange. Similar protocols have been proposed

from then on. In 2018, Ye et al. [33] constructed a SQPC

protocol using two-particles entangled state with measure-resend

characteristics. The next year, Lin et al. [34] put forward an efficient

SQPC protocol with an semi-honest third party based on single

photons. Recently, Tian et al. [35] proposed a robust SQPC protocol

with W-state, which can resist the loss of a single qubit. In 2021,

Zhou et al. [36] proposed a semi-quantum secret comparison

protocol based on Bell state, which can compare the secret

relationship between two classical participants in one execution

without revealing their secrets. In 2022, Tang et al. [37] presented

two SQPC protocol with DF states with good robustness properties

against noise in the channel.

However, most of the current SQPC protocols can only

compare the equality of two parties, and it is difficult to extend

to multiple parties. If one want to use these two-party SQPC

protocols to complete the comparison among n participants, the

protocol need to be executed n − 1 times. To solve this problem, we

propose a SQPC protocol using the maximally entangled GHZ-

type state, which can compare multi-party information via execute

the protocol at once. What is more, the quantum states and

quantum operations required in our protocol can be realized

under the existing technology.

The structure of this paper is organized as follows: Section 2

describes the proposed protocol explicitly and analyze its

correctness; in Section 3, the security analysis is demonstrated

in terms of outsider attack and insider attack. In Section 4, we

compare our protocol with some existing; finally, we give a

summary about this paper in Section 5.

2 The proposed scheme

2.1 Prerequisites

Before the description of our protocol, some prerequisites of

the proposed protocol should be put forward in advance as

following.

1. Suppose the protocol has n participants Pi(i = 1, 2, . . ., n).

Every participant owns the private information

Xi � x1
i x

2
i/xm

i , where xji ∈ {0, 1}, j � 1, 2, . . . , m. And

the aim is to compare their private information for

equality with the help of the semi-honest third-party (TP).

Semi-honest refers to that TP may misbehave, but cannot

conspire with others.

2. All participants use SQKD to generate the same secret key

KP � (k1P, k2P, . . . , kmP ). Here, kjp ∈ {0, 1}, (j � 1, 2, . . . , m).
Then, Pi encodes his secrets x

j
i with the shared keys kjp:

Rj
i � xj

i ⊕ kjP,

where Ri � {R1
i , R

2
i , . . . , R

m
i }, Rj

i ∈ {0, 1} is the jth bit of Ri. And

“⊕” indicates the modulo 2 addition operation.

3. In this paper, the GHZ-type state is used to construct an SQPC

protocol, which is described as follows:

|φ〉 � 1
2

|000〉 + |011〉 + |101〉 + |110〉( )
� 1�

2
√ |0〉|ϕ+〉 + |1〉|ψ+〉( ).

(1)

Here, |ϕ+〉, |ϕ−〉, |ψ+〉 and |ψ−〉 are four Bell states, which can be

expressed as:

|ϕ+〉 � 1�
2

√ |00〉 + |11〉( ),
|ϕ−〉 � 1�

2
√ |00〉 − |11〉( ),

|ψ+〉 � 1�
2

√ |01〉 + |10〉( ),
|ψ−〉 � 1�

2
√ |01〉 − |10〉( ).

(2)

From Eq. 2 we can also infer that:

|00〉 � 1�
2

√ |ϕ+〉 + |ϕ−〉( ),
|01〉 � 1�

2
√ |ψ+〉 + |ψ−〉( ),

|10〉 � 1�
2

√ |ψ+〉 − |ψ−〉( ),
|11〉 � 1�

2
√ |ϕ+〉 − |ϕ−〉( ).

(3)
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2.2 Protocol steps

Now, we present our proposed protocol in detail.

Step 1. TP prepares 2nm three-qubit entangle states |ψ〉
described in Eq.1 to form n quantum sequence S1, S2, . . ., Sn,

and each sequence Si (i ∈ {1, 2, . . ., n}) includes 2m quantum

states |ψ〉, i.e.

Si � Q1
TPi

Q1
Ti
Q1

Pi
, Q2

TPi
Q2

Ti
Q2

Pi
, . . . , Q2m

TPi
Q2m

Ti
Q2m

Pi
( ).

Here, the order of GHZ-type state in Si are indicated in

superscripts 1, 2, . . ., 2m. Afterwards, TP divides these

particles into three sequences:

STPi � Q1
TPi

, Q2
TPi

, . . . , Q2m
TPi

( ),
STi � Q1

Ti
, Q2

Ti
, . . . , Q2m

Ti
( ),

SPi � Q1
Pi
, Q2

Pi
, . . . , Q2m

Pi
( ).

Finally, TP stores STPi and STi, and transmits SPi to Pi.

Step 2. For i = 1, 2, . . ., n:

When Pi receives the sequence SPi from TP, he selects m

qubits randomly to perform measurement operation, and the

remaining particles are performed reflection operation. After

that, the sequence SPi becomes SPi′ , and Pi sends it back to TP.

(1) Reflection: Pi reflects the received qubits directly.

(2) Measurement: Pi measures the received qubits with Z

basis {|0〉, |1〉} and generates a new qubit according to the value

of Rj
i . The entangled particle will collapse to |0〉 or |1〉. If Rj

i � 0,

Pi generates a new particle Qj′
Pi
is the same as the measurement

result. If Rj
i � 1, Pi generates a new quantum particle Qj′

Pi
is

contrary to the measurement result.

Step 3. For i = 1, 2, . . ., n:

When TP receives the sequence SPi′ from Pi, TP combines the

sequences STPi, STi and SPi′ to form the Si′

Si′ � Q1
TPi

Q1
Ti
Q1′

Pi
, Q2

TPi
Q2

Ti
Q2′

Pi
, . . . , Q2m

TPi
Q2m

Ti
Q2m′

Pi
( ).

Then, Pi publishes the location of the measurement and reflection

operations. If Pi performs reflection operation, then TP measures

each pair of (Qj
Ti
Qj′

Pi
) with Bell basis. On the basis of the

entanglement properties of the GHZ-type state in Eq. 1, the

measurement result should be |ϕ+〉 or |ψ+〉. If |ϕ−〉 or |ψ−〉 emerge

in the measurement result, it means that there are eavesdroppers

in the channel. After determines that there is no eavesdropper,

the protocol will continue to the next step. Otherwise, will restart

the protocol.

Step 4. TP removes the particles performing reflection

operations. For the remaining particles, TP performs Bell

measurement on each (Qj
Ti
Qj′

Pi
). If measurement result is |ϕ±〉,

TP sets Ej
i � 0; and if measurement result is |ψ±〉, TP sets Ej

i � 1.

Then, TP performs measurement operation with Z basis on Qj
TPi

and forms the measurement results to a sequence Ci. If measured

result is |0〉, then Cj
i � 0; if measured result is |1〉, then Cj

i � 1.

For j = 1, 2, . . ., m: TP calculates:

Tj � ∑
n−1

i�1
Ej
i ⊕ Cj

i ⊕ Ej
i+1 ⊕ Cj

i+1.

If Tj = 0 for all j in the end, TP will announce that the private

information Xi are equal. Otherwise, he will announce that the

private information Xi are not equal.

For clarity, Figure 1 display the flow chart about the process

of the above steps.

2.3 Correctness

The correctness of the proposed protocol has been

demonstrated in this subsection. Pi’s private information Xi

are encoded as Rj
i � xj

i ⊕ kjP. According to the rules for

generating quantum states in step 2, we can deduce:

Qj′
Pi

� Qj
Pi
⊕ Rj

i � Qj
Pi
⊕ xj

i ⊕ kjP. (4)

In step 4, TP performs Bell measurement on (Qj
Ti
Qj′

Pi
), and

assigns value to Ej
i according to the measurement result.

Apparently, it can be derived that:

Ej
i � Qj

Ti
⊕ Qj′

Pi
. (5)

According to Eqs. 1, 4, 5, we will obtain:

Tj � ∑
n−1

i�1
Ej
i ⊕ Cj

i ⊕ Ej
i+1 ⊕ Cj

i+1

� ∑
n−1

i�1
Qj

Ti
⊕ Qj′

Pi
⊕ Qj

TPi
⊕ Qj

Ti+1 ⊕ Qj′
Pi+1 ⊕ Qj

TPi+1

� ∑
n−1

i�1
Qj

Ti
⊕ Qj

Pi
⊕ Rj

i ⊕ Qj
TPi

⊕ Qj
Ti+1 ⊕ Qj

Pi+1 ⊕ Rj
i+1 ⊕ Qj

TPi+1

� ∑
n−1

i�1
Rj
i ⊕ Rj

i+1

� ∑
n−1

i�1
xj
i ⊕ kjP ⊕ xj

i+1 ⊕ kjP

� ∑
n−1

i�1
xj
i ⊕ xj

i+1.

(6)
If Tj = 0 for all j in the end, TP will announce that the private

information Xi are equal. Therefore, by measuring the particles in

his hand, TP can easily compare the equality of all participants’

secrets.

3 Analysis

According to whether the attacker participates in the

protocol, there are two kinds of attack: outsider attack and

insider attack. First, we demonstrate that four common

outsider attack our protocol can resist four common outsider

attack. Second, the analysis of the n − 1 participant collusion
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attack and the TP attack proves that this protocol also has ability

resistant to insider attack. Therefore, this protocol can guarantee

the privacy of secrets while comparing the equality of secrets

among participants.

3.1 Outsider attack

Assuming that Eve is an outsider eavesdropper, he launches

some well-known attacks on the transmitted particles to obtains

participant’s secret xji .

Case 1. Intercept–resend attack

Eve intercepts SPi. Then, Eve generates a fake sequence SPi*

and transmites to Pi. As described in step 2, Pi randomly chooses

measurement or reflection operation, he sends Sp′Pi back to TP. At

this time, Eve also intercepts Sp′Pi and sends SPi back to TP. Eve

measures the sequence Sp′Pi according to the positions of the

measurement operation and reflection operation announced by

Pi, and obtains the value of Rj
i � xj

i ⊕ kjP. However, since Eve

does not know the shared key kjP, he cannot infer the participant’s

private information xj
i from Rj

i .

Case 2. Measure-resend attack

Eve intercepts the sequence SPi sent by TP to Pi. Then, Eve

uses Z basis to measures them and the measured sequence is sent

to Pi. Nevertheless, in this case, Eve will be detected since he does

not know whether Pi will choose the measurement operation or

the reflection operation in step 2. If Pi performs the measurement

operation, Eve’s attack will not be found. If Pi performs the

reflection operation, Eve’s attack will be found. For example,

suppose that Qj
Ti
Qj

Pi
is |ϕ+〉, Eve measures the sequence SPi with

the Z basis. Then, |ϕ+〉will randomly collapse to |00〉 or |11〉. Eve
sends the measured sequence to Pi. When TP uses Bell

measurement to check the entanglement result of the

corresponding reflected qubits in Qj
Ti
Qj′

Pi
, the measurement

result will be |ϕ+〉 or |ϕ−〉. If the measurement is |ϕ−〉, Eve
will be found. In this case, the detection probability for the

proposed protocol is 1 − (12)m. The detection probability is

approximate to 1 when m is large enough.

FIGURE 1
Process of the proposed SQPC protocol.
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Case 3. Entangle-measure attack

We assume that |e〉 is an ancillary qubit generated by Eve and
UE is the unitary operation. The unitary operation UE can be

described as follows:

UE|0〉|e〉 � a|0〉|e00〉 + b|1〉|e01〉, (7)
UE|1〉|e〉 � c|0〉|e10〉 + d|1〉|e11〉, (8)

where |e00〉, |e01〉, |e10〉, |e11〉 are pure states uniquely determined

by UE; |a|
2 + |b|2 = 1, and |c|2 + |d|2 = 1.

According to the entanglement properties of quantum state

|φ〉, TP can deduce the state of (Qj
Ti
, Qj

Pi
) through the

measurement result of Qj
TPi

. If the measurement result of Qj
TPi

is |0〉, the (Qj
Ti
, Qj

Pi
) should be |ϕ+〉. If the measurement result of

Qj
TPi

is |1〉, the (Qj
Ti
, Qj

Pi
) should be |ψ+〉. Here, we take

(Qj
Ti
, Qj

Pi
) is |ϕ+〉 as an example to analyze the entangle-

measure attack in this protocol.

Eve intercepts the sequence SPi and entangles the particles in

the sequence SPi with |e〉 through the integer transformation UE.

After that, the quantum system becomes

Ue|ϕ+〉|e〉 � 1�
2

√ |0〉 a|0〉|e00〉 + b|1〉|e01〉( ) + |1〉 c|0〉|e10〉 + d|1〉|e11〉( )[ ]
� 1�

2
√ a|00〉|e00〉 + b|01〉|e01〉 + c|10〉|e11〉 + d|1〉|e11〉[ ]

� 1
2

a |ϕ+〉 + |ϕ−〉( )|e00〉 + b |ψ+〉 − |ψ−〉( )[
+c |ψ+〉 + |ψ−〉( )|e10〉 + d |ϕ+〉 − |ϕ−〉( )|e11〉].

(9)

In order to prevent Eve’s attack from being detected, the

result of measuring the reflected particle (Qj
Ti
, Qj

Pi
) with the Bell

basis should be |ϕ+〉. As a result, we can deduce that:

b � c � 0, a � d � 1,

|e00〉 � |e11〉.

Then, the Eq. 9 can be rewritten as:

Ue|ϕ+〉|e〉 � 1
2

a |ϕ+〉 + |ϕ−〉( )|e00〉 + d |ϕ+〉 − |ϕ−〉( )|e11〉[ ] � |ϕ+〉|e00〉.
(10)

It is easy to find that if Eve wants to obtain Xi through

ancillary qubits, some error must be introduced and his attack

must be detected.

Case 4. Double CNOT attack

Subsequently, we analyze the security of the protocol under

the double CNOT attack. For simplicity, we suppose that |z〉(|z〉
∈ {|0〉, |1〉}) is an ancillary qubit produced by Eve and |φ〉 is

GHZ-type state produced by TP. Eve performs the first CNOT

operation on the intercepted sequence SPi and the ancillary

qubit |z〉. After that, Eve sends SPi directly to Pi without any

interference, and the ancillary qubit |z〉 becomes |z′〉. At this
point, the whole quantum system is:

|φ〉1 � CNOT |φ〉123 ⊗|z〉E( ) � 1
2
|000z〉 + |011�z〉 + |101�z〉 + |110z〉( )123E

(11)

After Pi receives SPi, he chooses reflection or measurement

operation at random and send SPi′ to TP. Eve performs the

second CNOT operation on the intercepted sequence SPi′ and the

ancillary qubit |z′〉. Based on the different operations chosen by

Pi, we divide the attack into two situations.

• Situation 1: Pi chooses the reflection operation

In this situation, Pi performs reflection operation and do not

cause any disturbance to the particles. Therefore, after the second

CNOT operation, the whole quantum system becomes:

|φ〉2 � CNOT
1
2
|000z〉 + |011�z〉 + |101�z〉 + |110z〉( )123E( )

� 1
2
|000〉 + |011〉 + |101〉 + |110〉( )123 ⊗|z〉E

(12)
Obviously, the ancillary qubit |z〉 have not changed after two

CNOT operations, thus Eve cannot get any information from the

ancillary qubit |z〉.

• Situation 2: Pi chooses the measurement operation

In this situation, Pi performs the measurement operation and

produces a particle that is inverse or the same as the

measurement depending on Rj
i . Since Rj

i can be either 0 or 1,

|φ〉1 collapses to (|000z〉 + |011�z〉)123E or (|101�z〉 + |110z〉)123E.
Then Eve performs the second CNOT operation, the whole

quantum system becomes:

|φ〉3 � CNOT |0〉F ⊗
1
2
|000z〉 + |011�z〉 + |101�z〉 + |110z〉( )123E( )

� 0〉F ⊗
1
2
|000z〉 + |011�z〉 + |101�z〉 + |110z〉( )123E

∣∣∣∣∣∣∣ )
(13)

or

|φ〉4 � CNOT |1〉F ⊗
1
2
|000z〉 + |011�z〉 + |101�z〉 + |110z〉( )123E( )

� 1〉F ⊗
1
2
|000�z〉 + |011z〉 + |101z〉 + |110�z〉( )123E

∣∣∣∣∣∣∣ ).
(14)

Eve can judge whether ancillary qubit have changed by

measuring. Based on Eqs. 13, 14, the probability of measuring

|�z〉 is 50%.

According to the above analysis, we summarize the double

CNOT attack as follows:

(1) If Eve measures ancillary qubits and the result is |z〉, then Eve
does not get any private information of Pi.

(2) If Eve measures ancillary qubits and the result is |�z〉, then
Eve adopts Z basis to measure the sequence SPi′ to obtain
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Qj′
Pi

� xj
i ⊕ Qj

Pi
⊕ kji . However, Eve does not know the

shared key kji , thus he cannot deduce the private

information xj
i .

According to the analysis, double CNOT attack cannot create

a threat to this protocol.

Case 4. Trojan horse attack

As the proposed protocol is a two-way communication

protocol, Eve may performs the Trojan horse attack [38] on

the sequence SPi to obtain beneficial information. However, this

attack can be easily prevented by using the photon number

splitter and the optical wavelength filter devices [39, 40] to

detect the Trojan-Horse photons.

Therefore, we proved that the outsider attack can be detected

in the proposed SQPC protocol.

3.2 Insider attack

In 2007, Gao et al. [41] proposed that we should pay more

attention to attacks from participants because they participated

in the implementation of the protocol. In this subsection, we

show that the protocol is resistant to participants collusion attack

and TP attack.

Case 1. Participants attack

We only consider the worst circumstances that n − 1

dishonest parties conspired to obtain the remaining

participant’s private information, because in this situation the

threat to the protocol is the greatest. We assume that the

dishonest parties P1, P2, . . ., Pi−1, Pi+1, . . ., Pn who collude

with each other in an attempt to obtain Pi’s secrets. In our

protocol, the particles are only transmitted between the TP and

the participants, and no particles are transmitted among the

participants, so n participants are independent and do not

interfere with each other. In order to obtain the secret of Pi,

dishonest parties try to launch attacks during particle

teleportation. For example, dishonest parties launches

measure-resend attack to learn sequence SPi. Then, they send

SPi* back to Pi, where SPi* is SPi after dishonest parties’ operations.

The reflection operation or measurement operation performed

by Pi in step 2 is randomly selected, and the dishonest participant

can only guess the correct operation with a probability of 1
2.

Therefore, his attack will definitely be detected during the

eavesdropping detection. When there are m particles for

security detection, the probability of dishonest participants

being detected is 1 − (12)m. As the value of m increases, the

probability of an attack being detected gradually approaches to 1.

Hence, the dishonest have no chance to obtain the secret

of Pi.

Case 2. TP attack

In the first prerequisite of our protocol, TP is supposed to be a

semi-honest who will do his best to learn participants’ secret

information, but does not collude with either of them. Without

loss of generality, we suppose that TP wants to learn the secret

of Pi.

The only way for TP to get Xi is to measure the particles Qj′
Pi

in sequence SPi′ with Z basis. In step 2, we can deduce that

Qj′
Pi

� Qj
Pi
⊕ xj

i ⊕ kjP. Even though TP can get Qj′
Pi

and Qj
Pi
from

the measurement, he still cannot deduce the private information

of Pi, since the pre-shared key KP is used to encrypt Xi, and he has

no knowledge about KP.

Therefore, the attack of TP is invalid for this protocol.

4 Comparison

In this section, we compare some existing protocol with our

protocol. Qubit efficiency is an important indicator for evaluating

SQPC protocols. Here, the qubit efficiency is defined as

ηe �
c

q + b
,

where c represents the amount of classical information involved

in the comparison, and q denotes the number of all particles

consumed during the comparison, and b is the total number of

classical bits consumed when decoding private information

(classic communication for security detection is not included).

In this paper, each classical participants have m classical bits

respectively, and they compare nm classical bits in total. Then, to

compare nm bits of private information, TP is required to

generate 2nm three-qubit entangle state (6mn bit qubits).

During protocol execution, each of Pi choose measurement

operation with 1
2 probability, and they prepare m qubits.

Furthermore, our protocol use the SQKD protocol [42] to

generate m bits pre-shared key which consumes 24m qubits

and 16m bit to generate one key. Then we can get q = 6mn +

mn + 40m = 7mn + 40m. As for the number of classical bits

consumed in the protocol, Pi does not need to publish

information in the classic channel, and TP demands a

classical bit to publish the comparison result. Thus, b = 1. In

summary, the qubit efficiency of this paper is nm
7mn+40m+1. Using the

same method, we can calculate the qubit efficiency of other

related protocols, and the comparison results are shown in

Table 1.

Next, the advantages of our protocol compared to existing

SQPC protocols are analyzed. It should be note that there are two

SQPC protocols in Ref. [43], which we denote by Ref. [43]-A and

Ref. [43]-B respectively.

First, in terms of qubit efficiency, the proposed protocol

has advantages over the existing SQPC protocols. It is

apparent from Table 1, our protocol is more efficient than
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multi-party SQPC protocols Ref. [43]-B and Ref. [45].

Although the proposed protocol, Ref. [43]-B and Ref. [45]

all generate the shared key using the SQKD protocol, we only

need one shared key sequence while Ref. [43]-B and Ref. [45]

require n + 1 shared keys sequences. As we all know, the

shared key needs to consume a large number of qubits.

Excessive demand for the shared key will increase the total

number of qubits transmitted and reduce the efficiency of the

protocol. Moreover, comparing with the current two-party

protocols Ref. [43]-A, Ref. [35, 44, 46, 47, 48], our proposed

protocol still has superiorities in quantum efficiency. When

using two-party SQPC protocols to compare the private

information of n participants, the protocol need to be

executed n − 1 times. Repeating the protocol many times

will increase the total number of transmitted qubits and

reduce the efficiency of the protocol.

Second, our protocol does not use classical channels to

transmit information except for security check steps. Most of

the SQPC protocols now use quantum technology and classical

computing to achieve comparison while ensuring security. As a

result, there are usually quantum and classical two kinds of

signals to process. The protocols in Refs. [35, 43–48] use the

classical channel to transmit information, which increase the risk

of classical attacks since the classical channel is the part with

weak security. In order to improve the SQPC security, our

protocol directly encodes the secret value of the participant to

the quantum state through the measure-resend operation. And

there is no classical channel to transmit information, which

greatly reduces the classical attack and improves the security

of the protocol.

Third, our protocol is more flexible, which is possible to

compare the equality of any two participants. However, the

SQPC protocols [35, 44, 46, 47, 48] can only compare the

equality of two parties. When there are n (n ≥ 2) participants,

the protocol needs to be executed n − 1 times, which is not only

inefficient but also wastes quantum resources. The protocol

proposed in this paper can compare the equality of multiple

participants at one time, and can be flexibly applied to various

situations.

Finally, semi-quantum protocol settles the problem that

quantum communication network is restricted by expensive

quantum devices. In the proposed protocol, participants in the

protocol only need to have basic quantum abilities such as

quantum measurement and quantum preparation, and

complete the equality comparison of private information with

the help of the third party quantum server. Quantum servers can

be configured to the cloud and leased when users need to use

them. In addition, The GHZ state we used has been proved in Ref.

[49] that it can be prepared by the current quantum technology.

Therefore, our protocol can be realized.

5 Conclusion

To sum up, we construct a SQPC protocol using the

maximally entangled GHZ-type state. n classical participants

can compare their secrets for equality via one execution of the

protocol without leaking them. Comparing our protocol with

some previous SQPC protocols in Section 4, it can be observed

that the proposed protocol has obvious advantages in terms of

TABLE 1 The comparison of our protocol to the other protocols.

Quantum
resource

Quantum measurement
of TP

Number of
protocol
participants

Pre-shared
cost

Comparison
cost

Qubit
efficiency

The protocol of
Ref. [43]-A

single-particle states Single-particle measurement 2 0 18m + 1 2m
18m+1

The protocol of
Ref. [43]-B

single-particle states Single-particle measurement n (n ≥ 2) 40m · 2n 2n (2m + mn) + mn
+ 1

nm
2n(42m+mn)+mn+1

The protocol of
Ref. [44]

Bell states Bell state measurement and single-
particle measurement

2 40m 8m + 1 2m
48m+1

The protocol of
Ref. [45]

Bell states Bell state measurement and single-
particle measurement

n (n ≥ 2) (n + 1) · 40m 3nm + 1 nm
43mn+40m+1

The protocol of
Ref. [46]

three-particles
entangled states

GHZ measurement 2 0 16m + 1 2m
16m+1

The protocol of
Ref. [47]

three-particles
entangled states

Bell state measurement and single-
particle measurement

2 0 34m + 1 2m
34m+1

The protocol of
Ref. [35]

three-particles
entangled states

Single particle, Bell state and G-like
state measurement

2 40m 10m + 1 2m
50m+1

The protocol of
Ref. [48]

three-particles
entangled states

Bell state measurement and single-
particle measurement

2 40m 18m + 1 2m
58m+1

The proposed
protocol

three-particles
entangled states

Bell state measurement and single-
particle measurement

n (n ≥ 2) 40m 7nm + 1 nm
7nm+40m+1
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flexibility and efficiency. Security analysis shows that both

outsider and insider attacks are ineffective against this

protocol. What is more, the participants in the SQPC protocol

only need to perform a few limited operations, which reduces the

cost of quantum resources to a certain extent. The SQPC protocol

can be extended to more applications, because the quantum

operations used in this paper can be implemented according to

existing quantum technologies.
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